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                  UCS Management Guide


UCS  Specifications:

CPU:


Dell PowerEdge with Dual Pentium XEON Processors 

RAM: 


1 GB RAM



Hard Drive:

Dual RAID 


Power requirements:
Server draws 550W of electricity @ 110 or 220 Volts


Size:


1U rack server


Operating System:
Red Hat Enterprise Linux



Minumum Bandwidth:
100Mb network is the recommended minimum connection speed

Upgrading the UCS

Operating System Patches are handled with RedHat’s up2date system.  For inSORS software patches, an inSORS server administrator will either update the software remotely or send the update patch to a company’s UCS administrator.

UCS User Manager

The UCS User Manager is a simple utility that lists all user accounts that have access to your UCS, their status, account expiration date, organization, and any special comments on the account.  Administrators may also add, extend, change password, delete and disable accounts. 

The user manager is accessed from the following address:

http://serveraddress/manage/users

You will be prompted for the password to the UCS User Database before you reach the page.  Access to the user manager is restricted to users with admin privileges as determined by the group setting.  Users with admin privileges use their username and password for entry. 

The interface page looks like this: 




ADDING ACCOUNTS
To add an account, fill out the fields at the top (Username, Password, etc.) and check the box corresponding to the level of permissions you wish to grant the user.  (Explanation of User Groups appears below) Click the Add User button when finished. A line will appear near the top of the page confirming that the user was added successfully:
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Passwords may be up to 16 characters, case-sensitive, with the @#$%^&*() symbols permitted.

A very important aspect of the username is the domain name.   The domain is anything after an @symbol in the username, and it does not have to correspond to a real-world domain. This means that the username can be a person’s Email address, or it can be something you specify arbitrarily (e.g. Username@videocollaboration).  The domain name is used by the system to group users for segregation on a UCS.  By default, all users can invite all other users in their domain, but will not be seen by users in another domain.  In this way, multiple domains can be on a UCS yet be restricted to interaction within their own domain.

USER GROUPS:


Demo
The username and password will automatically expire in three months


User 
Creates a standard user, with permissions to use all functions of IGMeeting, excluding the ‘IGRecorder’ functions.


Admin
Allows the user to access the management functions of the UCS


Play
Allows the user to play recordings from IGRecorder


Disable
Disables the user account, preventing the username and password from being used


Rdelete
Allows user to delete recordings from IGRecorder

SEARCHING THE USER DATABASE


To find a user account in the database, use the “Query user database” section of the user manager:
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Enter complete or partial information in any of the fields, and click the “Query” button.  The page will refresh and list all user accounts corresponding to the information you specified.
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If you wish to see all user accounts currently on the UCS, simply click the “Show All” button.

DISABLING AND DELETING ACCOUNTS
To delete or disable an account, first view the account by either querying the database for the specific account or pressing the “Show All” button.

Clicking the ‘Delete’ button will permanently remove that user account from the database.  Clicking ‘Disable’ will prevent a user from logging on using that account information, but will not remove the account from the database.

MODIFYING USER ACCOUNTS
You cannot change the username of a user account; to change a username, you will have to make a new account with the new username and delete the original user account.

To change other user account information, first view the account by either querying the database for the specific account or pressing the “Show All” button.  Then click the username link to go to the Modify User screen.
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Make any changes required, and click the Modify User button to apply the changes.

EXPORTING AND IMPORTING USER LISTS

For backup and server-replication purposes, the option for exporting and importing user database information is available in the Add User section. The file generated is a comma-separated text file.  Click the ‘Browse’ button to specify a filename for import or export.
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UCS Venue Manager

The UCS Venue Manager is a utility for creating and modifying the Venues accessible to the users connected to the UCS.  A Venue contains a list of  "virtual room"—a permanent space that is always available and does not expire like scheduled and instant conferences. Virtual rooms are usually given names as opposed to codes. This approach fosters a feeling of community and teamwork within a distributed group of experts who can exchange ideas and information by meeting in common areas. 

The Venue Manager is accessed from the following address:

http://hostname-url/manage/venue or by selecting Venue on the manage page. 

Hostname-url is the address of the server. You will be prompted for the UCS management password before you reach the page.

This interface page looks like this:
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Adding a Room

To add a new room to the list of venues, first click the Add Room button.   A new page loads, which looks like this:
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To create a room, complete this form with the appropriate information and click the “Submit” button.  Below is a detailed explanation of each field required in the Add Room form.  

Room Options:

	Room Number
	Can be any unused number.  The room number determines the order in which the rooms will appear in the drop-down list on the venue page.

	Room Group
	Selects which Room Group the new room will be added to.  (Room Groups are created using the “Add Group” button of the venue management screen.  See the section below entitled “Adding a Group”)

	Room Name
	The name assigned to your new room.

	Video/Audio IP
	The multicast IP addresses that the room will use for video and audio traffic. This can be the same or unique for each.


	Video/Audio Port
	The UDP port that will be used when transmitting video or audio.  Use port numbers higher than 10,000.  The video and audio ports should be at least two numbers apart; for example, if the Video port is 59700, the audio port should be 59702

	Security
	If set to “On” this setting will automatically ask users for an  encryption key when they attempt to enter the room.

	Room Channels
	When set to “All Channels” then video, audio, and data (IGPix, IGWhiteboard, etc.) will all be transmitted to users who join the room.  If video is not needed or should be restricted due to bandwidth constraints, this setting can be used to restrict the room to Audio only or Audio plus Data. 

	Room Video BW
	This setting determines the bandwidth settings for the room.  The bandwidth is set in two parts; the first part sets the initial bandwidth  for each camera  and the second part sets the  the maximum bandwidth that a user can use for each camera. 

	Room Audio BW
	The 16-bit option uses 128 Kb of audio per site and the 8-bit option uses 64Kb per site.  The 16-bit option offers improved audio performance. 

	Room Bridging
	Determines whether users are allowed to join the room in “Bridged” mode (i.e. connecting directly to the UCS in unicast rather than using a Multicast network)  It is recommended to allow bridging for all rooms. 

	Timeout
	This setting determines how long (in seconds) users are allowed to remain connected to the room.  No setting equals unlimited.


Adding a Group

When a user accesses the UCS’s venue page, they see lists of rooms organized into various groups.  The list of rooms appears in a pulldown menu under each group name:
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To create groups for your UCS, simply click on the Add Group button in the Venue Manager.  Create a name for your new group, and then click the Add Group button at the bottom of the page.  You can now assign rooms to the new group.

Generate HTML
Use the Generate HTML button to update the lists that appear in the pulldown menus of the UCS’s Venues page.  For example, after creating a new room under the Academic/Research Rooms group, click the Generate HTML button ensure that the new room appears in the pulldown list. 
Exporting and Importing Rooms

All room configuration data can be saved by pressing the “Export DB” button in the Venue Manager.  This generates an SQL file that can be saved to a local disk.  Similarly, using the “Import DB” button allows you to select an SQL file to be uploaded to the UCS.  

Deleting the Database
The DELETE DB button will wipe out all venue configuration information currently on the UCS.  

Network and Security

	What ports are open?
	TCP ports 80 and 554 are open.  Additionally, port 22 (ssh) is left open only to the inSORS address space

UDP ports 1024-65532 are dynamically assigned for audio and video streams when a meeting is started



	How do you monitor network connections to the UCS?
	We use netstat and lsof to monitor network connections and open sockets.  When requested we set the firewall to log all packets that are dropped so we can see any connection attempts to unauthorized ports.

	How do you integrate with VoIP gateways?  What settings need to be adjusted?  


	This is done through the UCS Config Manager.  In the\ group setup for H323, PSTN, etc. change the "voip gateway url" 


Server Maintenance

	How much storage is provided for with the recorder?  Is it possible to add more?
	250MB HD is the minimum. Recorder space is simply disk space on the computer so adding more space is can be done through the addition of a HD, using network storage space, or backing up and then removing old data.



	How do you add another server to the UCS cluster
	To add another server to the UCG the primary (or database) server is setup to allow NFS mounting of the /var/db/ucsdb directory by the IPs of all "secondary" servers.  Then, through the config manager on the primary (or database) server the configuration is set so that the new server will be used for a specific component (recorder, bridge, etc.)  The secondary server then mounts the database through NFS, and services start up normally.

	Am I responsible for making my own venue index page? 


	There is now a dynamic venue page that can be put on any UCG.  The rooms from the venue manager are then exported (as normal) and automatically show up on the venue page.  NOTE: If a venue room is in the group "PRIVATE" it will not show up on the venue page.




+
_1194682571.doc
[image: image1.png]Users Allowed 5000 Total Users: 1394

Action add user: testuser@insors.com successfil
demo [] user [] admin . play [ record [ niaid [] disable [ rdelete []

add Group Delete Group
Grophame | Groptame |
Query user database for information.
emo [ user [ admin ] play O
record I niaid [ disable (] rdelete (]
ore: O afters O Jon_v|[1_ v 2004 ]

O afte

[ Expires:

+ Manager PHP








