Streaming Rich-Media Content – Firewall Settings
I) Introduction: The use of this document assumes the user has some knowledge in video streaming and moderate knowledge in networking.

In order to fully understand this document, the user should first familiarize him or her self with the Mindshare product, our Streaming Server, and have rights to Firewall Administration.

II) Firewalls: Not all Firewalls are a like. This document provides only a guide to some settings and configurations to which it may enable rich media content to be streamed through Firewalls. Refer to your Firewall User Guide for proper configuration.

Video Streaming:

Our Mindshare streaming Rich Media content and streaming behind a Firewall is possible provided you follow the following steps:

1) Setup your Mindshare system with a Private Static IP Address.

2) Configure your Router with a Public Static IP Address.

Configure your Router’s Firewall to do IP Forwarding.

Open specific ports in your Firewall.
3) Use One-to-One NAT with a second Public IP Address.
4) Viewing the Stream
1) Setup your Mindshare system with Private IP Address.
1.1) Logon to your Mindshare system and configure your Mindshare using a private static IP Address (see your Windows XP for details on how to configure your network card to a Static IP Address).

1.2) Start the Mindshare application by double clicking on the Mindshare icon. You may also start this application from a remote PC by opening Internet Explorer and typing the Mindshare IP Address in the Address window of Internet Explorer.
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1.3) Click “Enter” and select “Settings”, then “Encoding”. In “General Parameters” type the Mindshare’s local IP Address.
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1.4) Select “Network” tab and type the Mindshare IP Address, for the Streaming Server type the Mindshare IP Address, for the RTSP Port type 7070, and for Transmission Mode select “Unicast”.
Click Apply and start a New Live Event.
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1.5) After choosing your Template and Preset, click next, start encoding. Your Mindshare screen should look like the window below.
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Notice that the IP Address shown is a private Address. You will NOT be able to access the Mindshare nor the Video Stream using this IP Address when outside the Firewall or from the Internet. You have to configure your router to do IP Forwarding.

2) Configure your Router with a Public Static IP Address:
2.1) This address is obtained from your ISP. Contact your ISP for information whether or not you have a Static IP Address.

2.2) Logon to your router and configure it either as a Gateway or Router. Gateway means that you only have one router in your network and you are hosting the Internet. Router configuration means that your router exists on a network with other routers including a separate network Gateway that handles the Internet connection. Usually you find this setting under Dynamic Routing.

2.3) Setup your router with the Static IP Address provided by your ISP.
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The picture above may differ from router to router

2.4) Under Setup, configure Port Forwarding to forward all internet requests to your Private IP Address. Make sure you know the ports your Mindshare system is using for streaming. (i.e. 6148, 6149 for the VGA, 7570 through 7573 for your RTSP Application Protocol 7070). You may get this information by going to “Settings”, “Encoding” tabs. See you Mindshare manual for more details. Also, you may consult your Mindshare manual for more details.
In addition to those ports above, you need to open port 80 and 554.
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2.5) The same ports should also be opened in your Firewall settings.
2.6) Some Internet applications or games use alternate ports to communicate between server and LAN host. When you want to use those applications, enter the triggering (outgoing) port and alternate incoming port in Port Triggering Settings. The Router will forward the incoming packets to the LAN host.
Enter the range of port numbers and enter the application name, and enter the incoming port range.
3) Use One-to-One NAT with a second Public IP Address.
3.1) You may also use One-to-One NAT to stream your video if you have a second Public IP Address. This is to maximize bandwidth freeing up your first connection to the Internet for other applications.

3.2) In your Router Network settings, configure your router as DMZ. Select your DMZ to be in the same subnet.
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3.3) Also in Setup, you should have a setting to configure your One-to-One NAT.
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You now forward all you Internet request using your second Public IP Address.

3.4) You must also open the ports mentioned in 2.4 for this address.
4) Viewing the Stream:

4.1) From the Mindshare Encoding window click on the “Eye” to open an Internet Explorer window and type the Public IP Address of your Router.
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4.2) Right click on View Presentation and chose Open in New Window. Note that your player may hang at first because it is trying to communicate with the Mindshare’s Private IP Address. Just cancel the player and type the Public IP Address in place of the Private one.
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4.3) Your window should look like the on below. Once you got to this window, press enter and your default player should connect to the Mindshare and display the video stream.
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Note that mp4 file will change each time you start a New Live Event or simply restart the encoder. You may need to send your customers a new link if the above is performed. If your ISP has your system on DHCP you may lose your link or your encoder may quit streaming if your router changes IP Address.

Check with your ISP for attaining a permanent Public IP Address.
