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COPYRIGHT All trademarks(s), logo(s), name(s), software, documentation and
other supporting materials relating to the Product are trademarked, copyrighted or
owned by Emblaze-VCON Ltd. as proprietary information protected by United
States copyright laws and international and applicable national treaty provisions
and laws. Software protection extends beyond its literal code to structure, sequence
and organization; any unauthorized use or modification would constitute a
misappropriation of Emblaze-VCON's proprietary rights and a violation of the
License agreement.

LIABILITIES Emblaze-VCON's entire liability and the Purchaser’s exclusive remedy
shall be at Emblaze-VCON's option, either return of the price paid or repair/
replacement of the Product not meeting Emblaze-VCON'’s declared Limited
warranty. Emblaze-VCON or its suppliers shall not be liable in any event to anyone
for any indirect, incidental, consequential, special or exemplary damages including
without limitation damages for loss of business profits, business interruptions,
business information or other pecuniary loss arising out of the use of or inability to
use the said Product even if advised of the possibility of such damages. In any case,
Emblaze-VCON's entire liability under any provision of this agreement shall be
limited to the amount actually paid by the Purchase for the Product.

About this Administrator’s Guide

This Administrator Guide explains how to work with the Emblaze-VCON Media
Xchange Manager (MXM) system. The following chapter summary briefly describes
this guide’s contents:

Chapter 1 Welcome to Media Xchange Manager®
Introduction to the MXM and to this Administrator’s
Guide
Chapter 2 Getting Started
Instructions for installing the MXM.
Chapter 3 A Quick Tour of the MXM Administrator
Brief description of the main MXM applications’ screens.
Chapter 4 Managing the MXM

Procedures for configuring administrators and MXMs,
monitoring status within the video network, and setting
up hunting and administrative groups.

Chapter 5 Setting MXM System Properties
Descriptions of the various properties that comprise the
MXM'’s system configuration.

Chapter 6 Defining End Point Nodes
Procedures for defining registered end points which run
Emblaze-VCON or third-party videoconferencing
applications.
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Chapter 7

Chapter 8

Chapter 9

Chapter 10

Chapter 11

Chapter 12

Chapter 13

Chapter 14

Chapter 15

Chapter 16

Initiating Videoconferences From the MXM
Administrator

Instructions for setting up and starting videoconferences
from the Administrator application.

Remote Upgrade of Videoconferencing
Devices Software

Instructions for upgrading the videoconferencing
software of registered end points through the Remote
Software Upgrade utility.

Registering Gateways
Procedures for registering, setting up a gateway’s MXM
configuration and setting up available gateway services.

Least Cost Routing of Gateway Calls
Description and instructions for determining the most
cost-efficient gateway services for IP-to-ISDN calls
originating from the MXM'’s zone.

Registering an MCU

Procedures for registering, setting up an MCU’s MXM
configuration, defining MCU service properties, and
setting up MCU service permission groups.

Setting Up Multipoint Conferences Managed
by a VCB

Instructions for setting up Emblaze-Emblaze-VCON
VCB for initiating ad-hoc multipoint videoconferences.

Using Polycom® MGC™ with the MXM
Instructions for setting up the Accord MGC's
configuration for management within the MXM’s
network.

Neighboring Zones

Procedures for setting up an MXM-managed network
that includes more than one zone of videoconferencing
users.

Registering with LDAP Directories

Procedures and required information for setting up the
MXM'’s configuration in online directory servers such as
ILS and NDS.

Managing SIP Networks

Instructions for registering SIP User Agents, setting up
SIP Proxy Server, and initiating calls involving SIP User
Agents.
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Chapter 17

Chapter 18

Appendix A

Appendix B

Appendix C

Appendix D

Appendix E

Appendix F

Emblaze-VCON Cluster Module

Description of the Emblaze-VCON Cluster and
instructions for setting up a Cluster configuration in your
organization.

Customizing the MXM Administrator
Procedures for customizing the Administrator
application according to your personal preferences.

vPoint HD End Point Properties
Definitions of configuration properties for vPoint HD
end points.

vPoint™ End Point Properties
Definitions of configuration properties for vPoint end
points.

HD3000 End Point Properties
Definitions of configuration properties for HD3000 end
points.

HD5000 End Point Properties
Definitions of configuration properties for HD5000 end
points.

Upgrading HD3000/2000 Software Upgrade
Procedures for updating your Emblaze-VCON HD3000/
2000 devices to their latest software versions.

QoS Priority Values
List of available QoS priority level settings for IP
Precedence and DiffServ.
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Emblaze-VCON Technical Support

This Administrator’s Guide was designed to help you set up and work with your
MXM easily so that you can enjoy its many features.

If a situation occurs that is not covered by the supplied documentation, contact your
local Emblaze-VCON distributor, and request assistance from their Emblaze-VCON-
trained technical support department. Please describe the problem, device, and PC
operating system (if applicable), and any other relevant details.

Also, you may access the Technical Support section of the Emblaze-VCON website
(http://www.emblaze-vcon.com/support/index.shtml) in order to check its
knowledge base or initiate other customer support processes:

Page Type of support

Support Notes Troubleshoot or receive technical information about
specific Emblaze-VCON products.

Downloads Download a new software release or a free product
evaluation.

Demo Test your videoconferencing system.

Numbers

License Key Request a permanent license key for your organization’s

Requests MXM(s).
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1 WELCOME TO MEDIA XCHANGE
MANAGER®

Congratulations on your entry into the revolutionary world of Emblaze-VCON's

Media Xchange Manager® (MXM). The MXM centralizes the management of Video
over IP communication within an enterprise-wide network.

1.1 About the MXM Server

The MXM provides centralized videoconferencing management services for
corporate networks running on IP. It transfers many adminstration and
configuration tasks from the individual computers, called end points, to the
network, where they belong.

The MXM provides the following services:
Q H.323 Revision 4-compliant Gatekeeper functions, including login and security:

— Auto-discovery and registration of nodes, such as videoconferencing end
points, gateways, MCUs and their respective services.

— Address translation of IP addresses, H.323 aliases, E.164 numbers, e-mail
addresses and URLSs.

@ Call Forwarding, Pickup, Transfer, Ad-hoc Conferencing and Hunting Groups

U

Search capabilities for nodes in zones managed by other MXMs and
gatekeepers

Simplified gateway and MCU dialing for registered end points

Control of the usage of gateway and MCU services by registered users
Bandwidth management for allocating available bandwidth to registered nodes
Compatibility with external online directory services (LDAP)

IP-Nexus messaging and chat

(I I I B B I

Network usage reports (Call Details Records and Asset Management Reports) -
optional

Integrated Videoconferencing Bridge (VCB5/VCB 2500) - optional.

Q Integration with Emblaze VCON secure conferencing solutions (Frontier,
ALG Proxy)

U
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1 Welcome to Media Xchange Manager®

1.2 About the MXM Administrator

The Administrator application provides an interface for performing the
management and monitoring of the MXM network. It may be installed on the same
computer as the MXM Server as well as on additional computers, therefore
providing remote management capability.

The Administrator application enables:

a

Q

U

U

(I Iy Oy

Remote configuration and management of Emblaze-VCON HD, vPoint,
MeetingPoint, Falcon, and VCB nodes

Registration, configuration and management of H.323 end points, such as
Emblaze-VCON's and other vendors’ H.323 videoconferencing systems

Registration, configuration and management of SIP User Agents, such as SIP
phones and Windows XP Messenger applications.

Registration, configuration and management of Gateways, MCUs and their
respective services

Configuration of videoconferencing policies between the local MXM and zones
of nodes managed by other MXMs and gatekeepers

Monitoring of connection states, login status, and events logging

Creation of hunting groups (groups of end points that may be called through
one common number)

Creation of administrative groups that reflect the organization’s corporate
structure and enables efficient configuration of these groups’ stations

Setting limits on the permitted bandwidth usage
Initiation and hangup of point-to-point calls between two end points
Utility for upgrading the videoconferencing software of registered end points

Testing for Least Cost Routing of gateway calls.
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1 Welcome to Media Xchange Manager®
1.3 Glossary of MXM Terms

This section lists special MXM terms that are commonly used in this guide.

Ad-hoc
conference

Administrator

Bandwidth
Group

End point

Firewall

Gatekeeper

Gateway

Hunting group

A videoconference that expands from a point-to-point
session to a multipoint session while it remains open.
Additional end points are "invited" by one of the parties.

User whose responsibilities may include monitoring and
managing the MXM network. Three levels of
Administrator provide various rights for managing,
controlling, monitoring, and viewing information.

A group of nodes who belong within a specified IP
address range, or who have been added manually, who
have the same administrator-defined bandwidth usage
policies.

An H.323 terminal, Gateway, or MCU. An end point can
call and be called. It generates and/or terminates
information streams.

A means of providing a network security from intruders.
Firewalls may employ a single router or a combination of
routers and servers that perform firewall processing of
incoming and outgoing traffic.

Application that controls registration (login) into a
computer or network, translates addresses, and manages
bandwidth within a network.

A network device that enables communication between
two different types of networks, such as IP and ISDN
telephony.

A group of users within an organization that may be
reached through one common number.

LDAP Lightweight Directory Access Protocol - used to access
online directory servers, for registering and searching for
other online users.

Login The process of gaining entry, or registering, into a
computer or a network.

MCU Multipoint Control Unit - a device used to connect three
or more end points in a single video meeting.

MXM Node A node that is registered in the local MXM.

NAT Network Address Translation - An IETF standard that

allows an organization to present itself to the Internet
with one address.
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1 Welcome to Media Xchange Manager®

Neighbor Node A node that is registered in a neighboring zone.

Neighboring A zone that is known and listed in the local MXM.
Zone

Node A device on a LAN. For example, end points, gateways
and MCUSs are nodes.

Service A configuration for the allocation of available bandwidth
during videoconferences through gateways or MCUs.

Template A complete set of default properties for new nodes.

Zone A collection of nodes that MXMs and gatekeepers

register and manage.
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2 GETTING STARTED

2.1 Minimum System Requirements

The components of the MXM may be installed and operated on any computer that
meets the following minimum requirements:

MXM Server

For optimum performance, install the MXM Server on a workstation or server that
contains only the Windows 2003 or Windows 2000 operating system with Service
Pack 4 or higher. We recommend that no other applications except MXM
Administrator, Emblaze-VCON VCB, Conference Moderator or IP-Nexus be
installed on it at any time. The presence of other applications (even if they are not
open) may cause unpredictable operating results.

1 No other application may use the computer’s default H.323 TCP/IP
ports.

2 MXM installation program installs MDAC 2.8, which upgrades the
ODBC driver, and MSDE 2000 with Service Pack 3a.

Basic Version

Operating System Microsoft Windows 2003 or 2000 Server with
Service Pack 4 or higher

Minimum CPU Speed 1GHz

Recommended Memory at least 512 MB

Minimum Free Disk Space 200 MB

With 2 VCB Session Support

Operating System Microsoft Windows 2003 or 2000 Server with
Service Pack 4 or higher

Minimum CPU Speed 2.4 GHz

Recommended Memory at least 512 MB

Minimum Free Disk Space 300 MB
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2 Getting Started

MXM Administrator Application

The MXM Administrator application may be installed on any workstation(s) on the
network that meet the following specifications:

Operating System Microsoft Windows 2003/98/XP/2000/NT 4.0
with Service Pack 5 or higher.

Minimum CPU Speed 166 MHz

Minimum Memory 64 MB

Minimum Free Disk Space 10 MB

Conference Moderator

The Conference Moderator must be installed on the same computer as the MXM
Server.

Operating System Microsoft Windows 2003 or 2000 Server with
Service Pack 4 or higher.

Minimum CPU Speed 2.4 GHz

Minimum Memory 512 MB

Minimum Free Disk Space 300 MB

Already installed on same MXM 4.2 or higher.
computer Microsoft 11S 5.0 or higher.
Internet Explorer 6.0 or higher.
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2 Getting Started

2.2 Installing the MXM Server

The MXM server must be installed on a Windows 2003 or 2000 Server dedicated to
the management of your organization’s videoconferencing network.

» To install the MXM Server
Insert the MXM Setup CD-ROM in your computer’s CD-ROM drive.
2 If Autorun is enabled, the Installation program appears automatically.

Otherwise, click Start in the Windows taskbar and then click Run. Browse
to the CD-ROM drive and double-click the Setup.exe file. The Installation
program appears.

3 Select MXM Server.

4  Follow the instructions in the Setup Wizard, clicking Next to continue. The
installation program installs the Server components.

If upgrading from a previous MXM version, the Installation program detects
it. Click OK to continue. The Installation program saves the previous
version’s database settings, except for Call Details Records (CDRs) and the
Event Log.

5 The Wizard asks where to install and use Microsoft SQL database. To
install it on the same computer as the MXM (default setting), click Next.
To install it on a different computer, click Choose Location and then
enter the appropriate computer name or IP address.

The installation program builds a system database, which requires a few
minutes.

6 Atanother stage, the Enter Serial Number dialog box appears. Type the
serial number that’s on the supplied key code agreement and click OK.

If you received a version for evaluation, click Cancel. To continue
installing the evaluation version (limited no. of users for a short period),
click Yes to confirm.

Whether this is a first-time installation or an upgrade, your initial key code is
valid for 30 days. For instructions on making it permanent or increasing the

permitted number of registered end points, see “Replacing the MXM License
Key” on page 11.

When the Wizard informs that the installation is complete, click Finish.

To install the MXM Administrator application on the same computer, keep
the Installation program open (see the next section).

To exit the Installation program, click Exit.
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2.3

Installing the MXM Administrator

The Administrator application may be installed on the same computer as the MXM
Server and/or other workstations from which you may perform remote
administration.

The new version of the MXM Administrator may be installed over a previous
version of the application. You do not need to uninstall the previous version.

» To install the MXM Administrator

-

Insert the MXM Setup CD-ROM in your computer’s CD-ROM drive.
If Autorun is enabled, the Setup wizard will appear automatically.

Otherwise, click Start in the Windows taskbar and then click Run. Browse
to the CD-ROM drive and double-click the Setup.exe file. The Setup wizard
appears.

Select MXM Administrator.
Follow the instructions in the wizard, clicking Next to continue.

The wizard provides a checkbox for installing the HD Upgrade Utility,
which provides you with the ability to upgrade the software version of
Emblaze-VCON HD3000/2000/1000/600 connected to your
organization’s network. If your organization has any of the above systems,
we recommend that you install this application.

Click Next to continue.

If you selected to install the HD Upgrade Utility, the wizard proceeds to its
installation process. Follow the instructions in the wizard, clicking Next to
continue to the next page.

When the Wizard informs that the installation is complete, click Finish.

To exit the Installation program, click Exit.
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2 Getting Started
Installing Conference Moderator

The following procedure applies to Conference Moderator installations on
computers that do not have a VCB5 set up on them (VCB5 includes a
Conference Moderator application).

Microsoft® 11S 5.0 or higher must be already installed on the Server. To
use the Web Sharing, the 11S must include its FTP Server.

Setup Parameters

Before installing Conference Moderator, set up the following (if not applicable to
your organization, skip these instructions):

Q If Microsoft Outlook® is your organization’s e-mail application, install a
Custom Installation of Outlook and include the following elements:

Collaboration Data Objects
Electronic Forms Designer Runtime

@ If the server’s operating system is Windows Server 2003, start ASP.NET
manually.

1

Right-click My Computer and choose Manage. Browse to Services and
Applications\Internet Information Services (I1S) Manager\Web Service
Extensions.

In the right pane, select ASP.NET [version number] and choose Allow
from the popup menu.

Running the Conference Moderator Installation
Program

Conference Moderator must be installed on the same computer as the MXM Server.

» To install the Conference Moderator

1
2

Insert the MXM Setup CD-ROM in your computer’s CD-ROM drive.

Click Start in the Windows taskbar and then click Run. Browse to the
[CD-ROM drive]>Moderator>Setup.exe file. The Setup wizard appears.

Follow the instructions in the wizard, clicking Next to continue.

The Wizard asks for the location of the MXM SQL database. You may use a
database installed on the same computer or click Choose Location and
enter a different computer name or IP address. Click Next to continue.

When the Wizard informs that the installation is complete, click Finish.
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Additional Configuration Issues

@ Inall Conference Moderator clients, enable the use of Active X controls and
plug-ins. In Internet Explorer, enter the Security tab of the Internet
Options, click Custom Level, and set all Active X settings to Enable.

Q IfEmblaze-VCON's Reporting Option is already installed, run its Restore
program to restore its default configuration (the installation of Conference
Moderator causes complications to the Reporting Option). The Restore
program is located at
Program Files\VCON\Moderator\Setup \RestoreCtriClient.exe.

Q To work with WebEx Data Sharing, enter the Conference Moderator’s
System>Data Sharing page and enter the following login details:
— URL of your organization’s WebEx account
— User name
— Password

10 Emblaze-VCON MXM Administrator’s Guide



2 Getting Started

2.5 Replacing the MXM License Key

The following circumstances require replacement of your MXM license key:

A Replacing a temporary demo version with a permanent, purchased version.
Your initial key code is valid for 30 days.

Q@ Changing the number of permitted registered end points.

@ Adding optional features to your MXM.

This process requires that an initial MXM is already set up. For instructions
on setting up an MXM, see Chapters 4 and 5.

» To replace your MXM’s license key

1 Inthe Administrator window, click the MXM entry or any of its managed
objects.

In the MXM menu, choose Show License Page.

In the Properties dialog box’s License tab, click Export Key to create a
license file for the MXM on the host computer.

Techpub - 10.0.0.176 Propetties {MXM) [ %]

Categary Securty Mode  License | Mon-Registered Devicesl
Serial Number: 222 ii
Capacity:
Mumber of Uzers: E7M00 (67.0% used)
Murmber of Logged On Users: 9400 (9.0% used)
Mumber of Concurrent Calls: 0400 (0.0% used)
Mumber of vPoint Seats: 42i200 (21.0% uzed)
Expiration Date: Mever

EmblazeVCON VCB:
Mumber of Concurrent %CB calls: 003 (0.0% used)

“CH Expiration Date: Mever
Moderator Option:
Option Installed: Yes
Data Share Enabled: es
Expiration Date: Mever LI
Licenze Key
’7 Show Key... I Mew Key... | Export Key... |

QK | Cancel | Spply | Help |

MXM System License Properties

4 Send the license file to your local Emblaze-VCON distributor. You will then
receive a new key code from the distributor.

5 Save the new license code file to a location on your network.
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2 Getting Started

6 After receiving a new license file from your Emblaze-VCON distributor, run
the MXM Administrator application. Enter the MXM Properties License
tab again.

Click New Key. The Open dialog box appears.
Browse to the location where you saved the license code file. Click Open.
9 When prompted to apply the license code, click OK.

10 To implement the license change and close the dialog box, click OK again.

2.6 Running the MXM

The MXM server opens automatically during the host computer’s startup, and runs
unseen as a service application.

» To run the MXM Administrator

A Inthe Windows desktop, click Start, point to Programs and click MXM
Administrator.

Starting the MXM Administrator

When you open the MXM Administrator application for the first time, you must
open a new MXM object in the Main View.
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» To open a new MXM
1 Inthe MXM menu, click Log in to New MXM.

Metwork Address: [10.0.0.175 | Part: [26505

User: ISU
Password : Imﬁ

Login I Cancel | Help |

Opening a New MXM

2 Enter the IP network address of the computer that it's installed on. Then,
enter the default User name and default password during the startup.
Afterwards, you may change these values to meet your own operating
needs (see “Adding an Administrator” on page 25).

Default user su
Default 1234
password

3 Click Login. The new MXM is displayed in the Main View of the
Administrator application. You can expand the MXM to see an initial
system tree (see Chapter 3, “A Quick Tour of the MXM Administrator,” for
more details).

4 To save the administrator application configuration, open the File menu
and click Save As. Save the configuration as a .vca file.
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2.7 Basic MXM Operations

This section will list the various tasks required to set up the MXM for a typical video
network. At the end of each description, the location of detailed explanations are
provided.

1

Set up administrators.

Enter the administrators and their various privileges into the system. The
available privilege levels are Super User, Monitor System and View System
Properties. See “Setting Up Administrators” on page 25.

Set up the MXM'’s configuration.

Define the various properties of the system’s configuration, such as
connection details, open or closed mode for registering end points, and so
on. See Chapter 5, “Setting MXM System Properties.”

Define default settings for end points and other nodes in templates.

A template includes the characteristic properties for a type of node or
service. Any new created item in the system will initially have the default
properties defined in the template. See “Setting Up Templates” on page 47.

Set up end point configurations.

End points may be registered with the default properies defined in a
template or be set following their login requests. See Chapter 6, “Defining
End Point Nodes.”

Create and set up bandwidth groups.

Bandwidth groups enable administrators to control usage of bandwidth
among a select group of nodes who belong within a specified IP address
range. This feature makes it easier for administrators to organize the
allocation of bandwidth limits throughout a whole organization. See
“Bandwidth Groups” on page 49.

Create and set up hunting groups.

A hunting group includes a series of nodes that may be grouped together
within an organization for a variety of reasons, but may be reached through
one common address. See “Adding Hunting Groups” on page 53.

Create and set up administrative groups.

Administrative Groups of nodes in the Main View can help maintain a
visual structure for nodes and the teams and departments to which they
belong. This also makes it easier to control end point properties that need
to be common within a team or department, such as limiting the available
bandwidth for the group. See “Adding an Administrative Group” on page
59.

14
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Set up a videoconferencing software upgrade process that includes all or most
of the end points registered to the MXM (available for Emblaze-VCON vPoint,
VCB and the MXM Administrator application).

The software upgrade process enables you to place a new software version
on a server location and then either schedule an upgrade time or run the
upgrade program immediately for all the relevant end points. In this way,
you can make sure that all end points (of specific models) in the
organization are using the same and/or latest software. See Chapter 8,
“Remote Upgrade of Videoconferencing Devices Software.”

Prepare the MXM to provide gateway dialing services to ISDN connections for
the registered end points.

If gateways register with the MXM, you must set their MXM configurations
and their services’ configurations in the Administrator application. Then,
you may define least-cost-gateway-dialing rules in order to reduce your
organization’s call costs. See Chapter 9, “Registering Gateways” and
Chapter 10, “Least Cost Routing of Gateway Calls.”

Set up the MXM configurations for Multipoint Control Units (MCU) that
register with the MXM.

MCUs are used for connecting registered end points with a number of other
end points in a multipoint videoconference. MCU services are available
after the particular MCU is granted login permission to the MXM. See
Chapter 11, “Registering an MCU.”

Emblaze-VCON VCB provides multipoint conferencing and the expansion
of point-to-point IP videoconferences into ad-hoc multipoint
videoconferences. Set up the VCB services configurations, define VCB/
MCU services for use in ad-hoc sessions, and control the use of ad-hoc
session resources by creating ad-hoc service permission groups and
associating end points to them. See Chapter 12, “Setting Up Multipoint
Conferences Managed by a VCB.”

11 If your network includes an Accord® MGC™, set up its configurations to

provide gateway and MCU services to your MXM'’s end points.

The MGC operates under a different configuration model than most other
MCUs being used in the videoconferencing sector. For detailed instructions
on setting up your MGC/MXM configurations, see Chapter 13, “Using
Polycom® MGC™ with the MXM.”
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12 |If your organization has more than one network of videoconferencing users, set
up the MXM configurations for additional zones managed by other MXMs or
gatekeepers on your MXM Administrator application.

The configuration of additional zones enables end points registered in the
local MXM to engage in videoconferences with end points in these other
zones. You can set bandwidth allocation, enable inter-zone Call Details
Records (CDR) generation, and other inter-zone videoconferencing
management policies. See Chapter 14, “Neighboring Zones.”

13 Set up the MXM'’s configuration in an Lightweight Directory Access Protocol
(LDAP) online directory server.

By listing MXM registered users in an LDAP server, they will be able to
locate and call all other users listed in the same directory. The MXM
supports several LDAP server applications. See Chapter 15, “Registering
with LDAP Directories.”

14 If your organization includes Session Initiation Protocol (SIP) User Agents, set
up their configurations and manage communications among them and between
registered H.323 end points.

The MXM provides similar services to SIP and H.323 systems.
Administrators can initiate calls between two SIP user agents and between
a SIP user agent and an H.323 end point. The MXM provides gateway-like
services when connecting calls between H.323 and SIP networks. See
Chapter 16, “Managing SIP Networks.”

15 Set up a Cluster configuration to avoid interruptions of conferencing services
resulting from temporary server problems.

A Cluster configuration provides continuity of conferencing services in case
an MXM server goes down. The Emblaze-VCON Cluster application
eliminates the downtime that occurs during server hardware and software
interruptions. See Chapter 17, “Emblaze-VCON Cluster Module.”
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3 A QuicKk TOUR OF THE MXM

ADMINISTRATOR

Your work with the MXM takes place inside the Administrator application, which
provides several elements and tools for performing the system management tasks.

In addition, the Administrator application provides various views and tables:

Main View Displays a connected MXM and its registered nodes,
hunting groups, and templates. From this window, you
can view status, monitor activity, and configure
properties of these registered users.

Node Status Displays connection information about specific nodes
that you want to monitor.

Login Status Displays nodes that tried to register but were denied
login - you can monitor registration and login
procedures for nodes.

Event Log Displays information about system events and operating
conditions.

LDAP Servers Displays information about the various online
directories in which this MXM lists its registered nodes.

Frontier Server Contains data about associated Frontier Servers. To
enable registered end points to register and connect to a
Frontier Server, you must first list the Server's details in
the Frontier Server View

3.1 The Main View

Information about MXMs and their managed objects appears in the Main View.
These include:

Connected MXMs
Administrators and their privileges

Registered nodes and services, including user numbers and addresses,
connection and call status

Neighboring MXMs and Gatekeeper zones

Software version indication for Emblaze-VCON vPoint end points and VCB
nodes.

In addition to displaying an MXM's entire local and neighboring zones, viewing
filters are available for showing smaller subsets of the registered nodes.

Emblaze-VCON MXM Administrator’s Guide 17



3 A Quick Tour of the MXM Administrator

£ EmblazeVCON Media Xchange Manager Administrator - Administrator
File View MsM HNodes Window Help

DSWE|@n||#% ~e (e |[[x# 28| BRIBF F¥PSTIBFH
boo e &2 e o | [[Ee sy deaac mEwAamae |0

4§ Administrator - Main

Techpub - su logged in 172.20.1.170 No Calls
- david logged in 172.20.50.70 No Calls
i Groups

: 1 Sales & Marketing
£1-%5% System ltems

(% Ad-Hoc Permission Groups
[ g Admiristrators

ALG Prosy Gervers
EmblazeVCON Systerns

&

-
- EmblazeVCOM WCB's

[ ¥ Gateway Servics Hunting Groups
-3, H.323 End Paints

j H.323 Gateways

Hunting Groups

@2 MCU Permission Groups
NonRegistered Devices

&

Permanent Mon-Registered Devices
@GP Short Dial Mumbers

The Administrator Application Main View

Connected MXMs

An Administrator may log in multiple MXMs. Each logged-in MXM is represented
in the Main View by an entry that has an expandable system tree. When this tree is
expanded, you can view nodes (such as Emblaze-VCON users, gateways, MCUs, and
other administrators) that have logged in to that particular MXM. In addition,
associated hunting groups, templates, and neighboring zones are shown in the
system tree.

The system tree also shows units that tried to register but were not accepted
automatically. In these cases, you have to grant login permission and set up the
units’ MXM properties.

For each MXM, the Administrator application stores property information such as
name/address, login settings, and various network settings (connection, timeouts,
bandwidth management, etc.). For more information, see Chapter 5, “Setting MXM
System Properties”.
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Registered Nodes

3 A Quick Tour of the MXM Administrator

The MXM supports the registration of Emblaze-VCON and other H.323 end points,
administrators, gatekeepers, gateways, MCUs, gateway services and MCU services.
In this Administrator’s Guide, registered nodes are also referred to as MXM nodes.

These nodes are visible when the system tree is expanded. For each of these items,
the Administrator application stores property information such as name/address,

bandwidth limits, online directory (LDAP) registration, and more.

Emblaze-VCON Group Systems with ISDN support
These are represented in the Main View by icons ( Y83 for HD5000,

ISDN connections. Green indicates that the ISDN line is connected. Red
indicates that the line is not connected.

e e e g e

Registered Administrators—p

Registered Emblaze-
VCON Users

—

VCB and its services ————p

Registered Gateway ——p

Neighboring Zones —p

=3 3‘57: techmxm - su logged in
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Eﬁ System ltems
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: Fu/-MAT-RELAY_172.29.25.211
R Services
EI@ EmblazeV/COM Systemns
--88% EmblazeCON vPaint HD Systemns
L8 David Schor
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System Servers
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B IPMXMAGE

5% Tech Lab
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[
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Typical Main View

E@ EmblazeW¥COM Systems

B0 Emblaze¥COM wPoint HD Systems
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Call Status in the Main View

In call: 2#360 kbps
Logged In
In call : 24360 kbps
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3 A Quick Tour of the MXM Administrator

Neighboring MXMs and Gatekeeper Zones

If the local MXM is set to Open Mode for listing other MXMs and gatekeepers from
the connected network, the MXM lists them in the Main View after it detects them.

You can then set up the configurations for handling calls between each zone and the
local MXM.

Nodes from a known neighboring zone may also be listed under their associated
zone objects. In this way, neighboring nodes will be available for tasks such as call
initiation and bandwidth management.

For more information about setting up and working with zones, see Chapter 14,
“Neighboring Zones.”

Software Upgrade Indication

The MXM Administrator application provides the ability to update software for
registered vPoint end points, Video Conference Bridge (VCB) end points, or the
MXM Administrator itself.

~zm After an upgrade operation has been set up, an icon next to the relevant nodes
_ indicates if they require upgrade to the latest available version. After
successful installation of the latest version, the icon disappears.
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3 A Quick Tour of the MXM Administrator

Filtering the Main View

You can control the amount of information that appears in the Main View by
selecting filters according to the details that are important to you. You can set
filtering according to the following criteria:

Entire System

Systems Not Logged In
Systems Logged In
Systems In Call

Systems with an outdated (software) version

» To filter the main view

A Inthe Main View toolbar, open the Filter list and choose one of the options.

IEntire System j

0L
Systems with an outdated version
Systems Mot Logged In
Systems Logged In
Systems In Call
Entire System

Main View Display Filters
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3.2 The Node Status View

The Node Status View makes it easier to see the connection information only about
specific nodes instead of viewing the entire system tree. You can monitor the
following:

® End points

® Administrator nodes
®  Gateways and services
® MCUs and services

® Neighboring zones

®  Gatekeeper

® | DAP proxy

® S|P proxy.

Right-click the Node Name of the entry to open a shortcut menu that contains
commands that relate to the selected item.

Node Node q Bandwidth " n Video
Description | Number Status Connection State {kbps) Audio Codec|Video Codec] Codec?
S David3000 1060 L] Logged In 2*36E1
Call #1 | (_:ﬂ] Talking to 1016 2*361 G7264k  H283 QCIF

David Schor 1016 )| Talking to 1060 2*360 G722 Bdk H.263 CIF
DemoVP1 210 = Logged in to Management...
Matthew D.. 100z = Logged In

Charlie Br.. 1029 = Logged In

Node Status Table

3.3 The Login Status View

The Login Status View lists nodes that tried to register, but were not given login and
registration permission. This table makes it easier to monitor registration and login
procedures for specific nodes instead of viewing the entire system tree.

dministrator:2 - [172.20.10.205]) - Login Status

Login Category [ Metwork Address Alias Login Hame Login Status

I |vPDirrl HD 17220102 davids davids Login Permission Requested

Login Status View

22 Emblaze-VCON MXM Administrator’s Guide
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3.4 The Event Log

The Event Log displays information about system events and operating conditions.
You can refer to it for troubleshooting and isolating a problem.

The following illustration shows all the types of information (according to column)
that the Event Log provides. If you want to display only a few important details, you
can define filters that reduce the amount of displayed records according to various
criteria.

|Fiters: [Deteut Fier = H B E =B
. ) L Network Error r j
Handled| Name Severity ‘ Date/Time | Application Type Address Carlly Details
r Karen] Information 2020008 08:35:40 vPoirt HD 17220178 1100 Register Accepted (H323 Channel)
1 Karen) Information 2020108 08:35:40 Poirt HD 17220178 1100 Register Accepted (Data Channel)
| niainl Informeation 02119106 19:59:17 H323 Gatekeeper 17220134 10001 EP Idolab! in 172201 155 was UINREGISTERED
because of KEEP_ALIVE_TIMEOLT
1 r Memorey | Information 02119008 18:53:48 VCB Service 17220134 1100 Register Accepted (H323 Channel)
avermun
H235test
e hiemarey Warning 01249108 19:53:42 H.323 Gatekeeper 172201 34 40008 GW/MCL from 1P 172.20.1 34 disconnected from GH.
overrun
H.235 test
1 - Memorey | Information 02119006 18:53:12 VCB Service 17220134 100 Register Accepted (H323 Channel)
overrn
H.235 test
1 Memarey Warning 02419108 19:53:08 \CB Service 17220134 1938 Other side sMemorey overrun H.235 test 400134=)
averrun annot accept cal from <idolaké=. Nade s not
H.235test connected 1o the MM
1 Idolabl Warning 02419106 19:53:08 HD 5000 17220122 1714 Called party Memorey overrun H235 test - 400134 is
not registered to this b
1 - Ieioli] Informtion 02419108 18:53:08 HD 5000 17220122 3248 Call from Endpoint <2012, idokshd> to number <400134= E
W|4|Record 2 [ CIARH (I3

Event Log

3.5 LDAP Servers

The LDAP Servers View provides information about the MXM'’s connection and
registration in an LDAP (Lightweight Directory Access Protocol) online directory.
The administrator may list the MXM and its registered nodes in any one of these
online directories.

wm Administrator.vca:2 - techmxm [10.0.10.96) - LDAP Servers
Server Host Refiesh
T Server Name| Host Address P Connection Default Directory Domain Us
ype ort
Intenval
LS L= 10011475 359 10 o=Microsoft objectClass=RTPerso
Exchange Exchange Default_Exchange_Servy 389 a cn=\XM cn=recipients ou=Site_N Detault_Domsin  Default
MDS MDS Detaut_MNDS_Server 389 i} ou=Crganization_Unit o=Organizat Detault
Win2000 WK Default_WW2K_Server 389 o ou=Crganization_Unit de=Default_ Detaul
H | 4| Record | 1 1w 4] |

LDAP Servers View
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3.6 The Frontier Server View

Emblaze-VCON's Frontier Server allows your organization's personnel to engage in
videoconferences, yet still maintain your required level of security. The Frontier
Server applies secure firewall traversal, network address translation and encryption.
To enable registered end points to register and connect to a Frontier Server, you
must first list the Server's details in the Frontier Server View.

» To add Frontier Server details

1 Inthe View menu, point to Views and click Frontier Servers. The Frontier
Servers View opens.

I Administrator:3 - Techpub (172.20.10.205] - Frontier Servers

Host
Port

8050

Description| Server Address Server URL

FS
*

213.5.49.146 hittp: 213,549 1 46: 50808581 33

-
] 4| Record 1 ICIEEN |>||7!

Frontier Servers View

2 Inthe table, enter the following information:

Description Name for the Frontier Server - it may be its alias or any
other arbitrary name.

Server Address IP address of the Frontier Server.

Host Port Port used for communicating with the Frontier Server
unit configuration management.
Server URL The web page of the Frontier Server's User List, where

the addition and deletion of nodes to the Server's
database takes place.

After being added to this table, this Server is available for selection in the
vPoint HD and HD5000 Network>LAN Properties.
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4 MANAGING THE MXM

This chapter provides instructions for organizing your MXM Administrator system
so that you can manage your organization’s videoconferencing network. The tasks
include:

U

Setting Up Administrators
Editing Nodes

Status Monitoring

Setting Up Templates
Bandwidth Groups
Adding Hunting Groups

(I Iy Iy B Iy I

Adding an Administrative Group
Adding a Short Dial Number

U

4.1 Setting Up Administrators
Adding an Administrator

At any time, you can register additional administrators to the MXM. Each
administrator must have an administration level (privileges) and a password.

In addition, you can change the privileges and other properties of the registered
administrators at any time.

» To add an Administrator

E}, 1 Click the New Administrator button. The New Administrator
Properties dialog box appears.

2 Type the Administrator’s Name. Click Next.
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4 Managing the MXM

Mew Administrator - General Properties x|
Mame : ||

< Back I Mest » I Cancel | Help

New Administrator - General

3 Enter the following privileges and security information:

Administration Defines the level of activity allowed for the selected
Level Administrator. The available options are:

O Monitor System - The Administrator may only
observe the Main View and the Node Status View,
and initiate videoconferences between known end
points.

 View System Properties - The Administrator
may only observe the Main View, the Node Status
View, view other nodes’ properties, and initiate
videoconferences between known end points.

A Super User - The Super User may change node
and system configurations, in addition to the
activities allowed for the other options.

Change In the New box, type a new password for the new
Password Administrator. In the Confirm box, type the new
password again.

26
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4 Managing the MXM

New Administrator - Administrator Properties

Administration Level: [P

Change Pazsword

Mew: I
Confirm: I

Mote: If pou leave the pazsword fields blank, the pazsword will
not be changed.

< Back I Finizh I Cancel | Help |

New Administrator - Administrator Properties

4  Click Finish to complete the setup. A new administrator appears in the
Main View under the Administrator icon.

Changing Administrator Properties
If necessary, you may change the properties of existing administrators.

» To change an administrator node’s properties

1 Inthe Main View, expand the Administrator group to view a list of
Administrators.

2 Double-click an Administrator to open the Properties dialog box.

Change the appropriate properties. For a description of them, see “Adding
an Administrator” on page 25.

4 Click OK to complete the change. If you want to discard the change, click
Cancel.
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4 Managing the MXM

4.2 Editing Nodes

Adding Nodes

After a node connects to the MXM, it is added to the MXM'’s database. The MXM
may automatically accept the registration attempt, require manual registration by
the administrator, or reject the attempt.

Granting Login Permission

To receive login requests, the MXM may be in Open Mode for certain types of nodes,
and/or in Closed Mode for all other nodes.

Open Mode Emblaze-VCON end points allows automatic login to
all Emblaze-VCON end points that register with the
MXM (Escort, Cruiser 150/384, ViGO,
MediaConnect 6000/8000, Falcon, VCON Conference
Bridge).

Non-Emblaze-VCON end points allows automatic
login to any non-Emblaze-VCON H.323
videoconferencing end point that registers.

MCUs allows automatic login to any MCU that registers.

Neighboring Gatekeepers (Zones) allows the MXM
to list any neighboring zones management device (MXM
or gatekeeper) that contacts it (see Chapter 14,
“Neighboring Zones.”).

SIP User Agents allows automatic login to any SIP end
point that registers.

Closed Mode The administrator can manually grant login permission
to nodes or reject them by ignoring their requests.

For nodes registering in Closed Mode (or nodes that cannot be registered
automatically, such as gateways), a Login Request entry appears on the system tree
in the Main View.

Wideno Conferencing Item | Mumber/Address | Connection State |
E:ﬁ: techmzm - su logged in ‘ 10.0.3.252 ‘ Mo Calls

Bl Login Requests
[ Matthew Duncan

1001123

Login Request Indication
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4 Managing the MXM

» To grant login permission
1 Expand the Login Request item.
2 Right-click the item name and then click Grant Login Permission.
A message appears, asking if you want to register the node now.

Emblaze¥YCON MXM Administrator [ %]

‘wWould you like to add HD3000 HDO0Z22 [Address: 172.20.10.204, Aliaz: HDOOZ2] ta the kb system now?
If you press OK. and complete the fallowing Add 'wizard, it will be added to the spstem with the properties vou set now.
If you prezz Cancel or don't complete the Add \Wizard, it will not be added to the system.

Cancel |

Node Registration Request

3 Click OK if you want to manually set the node’s properties, such as
directory number or call forwarding. The Add Wizard appears (for
definitions of the node properties, see “Setting End Point MXM Properties”
on page 91). The original property values are the default values defined in
the node type template (see “Setting Up Templates” on page 47).

If you click Cancel, the node will not log in, but remains under the Login
Requests object until you delete it (and the node stops trying to log in). See
the next section, “Deleting a Login Request”.

4 Change properties according to your specifications, or keep the default
settings. When you finish each page of the wizard, click Next.

5 When you finish the last page, click Finish.

The node is registered. It appears as an entry in an appropriately labelled
location of the system tree.

If the registering node is an Emblaze-VCON Personal system (MeetingPoint
4.5 or higher) or vPoint system, the login process does not continue
automatically after you click Finish. Instruct the node to log in again (user
must click Connect) in order to complete the registration.
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Deleting a Login Request

You may choose to reject any login requests that require you to grant permission
manually.

» To delete a login request

QA Right-click the Login Request item and then click Delete Login Request.
Click Yes to confirm.

If the node continues trying to register, ask the user to try logging in to
another gatekeeper or to operate stand-alone.

Setting a Node’s Properties

The MXM and all of its registered nodes have definable properties, or
characteristics, which define their functionality and operation. Setting up and
maintaining these properties is the key to efficient videoconferencing network
management. At any time, an Administrator with Super User privileges can change
properties of a registered node.

In addition, the videoconferencing configurations of vPoint HD, vPoint, HD2000/
3000/4000/5000, MeetingPoint 4.5 (and higher), and Falcon end points may also
be edited. See the appropriate appendix for the product you need to configure. For
MeetingPoint and Falcon end point properties configuration, see MeetingPoint®
End Point Properties or Falcon™ End Point Properties from the MXM CD-ROM or
the Documentation>Manuals page of the Emblaze-VCON website.

» To set a node’s properties

1 Inthe Main View, browse the system tree until you find the node that you
want to edit. If necessary, click a category’s plus sign to expand the tree and
display additional items.

2 Right-click the node, point to Property, and then click the specific
property type. The node’s Properties dialog box opens to the property type
that you clicked.

_or-

Double-click the node. The node’s Properties dialog box opens to the
General tab.
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4 Managing the MXM

3 Change any appropriate properties.

If you want to continue to another property group, click that group’s tab. In
dialog boxes with many tabs, you may have to click the right or left arrow
on the tab row to access all of them.

4 Click OK to implement all the changes and close the dialog box.
Finding Nodes and Objects in the Administrator

The Find and Find Next utilities help you search for specific items in the MXM
Administrator. This feature is very useful if your enterprise’s network is large and
not all nodes are visible in the Administrator application window.

Find in Main View

In the Main View, you can search for any words, phrases or numbers in all of the
columns.

» To find nodes and objects in the Main View

1 To search the whole system tree, click at the top of the Main View.

34 2 Click the Find button. The Find dialog box appears.

x|
Find what: 1010 Find Mext I
[~ Match whole word anly Find in column Help

v Video Conferencing Item
[ Match exact phrase

i

¥ Mumber/tddress Cancel
[T Match case

[™ Find backwards

[T Cornection State

Find Dialog Box
3 Inthe Find What box, type a name and/or number.

4 If necessary, define additional search parameters:

Match whole Select this option to match only complete words or
word only phrases. For example, if you enter Gate, the search
ignores the word, “Gateway”.

If you want to find characters that may be part of a
longer word or part of a phrase, deselect this option.

Match exact Select this option to match only complete phrases. For

phrase example, if you enter Gateway Hunting Group, the
search ignores any items including only the word,
“Gateway”.

Emblaze-VCON MXM Administrator’s Guide 31
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Match case Select this option to match items whose capitalization is
identical to the item in the Find What box. For
example, if you enter GW, the search ignores any items
that include “gw” or “Gw”.

To find all matching items, regardless of capitalization,
deselect this option.

Find Select this option to search up the tree from the selected
backwards location. To select down the tree, deselect this option.

5 Click Find Next. The first matching item in the Main View is selected. To
search for more matching items, click Find Next again.

4 Administrator. vea - Main

Wideo Conferencing ltem Mumber/éddress Connection State o
E'jﬂ; techmxm - su logged in 172.29.219.168 1 call : 720 Kbps

=} Groups

- Syztem [tems

BB Administiators

E| ﬁ ALG Prozy Servers
L4 PwMAT-RELSY 172.29.25.211 172.29.25.211
i g% RV Services 55

=] @ Emblaze®COM Systerns

=582 EmblazeVCOMN vPoint HD Spstemns
B0 David Schor 704 Incall - 2*360 kbps
£02 Charlie Brown 7OE Logged In

Find 0 kbps

Findwhat  [1010 Find Next |
SR I Match whole word orly 1A o @Bl Help |
: . | n

¥ %iden Conferencing ltem

™ Match exact phrass n
¥ Mumber/Address Cancel |

& @ Emblj ™ Match case
ERTA
™ Find backwards

[~ Connection State In

B- j H.323 Gateways
G P G BRI 172.29.219.2M Logged In
Hunting Groups
Syztemn Servers
2 Templates
Zones

oS IPMRM-GE.
8% TechLab

2]

B

&2}
=

Finding an Item in the Main View
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Find in Other Views

In the MXM Administrator application’s other Views, you can search for the names
of entries. The search covers the first column of the table.

» To find entries in other Views

1 Open the View in which you want to work.

i 2 Click the Find button. The Find dialog box appears.

Find K B3

Direction Cancel |
™ Match caze  Up & Down

Find Dialog Box

Find what:

3 Inthe Find What box, type the name of the entry.

4  If necessary, define additional search parameters:

Match case Select this option to match items whose capitalization is
identical to the item in the Find What box. For
example, if you enter GW, the search ignores any items
that include “gw” or “Gw”.

To find all matching items, regardless of capitalization,
deselect this option.

Direction Select the direction from the selected entry to search in
the View, Up or Down.

5 Click Find Next. The first matching entry in the View is selected. To
search for more matching entries, click Find Next again.

Emblaze-VCON MXM Administrator’s Guide 33



4 Managing the MXM

Editing Multiple Nodes

You can select more than one node at the same time and define certain properties
with identical values. If the selection of nodes contains more than one node type,
only the common properties among them may be changed. Other properties will be
unavailable.

» To edit multiple nodes

1 Select the nodes that you want to change, using the standard Windows
object selection techniques:

— To select consecutive nodes, click the first node, press <Shift> and
click the last node in the series that you want.

— To select non-consecutive nodes, click the first node, hold down
<Ctrl> and click all the other nodes that you want.

2 Right-click one of the selected nodes, and then click Properties.

The Properties dialog box appears. Only common properties among the
selected nodes are available for change.

3 Change the appropriate properties. Remember that this change affects all
the selected nodes.

4 Click OK to complete the change.

¥Point HD Properties [2 Items] E

Categary Generall Statusl Call Forwarding  Bandwidth Control | Picku 4 I L4
V' Allow callz with Non-Fegistered Devices
— Brandwidth Limit
[ Lirit mairnurn bo I 3: KEps.
o Lirnit mirirmurn to |B4 3: Kbps.
O
COUEECN|  Default P call bandwidth  [N2& = Kbps.
& — Multicast B andwidth
IV Limit maxirum to |334 3: kbps.
Diefault multicast bandwidth |384 3: Kbps.

b aximum B andwidth when offline: |1 28 _|::' kbps

QK | Cancel | Apply | Help |

Sample Properties Dialog Box - Multiple Nodes
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Changing Directory Numbers

All end points, services, hunting groups, and other registered items are assigned an
internal directory number (also called E.164 number). Any registered node can call
another registered item simply by dialing the destination’s directory number. This
number is usually only a few digits, and can be adopted from the node’s IP address,
telephone extension number, or randomly.

The administrator may change the directory numbers of one or a range of several
registered nodes.

» To change the directory number of a single node

1 Double-click the node. The General tab of the node’s Properties dialog
box appears.

2 Inthe Directory Number box, type the new number. Press OK.
» To change a range of directory numbers

1 Inthe Administrator window, find the nodes whose numbers you want to
change. If necessary, click a category’s plus sign to expand the tree and
display additional items.

Select the relevant nodes.
i7] 2 Inthetoolbar, click the Change Numbers button. The Change Number

Range dialog box appears. The title bar shows the number of nodes in the
selected range.

Change Number Range (6 Nodes) B3
Start Mumbering at: |1 100

& Ascending
" Descending

Update I Cancel | Help |

Changing Node Numbering

3 Inthe Start Numbering At box, type the new number for the start of the
range.
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4 Select Ascending for the numbering range to go up from the number that
you typed (for example, 60, 61, 62, 63, ...). This new assignment affects the
numbers for all other selected nodes.

Select Descending for the numbering range to go down from the number
that you typed (for example, 63, 62, 61, 60, ...).

5 Click Update to implement the number change. On the Administrator
tree, the new numbers for the selected nodes appear. From this point, a
registered node must dial the new number to complete a call to the
respective node.

Deleting a Node
If a node is not relevant to the network anymore, you can delete it from the MXM.

» To delete a node

QA Click the node and then click the Delete button.

Click Yes to confirm.

4.3 Status Monitoring

The Administrator application provides a number of views for monitoring the
operations of the MXM and its registered nodes:

®  Main View
® | ogin Status View
® Node Status View

® FEventlLog.
Monitoring Nodes in the Main View

The Main View's Connection State column (right side of table) provides status
information about the current activity of registered nodes. This column may display
nodes’ login status, or if nodes are currently in a videoconference and the amount of
bandwidth being used.

El@ Ermblazet/COM Spstems

=882 Emblaze WVCOM wPaint HD Systems

803 David Schar 704 I call: 2#360 kbps

863 Charlie Brown 706 Laogged In
-0 Matthew Duncan 7o Incall: 2<360 kbps

Indication of Nodes in a Videoconference
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Viewing the Login Status

Use the Login Status View to monitor registration and login procedures for nodes.
The table lists nodes that tried to register, but were not given login and registration
permission. This table makes it easier to see the login information only about
specific nodes instead of viewing the entire system tree.

» To open the Login Status table
% Q Click the Login Status View button.

Login Category | HNetwork Address ‘ Alias ‘ Login Name Login Status

| B |Point HD 172201021 davics davids

-

Login Status View

The Login Status table provides the following information:
Login Category The type of node that tried to register.

Network Address of this node.

Address

Alias Name of this node.

Login Name The node’s user name, as entered during the login

procedure. If the node cannot provide a user name to the
MXM, this space remains blank.

Login Status Describes what happened when the node last tried to log
in to the MXM.

In the Login Status table, you can grant login permission by clicking the
node’s Login Status column and then selecting Login Permission Granted
(see the preceding figure). The node login process continues (see “Adding
Nodes” on page 28).

Emblaze-VCON MXM Administrator’s Guide 37



4 Managing the MXM

Viewing the Node Status

The Node Status View makes it easier to see the connection information only about
specific nodes instead of the entire system tree. You can monitor the following:

End points
Gateways

MCUs

VCBs

Neighboring Zones

» To monitor nodes in the Node Status View

1 Click the Node Status View button. The Node Status View appears.

2 Inthe main Administrator window, select any number of nodes.

3 Drag the nodes into the Node Status View window. The information about
the selected nodes appears in the table.

Nodel 2de | gratus Connection State ‘ Direction | Bandwidth ‘Audin Cnde:|\liden Codec T.12l]‘ MLP ‘HMLP| LsD
Description | Mumber ps)
— HD50003rdFI 1011 ) Tn Call Outgoing 384 G.728 1Bk (. [in H261 O Unkn.. 6400 OF __OF

Line #1 (G507260) W Synchronized with 001512 i
Line #2 (9507260) 20 Synchronized with 001512
Line #3 = Idle
Line #4 = Idle
Line'#5 [=] idie
Line #6 = Idle -— - -

DavidSchor 1002 @ Talking to 2205 2*360 G.722 64k H.263 CIF

HD0022 2205 @ Talking to 1002 2*360 G.722 64k H.263 CIF

MCB000West 2802 &= Mot Logged In —

Node Status Table

Ded|en x|z e||xk ngz B|rR¥radcrBnwd|
%E|M£|9Q‘X’p’ HJIS}'SlemsLoggedln j\|@QQ|EH|HEIE.D|%
Server Name| Server Address D Nufie_ Hode Status Connection State ‘ Direction e
|| escription | Number {kbps)
e Techpub 1003252  Dawvid Schor 1001 ] Talking to 1004 2361
Q Techpub 10.0.3.252  Rachel Nave 1004 ] Talking to 1001 2361
e | Techpub 10.0.3.252  Gary Rose 101 =] Mot Logged In -
|| Techpub 10.03.252  HDOO22 1009 = Logged In 2°360
Q WCOM Morth 10010130 Jane Mann 1007 = Logged In -
[&2| COM MNoth 10010130 Mike Wilson 1505 &= Logged In
Q WCOM Morth  10.0.10.130  Bob Chang 3269 @5 Logged In

MXMs Displayed in Node Status Table

4 To go back to the Main Administrator View, click the Administrator tab
at the bottom of the window.
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Multiple Node Status Tables

You can make more than one Node Status Table to view different groups of nodes.

» To create a new Node Status table

E 1 At the bottom of the Node Status View, click the Add New Tab button.

2 Double-click the tab name.

3 Press the <Delete> key as many times as required until the default name is
deleted.

4 Type anew tab name and press <Enter>.
» To delete a Node Status table
1 Click the tab of the table.

EI 2 At the bottom of the Node Status View, click the Remove Tab button.
The tab is deleted.

Node Status Table Information

The Node Status View provides the following information:

Server Name Name of the MXM in which the node is registered.
Applicable if more than one MXM is connected.

Server Address IP address of the MXM in which the node is registered.
Applicable if more than one MXM is connected.

Node Name Name for the node - it may be the node’s alias or any
other arbitrary name.

Node Number MXM directory number of the node.

Status Connection status as indicated by icon.

Direction Applicable to ISDN calls. Indicates if the node initiated
(Outgoing) or received the call (Incoming).

Connection Describes the current connection or activity status of the

State node. For example, this column may indicate that a node
is currently in a videoconference.

Bandwidth Amount of bandwidth that is consumed by the node

during the current call. If the node (such as an MCU) is
engaged in more than one session, both total and per-
session bandwidths appear.
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Audio Codec If the node is in a call, this column indicates the audio
transmission standard being used.

Video Codec If the node is in a call, this column indicates the video
transmission standard being used.

T.120 Data sharing specification that lets users share
documents and applicants during an H.323
videoconference.

MLP Multilayer Protocol. T.120 must use the MLP or HMLP
channel for transmitting data. MLP data and audio can
only be placed in the first 64 kbps channel of a
connection.

HMLP High-speed Multilayer Protocol. T.120 systems use this
standard for high-speed data transmission. HMLP
channels are multiples of 64 kbps.

LSD Low Speed Data. During ISDN calls, this describes the
transmission of video, audio and data in a single 64 Kbps
channel.
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Event Log Monitoring

The Event Log displays information about system events and operating conditions.
You can view all network events during a time period, events involving a specific
node, specific types of events, events of a certain severity level, and more. Refer to it
if you need to troubleshoot and to isolate a problem.

» To view the Event Log for the MXM

@ 1 Click the Event Log button.

Fites: [ i S| B m ||
. ) e Network Error . j
Handled| MName Severity | DatefTime ‘ Application Type Address Code Details
r Karen) Infiormation 02/20106 08:35:40 wPairt HD 17220178 1100 Register Accepted (H323 Channel)
[ r Karen) Information 02/20/06 08:35:40 wPoint HD 17220178 1100 Register Accepted (Data Channel)
| r Idalab1 Information 0206185847 H323 Gatekeeper 172201534 10001 EP ldolab in 172.20.1.155 was UNREGISTERED
because of KEEP_ALIVE_TIMEOUT
| I Memarey Infarmation 0219006 18:53:46 WCB Service 172.201.34 1100 Register Accepted (HI23 Channe()
H.235test
[ [ Memarey WWarning D2/19006 19:53:42 H323 Gatekeeper 172201 .34 10009 GV S MCU from IP 172.20.1.34 disconnected from GH.
H.235test
[ r Memorey Infiormation 0219106 13:53:4 2 WCB Service 17220134 1100 Register Accepted (H323 Channel)
H235test
[ I Memorey Warning 02119106 13:53:08 YCB Service 17220134 1936 Cther side =hemorey overrun H 235 test 4001 34=)
avErrLn cannot accept call from <idolabd=. hode is not
H.235test connected to the MXM.
[ | Idolabl Warning 023006 19:53:08 HD 5000 17220122 1714 Called party Memorey overrun H 235 test - 400134 is
not registered to this M.
1 Il leiotah1 Information 02/19/08 18:53:08 HOD 5000 172.201.22 3248 Call from Endpoint <2012, idolabd= to number =400134= lll
] ¢|Record | 2 [ m] «f I2]

Event Log View
% 2 To see events that occurred before those in the table, click the Prior
Events button.

% To see events that occurred after those in the table, click the Next
Events button.

E To update the table and display new events, click the Refresh button.

» To view the Event Log for a specific node
1 Right-click the node and then click View Events.

2 The Event Log opens for the specific node only.
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Changing Record-Keeping Periods

From the Event Log View, you can change the periods of time that the MXM keeps
records of specific types of events.

» To change the record-keeping period

@ 1 Inthe Event Log View, click the Event Log Settings button. The MXM'’s
Event Log properties tab appears.

2 Change the appropriate record-keeping periods (see “Event Log” on page
88).

Event Log Information

The Event Log provides the following information:

Handled Indication if the event no longer needs administrator
attention.

Name Name of the node associated with the event.

Severity Classification of the type of event that occurred. This can

determine the level of attention that’s required from the
administrator.

Date/Time Date and time that the event occurred.

Application Type of node or group in which the event occurred.
Type

Network IP address of the node or group shown in the Application
Address Type column.

Error Code Indication of the type of error or event.

Details Description of the event.
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Filtering the Event Log

You can control the level of information that appears in the Event Log by defining
filters according to the details that are important to you. You can set filtering
according to all or any combination of the following criteria:

®  Severity level

® Application (node type)

® Handled/unhandled events
®  Number of displayed records
® Date and time

® |P Address range

® Error code

® Event description.

Filter Records [ ]
_ B
Create Mew... | Delete |
—Severty———— ~Application Type————— ~ Show Handled Events
W] Information IV Shew all types ' Handled and unhandled events.
W]/ arming o] 2 cIrninistratar - = Orly unhandled events.
[w]Severe [v] hd4hd Oy handied
b5,
[w]&slarm [W]H.323 Gatekesper LRI =) SIS
W] DUAR Prosy —Ouery Sizpg————————
[eAlH.323 End Poirt Fietrieve up to ISD 3‘ records.
W] eskiop ;I " = '
— Time
& Any time
© Lasgt |1 = days
) 7| |25 8pr 2002 4:00PM = v | and [25 apr 2002 4:00PM = ¥ |

Application Metwork Address IAny address j I
Error Code IAny code j ID

Description IAny dezcription ﬂ |

QK I Cancel | Help |

Filtering the Event Log
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» To set Event Log view filters

‘ 1 Inthe Event Log, click the Filter button. The Filter Records dialog box
& appears.

2 Define the particular filters according to the specific criteria that you
require for reducing the possible accounts that you want to check (for
definitions of the categories, see “Filtering Criteria” on page 45).

3 Click OK.
» To save a filter for future use
1 Inthe EventLog, click Create New.
2 Inthe Create New Filter dialog box, type a name for the new filter scheme.
3 Click OK.

Create Mew Filter x|

Create a new filker scheme bazed on the current filker.

Mame of new filter: ISevere Ewents Only

()8 I Cancel

Saving a Filter Scheme

The scheme name now appears in the Scheme list.

To delete a scheme, select it from the Scheme list and click Delete.
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Filtering Criteria

This section provides explanations for the various Event Log filtering categories (for
definitions of the categories, see “Event Log Information” on page 42):

Severity Set the log to display only certain types of events which
affect the network’s functioning.

Application Set the log to display only events that occur in specific

Type types of nodes.
Select Show All Types to include all node types in the
Event Log.

Show Handled Show events that are defined as handled (or fixed) or
Events unhandled or both. This category helps you indicate if
events no longer need administrator attention.

Query Size Set the log to display a maximum number of records on
the screen. If the log contains more than this number of
% % records, you can click Prior Events and/or Next

Events to display them.

Time Set the log to display only records within a specific time
range. Select one of the following options:

Q Anytime

Q Up to 60 days before the current day

@ Atime range according to the following criteria:
After, Before, Between, On or after, On or
before a specific date and time.

If you select Between, you have to set an earliest and latest time limit.

& [peiore =] [10 Ju 20001111 M =]~ and[10 Jul 20001171 &M =]~ |

Setting a Time Range Filter
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Time (cont.) To specify the time limit, click the large down arrow
to open a calendar in which you can browse and
choose an exact date and year.

In addition, you can select one-by-one the date,
month, year, hour, minute, and/or AM/PM. Then,
click the small up or down arrows until the value
that you want appears.

Application Filters the event log to display events only from nodes
Network whose IP addresses meet the criterion defined here.
Address

In the adjacent box, type the address range that fits the
phrase selected from the list.

For example, clicking Begins with and then typing
100.100.100. Will display records for accounts whose
IP address is in the range greater than 100.100.100.0.

Error Code Indicates the type of error or event that occurred.

Description Set the log to display only records whose Details
contains, does not contain, ends or begins with (and
other criteria) a specific text string.
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4.4 Setting Up Templates

When you manually grant permission to a new node to register, or if you add a new
service, you have to confirm or change the item’s properties before the item is added
to the MXM'’s tree and database. The original default properties were set at
Emblaze-VCON's production facility.

An administrator with Super User privileges may change various default properties
by setting up a template. A template includes the characteristic properties for a type
of node or service. Any newly created item in the system will initially have the
default properties defined in the template.

Any changes to a template only affect new nodes that you create afterwards - they do
not affect existing nodes.

Editing a Template

Templates are provided for the following items. For explanations about a template’s
properties, see the referred section. Other referred guides may be found on the
MXM CD and the Documentation>Manuals page of the Emblaze-VCON website.

Q Accord Gateway — See pages 228 to 232.

Accord Meeting Room — See pages 212 to 215.

Ad-hoc Permission Group — See pages 164 to 166.

ALG Proxy Server — See the SecureConnect Getting Started Guide.

(I I Iy I

Desktop systems — See pages 91 to 106 and the MeetingPoint® End Point
Properties Guide.

Emblaze-VCON VCB — See pages 173 to 178.

Falcon — See pages 91 to 106 and the Falcon End Point Properties Guide.
Gateway — See pages 132 to 138.

Gateway Service — See pages 139 to 140.

Gateway Service Hunting Group — See page 141 to 142.

H.323 (non-Emblaze-VCON) End Point — See pages 91 to 106.
HD3000 — See pages 91 to 106 and App. C.

HD5000 — See pages 91 to 106 and App. D.

Hunting Group — See pages 53 to 58.

MCU — See pages 151 to 155.

MCU Permission Group — See pages 160 to 162.

MCU Service — See pages 155 to 159.

Iy Ny Iy Iy N Iy Iy Uy Iy Iy By I
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MediaConnect 6000 — See pages 91 to 106.

Permanent Non-registered Device — See pages 91 to 106.
Short Dial — See pages 61 to 62.

SIP User Agent — See pages 91 to 106.

VCB Service — See pages 179 to 198.

vPoint systems — See pages 91 to 106 and App. B

vPoint HD systems — See pages 91 to 106 and App. A

Ny Ny Ny Ny Ay Ny

Zones (neighboring) — See pages 236 to 248.
» To edit a template

1 Inthe Main view, expand the Templates group to display all available
templates.

B Templates

----- [ tccord Gateway

----- ) Accord Meeting Foom

----- % Ad-Hoc Permission Group
----- g ALG Prosy Server

----- Desktop

----- §v) EmblazeVCON VTB

----- @ Falcon

----- # Gateway

----- ﬁ Gateway Service

f Gateway Service Hunting Group
----- B H.323 End Point

----- &3 MCU Pemission Group

----- MCU Service

----- B MediaConnect 6000

----- Mitel Phone

----- 2 Mon-Registered Device

----- Permanent Mon-Registered Device
----- Short Dial

----- B SIP User Agent

----- % WCB Service

List of Templates
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2 Right-click a template, and then click Properties.
The Properties dialog box appears.

3 Change the appropriate properties (see the list on the previous page for the
locations of the relevant properties explanations). If applicable, click on
other tabs in the dialog box to change more properties.

4 Click OK to complete the change. If you want to discard the change, click
Cancel.

4.5 Bandwidth Groups

Bandwidth groups enable administrators to control usage of bandwidth among a
select group of nodes who belong within a specified IP address range. An aggregate
amount of bandwidth is made available to all nodes within a group at a single time.
If enough bandwidth is available (within the aggregate), the MXM allows any node
in the group to make a call. If there is not enough bandwidth remaining, the MXM
does not allow any group member's calls to connect, unless enough bandwidth
becomes available again.

Every registered node, except neighboring zones, automatically belongs to the
bandwidth group which matches its IP address. A system-generated group,
"Endpoints Without BW Group," is intended for nodes which do not meet the
address specifications of the bandwidth groups that you create.

After you create a bandwidth group, it appears under the "Bandwidth Groups"
object in the Main View. Nodes whose IP address falls within the defined range are
placed in the appropriate group.

A node may belong to only one bandwidth group.

2 Abandwidth group may be a child of another bandwidth group.

You may force a node into a bandwidth group other than its "natural,”
address-determined group by using the Pin to Bandwidth Group
command.

Multicast calls are not included in the bandwidth group summations.

5 Running the Delete command on a node under a bandwidth group object
deletes the node and all its details from the MXM's database.

The illustration below shows an example of bandwidth groups.
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=] @ Bandwidth Groups

= @ st floor

&, HD332
@, HDG-LEFT

= @ 3rd floor

+ WCE_ON_RD-DAVIDS-2KSRY
2ndfloor

8o [davids] David Schor

<& HDOOZ2

= @ Endpaints ‘Wwithout BYW Group

D avid3000
< HDG-RIGHT

Bandwidth Groups in Main View

172.20.0.0
1009 (172.20.42.174)
1008 (172.20.1.5)
172.2010.0
172.20.110.205
2222
10M10(172.20110.21)
1001 (172.20.10.204)
localhost
1014 (172.20.1.80)
1007 (172.20.1.4)

» To create a Bandwidth Group

1 Inthe Main View, right-click the Bandwidth Group object and then click

IRx01T0ER=DET=0
Mot Logged In
Mot Logged In
IRx01T0ER=DET=0
Logged In
IRx01T0ER=DET=0
Logged In
Logged In
IRx01T0ER=DET=0
Logged In
Mot Logged In

New Group. The New Bandwidth Group wizard opens.

2 Define the properties (IP address range for nodes, bandwidth limits)

according to your requirements (see ). Click Next to go to the next page in

the wizard.

3 Click Finish to add the entry to the Main View.

General Properties

In the General page, give an identity to the bandwidth group. This name appears in

the Main View under the Bandwidth Groups object.

Mew Bandwidth Group - General Properties [ %]
Description : I[

< Back I Mest > I

Cancel |

Help |

Bandwidth Group - General Properties
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Network Settings Properties

In the Network Settings page, define the permitted IP address ranges for the nodes
belonging to this specific bandwidth group.

Mew Bandwidth Group - Network Settings Properties [ %]
IP Address Subnet Mask
4] | 2

Add Mebwork | Remove Networkl

Test Setting:

Start Address: | .

End &ddress: I .

Test Address: | L
™ In Range Test |

< Back I Mext » I Cancel | Help |

Bandwidth Group - Network Settings Properties

» To define the IP address range
1 Click Add Network. A new row in the Network Settings table appears.

2 Add the following:

Network Define the host ID range for nodes in this group.
Address

Subnet Mask The subnet mask, helping to identify the available IP
address range.

3 Add as many rows as your network requires.

To test whether a specific node is within a defined range, enter its IP
address in the Test Address range. Click Test. In the Test Settings area, the
following information appears:

Start Address  The minimum IP address of the defined range.
End Address The maximum IP address of the defined range.

In Range If the tested address is within the defined range, a
checkmark appears next to In Range.
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Bandwidth Settings

In the Bandwidth Settings page, define the total bandwidth available to this
bandwidth group at a single time.

Mew Bandwidth Group - Bandwidth Settings Properties [ %]
Walues:

b aximum Intemal : Kbps
b4 aximumn E xternal ’1— kbps
Per Internal Call : ’1— Kbps
Per External Call: ’1— Kbps
Used Internal R ’U— Kbps
Used External Rx: ’U— Kbps
Used Internal Tx: ’D— Kbps

Uszed External Tx: |0 Kbps

< Back | Finizh | Cancel | Help |

Bandwidth Group - Bandwidth Settings Properties

In the Bandwidth Settings, define the following information:

Maximum The total bandwidth available, at a single time, for calls

Internal among nodes of this group.

Maximum The total bandwidth available, at a single time, for calls

External between nodes of this group and nodes outside of this
group.

Per Call Maximum bandwidth allowed during a single call.

Used Internal/  Shows the amount of bandwidth being used at the
External Rx/Tx current time by all the nodes of this group.
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Pinning a Node to a Bandwidth Group

Every node registered to the MXM automatically belongs to a bandwidth group
which is associated with the node's IP address. If you want to force a node to belong
to a different bandwidth, you can use the Pin To Bandwidth Group command to
accomplish this.

» To create a bandwidth group

@ Inthe Main View, right-click the node, point to Pin into Bandwidth
Group, and then choose the target group. The node then appears under the
target group under the Bandwidth Group object.

If you choose Return To Default Group, the MXM automatically places the
node into the bandwidth group matching its IP address.

4.6 Adding Hunting Groups

A hunting group includes a series of nodes that may be grouped together within an
organization for a variety of reasons, but may be reached through one common
number. When the common number is dialed, the MXM searches for a free node.

For example, if the first node is busy, the system tries to contact the next node, and
so on. If all nodes are engaged, the MXM rejects the call.

The most important characteristic of a hunting group is the order in which calls are
routed to members of the group. When you create a hunting group, you can
determine the “hunting” order and method (see “Hunting Group Properties” on
page 56).

Gateway Service hunting groups operate under a similar principle. You can set the
order in which gateway services are requested when the hunting group’s access
number is dialed (see “Gateway Service Hunting Groups” on page 141).

» To create a hunting group

%I'F- 1 Click the New Hunting Group button. The New Hunting Group
Properties wizard opens.

2 Change properties according to your hunting group requirements. To move
to the next properties page, click Next. For explanations about the various
properties, see pages 54 to 58.

3 Click Finish. In the Main View, the new hunting group appears under the
Hunting Group object.
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General Properties

The General page appears when you open the Hunting Group wizard. It contains
identity information about the hunting group.

Mew Hunting Group - General Properties x|

Directary Mumber : |1 530

Description : ISaIes

< Back I Mest » I Cancel | Help

Hunting Group - General Properties

Set the following General Properties:

Directory The number to be dialed in order to call this hunting
Number group.
Description Description or name for the group. This name appears in

the Main View under the Hunting Groups object.
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Call Forwarding Properties

In the Hunting Group Properties Call Forwarding page, set an alternate
destination for the MXM to route calls.

New Hunting Group - Call Forwarding Properties B3

Mo Response
‘when this group is not lﬁ
’]7 rezponding, dial this number: h

< Back | Mext » | Cancel | Help I

Hunting Group - Call Forwarding Properties
No Response

When this Set an alternate destination for a call if none of the group
group is not members answers after a specified time. From the list,
responding, select the alternate destination.

dial this

number
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Hunting Group Properties

In the Hunting Group Properties page, you can set the default hunting method,
place specific nodes in the hunting group, and set the preferred order of hunting.

New Hunting Group - Hunting Group Properties E

v {3E}

1014
1ma3
mz
00

| Description | selectal |

Javid 5 I::hl:l[

¥ James Madizon Clear Al |
v| James Brown 05

Demo Room 703 tave lp |
Gary Fose o2

I e Do

Charlie Brown oo _ri
Jenny Hancock 07
Matthew Duncan o1

< Back I Mext » I Cancel | Help

Hunting Group Properties

Set hunting group properties as follows:

Calling Rule

Description/
Number

Default “hunting” method

Least Recently Called - Calls are routed first to the
node which has not received a call in the longest time.

Circular - Calls are routed first to the node in the
hunting group list that follows the last node that was
called.

Fixed Order - The search starts at the first node in the
hunting group list, then the second node, third node, and
so on, until a free node is found.

Simultaneous - Simultaneous calls go to every
member of the hunting group. Upon the first acceptance
of a call, all the other calls disconnect.

Select the nodes that will belong to this hunting group.

— To place all nodes in the hunting group, click
Select All.

— Toclear all the selections, click Clear All.
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Setting the Hunting Order

In the New Hunting Group Properties dialog box, selected nodes are automatically
placed in the top part of the list. You can then move them to different places in the

hunting order. Their locations in the list, together with the Calling Rules setting,
determines the hunting order.

» To set the hunting order of the selected nodes

1 Click the name (not the checkbox) of a selected node. To move the node up

and down the list to its designated place, click Move Up or Move Down
as many times as necessary.

Repeat this step for as many nodes as necessary.

2 Click OK to implement the settings and close the dialog box.
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Hunting Group LDAP Properties

In the LDAP page, you can define the hunting group’s registration, if applicable, in
an LDAP (Lightweight Directory Access Protocol) server.

MNew Hunting Group - LDAP Properties E

List node in the following LDAF servers:

Server Mame | Mode Entry | Select Al |
v ILS

B Exchange Mdd Clear All |
[ nDs N,

[ wzk N,

[ sz N,

] N,

B Excahnges Mdd

[ wizk2 N,

[~ Site ServerILS 5. N/

Open the LOAF Servers Yiew to see all LDAP server details.

< Back I Mext » I Cancel | Help |

Hunting Group - LDAP Properties

List node in the Select LDAP servers that can contain the subdirectory in

following LDAP which the hunting group should be listed. Hunting

servers groups may be registered in all LDAP servers in which
the MXM is registered.

If the hunting group has been previously registered in an
LDAP server, its entry name or number (node entry)
appears in the list.

— To be listed in all LDAP servers (depending on
MXM registration in them), click Select All.

— Toclear all the selections, click Clear All.

Additional ID Properties

In addition to its directory (E.164) number, a hunting group may have other
addresses that may be used to dial it, such as additional E.164 addresses and/or
H.323 ID. In the Additional ID page, you may enter these, if applicable. For
example, the Description entered in the General page will appear as an
Additional ID as an H.323 ID.

For more information about adding Additional IDs, see “Additional IDs” on page
106.
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4.7 Adding an Administrative Group

You can create Administrative Groups of nodes that reflect the needs of the
enterprise’s organization. Administrative groups in the Main View can help
maintain a visual structure for nodes and the teams and departments to which they
belong. This also makes it easier to set common end point properties within a team
or department, such as limiting the available bandwidth for the group.

For example, you can create groups for Management, Sales, Finance, R&D, or others
and place end points accordingly.

» To create an administrative group

ﬁ, 1 Click the New Administrative Group button. The New Group wizard

appears.
Description : ||

< Back I Finizh I Cancel | Help |

New Administrative Group Properties

2 Inthe Description box, type a name for the group and click Finish. This
name will appear on the system tree.

3 Tocreate more groups, repeat steps 1 and 2.
To see the created groups in the Main View, expand the Groups object.
You can also add administrative subgroups as branches under other created

groups. To do this, select an existing administrative group before clicking the
Add Administrative Group button.
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» To place nodes into an administrative group

1 Inthe Main View, select one or more nodes.

2 Drag the nodes to the administrative group.

Wideno Conferencing Item

MNumber/éddress

Connection State

Changing Group Member Properties

Sample Administrative Group

-1, techmgm - su logged in 10.0.10.96 Mo Calls
W Groups
- Finance
- Managemert
- R0
-~ Sales
802 Charlie Brown T Logged In
802 Sharon Green o4 Logged In
B0 Matthew Duncan o2 Logged In
o R David Schor 700 Logged In

Administrative groups make it easier to control end point properties that need to be
common within a team or department, such as limiting the available bandwidth for

the members of a group.

» To change common properties for all group members

1 Right-click the group name, point to Member Property, and click the

specific property type.

A Properties dialog box for all group members opens to the property type
that you clicked. Common properties among the group members are

available for change.

2 Change the appropriate properties. Remember that this change affects all

the group members.

3 Click OK to complete the change. If you want to discard the change, click

Cancel.
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4.8 Adding a Short Dial Number

A Short Dial Number is a number, that when dialed, is routed to another specific
registered user. It ideally is used as an easy-to-remember number intended to dial
an ISDN number through a gateway, or reach a department or a location instead of a
specific user.

For example, you can set up a Short Dial Number, “490”, that automatically dials
“90017185557890” through a gateway.

» To add a Short Dial number

@ 1 Inthe Main View’s toolbar, click the New Short Dial button. The New
Short Dial Wizard appears.

2 Change properties according to your short dial requirements. To move to
the next properties page, click Next. For explanations about the various
properties, see the following subsections.

3 Click Finish. In the Main View, the new Short Dial entry appears under
the Short Dial Numbers object.

General Properties

The General page appears when you open the New Short Dial wizard. It contains
identity information about the entry.

Mew Short Dial - General Properties [ %]

Directory Mumber : |4SD

Description : ISaIes - Mew York

< Back I Mext » I Cancel | Help

Short Dial - General Properties
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Set the following General Properties:

Directory The number to be dialed in order to call the user that this
Number entry represents.
Description Description or name for the entry. This name appears in

the Main View under the Short Dial Numbers object.

Call Forwarding Properties

In the Call Forwarding tab, select the user who will receive any videoconference
calls dialed to the Short Dial number.

Mew Short Dial - Call Forwarding Properties [ %]
" Unconditional Farward

Wwhen this extension is
2 called, dial thiz number: IDD‘I 7185557830 j'

< Back I Mext » I Cancel | Help |

Short Dial - Call Forwarding Properties
LDAP Properties

The LDAP tab provides information about the Short Dial number’s registration, if
applicable, in an LDAP (Lightweight Directory Access Protocol) server. For
information about nodes’ LDAP Properties, see “LDAP” on page 104.

Additional ID Properties

In addition to its directory (E.164) number, a Short Dial number may have other
addresses that may be used to dial it, such as additional E.164 addresses and/or
H.323 Alias. In the Additional ID page, you may enter these, if applicable. For
more information about adding Additional 1Ds, see “Additional IDs” on page 106.
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PROPERTIES

MXM servers have system properties that define their operation. In the MXM
Properties dialog box, the properties are divided into various categories:

MXM Connection, System Information, Dial Plan, LDAP
Settings
See page 64.

Call Control System Bandwidth Control, Call Settings, Ad-hoc
Resources
See page 72.

ISDN Call System Location, Dialing Prefixes

Routing See page 77.

Security Security Mode, License, Non-registered Devices
See page 79.

H.323 & SIP Zone Settings, Advanced Settings
See page 84.

Reporting Billing, Event Log
See page 87.

» To define MXM Server system properties

1 Inthe Administrator window, right-click the MXM node at the top, point to
Property (opening another menu), and click the specific property type.

_Or-

Click the MXM node and then click the Display Properties button.

2 Inthe Properties dialog box, change properties according to the system’s
specifications. To set different types of system properties, click the
appropriate category icon on the left side of the dialog box, and then click
the tab at the top of the dialog box. For explanations about the various
properties, see the above list for their locations.

3 To implement the change and proceed to another set of MXM properties,
click Apply and then the appropriate category icon and tab.

4 To implement all the changes and close the dialog box, click OK.
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5.1 MXM Properties

In the MXM system Properties dialog box, click the MXM icon to access the
following property pages:

Q4 Connection

@ System Info

Q4 Dial Plan

Q LDAP Settings

Connection

The Connection tab contains information about the MXM Administrator
application’s connection to the MXM.

Techpub - 10.0.0.176 Properties (MXM) [ %]

CaiEEEy Cannection | System Infc | Dial Plan | LDAP Settings |

[V Automatically Cornect at Administrator Startup.
MM Address: I‘ID.D.D.‘I?B j Fart: |28505

Connection State: Connected

— Login

Uszer: Isu Lewvel: Super Uzer

Statuz: Logged in

I Advanced

— Metwark Connection

¥ Check if MM is onling svem |15U 3: seconds
Meszage acknowledge timeout: |15 3: seconds

ﬂ QK I Cancel | Apply | Help

MXM Connection Properties
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Set the connection properties as follows:

Automatically
Connect at
Administrator
Startup

MXM Address
Port

Connection
State

Login
User
Level
Status

Select this option if you want to connect to this MXM
automatically whenever you start the Administrator
application.

IP address or DNS name of the MXM.

TCP/IP port number. Automatically provided by the
system.

Informs you if the MXM Administrator application is
connected and available for management, trying to
connect, or not trying to connect to the MXM.

Provides information about the current login state:

The administrator name.

Level of administration privileges permitted to the User.
Current state of the login attempt.

Clicking Advanced displays the following properties:
Network Connection

Check if MXM
is online

Message
Acknowledge
Timeout

Select if you want the Administrator application to
periodically check that the MXM is still connected, when
there is no traffic over the connection.

Next to that property, select the number of seconds
between checks if there is no activity over the
connection.

Select the number of seconds that the Administrator
application waits to receive an update response from the
MXM. After this interval, a message states that the MXM
did not respond.
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System Info

The System Info tab provides information about the current MXM version.
Provide this information if you contact Emblaze-VCON's Technical Support.

Connection  System Info | Dial F'IanI LDAP Settingsl
System name: ITechput{
Build number: |4.28.MD2.D1 906

Category

System Name

Build Number

MXM Running
Since

Operating
System

Memory

CPU
Information

ek running since: ITuesda}l, February 21, 2006 10:20:33

Operating System: IWindows MNT 5.0.2195 Service Pack 4

Memory: [117/255 - 53

CPU Information: |1 wPentium at 1.0GHz Modek8 Step:10

QK I Cancel | Apply | Help |

MXM System Information

The identifying name for the MXM. This name does not
affect the operation of the system.

The number and date of the MXM software version.
Date and time when the MXM started operating.

Operating system and version of the MXM server’s host.

Shows the MXM server’s host computer’s memory usage
at the time of the program’s startup, written in the
following syntax:

a/b-c

where:

a = amount of memory in use (MB).

b = total memory in the computer (MB).
¢ = percentage of memory which is free.

Decscription of the MXM server’s host computer’s
processor.
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Dial Plan

In the Dial Plan tab, define how the MXM assigns directory numbers (E.164-type)
to registered end points and other nodes. Entering directory numbers are a
convenient way for registered users to dial other nodes.

This tab also includes the names of the supplemental exchange functions and the
default Telephony User Interface (TUI) numbers that the end point may dial to
activate each of them. You may change the number for any of the functions.

For more information about how end points use exchange functions, see the MXM'’s
Online Help’s Telephony Exchange Functions topics.

Techpub - 172.20.10.205 Properties [MXM) [ %]

Categary Eonnectionl System Info  Dial Plan | LDAP Settingsl

Mode numbering [E.164) starts at: |
— End points' E.164 Mumber Request
V' If ot used, accept requested number.
If already uzed:
& Aszign new number © Reject login request

— Exchange Function:

Description Humber =

Video Gatewsay Service 9
Audio Gatewsay Service *g

Pickup 7

Specific Pickup *9

TUI Busy Forward *T1

TUI Mo Answer Forweard  [*70

TUI Unconditional Forward [*72 LI

A 0 ] o
QK I Cancel | Spply | Help |

Dial Plan Properties

Set directory numbering as following:

Node This number is the starting point for assigning directory
numbering numbers to registering nodes. You can provide for two,
(E.164) starts three, four, etc. digits for numbering nodes.

at For example, if this number is “700”, new nodes will

receive the first 3-digit number available between 700
and 999. To increase the numbering capacity (according
to the license key code’s specification), you can specify a
larger 3-digit range or add a fourth digit.
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End Points’ E. 164 Numbering Request

If not used,

Select to grant any E.164 number requests, if available,

accept by registering end points.
Irqeqr:te)setred If deselected, the MXM assigns directory numbers only
u according to the Node numbering definition above, and
rejects all user E.164 numbering requests.
If already used

Assign new
number

Reject login
request

Select to accept the login request, but to assign a
directory number according to the Node numbering
definition above.

Select to reject the login request if the specified E.164
number is already assigned to another node.

The Exchange Functions table lists the available functions and their corresponding
TUI numbers.

» To change the TUI number of an exchange function

Q@ Click in the Number column of the entry that you want to change.

Delete the previous number and type a new number.

To replace other numbers, repeat this step as many times as necessary.

vPoint HD, vPoint, HD5000/4000, HD3000/2000, Falcon, and
MeetingPoint 4.6 provide access to the various exchange functions (call
pickup, forwarding, invite and transfer) from their interfaces.

The available functions are:

Video Gateway
Service

Audio Gateway
Service

Pickup

For starting an ISDN videoconference over a gateway.
The end point must enter this number, followed by the
ISDN channel numbers, and then click Dial.

The default value is 9.

For starting an ISDN audio conference over a gateway.
The end point must enter this number, followed by the
ISDN channel numbers, and then click Dial.

The default value is *9.

For picking up a call that’s intended for any destination
for which the end point has pickup permission. The end
point enters this number and then clicks Dial.

The default value is *17.
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Specific Pickup For picking up a call that's intended for a specific
destination (for which the end point has pickup
permission). The end point enters this number, followed
by the directory number of the destination end point,
and then clicks Dial.

The default value is *19.

TUI Busy If the end point is busy in a videoconference, the MXM

Forward forwards all incoming calls for it to an alternate
destination. To activate, the end point enters this
number, followed by the directory number of the
alternate destination, and then clicks Dial.

The default value is *71.

TUI No Answer If the end point does not answer, the MXM forwards a

Forward call to an alternate destination. To activate, the end
point enters this number, followed by the directory
number of the alternate destination, and then clicks

Dial.

The default value is *70.
TUl The MXM forwards ALL calls intended for the end point
Unconditional to an alternate destination. To activate, the end point
Forward enters this number, followed by the directory number of

the alternate destination, and then clicks Dial.
The default value is *72.

Ad-hoc For inviting additional users to an open point-to-point

Conference videoconference. The end point enters this number,
followed by the directory number of the target end point,
and then clicks Dial.

The default value is *77.

Transfer For transferring an open videoconference to another end
point (and disconnecting from the transferring end
point). The transferring end point enters this number,
followed by the directory number of the target end point,
and then clicks Dial.

The default value is *45.
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LDAP Settings

In the LDAP Settings tab, enable the MXM to periodically update its registered
users in connected LDAP (Lightweight Directory Access Protocol) online directories.
For more information about LDAP, see Chapter 15, “Registering with LDAP
Directories.”

Techpub - 10.0.0.176 Properties (MXM) [ %]
Categary Eonnectionl Systemlnfol Dial Plan  LDAP Settings |

V¥ Enable update of LDAP Servers
V' Prefis E.164 numbers with local zone nurber in LDAP directory
Proxy Pending Meszages

Trigger time: I‘]U 3: minutes
Time to Live: |144D 3: minutes

Open the LDAP Servers Yiew to zee all LDAP server details.

QK I Cancel | Apply | Help

LDAP Settings Properties

Set LDAP Settings as follows:
Enable Update Select to enable the MXM to update its registered users

of LDAP information in the LDAP directories.

Servers

Prefix E.164 If neighboring zones are included in your online
numbers with directories, select this option to append zone numbers to
local zone the directory numbers of all listed nodes.

number

70 Emblaze-VCON MXM Administrator’s Guide



5 Setting MXM System Properties

Proxy Pending Messages

If no communication was received from the LDAP directory after a certain
interval, the MXM asks the LDAP Proxy server if its directory list (for the
MXM registered users) requires updating.

Trigger Time Enter the interval between update request messages sent
by the MXM to the LDAP Proxy server.
Time to Live Enter the interval for discarding an update request

message that is not received by the LDAP Proxy server.

LDAP Servers For information about the available LDAP servers, click

View this link. The LDAP Servers table appears, displaying
location and access information about the available
Servers.

If you update the MXM's LDAP settings, you must also update the same
configuration settings in the LDAP server (see Chapter 15, “Registering with
LDAP Directories”).
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5.2 Call Control Properties

In the MXM system Properties dialog box, click the Call Control icon to access the
following property pages:

Q4 Bandwidth Control Q Call Settings
@ Ad-hoc Resources Q Number Manipulation

Bandwidth Control

In the Bandwidth Control tab, define how the MXM manages the available
bandwidth within its zone.

Techpub - 10.0.0.176 Properties (MXM) [ %]

Category Bandwidth Contral | Call Settingsl Ad-hoc Hesourcesl

— Bandwidth Lirnit
" Kbps
Metwark Bandwidth: I 3: & bps

[ Limit tatal bandwidth for MM calls to I 3: percents
of the Metwark B andwidth.

— Call Lirnit

[ Lirnit M awimum nurmber of call to I 3:

QK I Cancel | Apply | Help |

Local MXM'’s Bandwidth Control Properties

Set bandwidth control properties as follows

Network Total amount of bandwidth available to the LAN.
Bandwidth
Limit total Select to define the percentage of total network

bandwidth of  bandwidth to be allocated for calls managed by the
MXM calls MXM.

Limit Select to define the maximum number of conferences
maximum managed by this MXM, that can carry on at the same
number of calls time. The amount of open conferences cannot exceed the
to bandwidth limit defined above.
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Call Settings

The Call Settings tab includes properties defining call connection throughout the
videoconferencing network.

Techpub - 10.0.0.176 Properties (MXM) [ %]

Categary Bandwidth Control  Call Settings |Ad-hoc Hesourcesl

—Ad-Hoc Conference

V¥ Revert to point-to-point call when 2 parties remain.

W ait |5 3: seconds before reverting to point-to-paint.

r— Maximum Call Redirection

&« [0 | redirections.

£ Urlirited.

QK I Cancel | Apply | Help

Call Settings Properties

Set Call Settings properties as follows:
Ad-hoc Conference

Revert to point- Select to return to a point-to-point call when only two

to-point call parties remain in an ad-hoc videoconference.

when 2 parties

remain

Wait _ After a third party disconnects, the videoconference will

seconds before revert to a point-to-point session after this interval.
reverting to
point-to-point

Maximum Call Redirections

__ redirections Select the maximum number of times that a call can be
forwarded sequentially to other nodes before the call is
cancelled.

Unlimited Select to allow calls to be forwarded to as many
destinations as necessary until they are answered.
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Ad-hoc Resources

The Ad-hoc Resources table contains a list of MCU and VCB services registered with
the MXM, together with the MCU or VCB with which they are associated. Select the
services that the MXM may use to initiate an ad-hoc videoconference.

Techpub - 172.20.10.205 Properties [MXM) [ %]

Categary Bandwidth Eontroll Call Settings  Ad-hoc Resources |

Select which MCU resources to use for Ad-hoc conferences:

| Description | Mumber | In MCU -
1000 172.20.110.205

v 1003 1920B% 1003 172.20010.205

[v 1011 1011 172.20010.205

[ oo1ze100002 00122100002 172201221
022100700 00122100700 172201221

[ oo12z100701 0022100701 172201221
[ 00122101050 00122101050 172201221
[~ confOnonZE@q... 1007 172201221
[~ confO0700A... 1006 172201221
[~ confOl0502G... 1004 172201221
: confBEE32@E0... 1005 172201221

conferences(@,.. 1008 172201224 -
< | _>l_I
QK I Cancel | Spply | Help |

Auvailable Ad-hoc Resources
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Number Manipulation

Number manipulation is a set of rules for translating blocks of dialed digits and/or
characters into other formats, such as a gateway prefix or an area code, which
enables the MXM to send the call towards its destination.

When a user dials a string covered by any of the rules, the program identifies the
dialed digits/characters, and uses regular expressions to convert them into a target
string which complies with standard dialing convention.

For more information about working with regular expressions, please go to
the following sites:

® www.snapfiles.com/get/regexcoach.html

® www.weitz.de/regex-coach/

Techpub - 172.20.10.205 Properties [MXM) [ %]
Categary Call Settings I Ad-hoe Resources  Mumber Blocking | A I L4
Rule name: IMain Fules
Test Number. [+44560334103
Input |Regular Expre| Replace Qutput |
+44660994103 |0 {aluli) +44660994103
+44660994103 | “+33 00033 +44660994103
+44660994103 | 00033 Jali) +44660994103
+44660994103 |+ [auu] 0001 44660994
0001 44660994 | 006 906 0001 44660994
000144660994 | 001410 0001 44660994
0001 44660934 | 0059 * 0001 44660994
< | 2
QK | Cancel | Lpply | Help |

Rules for Number Manipulation
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» To enter number manipulation rules

1 Inthe Main View, click the MXM node at the top and then click the
= Display Properties button.

In the Properties dialog box, click the Call Control icon and scroll to the
Number Manipulation tab.

3 Inthe Rule Name box, enter a name for the set of rules.

In the table's Regex column, type the expressions which need a translation
rule.

5 Inthe Replace column, type the resulting target string for the translation.

» To test the application of the rules on a dialing number
string

1 Inthe Test Number box, type the string you want to dial.
2 Click Test.

In the table, the Test Number appears in the Input column and the
resulting dialed number appears in the Output column for all the rules.

Examples

Convert Regex Replace Dialing
International calls \+ 0001 +44660994103 converts to
starting with a "+" sign 000144660994103.

to standard dialing
convention ("0001")

Calls for a specific \+44 00044 +44660994103 converts to
country into local calls 00044660994103.
Converting internal 001410 00141041050 converts to
calls into 5-digit PBX 41050.

calls

Blocking calls to a \0089.* 00899876543 fails to
particular prefix connect.

76 Emblaze-VCON MXM Administrator’s Guide



5 Setting MXM System Properties

5.3 ISDN Call Routing Properties

In the MXM system Properties dialog box, click the ISDN Call Routing icon to
access the following property pages:

@ System Location

Q Dialing Prefixes

System Location

In the System Location tab, enter the country and area code in which the local
MXM is located. This information is used when the MXM computes ISDN and
gateway call rates.

Techpub - 10.0.0.176 Properties (MXM) [ %]

Category System Location | Dialing Prefises |

Enter the country and area codes in which your Mk resides:

Country: IUnited States of America (1] j
Area code: |512

QK I Cancel | Apply Help

Local MXM Location

Dialing Prefixes

In the Dialing Prefixes tab, enter the prefixes which are required for dialing
international and long-distance videoconferencing calls. If the call requires routing
through a gateway, the MXM uses this information when it determines the optimum
gateway and service (see “Testing for the Optimal Gateway Service” on page 147.

For example, international calls may require that you add a prefix such as 00 or 1
before dialing a country code. This number is provided by the local telephone
company or other ISDN provider.

Long distance calls within a country also may require a prefix such as 0 or 1 before
the remainder of the ISDN number.
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Techpub - 10.0.0.176 Properties {(MXM})

Category System Location  Dialing Prefises |

Enter the prefizes uzed for long distance and intemational calls.
The b=k uzes them to determine the ISDM gateway call path.

International Prefises:
]

o2
014

s

Long Distance Prefises:

oK I Cancel | Apply | Help |

Gateway Dialing Prefixes for Local MXM Network
» To add prefixes

1 Click the New Prefix button.

2 Type the prefix and press <Enter>.

3 To add more prefixes, repeat steps 1 and 2 as many times as required.

4 Click Apply to implement the settings while remaining in the dialog box.
-or-
Click OK to implement the settings and close the dialog box.

» To delete prefixes

1 Select the prefix that you want to delete.

}{ 2 Click the Delete button.

3 Click Apply to implement the settings while remaining in the dialog box.
_Or_

Click OK to implement the settings and close the dialog box.
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5.4 Security Properties

In the MXM system Properties dialog box, click the Security icon to access the
following property pages:

Q Security Mode

O License

Q Non-Registered Devices

Security Mode

In the Security Mode tab, set the properties for restricting login to specific users.
You can set up the MXM in any or all of the available Open Modes, or in Closed
Mode to all nodes.

Techpub - 172.20.10.205 Properties [MXM) [ %]

Categary Security Mode | Licensel Mon-Registered Devicesl

— Syztem Security Mode
&' Open Mode - Allow automatic addition of:

[V EmblazeCON End Points.

V' Non-EmblazeWCON End Points.
IV MCUs.

V¥ Neighboring Gatekeepers [Zones).
V' SIP User Agents.

Cloze Mode - Deny addition until login permission is
explicitly granted.

To view login request statuzes open the Login Status Yiew,

— Unregistered Yersion:

v Allow ersions that are not registered via the software
upgrade to log in.

QK I Cancel | Spply | Help

MXM'’s Security Mode
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Set the security mode as follows:

System Security Mode

Open Mode

Emblaze-VCON
end points

Non-Emblaze-
VCON end
points

MCUs

Neighboring
Gatekeepers
(Zones)

SIP User
Agents

Closed Mode

Login Status
View

Allow versions
that are not
registered via
the software
upgrade to log
in

Select to allow automatic login privileges to various

types of nodes, which are listed below this option. A

deselected type must be manually granted or refused
login permission by the administrator

Select to automatically accept Emblaze-VCON systems
that register (Escort, Cruiser 150/384, ViGO,
MediaConnect 6000/8000, Falcon, VCON Conference
Bridge).

Select to automatically log in any non-Emblaze-VCON
H.323 videoconferencing node that registers.

Select to automatically log in any MCU that registers.

Select to automatically list other MXMs and Gatekeepers
that the local MXM calls or that contact it. In addition,
this selection enables registered MXM nodes to receive
calls from other zones. These zones appear automatically
in the Main View.

Select to automatically log in any SIP user agent that
registers.

Select to restrict login privileges. All nodes that attempt
to register must be granted login permission manually or
rejected by the administrator.

Click this link to display the Login Status Table. The far
right column of the table shows the login status for
specified nodes. For more details about the Login Status
Table, see “Viewing the Login Status” on page 37.

Select this option to grant registration and login to nodes
that are using a videoconferencing application version
not defined in a Software Upgrade task (see “Selecting a
Software Version” on page 115).

If this option is deselected, the MXM refuses to grant
login to these nodes until their software matches a
Software Upgrade task.
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The License tab shows the number of registered users that the MXM is licensed to
service. If you need to change these numbers, contact your local Emblaze-VCON

distributor.

Techpub - 10

Category

Serial Number
Capacity

Number of
Users

Number of
Logged On
Users

Number of
Concurrent
Calls

Number of
vPoint Seats

Expiration Date

176 Properties (MXM) [ %]

Securty Mode  License | Mon-Registered Devicesl

Serial Number: 222 -
Capacity:

Mumber of Users: B7M00 (67 0% uzed)
Mumber of Logged On Users: 9100 (9.0% used)

Mumber of Concurrent Calls: 0100 (0.0% used)

Mumber of vPaoint Seats: 420200 (21.0% uzed)
Expiration Date: Mever

EmblazeVCON VCB:
Mumber of Concurrent %CB calls: 003 (0.0% used)

“CH Expiration Date: Mever
Moderator Option:
Option Installed: Yes
Data Share Enabled: es
Expiration Date: Mever LI
Licenze Key
’7 Show Key... I Mew Key... | Export Key... |
QK | Cancel | Spply | Help |
License Properties

The license number of your MXM system.

Actual and maximum numbers, respectively, of non-
vPoint Software-only end points that this MXM is
permitted to register, according to its current license.

Actual and maximum numbers, respectively, of non-
vPoint software-only end points that are logged in at the
current time.

Actual and maximum numbers, respectively, of
registered nodes that can be engaged in calls at one time.

Actual and maximum numbers, respectively, of vPoint
software-only end points that this MXM is permitted to
register, according to its current license.

Depending on your license, this will be either Never or
the date that your MXM license expires. If your license is
temporary, see “Replacing the MXM License Key” on
page 11 for information about updating your license.
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Emblaze-VCON VCB

Max. Number
of VCB
Conferences

Expiration Date

The number of simultaneous ad-hoc videoconferences
managed by the VCB allowed.

Depending on your license, this will be either Never or
the date that this license expires.

Moderator Option

Option
Installed

Data Share
Enabled

Expiration Date

Indicates if Conference Moderator has been installed on
the same server as the MXM.

Indicates if data sharing is allowed in conferences
managed through the Conference Moderator.

Depending on your license, this will be either Never or
the date that this license expires.

IP-Nexus Server

Option
Installed

Expiration Date

Max. Number
of Concurrent
Users

License Key
Export Key

Show Key

New Key

Indicates if your MXM includes the IP-Nexus Server
option, which provides instant messaging, application
sharing, file transfer, and other services to users who
register with the IP-Nexus Server.

Depending on your license, this will be either Never or
the date that this license expires.

The maximum number of users that can be logged in at
one time.

Your initial key code is valid for 30 days. To purchase a
license for a different number of ports, click Export Key
to create a license file for the MXM on its host computer.
Send the file to your local Emblaze-VCON distributor.
You will then receive the appropriate key without time
restrictions.

Click to view the key code for the current MXM Server
installation.

After receiving a new license file from your Emblaze-
VCON distributor, click this button, browse to select the
file and click Open.

When prompted to apply the license code, click OK.

To implement the license change and close the dialog
box, click OK again.
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Non-Registered Devices

In the Non-Registered Devices tab, define how the MXM allows registered end
points to engage in videoconferences with nodes that are unable to register with the
MXM.

Techpub - 10.0.0.176 Properties (MXM) [ %]

Category Security Mode | License Non-Registered Devices |

taximurn number of concurrent calls with 008
Mon-Registered Devices: —

Tatal network bandwidth sllowed for calls lﬁ‘
with Mon-Fegistered Devices: 100000 =4 Kbps.

QK I Cancel | Spply | Help

Non-Registered End Point Settings

Set the properties as follows:

Maximum Number of Maximum number of simultaneous calls
Concurrent Calls with involving non-registered end points that the
Non-registered Devices MXM may handle.

Total Network Bandwidth Select the limit on the amount of bandwidth

Allowed for Calls with (in Kbps) that may be allocated to these

Non-registered Devices videoconferences. The value must be a
multiple of 100 (such as 200, 5000,
999000).
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5.5 H.323 & SIP Properties

In the MXM system Properties dialog box, click the H.323 & SIP icon to access the
following property pages:

Q Zone Settings

@ Advanced Settings

Zone Settings

In the Zone Settings tab, define the method of search that the MXM uses when a
registered end point dials a party in a different zone (neighbor node).

Techpub - 10.0.0.176 Properties (MXM) [ %]
Categary Zone Settings | Advanced Settings I
Search Policy if a dialed address is not found:

7 Dor't search in other Zones.

& Search other zones:

First try: IMuIticast location requests

Then try: I Defined neighbor zones

Lef L L

Then try: I Don't try anpmore

¥ Search for disconnected nodes in other zones.

Location Request Reply Timeout: I‘ID 3: seconds.

QK I Cancel | Apply | Help

MXM Gatekeeper Zone Settings
Search Policy

If a dialed address is not found, the MXM will continue (or not) to search
for that address according to one of the following policies:

Don’t search in The MXM will reject the call without searching in other
other zones Zones.
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Search other zones

If the dialed address is unknown to the local MXM, the MXM will send out
Location Requests (LRQs) to other MXMs and gatekeepers, according to the

policy defined here.

First Try/Then
Try

Multicast
Location
Requests

Defined
Neighbor
Zones

Directory
Gatekeepers

Don't Try
Anymore

Search for
disconnected
nodes in other
zones

Location
Request Reply
Timeout

In the First Try list, select the search method that the
local MXM employs first.

In the first and second Then Try lists, select alternative
search methods in case the first method fails to find the
dialed node.

The MXM sends out identical LRQs to all detected zones.
The call is connected to the first zone that sends a
positive response (party found) to the MXM.

The MXM only sends LRQs to zones that are listed in the
MXM Administrator, or “known” to the MXM. The call is
connected to the first zone that sends a positive response
(party found) to the MXM.

The MXM sends LRQs only to directory gatekeepers
known to it.

At this stage, the MXM stops sending LRQs.

If a call is dialed to an MXM node that is currently not
logged in, the MXM continues to search for that node in
other known zones.

Select the maximum interval for the MXM to receive a
reply from the dialed destination's gatekeeper. If this
interval passes before the MXM receives this reply, the
call is disconnected.
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Advanced Settings

In the Advanced Settings tab, set the intervals at which the MXM activates
various timeouts.

Techpub - 10.0.0.176 Properties (MXM) [ %]

Category

|

MXM Gatekeeper Advanced Settings

Set Capabilities
Timeout

Close Channel
Timeout

Collect OLCs
Regular
Timeout

Collect OLCs
Slow Timeout

Check if device
is online

Override device
keep-alive
period

Zone Settings  Advanced Settings |
Set Capabilities Timeout: = zeconds.
Close Channel Timeout: lﬂ seconds.
Collect OLCs Regular Timeout: lﬂ zeconds.

Callect OLCs Slow Timeout: |5 3: zeconds.

Check if device is online every IBDD 3: seconds.

™ Ovenide device keep-alive period.

QK I Cancel | Apply | Help |

Select the maximum interval for registered end points to
receive the H.323 capabilities of the dialed destination. If
this interval passes before the end point receives this
information, the MXM disconnects the call.

Select the maximum time for H.323 logical channels to
close when a videoconference ends.

The maximum period that the MXM collects information
transmitted by H.323 devices (except gateways) in order
to synchronize a SIP-H.323 conversation.

The maximum period that the MXM collects information
transmitted by H.323 gateways in order to synchronize a
SIP-H.323 conversation.

Select the interval for checking if all registered nodes are
connected to the MXM. At this time, the MXM polls the
devices. If it does not receive a response from a node, the
node is logged off.

Select to use the MXM's polling interval instead of any
intervals that may have been defined in individual nodes.
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5.6 Reporting Properties

In the MXM system Properties dialog box, click the Reporting icon to access the
following property pages:

Qa Billing
a EventLog
Billing

In the Billing tab, select Enable Billing to list all calls within the local zone in a
Call Details Record (CDR).

Techpub - 10.0.0.176 Properties (MXM) [ %]

Category Biling | EventLog |

[V Enablz Biling

Fhipn:nrting ol I Cancel | Apply | Help |

Billing Properties

For more information about CDRs and call accounting, see Working with the
MXM>Reporting Option>Call Accounting in the MXM'’s online help.
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Event Log

In the Event Log tab, define the length of time that the MXM keeps records of

specific types of events.

Techpub - 10.0.0.176 Properties (MXM) [ %]

Category

Biling ~EwentLog |
Delete Information Records After: E Draps.
Delete ‘W arning Records After: IG Draps.
Delete Severe Records E Draps.

Delete Alarm Records After: I? 3: Days.

To view events open the Event Log Yiew.

QK I Cancel | Apply Help

Event Log Properties

Set record-keeping periods as follows:

Delete
Informatory
Records After

Delete Warning
Records After

Delete Severe
Records After

Delete Alarm
Records After

Amount of time until informative records are deleted
from the log.

Amount of time until warning records are deleted from
the log.

Amount of time until severe error records are deleted
from the log.

Amount of time until alarm records are deleted from the
log.

Event Log View To view the event log, click this link.
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6 DEFINING END POINT NODES

End point nodes can represent several different types of users who log in to the
MXM and require its services. This chapter provides explanations for defining the
MXM management configuration for registered Emblaze-VCON HD, vPoint,
MeetingPoint, Group System end points, or other videoconferencing applications.

The videoconferencing system configurations of registered Emblaze-VCON HD
(vPoint, 2000/3000, 5000) end points, vPoint end points (ViGO, software only),
MeetingPoint 4.6 end points (ViGO, Escort, Cruiser, MediaConnect 8000/9000)
and Falcon may be viewed and changed from the MXM. Descriptions of the
Properties for some Emblaze-VCON end points are located in Appendixes A to D.

6.1 Setting Up an End Point

In order to register, an end point contacts the MXM (see “Granting Login
Permission” on page 28). If login permission is granted automatically (Open Mode),
the end point retains the default MXM properties. These default properties may be
viewed or changed in the relevant end point configuration templates (see “Setting
Up Templates” on page 47).

When you grant login permission manually, you can register the node with the
default MXM properties or set the properties during the login process.

» To set up an end point’s properties

1 After login permission is granted:

Open Mode In the Administrator window, registered Emblaze-VCON
end points appear under the Emblaze-VCON Systems
group. Non-Emblaze-VCON end points appear under the
H.323 End Points group. Double-click the new end
point to set up its properties.

Closed Mode The New End Point Wizard appears.

2 Change properties according to your system specifications. To set different
types of end point properties, click the appropriate tab at the top of the
dialog box (in the New end point Wizard, click Next to advance to the next
properties page). For explanations about the various properties, see
“Setting End Point MXM Properties” on page 91.

3 Toimplementall the changes and close the dialog box, click OK (in the last
page of the New end point Wizard, click Finish).
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Login Attempt by Duplicate Users

The same User Name may not be logged in to the MXM from more than one end
point at the same time.

In case of a duplicate login attempt from vPoint HD, vPoint, and MeetingPoint 4.5
(or higher) end points, the user is given the choice of:

D Continuing to log in using the same name, causing the other end point to be
disconnected from the server.

D Logging in using a different User Name.

You have been logged off. Please contact
your Systern Administrator for assistance.

Duplicate User Login Message Message on Disconnected End Point

For other Emblaze-VCON and non-Emblaze-VCON end points, duplicate
login attempts are rejected without explanation from the MXM.
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6.2 Setting End Point MXM Properties

The administrator can set MXM properties for all videoconferencing end points.
MXM end point properties define how the end points operate as parts of the MXM
videoconferencing network.

1 Ifanend pointlogs in during Closed Mode, the administrator can set
these properties during the initial registration process or keep the default
values.

2 The properties described in this section are applicable also to SIP User
Agents (see Chapter 16, “Managing SIP Networks” on page 315).
General

The General tab contains identity information of the selected end point.

David Schor Properties [¥Point HD) [ %]

Category General | Statusl Call Forwardingl Bandwidth Eontroll Picku_{ I 4

Directary Mumber : |IIEE]

Dezcription : |David Schor

L
ware Update

H.323 Addre:
Alias : IDavid Schor Type: |H.323 1D j
See more addresses at the Additional IDs page

Network Address: [172 20,10, 21

Build Number: [05.104.DO3

Change login properties. ..

QK I Cancel | Lapply | Help |

Typical Emblaze-VCON End Point - General Properties

The General Properties tab contains the following properties:

Directory Internal directory number (E.164 number) assigned to

Number the end point. Any other end point registered with this
MXM can call this end point by dialing this number.

Description Identity or description for the end point. This name will
appear in the Main View after the login process is
finished.

Alias The end point’s alias name.

Emblaze-VCON MXM Administrator’s Guide 91



6 Defining End Point Nodes

Type
Additional IDs
page

Network
Address

Build Number

Change Login

The type of address used by the end point for registering
with the MXM.

Click this link to view any additional IDs that have been
configured for this end point.

IP address of the end point.

The following settings are available for some types of end
points.

Version information for the end point’s
videoconferencing application.

For changing the end point’'s MXM login password. This

Properties change takes effect the next time the end point logs in.
1 Inthe New box, type a new password for the end
point.
2 Inthe Confirm box, type the new password again.
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Status

The Status tab displays the most recent dates that the selected node logged in and
out of the MXM.

If the Last Login date is later than the Last Logout date, the selected node
is currently logged into the MXM.

David Schor Properties [¥vPoint HD) [ %]

Category General Status | Call Forwardingl B andwidth Eontroll Pickuﬂj

QK I Cancel | Spply | Help |

Typical Emblaze-VCON End Point - Status Properties
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Call Forwarding

In the Call Forwarding tab, set alternate destinations for the MXM to route calls.
Call forwarding for a specific node may be performed:

D At all times (unconditionally)
D If the node is busy in another videoconference
D If the call is not answered by the node.

David Schor Properties [¥Point HD]

Categary Generall Statuz  Call Forwarding | Bandwidth Eontroll Picku_4 I L4

 Unconditional Forward
r Wwhen this extension is =

called, dial this number: I j'

— Busy

Yhen this extension is -
v busy, dial this number: I‘I U15 - David Schor j

— Mo Anzwer
When this extension is not lﬁ
4 answering, dial this number: 1530 - Sales

Time extension can ring without
being answered: I‘I 3 zeconds

ak. I Cancel | Apply | Help |

Typical Emblaze-VCON End Point - Call Forwarding Properties

Set alternate destination numbers for the following conditions:
Unconditional Forward

When this Select this option to set an alternate destination for every
extension is call to this end point. In the list, choose the alternate
called, dial this destination. The forwarding occurs unconditionally and
number immediately.

If this option is selected, the Busy and No Answer
options are not available.
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Busy

When this Select this option to set an alternate destination for a call
extension is if this end point is engaged in another call at the same
busy, dial this time. In the list, choose the alternate destination. The
number forwarding occurs immediately.

No Answer

When this Select this option to set an alternate destination for a call
extension is if this node does not answer after a specified time. In the
not answering, list, select the alternate destination.

dial this

number

Time extension Type the number of seconds before the system forwards
can ring unanswered calls.

without being

answered

A “*” entry indicates that the particular forwarding setting is not active.

Bandwidth Control Properties

In the Bandwidth Control tab, you can define the permitted amount of
bandwidth that the end point can use when communicating with others.

David Schor Properties [¥vPoint HD] [ %]

Category Genetall Statusl Call Forwarding  Bandwidth Control | Picku_4 I 4

v Allow calls with Non-Fegistered Devices

— Bandwidth Lirnit

™ Limit masirnurn be

Kbpz.

| =
Lirnit pinimum to m

Kbps.

— Multicast Bandwidth

Diefault IP call bandwidth |258 3 Kbps.
354

[V Lirit masirium ta I 3: Kbps.
Default mulicast bandwidth |384 3: Kbps.

I aximum Bandwidth when offline: |128 _|::' Kbps

ok I Cancel |

Aol | Help |

Typical Emblaze-VCON End Point - Bandwidth Control
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Set bandwidth properties as follows:

Allow calls
with Non-
registered
Devices

Limit Number
of Concurrent
Calls to

Select to enable this end point to engage in
videoconferences with parties that are not listed or
cannot register with the local MXM.

Select the number of calls that can go to or from the end
point at the same time. This feature is available only to
end points that support concurrent videoconferences.

Bandwidth Limits

Limit
Maximum to

Limit Minimum

Select this option to define the highest amount of
bandwidth that the end point may use. In the list, choose
the bandwidth.

Choose the lowest amount of bandwidth that the end

to point may use.
Default IP Call  This feature is applicable in vPoint and Falcon end
Bandwidth points only.
Set the default bandwidth for calls initiated by this end
point. Unless the bandwidth is changed before dialing,
the outgoing call will use this bandwidth.
Multicast Bandwidth

This feature is applicable in vPoint 5.1 or higher, Desktop and
MediaConnect 9000 end points only.

Limit Session
to

Default
Multicast
Bandwidth

Maximum
Bandwidth
when Offline

Select this option to define a bandwidth limit for the end
point’s participation in an Interactive Multicast
videoconference. The end point is not permitted to take
part in a multicast session that exceeds this limit.

In the list, choose the bandwidth limit.

The default bandwidth for Interactive Multicast sessions.
The actual bandwidth will depend on the amount of
available bandwidth during the session.

Select this option to limit the amount of bandwidth that
the selected end point may use if it's not logged in to the
MXM. In the list, select a bandwidth.
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Pickup Permissions

In the Pickup Permissions tab, you can authorize other end points to answer a
video meeting call to the selected end point. Only end points that are registered with
the same MXM may receive pickup permission for each other.

For example, suppose Rachel is a video meeting call’s destination. If David has
pickup permission for Rachel’s calls, he can answer this video meeting call.

In the list, select any number of end points that may pick up a call to this specific end
point.
— To grant pickup permission to all end points in the list, click Select All.
— Toclear all the selections, click Clear All.

David Schor Properties [vFoint HD) E

Category Call Forwardingl Bandwidth Control ~ Pickup Permissions | MC A I L4

Dravid 3000 (1014) Select Al |

[ HDOo22 (1007)

[ FalcanTECH (1003) Clear Al |
[ Matthew Duncan [1011)

[ MCE000 3FL (1001)

[ Rachel Mave [1004)

QK I Cancel | Spply | Help

Typical Emblaze-VCON End Point - Pickup Permissions
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MCU Services

In the MCU Services tab, define bandwidth allocation policy for any multipoint
conferences that this end point engages in.

David Schor Properties [¥vPoint HD) [ %]

Category

o
o

ftware Update

Bandwidth Eontroll Pickup Pemissions  MCU Services | Gate 4 I L4

—MCU Service Permizzion Group:

—&d-Hoc Service Permizssion Group:

IDef Ad-Hoc Permizzion Group j

— Dedicated MCL Service:

I Mo Service j

QK I Cancel | Spply | Help |

Typical Emblaze-VCON End Point - MCU Services Properties

MCU Service
Permission
Group

Ad-hoc
Permission
Group

Dedicated
MCU Service

Select the name of the MCU Service Permission group
from which this end point can receive services. The
available options are all MCU Service Permission groups
that are listed in the Main View.

Select the name of the Ad-hoc Permission Group from
which this end point can choose a service for initiating an
ad-hoc conference.

An ad-hoc service resource that may be used only if a
specific end point is one of the parties of the resulting ad-
hoc conference (either one of the original two end points
of the conference or the invited end point).

If you want to dedicate a specific MCU or VCB service for
this end point, select the service from the list.

To be a dedicated service, the service must be set up as an ad-hoc resource.
See “Session” on page 158.
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Gateway Services

In the Gateway Services tab, you can define bandwidth allocation policy for any
MCU conferences or calls through a gateway that this end point engages in.

David Schor Properties [¥Point HD) [ %]

Category Pickup Permissionsl MCU Services Gateway Services | 15014 I 4

— Enhanced Gateway Dialing

Gateway Service Group: |[o]

‘Wwhen a specific Bandwidth iz requested, find services with:
€ Ewact same Bandwidth,
" Equal or higher Bandwidth,
" Equal or lower Bandwidth.
@ " Equal or higher Bandwidth. If not found, lower B andwidth.
o
[

L
re Lpdate

& Equal or lower Bandwidth, If not found, higher B andwidth.
I Lirit Bandwidth to I 3: Kbps more than requested.
I Lirit Bandwidth to I 3: Kbps less than requested.

QK I Cancel | Lapply | Help |

Typical Emblaze-VCON End Point - Gateway Services Properties

Set the Services properties as follows:

Gateway Select the name of the gateway service hunting group

Service Group from which this end point can receive services. If the end
point dials the defined gateway access number (default is
“9"), it may use any of the included services within that
particular Service group.

The available options are all gateway service hunting
groups that are listed in the Main View.

Some calls through the gateway may specify a required bandwidth. The
following options define how the MXM allocates bandwidth in this situation:

Exact same Provide a choice only among services that provide the
bandwidth exact bandwidth required.

Equal or higher Provide a choice only among services that provide the
bandwidth exact bandwidth required or more.

Equal or lower Provide a choice only among services that provide the
bandwidth exact bandwidth required or less.
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Equal or higher Provide a choice among services that provide the exact
bandwidth - if bandwidth required or more. If none exist, then offer
not found, services allocating lower than required bandwidth.
lower

bandwidth

Equal or lower Provide a choice among services that provide the exact
bandwidth - if bandwidth required or less. If none exist, then offer

not found, services allocating higher than required bandwidth.
higher

bandwidth

Limit Select the appropriate option to enable only a specific

bandwidth to  amount of deviation (higher or lower) from the
Kbps more requested bandwidth. From the appropriate list, choose

G less) than the amount of deviation (in Kbps) allowed.

requested For example, if you want to allow no more than an

additional 128 Kbps, then choose 128 from the
appropriate list.

ISDN Call Routing

In the ISDN Call Routing tab, define how the MXM decides how to route calls
through gateways. The MXM can prioritize between several sets of gateway routing
rules:

Least Cost Routing Rules (see “Testing for the Optimal Gateway Service” on
page 147)

Bandwidth Rules (nodes’ Properties Services tab - see “Gateway Services” on
page 99)

Set ISDN Call Routing properties as follows:

Use least cost  Select to allow the MXM to apply least cost routing to the
routing rules end points’ gateway calls.

when this end

point makes a

call
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Bandwidth/Cost Preference

Select one of the following:

Bandwidth When initiating a gateway call, the MXM chooses a
rules precede  gateway service based on the rules defined in the
least cost initiating end point’s Service properties.

routing rules

Least cost
routing rules
precede
bandwidth
rules

David Schor Properties [¥Point HD) [ %]

Categary

When initiating a gateway call, the MXM chooses the
most efficient gateway service based on the application
of the least cost routing rules.

MCL Sewicesl Gateway Services 130N Call Routing | Prodi_4 I 4

V' Use least cost routing rules when this endpoint makes a call

Bandwidth / Cost preference

" Bandwidth rules precede least cost routing rules.

& Least cost routing rules precede bandwidth les.

Cancel | Apply | Help |

Typical Emblaze-VCON End Point - ISDN Call Routing Properties
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Product Info

The Product Info tab shows identification information about the end point’s
videoconferencing system's manufacturer and model.

Category Gateway Services | ISON Call Routing  ProductInfo | 132314 | v |
Wendor ID: [88:0:1
Praduct 1D: IVCon:h323

Yersion ID: [H3236.5

Location: I

H.225 Wersion: |4

QK I Cancel | Apply | Help |

Typical Emblaze-VCON End Point - Product Information Properties

The tab provides the following information:

Vendor ID Identity of the end point manufacturer
Product ID Identity of the conferencing tool used by the end point.
Version ID Version number of the videoconferencing tool, for

identification purposes.
Location Physical location of the end point.

H.225 Version  Protocol for control signaling in an H.323 conferencing
environment.
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H.323 Parameters

The H.323 Parameters tab shows which H.323 features are enabled in the
selected end point.

David Schor Properties [¥Point HD) E
AT ISDN Call Routing | Product Info  H.323 Parameters | Lpap | 4| »

— Thiz product supports:

I¥ | 1ibd Tirarster Made!

¥ | H.450,3 [Call Miversion services]

¥ | Fonward Facility messages

¥ | Ernpty Capabiity et

-5 W Use Embedded IP inside RRQ message
vare Update I [Hfermation Fequest (IRE) messages
Dualvideo Method: IAuto vl

0K I Cancel | Al | Help |

Typical Emblaze-VCON End Point - H.323 Parameters Properties

Use Embedded Inresponse to registration requests (RRQ) from this end
IP Inside RRQ  point, the MXM will send response to the IP address

Messages specified in the RRQ.
Dual-Video Define the permitted method for transmitting dual video
Method streams from this end point.

The H.239 standard enables end points to convert data
into a separate media stream and transmit it parallel to
the video stream. Video systems supporting H.239
display shared data and live video in separate windows.
Systems not supporting H.239 display only the shared
data in a single window.

D Choose None to block all dual video transmission.

D Choose Non-H.239 to allow dual video
transmission from this end point, although not
using H.239.
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Dual-Video () Choose Only H.239 to allow dual video
Method (cont.) transmission only if the end point supports H.239.

D Choose Auto to allow this end point to choose the
method.

LDAP

The LDAP tab provides information about the end point’s registration, if applicable,
in LDAP (Lightweight Directory Access Protocol) servers based on the X.500
standard for directory services. LDAP servers (also known as online directories) are
lists of contacts whose videoconferencing systems are online and registered with
that directory.

End points may be registered in more than one LDAP server, on condition that the
MXM is registered and configured in them.

David Schor Properties [¥Point HD] E

Category ISDH EallHoutingI Productlnfol H.323 Parameters  LDAP 4 I L4

Dizplay online directory from thiz server:

List node in the: following LDAP servers:

Server Mame | Mode Entry - Select Al |
[is N4

[ Exchangs M/ | Clear Al |
[ NDs N4

[ wizk N4

[z N4

[isz N4

I_ Exchange? MiA

[wakz N4 =

— .. - PR e

A | ot

Open the LDAP Servers Yiew to see all LDAP server details.

0K I Cancel | Apply | Help |

Typical Emblaze-VCON End Point - LDAP Properties
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Set the end point’s LDAP configuration as follows:

Display Online The online directory that is available for this end point.
Directory from The end point can dial any other videoconferencing user
this Server listed in this online directory.

List node in the Select LDAP servers that can contain the subdirectory in

following LDAP which the end point should be listed. End points may be

servers registered in all LDAP servers in which the MXM is
registered.

If the end point has been previously registered in an
LDAP server, its entry name or number (node entry)
appears in the list.

— To be listed in all LDAP servers (depending on
MXM registration in them), click Select All.
— Toclear all the selections, click Clear All.

LDAP Servers Click this link to see location and access information
View about the available LDAP servers.

For more information about registering in LDAP servers, see Chapter 15,
“Registering with LDAP Directories”.
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Additional IDs

In addition to its directory (E.164) number, a node may have other addresses that
may be used to dial it, such as additional E.164 addresses and/or H.323 Alias. Inthe

Additional ID tab, you may enter these, if applicable.

For example, this feature supports the Multiple Subscriber Network (MSN) service,
which assigns multiple phone numbers to one ISDN line. MSN is supported by some

ISDN switches.

David Schor Properties [¥Point HD) [ %]
Categary

Productlnfol H.323 Parametersl LDAP  Additional IDs | 4 I »

Alias

Type

1234

E.164

davids

H323 10

Add

Delete |

o]

Cancel |

Apply

Help |

Typical Emblaze-VCON End Point - Additional IDs Properties

» To add additional IDs for a node

Click Add to display a table row.

2 Inthe Alias column, type the node’s additional E.164 number, H.323 alias,

URL, or e-mail address.

3 Inthe Type column, click and select the address type.

To delete an entry, click in its row and then click Delete.
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7 INITIATING VIDEOCONFERENCES
FROM THE MIXIM ADMINISTRATOR

7.1 Administrator-Initiated LAN Dialing

As a system administrator with Super User or Monitor/View privileges, you can
initiate a point-to-point videoconference by connecting two end points listed in the
Administrator’s Main View. Calls may also be initiated to end points in neighboring
zones.
» To initiate a point-to-point call through the Administrator
Select the parties for the videoconference.
Right-click and then click Initiate point-to-point call.

Make any changes required in the call properties. Otherwise, leave the
default settings. For a description of the properties, see “Setting Point-to-
Point Videoconference Properties” on page 108.

4 Click Initiate Call.

Initiate Point to Point Call [ %]
Call Mame: |U2£2B£DB 12:34:32
Party #1: J1014 =]
Party #2: [1007 =]
Initiating Entity: ~ [1014 =]
Call Bandwidth:  |354 | Kbps. ¥ Encrypted call

Call Status Display in Mode Status View—————————————
& Dor't show Call Status in Mode Status View
' Shaw Call Status in tab: [02/26/05 12:34:32 |

InitiateEaIIl Cancel | Help I

Initiating a Point-to-Point Videoconference
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Setting Point-to-Point Videoconference Properties

If necessary, change point-to-point videoconference properties before connecting

the two end points.
Call Name

Party #1;
Party #2

Initiating Entity
Call Bandwidth
Encrypted Call

Call Status
Display in
Node Status
View

Name of the videoconference. This name will identify
this call in the CDR.

The two end points in the videoconference.

End point that dials to initiate the videoconference.
Maximum bandwidth allocated for the videoconference

All Emblaze-VCON HD systems support the H.235
encryption standard. For calls involving two systems
supporting H.235, this option is selected by default.

If at least one of the end points do not support H.235,
disable this option. Otherwise, the call will fail to
connect.

Select Show Call Status in Tab to display the call
status in the Node Status View in a specific tab. The
name or description listed here is also listed on the tab.

Select Don’t show Call Status in Node Status View
if you don’t want to monitor the videoconference in the
Node Status View.
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7.2 Administrator-Initiated ISDN Dialing
» To initiate an ISDN videoconference through the
Administrator
1 Select the initiating party of the videoconference.
2 Right-click and then click Initiate ISDN call.

3  Set the call properties, including the ISDN numbers of the receiving party.
For a description of the properties, see “Setting ISDN Videoconference
Properties” on page 110.

4 Click Initiate Call.

If the call is successful, a notification, “In ISDN Call: [n] kbps” appears in the
Main View next to the calling station’s entry, where n indicates the call’s bandwidth.

Initiate ISDN Call B3
Call Mame:

Inifiating Endpoint. | 1002

Phone Mumber:
# |
12 |
43 |
4 |
15 |
#5 |

=l
Bonding |

™ Restricted

Loopback |

Leflel Lef Lef Lef L

Call Statuz Display in Mode Status View—————————————

& Dor't show Call Status in Mode Status View
€ Showw Call Status in tabe I j

InitiateEaIIl Cancel | Help |

Initiating an ISDN Videoconference
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Setting ISDN Videoconference Properties

Set ISDN videoconference properties before initiating the call.

Call Name

Initiating End
Point

Phone
Numbers

Bonding

Restricted

Loopback

Call Status
Display in
Node Status
View

Name of the videoconference. This name will identify
this call in the CDR.

End point that dials to initiate the videoconference.

The ISDN phone numbers to dial. Enter numbers
corresponding to the number of lines and amount of
bandwidth that the call will require.

Click to make this conference a Bonding call. Bonding
combines multiple ISDN lines into a single channel,
effectively strengthening the signal.

Select if the connection is over a Restricted network,
which uses 56K switches (instead of 64K).

Click to initiate a call to the end point’s own ISDN lines.
A loopback tests if the ISDN lines are functioning
normally.

Select Show Call Status in Tab to display the call
status in the Node Status View in a specific tab. The
name or description listed here is also listed on the tab.

Select Don’t show Call Status in Node Status View
if you don’t want to monitor the videoconference in the
Node Status View.
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7.3 Administrator-Initiated Hang Up

As a system administrator with Super User privileges, you can hang up open calls
that include selected users or users within a selected group. For example, if more
than one user in the Sales Administrative group are involved in videoconferences
but you have to terminate all of that group’s calls, select the Sales Administrative
group object.

Although administrators with Monitor/View privileges may initiate
videoconferences, they cannot hang up calls.

» To hang up calls through the Administrator

1 Select the end point(s) or group object that includes the users that you want
to disconnect.

é 2 Inthe toolbar, click the Hang Up Calls button.

All calls involving the selected users are therefore disconnected.
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8 REMOTE UPGRADE OF

VIDEOCONFERENCING DEVICES
SOFTWARE

After your organization receives new versions or patches of certain Emblaze-VCON
videoconferencing software applications, you can then install them on all registered
end points that require the specific applications. The MXM’s Remote Software
Upgrade utility supports the following software products:

vPoint HD, HD5000, HD4000
vPoint 5.1

Emblaze-VCON VCB

MXM Administrator

The definition of a software upgrade progress requires the setting of five sets of
properties. The Software Upgrade Wizard's steps enable you to:

Q

a

Q

a

Select the application and version - Versions page (see “Selecting a Software
Version” on page 115).

Copy the upgrade to a target location in your network or on an FTP server -
Upload page (see “Setting a Target Location for the Upgrade” on page 116)

Set temporary alias and password for end points to access the upgrade file (for
users not defined as "Administrators" on their computers) - Login page (see
“Setting Up User Login” on page 118)

Schedule the time for upgrading all or selected end points - Run page (see
“Setting the Upgrade Schedule” on page 119)

Confirm the upgrade task's properties and initiate the upgrade - Confirmation
page (see “Confirm Upgrade Definition” on page 121).

The MXM enables you to monitor the software versions status for applicable end
points throughout the network, making sure that all end points are working with the
latest or most suitable software versions.
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8.1

Defining a Software Upgrade

The Software Upgrade Wizard enables you to define properties such as application
version, upload location, and scheduling.

» To set up the software upgrade

1

8.2

Make sure that the upgrade file is in an accessible location, such as a CD-
ROM.

In the MXM Administrator, open the MXM menu and choose Update
Software. The Software Update Wizard appears.

On the Versions page, click Browse. Locate and select the upgrade file.

Set properties according to your upgrading specifications. When you finish
each page of the wizard, click Next. For explanations about the various
Property pages, see “Setting Software Upgrade Properties” on page 114.

When you finish the last page, click Finish.

The Software Upgrade task is set up and the upgrade process will proceed
as defined.

Setting Software Upgrade Properties

The Software Upgrade Wizard guides you through the task of defining the upgrade
process. The Wizard’s steps enable you to:

Q Select the application and version

@ Upload the upgrade to an accessible target location in your network or on an
FTP server

@ Setlogin parameters for providing access to the software upgrade file

@ Schedule the time for upgrading all or selected nodes that require the specific
software application

Q Confirm the upgrade task’s properties.
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Selecting a Software Version

When you open the Software Upgrade Wizard, the Version page opens first.

Define whether this upgrading task will be New or an Update:

New

Update

Click Browse to locate and select the

application+version upgrade file. Emblaze-VCON
supplies an XML file with its upgrades that define its
version identification, installation requirements, and

other information.

If an update was previously performed, select the
appropriate application description from this list. The

description provides identification information for the
required application version.

After selecting the upgrade file, the installation information appears on the Version

Page.

Software Update Wizard 1/5

Yerzions Page

Uze thiz page to select the ingtall package vou want to make

available for the endpoints you adminizter.

— Select Version

1 MNew I\\Ehopin\VEF|SIDNS\Mxm-4.28\vF’ointHD\vF’oi Browse...l

€ pdate I j
—&pplication

Mame:  |+Paint High Definition

Description: IThis iz a version from 30 May 2005
—Wersion

WDK: |85082 Application: |B5DDDB4

Build String: IBD May 2005 Mode Type: IvF'ointHD

Filk: [#PointHD. exe

Parameters: I"-a Mt

< Back | Mext » | Cancel | Help |

Selecting Software Upgrade Application
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Setting a Target Location for the Upgrade

In the Software Upgrade Wizard's Upload page, set the location from which the
upgrade is accessible for the relevant registered nodes.

File Server

Network Drive

FTP

Software Update Wizard 2/5 [ x]

Upload Page
Use this page to define the network, drive or FTP server that endpoints will connect
ta in order to receive the software update.

Select to upload the upgrade file to either a Network
Drive or FTP location. Depending on your choice,
specify the exact access information in the relevant areas
in the dialog box.

Select a folder on your organization’s network for the
upgrade file. Click Browse in the Network Drive area,
then locate and select the location.

Type the path of a folder on an FTP server for the
upgrade file.

Enter the login information (Name, Password, and IP
Address) that the administrator must enter to upload
the upgrade file to the FTP location.

 File Server
% Network Drive
© FTP

— Metwark Drive

|D:\shared\vF‘oint_50_app Browse... |

—FTP [for Adminiztrator to upload the software ta)

IF &ddress: I

Folder:

Usger Mame: I
Passwaord: I

< Back I Mext » I Cancel | Help |

Setting Network Location for the Upgrade
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Software Update Wizard 2/5

234.234.234.234
\wCentral\F T ProotsProgram Files'wPointHD

Setting FTP Location for the Upgrade

Emblaze-VCON MXM Administrator’s Guide 117



8 Remote Upgrade of Videoconferencing Devices Software

Setting Up User Login

In the Login page, set the login parameters for providing access to the software

upgrade file.

Impersonation

Usze this page ta customize the install

Software Update Wizard 3/5 [ %]
Login Page

— Imperzonation

Fleaze enter an account that iz an administrator on the upgraded PC
and has access rights to the netwark drive you defined.
Leave the figlds blank in order to use the logged on user account.

M ame: IAdmin
Password: I e
Dromain: Iemblaze-vcon.com

— Inztallation par.

I"-a M

—FTP [for downloading from end user PC)

User Mame: I
Password: I
IP Address: |234.234.234.234 Diirectory: I\\Eentral\FTF’root\F’rog

< Back I Mext » I Cancel | Help

Setting Up User Login

Provide a Name, Password, and Domain of a

Windows 2000/XP user that has Administrator
privileges. This allows the server to perform the upgrade
for client users that do not have sufficient privileges on

their computers or the network.

Parameters Switches used to modify the installation command.
FTP For upgrading through an FTP server
Provide a Name and Password for the MXM to use on
behalf of the nodes in order to access the upgrade file.
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Setting the Upgrade Schedule

In the Run Page, define the time for upgrading all registered nodes that require the
specific software application.

Software Update Wizard 4/5 [ %]
Run Page

Usze this page ta control when the update will take place.

— End user confimation

Uszer confirmation required: IW = l

Confirmation question (leave blank for default application question]:

¥ take this the required version for new endpaints.

— Update - Select when you want to run the software update
" Run Mow - update all uzers
' Scheduls - update all users using the schedule window

" Run Later - don't update any user

— Schedule windor

Fram: |21xu?32004 j |14;23:29

=
J
To: |21xu?32004 j |15:23:29 =

< Back I Mext » I Cancel | Help

Setting the Upgrade Schedule
End User Confirmation

User Q Select Always to notify the node user that a newer
Confirmation version of the application is available, and to ask if
Required the MXM should perform the upgrade now.

QA Select Only When In a Call to wait for users
engaged in videoconferences to hang up before
notifying them that the software upgrade is
available.

Q Select Never to perform the upgrade without
asking for the node user’s permission.
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Confirmation
Question

Make this the
default version
when a new
end point logs
in

Update

Type the text that should appear in the Upgrade request
on the node’s screen (for example, “Do you want to
upgrade to the newest software version?”).

If this box is blank, a default text appears.

Select to make this upgrade task the default for all new
nodes (of the relevant node type) that register with the
local MXM.

Set the time to run the upgrade process.

Run Now (all
users)

Schedule (all
users)

Run Later

Schedule
Window

Select to initiate the upgrade process immediately after
you finish defining it.

The MXM starts the task of upgrading the software of all
relevant logged in nodes. For offline nodes, their
upgrade will be available the next time they log in to the
MXM.

Select to set a time period for initiating the upgrade
process on all logged-in nodes (of the relevant node
type). If offline nodes log in during this period, their
applications will be updated too.

Select if you want to run this upgrade process at a later,
undefined time. When you exit the last page of this
Wizard, this upgrade task, although defined, will not run
until you initiate it a later time.

This area is available if you selected Schedule (all
users) above.

In the From and To lines, set the time period for
performing the upgrade process.

In the Date box, choose a date.

In the Time box, highlight the hour, minute, and/or
seconds, and then press the up or down arrow buttons
until the correct time appears.
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Confirm Upgrade Definition

In the Confirmation page, confirm the upgrade task’s properties. A summary
describes the Property values that you set in the previous pages of the Software
Upgrade Wizard.

Software Update Wizard 5/5 [ %]

Confirmation Page
The zoftware update wizard iz now ready to run your update. Press
finizh to start the update az described in the summary.

— Summary

The Software Update wizard will add “+Foint High Definition' version
BS00064 to its list of software updates.

r'ou have chosen to install via a windows netwaork. The wizard will
copy “hchopintwersionsimam-4. 284 vpointhd'w pointhd. exe’ to
“AChopinT emporantdavidshvpointhd. exe’.

'r'ou have chosen not to impersonate - your end users should have
administrator privileges.

Uszer confirmation mode is: Always.
Thizg version will be the required version for new endpaints.
The ‘wizard will attempt to inztall the version for users that are logged

on. For uzers that are not logged on the install will start next time they
log on.

< Back I Finish I Cancel | Help

Summary of Upgrade Task Definition

Click Finish to activate the upgrade task in the MXM’s zone. If you defined a new
upgrade task (see “Selecting a Software Version” on page 115), the MXM copies the
upgrade file to the target location (defined in the Upload page - see page 116).
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8.3 Selecting Nodes to Upgrade

If you schedule the software upgrade to Run Later (see “Setting the Upgrade
Schedule” on page 119) at an undefined time, you can select specific nodes at a
convenient time and run the upgrade process.

» To select nodes and run the upgrade process

In the Main View, select the specific nodes.

2 Right-click and then click Update Software. The Update Software
Wizard appears.

3 Set the Upgrade properties according to your specifications. For
descriptions of the properties, see the next section, “Node Software
Upgrade Properties”.

4 Click OK to start the upgrade process on the selected nodes.
Node Software Upgrade Properties

For node types whose software may be updated through the MXM, you can view and
set upgrade properties for individual nodes.

» To access the Software Upgrade properties of individual
nodes

1 In the Main View, select the specific end points.

2 Right-click the node(s), point to Property and Software Update, and
then click the specific properties. The node’s Properties dialog box opens to
the property type that you clicked.

_or'_

Double-click the node, and then browse to the Software Update properties.
Click the specific properties that you need.

The Software Upgrade Property pages are:
® Update Version

® Impersonation

® Update FTP

® Update Parameters

® Update Run
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Update Version

The Update Version tab displays the name(s) of the required videoconferencing
application for the end point and the currently installed videoconferencing
application.

David Schor Properties [¥vPoint HD) [ %]

Categary Update Yersion | Impersonationl Update FTF'I Update Pararn 4 I L4

— Required Verzsion

Thiz iz a vergion from 30 May 2005 j

— Current Yersion

Unknown - Build v0B.MO2.002, &pplication BE0007E.

QK I Cancel | Spply | Help |

Software Upgrade Properties - Update Version

Required The version (as defined in the Software Upgrade task)

Version that the end point will receive when an upgrade takes
place. To change the version or the defined upgrade task,
select it from the list.

Current Version Version currently running in the end point.
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Impersonation

In the Impersonation tab, set the login parameters for providing access to the

software upgrade file.

Category

David Schor Properties [¥vPoint HD) [ %]

lpdate Yersion Impersonation | Update FTP | Update Param 4 I L4

— Impersonation

Flease enter an account that is an administratar on the
upgraded PC and has access rights to the network, drive pou
defined for the required version.

Leave the fields blank in order to uze the logged on uzer
account.

Hame: IAdmin
Password: I""""
Domain: Iemblaze-vcon.com

~ Installation p

Vg e

QK I Cancel | Apply | Help |

Software Upgrade Properties - Impersonation

Name,
Password,
Domain

Installation
Parameters

The Name, Password, and Domain of a Windows 2000/
XP/2003 user that has Administrator privileges. This
allows the server to perform the upgrade for client users
that do not have sufficient privileges on their computers
or the network.

Switches used to modify the installation command.
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Update FTP

The Update FTP tab contains the login parameters for providing access to the
software upgrade file if it's located on an FTP server.

David Schor Properties [¥vPoint HD) [ %]

Category

Update Pararn 4 I L4

Update Yersion I Imperzonatio

— FTP [for downloading from end user PC)

User Mame: IN.-"A
Password: I

IP Address: | MAA

Diirectory: MAa

QK I Cancel | Apply | Help |

Software Upgrade Properties - Update FTP

Name, The MXM uses these to log onto the FTP server, on
Password behalf of the end points.

IP Address, Location of the upgrade file.

Directory
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Update Parameters

In the Update Parameters tab, define node-specific properties for software

upgrade procedures.

David Schor Properties [¥vPoint HD) [ %]

Category

o
o

ftware Update

Software

Restrictions

Ignore Selected
End Points

Update R4 I L4

Imperzonation I Update FTP

— Restriction

IV lgnore selected endpaints.

— End uzer confimation

User confirmation required: IAIways 'l

Confirmation question [leave blank for default application
question]:

QK I Cancel | Apply | Help |

Upgrade Properties - Update Parameters

Select to prevent the software upgrade of the selected
nodes.

End User Confirmation

User
Confirmation
Required

Confirmation
Question

Q Select Always to notify the node user that a newer
version of the application is available, and to ask if
the MXM should perform the upgrade now.

QA Select Only When In a Call to wait for users
engaged in videoconferences to hang up before
notifying them that the software upgrade is
available.

A Select Never to perform the upgrade without
asking for the node user’s permission.

The text box displays the text that should appear in the
Upgrade request on the end point’s screen (for example,
“Do you want to upgrade to the newest software
version?”).

If this box is blank, a default text appears.
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Update Run

In the Update Run tab, define the time for upgrading the selected node's
videoconferencing software.

David Schor Properties [¥vPoint HD) [ %]
Categary Update FTP I |pdate Parameters - Update Run | _I‘ _|’

— Update - Select when you want to run the software update——
o
 Sehedule

— Schedule windor

From: |23;0?32004 j |02:nu:uu

T [T

Ta: |23;0?32004 j |u4;nu:uo

QK I Cancel | Apply | Help |

Software Upgrade Properties - Update Run

Update

Run Now Select to initiate the upgrade process after you finish
defining it.

The MXM starts upgrading the software in all relevant
logged in nodes. For nodes engaged in calls, their
upgrade occurs after hangup. For offline nodes, their
upgrade occurs the next time they log in to the MXM.

Schedule Select to set a time period for initiating the upgrade
preocess on all logged-in end points (of the relevant node
type). If offline end points log in during this period, their
applications will be updated too.
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Schedule Window

This area is available if you selected Schedule above.

From, To In these lines, set the time period for performing the
upgrade process.

In the Date box, choose a date.

In the Time box, highlight the hour, minute, and/or
seconds, and then press the up or down arrow buttons
until the correct time appears.

8.4 Monitoring Software Upgrade Status

In the Main View, you can see which end points received the upgrades and which
ones did not.

@ Nextto each applicable end point, an icon indicates if that end point is
L working with the latest available software version.

@ The Event Log shows if the end point's software was upgraded.

Error R
‘ Code Details
1 Software agent will nowe run install, process=CD0OCUME~11

303 Sending software upgrade message to Endpoint . Endpoint N
3111 Unrecognized “ersion for logged Endpoint. Endpaoint Mumber

Event Log Details

QA The Main View's “Systems with an outdated version” filter displays only
end points that have not been upgraded yet (see “Filtering the Main View” on
page 21).

Syztems without B andwidth
lel - Main  iSystermns with an outdated
Systems Mot Logged In

Systems Logged In —
Systems In Call
Entire System

JiIEntire System j | | &

“Systems with an Outdated Version” Filter
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The MXM supports the use of H.323 gateways for connecting calls from registered
end points to remote parties over ISDN networks. A gateway works as mediator
between the two systems, translating between IP and ISDN protocols.

Each type of gateway has its own access number and dialing syntax. The dialing
syntax usually includes the gateway's access number and the ISDN number of the
remote party. For greater dialing flexibility, the syntax may also include delimiters.

Gateway services are also added to the MXM while gateways are granted login
permission to the MXM. A gateway service defines the amount of available
bandwidth and the type of information transmitted (such as voice only, video\voice,
video\voice\data). One Gateway Service access number is created for each service
type. At any time, you can add or edit available service entries from the Main View.

You can also organize sets of services within Gateway Service Hunting Groups. By
associating end points with Gateway Service Hunting Groups, you can allocate
available bandwidth to your organization’s end points according to a certain
resources allocation policy or geographic considerations. When an end point dials
the Gateway access number, the MXM searches in the end point’'s Gateway services
hunting group for an available service.

The registration and configuration procedures differ for Accord Gateways.
For more details, see“Adding an Accord Gateway” on page 215.

9.1 Logging in a Gateway

A gateway cannot register automatically to the MXM. To accept the initial login
attempt, the administrator must manually grant permission and then define its
MXM properties.

» To register a gateway to the MXM

1 In the Gateway’s configuration application, enter the IP address of the
MXM and complete the appropriate commands to register.

In the MXM Administrator application, a Login Request notification
appears on the Administrator tree.

2 Expand the Login Request item.

Widea Conferencing Item I Number/address Connection State
E|:ﬁ’: Techpub - su logged in 10.0.3.252 No Calls
E|r57‘ Login Requests
[ gf GWISI0EMBI 00.10.50

Login Request Notification for Gateway
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3 Right-click the Gateway name and then click Grant Login Permission.

A message appears, asking if you want to register the gateway now.

Emblaze¥COM MXM Administrator

If you press OF. and complete the following Add wizard., it will be added ta the system with the properties vou set nows.

@ ‘wiould wou like to add Gateway GW1510604810 [Address: 10.0.10.90, Alias: GWw1510604510] ko the b system now?
If pou press Cancel or don't complete the Add 'wizard, it will not be added tao the system.

Cancel |

Gateway Registration Request

4 Click OK if you want to manually set the gateway’s properties. The New
Gateway Wizard appears. The original property values are the default
values defined in the H.323 gateway template (see “Setting Up Templates”
on page 47).

If you click Cancel, the gateway does not log in, but remains under the
Login Requests object until you delete it (and the gateway stops trying to
log in). See “Deleting a Login Request” on page 30.

5 Change properties according to your system specifications, or keep the
default settings. When you finish each page of the wizard, click Next. For
explanations about the various properties, see “Setting Gateway
Properties” on page 132.

6 When you finish the last page, click Finish.

The Add New Services dialog box displays a list of all gateway services
configured in the new gateway.

Add New Services [ %]

Gateway Giw1510604810 [Address: 10.0.10.90, Alias:
G'/1510604810) was added to the system. [t has the
following services:

710 Add
(1715 I_I
1711 Cancel |
1712

1713 Help |

“f'ou can add the services to the system now by checking
the services you wish to add, pressing the Add button and
completing the following Add “Wizard(s).

If you don't want to add the services now, press Cancel. You
can still manually add services later.

Adding Gateway Services
7 Select the services that will be available in the MXM'’s zone, and click Add.

The New Gateway Services wizard appears.
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8 Define the gateway service properties according to your system and
gateway specifications, or keep the default settings. When you finish each
page of the wizard, click Next. For explanations about the various
properties, see “Setting Gateway Service Properties” on page 139.

The wizard is repeated for each service that you selected in the previous
step.

When logging in a Radvision vialP gateway, the MXM takes service
descriptions as they're defined in the vialP’s configuration program. Do
not define descriptions for the services in the wizard or in the MXM
afterwards.

In the vialP configuration program, it is recommended to define service
descriptions that include configuration information, such as the
bandwidth.

9 When you finish the last page, click Finish.
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9.2 Setting Gateway Properties

In step 5 of “Logging in a Gateway” on page 130, the New Gateway Wizard provided
the chance to change various gateway properties. This section describes these

properties.

General

The General page contains identity information of the new gateway.

Description :
H.323 Addre

Aliaz : |GW’1 510604810 Type: |H.323 D j
See more addresses at the Addifional [Ds page

Metwork Address: | 10, 0.10.90

< Back I Mext » I Cancel | Help

New Gateway - General Properties

The following information appears:

Description Identity of the gateway. This name will appear in the
Main View after the login process is finished.

H.323 Address

Alias The gateway'’s alias name.

Type The type of address used by the gateway for registering
with the MXM.

Network IP address of the gateway.

Address

Changing the gateway’s IP address must be done through
its configuration utility. The address cannot be changed
from the MXM.
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The Product Info page provides information about the gateway's manufacturer
and model. In addition, you can enable or disable the exchange functionalities
supported for videoconference calls through the gateway.

New Gateway - Product Info Properties [ %]

Wendor ID: {161,021
Product ID: [RADYision. L2w-323P
Yersion |0 IVersion P2232

Location: I
Thiz product supports:
[ M= Transfer Model
[~ H.450.3 [Call Diversion services]
IV Forward Facility messages
™ Empty Capability Set
™ Information Request (IRG) messages

Add Mew Services to thiz Group
’7| Dref G Service Hunting Group j

< Back I Mext » I Cancel | Help |

New Gateway - Product Information Properties

Vendor ID
Product ID
Version ID

Location

MXM Transfer
Model

H.450.3 (Call
Diversion
services)

Forward
Facility
messages

ldentity of the manufacturer.
Manufacturer's identity of the gateway product.

Manufacturer's version identification of the gateway
product.

Physical location of the gateway.

If selected, videoconferences through this gateway may
be transferred to another end point.

If selected, calls through this gateway may be forwarded
according to the capabilities of H.450.3. It provides
additional information about forwarded calls than
Forward Facility does, such as the original destination of
the call.

If selected, calls through this gateway may be forwarded
according to Forward Facility capabilities. A forwarded
call does not provide information about the redirection.

If the selected gateway supports both H.450.3 and
Forward Facility, we recommend enabling H.450.3.
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Empty
Capability Set

Information
Request
Messages
(IRQ)

Add New
Services to this
Group

ISDN Dialing

If selected, video and audio stream channels in a call are
temporarily closed while a call transfer takes place. This
option helps increase the speed of call transfer and ad-
hoc videoconferences.

An IRQ is a request for status information from
gatekeeper to terminal. If selected, the MXM can send
IRQ messages checking if the gateway is online.

If a new gateway service is added to this gateway’s
configuration, it will automatically be included in the
hunting group selected here. To avoid adding services to
hunting groups automatically, select No Group.

Dialing conventions vary among gateways, according to the vendor. Refer to your
gateway's documentation for the specific delimiters or other characters that are
required in order to access the gateway’s services.

Mew Gateway - Dialing Properties E
ISDM Dialing

Delimiter between Service Mumber and First Mumber: I

Delimiter between Phone Mumbers: I
Dialing Sequence is terminated with: I

V' Send the Service Alias when dialing to this Gateway

r Treat H.323 messages sent from thiz Gateway az if they were
sent from its service

< Back I Mext » I Cancel | Help |

New Gateway - ISDN Dialing Properties
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In the Dialing page, define the following information:

ISDN Dialing

Delimiter Type the character, if applicable, that the MXM adds
between before the first ISDN number.

Service

Number and
First Number

Delimiter Type the character, if applicable, that the MXM adds
between Phone between each ISDN number to be dialed.
Numbers

Dialing Type the character, if applicable, that the MXM must
sequence is enter at the end of the dialing string.

terminated

with

All of the above values must be identical to the dialing configuration of the
Gateway

Send the Video gateways support multiple services. If the gateway
Service Alias dialing syntax requires the inclusion of a service number,
when dialing to select this option.

this gateway

Treat H.323 Select this option if the new gateway does not define
messages sent services. The MXM will handle messages sent through
from this the gateway as H.323 64K Voice messages.

gateway as if
they were sent
from its service
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Call Routing

In the Call Routing page, enter the physical location of the gateway and define the
cost rates for using the gateway’s services.

When you run a Least Cost Routing test to find available gateway services and costs
for a gateway call to a certain location, the resulting cost estimates will be based on
the cost rates defined here (see “Testing for the Optimal Gateway Service” on page
147).

MNew Gateway - Call Routing Properties [ %]
Select ocain -

r— Location propertie:

Caurtry: I 0

Area code: I

LClick here to edit [ocation properties

r— Location dialing rule:

LClick here to see disling ules
LClick here to edit disling rules

< Back I Finizh I Cancel | Help |

New Gateway - Call Routing Properties

» To add a gateway location

1 If the location does not appear in the Select Location list, click the
Add New Location button. The New Gateway Location Wizard
appears.

2 Enter aName of the location and a Description (optional). Select a
Country and enter the location’s local Area Code.
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MNew Gateway Location - General Properties E
M ame: INew “ork.

Desoiptiont  (Fiad,ision L2w =]

/|

Country: IUnited States of America (1] j

Area code: |21 2

< Back I Mext » I Cancel | Help |

New Gateway Location - General Properties

To go to the next page, click Next.

3 Inthe Add Default Dialing Rules dialog box, define the costs for calls
through this gateway that originate in the MXM'’s zone.

Add Default Dialing Rules B3

Fleaze zelect which dialing rules you whizsh to create for thiz location:

~ Local call

¥ Dialing within the local area at the cost of (0,40 per minute.

— Long distance call
[V Dialing within the country using provider |21 at the cost of (110 per minute.

 International call
[V Dialing to any country using provider |23 atthe cost of [1.85  Pper minute.

Select if MXM nodes may use this gateway for Local, Long Distance, and
International calls, respectively.

Enter the rate (cost per minute) for each call type.

To go to the next page, click OK.
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4 Inthe Dialing Rules page, a table lists the information that you provided in
the previous step.

MNew Gateway Location - Dialing Rules Properties B3

Fiules for dialing from this location:

Destination Provider
Country | Area
[United States of Ameri... =] 212 0.4
United States of America (1)~ 21 1.1
Any Country * 23 1.85

< Back I Finizh I Cancel | Help |

New Gateway Location - Dialing Rules

To add another rule, click the Add New Rule button and choose the
appropriate call type (Local, Long Distance, and International).

}( To delete a rule, select that entry and click the Remove Rule button.

5 Click Finish. The gateway location now appears in the gateway’s Call
Routing Properties.
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9.3 Setting Gateway Service Properties

Gateway services are added to the MXM during the gateway registration process. A
gateway service defines the amount of available bandwidth and the type of
information transmitted (video or voice - set in the gateway device’s configuration).

General

The General page contains identity information of the new gateway service.

When logging in a Radvision vialP gateway, the MXM takes service
descriptions as they're defined in the vialP’s configuration program. Do
not define descriptions for the services in the wizard or in the MXM
afterwards.

In the vialP configuration program, it is recommended to define service
descriptions that include configuration information, such as the
bandwidth.

For all other gateways’ services, you still have to manually define their
descriptions in the MXM.

MNew Gateway Service - General Properties E
Directony Mumber : I

Description : I?‘I 1]

H.323 Addre
Alias : [710 Tupe: [E.164 =l
See more addresses at the Addifional [Ds page

Metwork Address: | 10, 0.10.90

< Back I Mext » I Cancel | Help |

New Gateway Service - General Properties

Define the following information:

Directory Directory number of this service. This number will
Number appear in the Main View after the login process finishes.
Description Identity of the service.
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Alias The service’s alias.

Type The type of alias or address.
Network IP address of the gateway.
Address

Bandwidth Control

In the Bandwidth Control page, enter the exact bandwidth defined in the
gateway'’s configuration.

Bandwidth Limit:

[ Limit masimurn b I 3: Kbps.

< Back I Finizh I Cancel | Help |

New Gateway Service - Bandwidth Control Properties
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9.4 Gateway Service Hunting Groups

A Gateway Service hunting group contains multiple gateway services that are
available to particular end points when they start LAN to ISDN videoconferences.
One Gateway Service Hunting Group can contain different bandwidths and different
Gateway devices.

Every registered end point may be associated with a gateway services hunting group
(see “Gateway Services” on page 99). When an end point dials the gateway access
number, the MXM searches for the services available to its associated group.

For example, if an end point specifies 384 Kbps bandwidth, the MXM checks in the
associated hunting group if a gateway service providing 384 Kbps is permitted for
the end point. If not, the MXM searches for the closest available service (in
accordance to the end point’s Service properties).

This ability can help you allocate available ISDN resources to various end points
according to a certain resources allocation policy or geographic considerations.

» To set up a hunting group of gateway services

q@}?s 1 Click the New Gateway Service Hunting Group button.

The New Gateway Service Hunting Group wizard opens to the General
Properties dialog box.

MNew Gateway Service Hunting Group - General Properties E
Description : IMarketing

< Back I Mext » I Cancel | Help |

Gateway Services Hunting Group - General Properties
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2 Inthe General page, type a name for this hunting group in the Description
box. This description appears in the MXM Administrator under the
Gateway Service Hunting Group object.

Click Next. The Hunting Group Properties dialog box appears.

New Gateway Service Hunting Group - Hunting Group Properties E

Description | Mumber | B andwidth |
[v| 256K Bond... 702 256 Kbps
[v] 128K Bond... 701 128 Kbps Selact Al |
[v] 2% B4k, 700 £4 Kbps

Clear Al
[ tudioonly 705 £4 Kbps —I

< Back I Finizh I Cancel | Help |

Gateway Services Hunting Group - Hunting Group Properties

3 Select any number of services from the list to be in the hunting group. The
selected services will be the only ones available to associated end points.
— To place all services in the hunting group, click Select All.
— Toclear all the selections, click Clear All.

4  Click Finish to implement the settings and close the dialog box.
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CALLS

Least cost routing automatically connects an outgoing ISDN or IP-to-1SDN call with
the least expensive gateway service to the target location at that time of day.
Depending on the locations of the registered gateways, long-distance calling costs
can be reduced significantly.

For example, suppose that a user in Hong Kong wants to videoconference with
someone in Canada. If the call is initiated over a LAN through a registered gateway
located in the USA, the initiator in Hong Kong is charged for a call from the USA to
Canada, instead of from Hong Kong to Canada.

If the most efficient service is not available, least cost routing will try to pass the call
through the next most-efficient service, or it will give the caller a busy signal.

In the MXM Administrator, you can check and compare the costs of IP-to-ISDN
calls from the MXM'’s zone to destinations using registered gateway services. This
allows you to apply the most cost-efficient connections for these calls.

Setting up and using least cost routing requires a combination of procedures in the
MXM Administrator:

1 Inthe MXM's ISDN Call Routing Properties, set the location of the MXM
and define the prefixes required for dialing (see “Setting ISDN Call Routing
Properties” on page 144).

2 Inthe appropriate Gateway's Call Routing Properties, set the location of
the gateway and enter the costs for dialing through it (see “Setting Gateway
Call Routing Properties” on page 145).

3 Select registered end points and access their MXM ISDN Call Routing
Properties. Select the preference of using Least Cost Routing rules or
Bandwidth rules for routing calls (see “Setting Preference of Using Least
Cost Routing or Bandwidth Rules” on page 145).

4 Before initiating a gateway call from a registered end point, test the Least
Cost Routing rules to select the least expensive gateway and service
available (“Testing for the Optimal Gateway Service” on page 147).
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10.1 Setting ISDN Call Routing Properties

One of the factors that determine the costs of ISDN calls is the location of the end
points on the network. You must enter this information in the MXM'’s System
Properties in order to test and implement least cost routing.

In addition, you must enter the prefixes required by the local telephone company or
ISDN provider for dialing international and long distance destinations.

» To set the location and define the prefixes

1 Right-click the local MXM object, point to Property and then ISDN Call
Routing, and click System Location. The System Location tab
appears.

2 Enter the country and area code in which the local MXM is located and
click Apply.

3 Click the Dialing Prefixes tab.

4 Click the New Prefix button.

5 Type the prefix and press <Enter>.

6 To enter more prefixes, repeat steps 1 and 2 as many times as required.
7 Click OK to implement the settings and close the dialog box.
Category System Location | Dialing Prefises |

Enter the country and area codes in which your Mk resides:

Country: IUnited States of America (1] j
Area code: |512

QK I Cancel | Apply Help

Local MXM Location

144 Emblaze-VCON MXM Administrator’s Guide



10 Least Cost Routing of Gateway Calls

Techpub - 10.0.0.176 Properties {(MXM})

Category System Location  Dialing Prefises |

Enter the prefizes uzed for long distance and intemational calls.
The b=k uzes them to determine the ISDM gateway call path.

International Prefises:
]

o2
014

s

Long Distance Prefises:

oK I Cancel | Apply | Help |

Gateway Dialing Prefixes for Local MXM Network

10.2 Setting Gateway Call Routing Properties

In the registered gateways’ Call Routing Properties, enter the physical location of
the gateway and define the cost rates for using the gateway’s services.

When you run a Least Cost Routing test to find available gateway services and costs
for a gateway call to a certain location, the resulting cost estimates will be based on
the cost rates defined here (see “Testing for the Optimal Gateway Service” on page
147).

For the complete Call Routing procedure, see “Call Routing” on page 136.

10.3 Setting Preference of Using Least Cost
Routing or Bandwidth Rules

The MXM provides various rules for deciding how to route calls through gateways:
® [ east Cost Routing Rules

® Bandwidth Rules (nodes’ Properties Services tab - see “Gateway Services” on
page 99)
When gateway calls are initiated, the MXM applies the rules in accordance to the

ISDN Call Routing properties of the initiating end point. These settings are located
in nodes’ MXM Properties.
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» To select the preferred set of rules
1 Select the nodes that will be affected by the rule preference.

2 Right-click, point to Properties and then MXM, and click ISDN Call
Routing. The ISDN Call Routing tab appears.

David Schor Properties [¥vPoint HD) [ %]

Categary MCU Servicesl Gateway Services  1SDN Call Routing | Prodi 4 I L4

V' Use least cost routing rules when this endpoint makes a call

Bandwidth / Cost preference

" Bandwidth rules precede least cost routing rules.

& Least cost routing rules precede bandwidth rules.

QK I Cancel | Apply | Help |

H.323 End Point - ISDN Call Routing Properties

3 Select Use least cost routing rules when this end point makes a
call. This selection allows the MXM to apply least cost routing to the end
points’ gateway calls.

4  Select a preference for applying rules:

Bandwidth When initiating a gateway call, the MXM first searches
rules precede  for gateway services that meet the criteria defined in the
least cost initiating end point’s Service properties.

routing rules

Least cost When initiating a gateway call, the MXM chooses the
routing rules most efficient gateway service based on the application
precede of the least cost routing rules.

bandwidth

rules

5 Toimplement the changes and close the dialog box, click OK.
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10.4 Testing for the Optimal Gateway Service

The ISDN Dialing Simulator enables you to find the most cost-efficient gateway
services available for registered end points. The results are based on gateway
services that meet the criteria defined in:

® The end points’ ISDN Call Routing Properties (see page 100)
® The end points’ Gateway Services Properties (see page 99)

® The gateways’ Call Routing Properties (see page 136).

For example, suppose that you allocate a maximum bandwidth of 256K for calls
from Hong Kong to Canada. The initiating end point is allowed to use bandwidths
equal or lower than the requested one. In addition, least cost rules were enabled for
the end point. After you enter the required information in the Simulator, it will
display a table of gateway services available to the end point and their costs, sorted
by cost. The MXM initiates dialing through the cheapest route first, trying all routes,
if necessary, until the call connects successfully.

» To test the least-cost-routing rules

1 Right-click the node that will initiate the call and then click Test Least
Cost Routing Rules. The ISDN Dialing Simulator appears.

2 Based on the information that you enter, the simulator will provide
possible gateway services and their costs for calling your destination. Enter
the following details:

Dialing End The initiator of the call.

Point Click End Point Routing Properties to view or

change the end point’s ISDN routing properties before
testing.

Dialed ISDN The phone number of the destination node.
Address

Call Bandwidth The maximum bandwidth required for the call.
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3 Click Dial. The available registered gateway services appear in the table.
The most cost-efficient service appears first in the table, followed by lesser
efficient ones until the most expensive service, which appears at the bottom
of the table.

ISDN Dialing Simulator [ %]

Call Detailz [fill in the details and press Dial to simulate the call]
Dialing endpairt: |1 034 VI Endpaint routing properties
ISDM address to dial: 3 IUU441 E28823366 j
Call banduwidth: 128 ~ | Kbps.

Dial | Close | Hep |

The following gateway services will be used to complete the call

Service Dialed Number |Provider| Cost
Number Location | In Gateway | Bandwidth
71 Mone [ 1mooosa_| 128 714416266233660
70 Mone 10.0.10.90 64 704416266233660
72 Mone 10.0.10.90 286 724416286233660
73 Mone 10.0.10.90 384 73441626623366
ISDN Dialing Simulator
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The Emblaze-VCON MXM supports the use of Multipoint Control Units (MCU) for
connecting registered end points with a number of other end points in a multipoint
videoconference.

For Accord MGC users

The operation of Accord MGC in conjunction with the MXM requires a special
configuration. For more information, see Chapter 13, “Using Polycom®
MGC™ with the MXM”.

11.1 Logging in a New MCU
If the MXM is in Open Mode for MCUs, any MCU that attempts to register is
automatically logged in.

If the system is in Closed Mode for MCUs, an MCU must be granted login
permission by an administrator with Super User privileges. During this process, the
administrator must define or confirm the MCU’s MXM properties.

» To register an MCU to the MXM

1 Inthe MCU'’s configuration application, enter the IP address of the MXM
and complete the appropriate commands to register.

If the MXM is in Closed Mode for MCUSs, a Login Request notification will
appear on the Administrator tree after several seconds.

2 Expand the Login Request item.

Yideo Conferencing Item | MNumber/&ddress Connection State
E|3‘i'f: Techpub - su logged in 10.0.3.252 Ho Calls
El-&P Login Requests
@) RY-MCU-010031 10.0.10.91

Login Request Notification for MCU
3 Right-click the MCU name and then click Grant Login Permission.

A message appears, asking if you want to register the MCU now.

EmblazeVCON MXM Administrator

Would you like to add MCU RY-MCU-010000010091 (Address: 10.0,10,91, Alias: RY-MCU-010000010091) to the MxM system now?
If you press OK and complete the following Add Wizard, it will be added to the system with the properties you set now,
If you press Cancel of don't complete the Add wWizard, it will not be added to the system.

Cancel

MCU Registration Request
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a

Click OK if you want to manually set the MCU'’s properties, such as
exchange function capabilities (Product Info). The New MCU Wizard
appears. The original property values are the default values defined in the
H.323 MCU template (see “Setting Up Templates” on page 47).

If you click Cancel, the MCU does not log in, but remains under the Login
Requests object until you delete it (and the MCU stops trying to log in). See
“Deleting a Login Request” on page 30.

Change properties according to your system specifications, or keep the
default settings. When you finish each page of the wizard, click Next. For
explanations about the various properties, see “Setting MCU Properties” on
page 151.

When you finish the last page, click Finish.
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11.2 Setting MCU Properties

In step 5 of “Logging in a New MCU” on page 150, the Add Wizard provided the
chance to change various MCU properties. This section describes these properties.

General

The General page contains identity information of the new MCU.

MNew MCU - General Properties E

Description : /-t CL-010000010091

Alias : IHV-MEU-D‘IDDDDD‘IDDS‘I Type: |H.323 1D j

H.323 Addre
’7833 more addresses at the Additional [0 paoe

Metwork Address: |10, 0.10. 91

< Back I Mext » I Cancel | Help

New MCU - General Properties

In the General Properties tab, the following properties appear:

Description Identity of the MCU. This name will appear in the Main
View after the login process is finished.

Alias The MCU'’s alias name.

Type The type of address used by the MCU for registering with
the MXM.

Network IP address of the MCU.

Address

Changing the MCU's IP address must be done through
its configuration utility. The address cannot be changed
from the MXM.
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Bandwidth Control

In the Bandwidth Control page, select Allow calls with Non-registered
Devices to allow non-registered devices to participate in any multipoint
videoconferences managed by this MCU.

New MCU - Bandwidth Control Properties [ %]

¥ &llow calls with Non-Registered Devices

< Back I Mext » I Cancel | Help |

New MCU - Bandwidth Control Properties
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Product Info

The Product Info page provides information about the MCU's manufacturer and
model.

Mew MCU - Product Info Properties [ %]

Wendor ID: 181,021
Product ID: [RADYision Vialp MCL
Yersion |0 IVers. 32

Location: I

H.225 Version: |4

< Back I Mext » I Cancel | Help

New MCU - Product Info Properties

Vendor ID Identity of the manufacturer.

Product ID Manufacturer's identity of the MCU product.

Version ID Manufacturer's version identification of the MCU
product.

Location Physical location of the MCU.

H.225 Version Protocol for control signaling in an H.323 conferencing
environment.
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H.323 Parameters

In the H.323 Parameters page, you can enable or disable the exchange
functionalities supported for multipoint videoconferences through the MCU.

Mew MCU - H.323 Parameters Properties [ %]

Thiz product supports:
™ MM Transfer Model

™ H.450.3 [Call Diversion services)

V' Forward Facility messages

™ Empty Capability Set

¥ Use Embedded IP inside FRE message
™ Information Request (IRG) messages

Add Mew Services to this Group
’7| Def MCU Service Permizsion Group j

< Back I Finizh I Cancel | Help |

New MCU - H.323 Parameters Properties

MXM Transfer
Model

H.450.3 (Call
Diversion
services)

Forward
Facility
messages

Empty
Capability Set

If selected, videoconferences through this MCU may be
transferred to another end point.

If selected, calls through this MCU may be forwarded
according to the capabilities of H.450.3. It provides
additional information about forwarded calls than
Forward Facility does, such as the original destination of
the call.

If selected, calls through this MCU may be forwarded
according to Forward Facility capabilities. A forwarded
call does not provide information about the redirection.

If the selected MCU supports both H.450.3 and Forward
Facility, we recommend enabling H.450.3.

If selected, video and audio stream channels in a call are
temporarily closed while a call transfer takes place. This
option helps increase the speed of Call Transfer and Ad-
hoc Videoconferences.
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Use Embedded In response to registration requests (RRQ) from this
IP Inside RRQ MCU, the MXM will send response to the IP address

Messages specified in the RRQ.

Information An IRQ is a request for status information from
Request gatekeeper to terminal. If selected, the MXM can send
Messages IRQ messages checking if the MCU is online.

(IRQ)

Add New If a new MCU service is added to this MCU's
Services to this configuration, it will automatically be included in the
Group permission group selected here.

11.3 MCU Services

MCU Services define the MCU resources used during a multipoint videoconference.

Aregistered MCU’s services are automatically listed in the MXM Administrator after
the particular MCU is granted login permission to the MXM. One directory number
is created for each service type. At any time, you can edit service entries from the
Main View.

For Accord MGC users

In the Accord MGC, MCU services are provided through Meeting Rooms. For
information about defining Meeting Room properties, see “Setting Meeting
Room Properties” on page 212.

» To view or edit MCU Services

1 Double-click an MCU Service node. The specific service’s Properties dialog
box appears.

2 Define the MCU Service properties according to your system and MCU
specifications, or keep the default settings.

3 To implement the changes and proceed to another tab in the dialog box,
click the appropriate tab.

4 To implement all the changes and close the dialog box, click OK.

The following subsections describe the MCU Service properties.
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General

The General tab contains identity information of the new MCU Service.

1212 Properties [MCU Service) [ %]

General | Bandwidth Cantral | Session | LDAP | Addiional Ds |

Directory Mumber : |1 212

Description :
H.323 Addre

Alias : [1212 Tupe: [E.164 =
See more addresses at the Additional [0 page

Metwork Address: [172 20, 50. 81

QK I Cancel | Aol | Help |

MCU Service - General Properties

In the General tab, the following properties appear:

Directory
Number

Description

Alias
Type

Number to be dialed for using this service.

Name of the service. This name will appear in the Main
View after the login process is finished.

The MCU'’s alias as it is defined by its operating system.

The type of address used by the MCU for registering with
the MXM.

Additional IDs Click this link to view any additional 1Ds that have been

page

Network
Address

configured for this MCU.
IP address of the MCU.

Changing the MCU’s IP address must be done through
the its configuration utility. The address cannot be
changed from the MXM.
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Bandwidth Control

In the Bandwidth Control tab, select Allow calls with Non-registered
Devices to allow non-registered devices to participate in any multipoint
videoconferences using this MCU service.

1212 Properties [MCU Service) [ %]
General Bandwidth Control | Session | LDAP | Addiional Ds |

¥ &llow calls with Non-Registered Devices

QK I Cancel | Aol | Help |

MCU Service - Bandwidth Control Properties
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Session

The Session tab contains settings which control the broadcast and display of an
multipoint session.

1212 Properties [MCU Service) [ %]

General | Bandwidth Canral  Session | LDAP | AddiionalIDs |

—Ad-hoc Conference
¥ Use this service as an ad-hoc conference resource

V' Use this service exclusively for ad-hoc conferences

“r'ou may select other rezources in the Ad-hoc Resources page.

— Conference Setting:

" Voice Activated Switching  © Continuous Presence

Bandwidth |384 3: Kbps.

QK I Cancel | Apply | Help |

MCU Service - Session Properties
Ad-hoc Conference

A point-to-point conference becomes an ad-hoc conference when additional
end points are "invited" by one of the parties and they join the session. You can
make this MCU Service available for use in ad-hoc conferences. This
availability may be in addition to basic multipoint videoconferencing or
exclusive for ad-hoc conferences.

Use this Select to make this service available for use when
service as an expanding to an ad-hoc videoconference.
ad-hoc

conference

resource

If this service will be a Dedicated Service for a specific
end point (see “MCU Services” on page 98), this option
must be selected. The specific end point must either be
one of the original two end points of the conference or
the invited end point.
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Use this
service
exclusively for
ad-hoc
conferences

Ad-hoc
Resources
page

11 Registering an MCU

Select to make this service available only for inviting
additional users into ad-hoc videoconferences, but not
available for initiating multipoint sessions.

Click this link to open the MXM'’s Ad-hoc Resources
Properties, in which you can also select which MCU
Services may be used for ad-hoc videoconferences (see
“Ad-hoc Resources” on page 74).

Conference Settings

Voice Activated The participants see the video of the participant whose

Switching

Continuous
Presence

Bandwidth

LDAP

audio signal is strongest. For example, the non-speaking
participants see the person speaking.

Several participants in a multipoint conference are
viewed and heard simultaneously.

The bandwidth available for each participant.

The LDAP tab provides information about the MCU service’s registration, if
applicable, in an LDAP (Lightweight Directory Access Protocol) server. For
information about nodes’ LDAP Properties, see “LDAP” on page 104.

Additional ID

In addition to its directory (E.164) number, an MCU service may have other
addresses that may be used to dial it, such as additional E.164 addresses and/or
H.323 Alias. In the Additional ID page, you may enter these, if applicable. For
more information about adding Additional IDs, see “Additional IDs” on page 106.
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11.4 MCU Service Permission Groups

An MCU Service Permission group is a set of MCU services that may be used by
specific nodes. Its purpose is to control the use of MCU resources among an
organization’s end points.

An MCU Service Permission group may consist of one service, multiple services, or
all available services. It may also include combinations of services from more than
one registered MCU. In addition, you can define the automatic addition of new MCU
services to a specific permission group (see “H.323 Parameters” on page 154).

By default, every registered end point is assigned to the default permission group.
This may be changed when manually adding a new end point, or by editing the end
point’s properties (see “Gateway Services” on page 99). An end point is only
permitted to use those services listed in its assigned permission group. If it attempts
to dial a service not listed in its group, the MXM rejects the call.

MCU Permizsion Groups
Adminiztration

@ Def MCU Service Permizsion Group
@ Marketing

@ Tech Support

MCU Service Permission Groups in the Administrator Window

» To create an MCU Service Permission Group

@ 1 Click the New MCU Permission Group button. The New MCU
Permission Group dialog box appears.

2 Change properties according to your permission group requirements. To
move to the next properties page, click Next. For explanations about the
various properties, see pages 161 to 162.

3 Click Finish. In the Main View, the new group appears under the MCU
Service Permission Group object.
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General

In the Description box, type a name for the MCU Service Permission Group. This
name will appear on the system tree and in nodes properties MCU Services tabs.

MNew MCU Permission Group - General Properties E
Description : |Software Group

< Back I Mext » I Cancel | Help |

New MCU Permission Group - General Properties
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Permission Group

The Permission Group Properties page includes all registered services from all
registered MCUs.

Select any number of services from the list to be in the permission group. The group
may also include combinations of services from more than one registered MCU.

— To place all services in the permission group, click Select All.
— To clear all the selections, click Clear All.

New MCU Permission Group - Permission Group Properties

| Description | Mumber | In MCL |
v/ 1000 1000 10.0.11.107
[| 550 £50 10.0.10.91 Select Al
v/ 651 51 10.0.10.91
— Clear &l
v| E52 E52 10.0.10.91 —I
v/ E53 E53 10.0.10.91
v| B84 E54 10.0.10.91
v| B85 E55 10.0.10.91
v| B56 E56 10.0.10.91
v| E57 E57 10.0.10.91
v| E58 E58 10.0.10.91
< Back | Finizh | Cancel | Help |

New MCU Permission Group Properties
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11.5 Dedicated MCU Services

A dedicated MCU service is set up only for expansion to an ad-hoc conference that
includes a specific end point. That is, the service is “dedicated” to that end point.
That specific end point must be either one of the original two end points of a point-
to-point conference or the invited end point.

» To dedicate a service to a specific end point

1 Right-click the MCU Service, point to Property, and then click Session.

The Session tab appears.

2 Select Use this
service as an ad-
hoc conference
resource and then
click OK (in addition,
you may also set the
service to be exclusive
for ad-hoc conferences
only).

\— Ad-hoc Conference

1212 Properties [MCU Service)

General | Bandwidth Canral  Session | LDAP | AddiionalIDs |

. . .
¥ Use this service as an ad-hoc conference resource

™ Use this service exclusively for ad-hoc conferences

“r'ou may select other rezources in the Ad-hoc Resources page.

— Conference Setting:

" Voice Activated Switching  © Continuous Presence

Bandwidth |384 3: Kbps.

3 Right-click the end point, point to Property, MXM, and then click MCU
Services. The MCU Services tab appears.

David Schor Properties [¥vPoint HD) [ %]

Category

Bandwidth Eontroll Pickup Pemissions  MCU Services | Gate 4 I L4

—MCU Service Permizzion Group:

q In the —&d-Hoe Service Permission Group:
Dedlcated IDef Ad-Hoc Permizzion Group j
MCU
Service IISt’ — Dedicated MCL Service:
Sele(?t the IND Service j
service.
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11.6 Ad-hoc Permission Groups

An Ad-hoc Permission group is a set of MCU and VCB services that are defined for
use in ad-hoc conferences. Its purpose is to control the use of resources for
expanding to ad-hoc conferences.

An Ad-hoc Permission group may consist of one service or multiple services. It may
also include combinations of services from more than one registered VCB and/or
MCU. The order in which services are requested is important and controllable by
Super User-level administrators.

During expansion to an ad-hoc conference, the MXM only uses those services listed
in its assigned permission group. After an end point invites another end point, the
MXM first tries to use the first service defined in the permission group. If the first
service is not available, it tries to use the second defined service, and so on. If all
enabled services are unavailable, the MXM does not complete the "invitation" to the
additional end point.

By default, every registered end point is assigned to the default Ad-hoc Permission
Group. This may be changed when manually adding a new end point, or by editing
the end point’s properties.

» To add an Ad-hoc Permission Group

@ 1 Inthe toolbar, click the New Ad-hoc Permission Group button . The
New Ad-hoc Permission Group dialog box appears.

2 Change properties according to your permission group requirements. To
move to the next properties page, click Next. For explanations about the
various properties, see pages 161 to 162.

3 Click Finish. In the Main View, the new group appears under the Ad-hoc
Permission Group object.
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General

In the Description box, type a name for the Ad-hoc Permission Group. This name
will appear on the system tree and in node Properties dialog boxes' MCU Services
tab.

New Ad-Hoc Permission Group - General Properties E
Description : IAd-hoc WCOM wWest

< Back I Mext » I Cancel | Help |

New Ad-hoc Permission Group - General Properties
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Permission Group

The Permission Group Properties page includes all registered services that are
defined for use as an ad-hoc resource (see “Session” on page 158).

Select any number of MCU or VCB services from the list to be in the Ad-hoc
Permission Group. The group may also include combinations of services from more
than one registered VCB and/or MCU.

— To place all services in the permission group, click Select All.

— To clear all the selections, click Clear All.

New Ad-Hoc Permission Group - Permission Group Properties

Description | Mumber | In MCL |
[v 384K 4z 10.0.11.107

[v &80 £50 10.010.91 Select Al |
[ es1 £51 10.0.10.91 |
Clear Al

Move Up |
[cve Dowd

< Back I Finizh I Cancel | Help |

New Ad-hoc Permission Group - Permission Group Properties

Setting the Usage Order

The services' locations in the list determines the order in which the MXM tries to use
them. After an end point invites another end point, the MXM first tries to use the
first service in the permission group. If the first service is not available, it tries to use
the second defined service, and so on. If all enabled services are unavailable, the
MXM does not complete the "invitation" to the additional end point.

In the Permission Group page, you can move the services to different places in the
usage order.

» To set the usage order of the selected services

@ Click the name (not the checkbox) of a selected service. To move the service
up and down the list to its designated place, click Move Up or Move
Down as many times as necessary.

Repeat this step for as many services as necessary.
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12 SETTING UP MULTIPOINT
CONFERENCES MIANAGED BY A VCB

The VCBS is available only for licensed users of the Emblaze-VCON VCB
Option. If you want to add this product to your videoconferencing network,
please contact your local Emblaze-VCON distributor.

12.1 Overview of the Emblaze-VCON VCB
The Emblaze-VCON VCB is an MCU that enables:

@A Initiation and management of multipoint conferences, including both
scheduled and ad-hoc conferences, which are multipoint sessions that were
expanded from point-to-point calls.

Q Wide range of rich, dynamic layouts for the simultaneous viewing of several
participants. Up to 16 users may be displayed at the same time.

QA Web-based management/configuration and videoconference scheduling/
moderating applications.

Q Simultaneous multicast streaming of active conferences and multimedia to
multiple passive participants.
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12 Setting Up Multipoint Conferences Managed by a VCB

The VCB includes advanced features, such as audio transcoding, speed matching
and bandwidth management, as well as basic features such as continuous presence,
voice-activated switching, and multiple audio and video algorithms.

The VCB supports the Conference Moderator (VCB 2500 unit includes it as a
standard feature), which provides administrators and users with the ability to
schedule conferences in advance and to manage them remotely. At the appointed
time, the system connects all of the conference end points, without the intervention
of individual users. Conference hosts can also control when participants join or exit
sessions, and transmit video and data streams to the participants. For more details,
see the Conference Moderator Help.

The VCB’s robust Chair Control provides several options for displaying conference
participants. A rich selection of predefined layouts expands on the tradtional
methods of Continuous Presence and Voice-activated Switching. Additionally,
conference organizers can choose among the following view switching modes for
each session:

Dominant Showing the most recent speakers in the conference or
Speaker from within predefined groups.
Fixed Image Showing specific views throughout the conference’s

duration, selected by the conference’s initiator.

Timer Image Showing a rotation of Continuous Presence views,
changing at timed intervals.

The VCB supports the following features:

a G.722.1,G.723.1, G.728 and AAC audio algorithms with audio transcoding,
allowing users to participate in a multipoint conference using different audio
standards.

Q Up to 4 Mbps data rate per participant in Voice-activated Switching and in
Continuous Presence (H.263 and H.264 only - for H.261, up to 1 Mbps).

Q H.261/H.263/H.263+/H.263++/H.264 video codec support in Voice-activated
Switching
H.261/H.263/H.264 video codec support in Continuous Presence.

O Dial-in conference initiation.
@ Handles calls connecting up to 48 concurrent users.

@ Support for sessions including H.323 end points/devices and SIP User Agents
(through the MXM's embedded SIP proxy server).

@ Multi-point sessions can be joined (cascaded) onto other sessions, contingent
on similar data rates, display types, and audio/video algorithm.
VCB to VCB
VCB to other IP MCU
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12 Setting Up Multipoint Conferences Managed by a VCB
@ Dynamic resource allocation pool — unallocated ports may be used as overflow
for configured sessions.

Q Applies H.239 support with HD DualStream™, in which both video and data
application-sharing may be transmitted to conference participants (whose end
points support dual streams). End points that don’t support dual streams will
receive either the data or video stream, depending on the active VCB Service’s
configuration.

@ The streams may be sent in CIF, QCIF, 4CIF, VGA, SVGA, or XGA.

@ Speed matching, allowing participants in Continous Presence to connect using
two different data rates (for example, 128 Kbps and 384 Kbps)

Q Mode switching, allowing participants to choose the type of viewing mode
(Dominant Speaker, Fixed Image or Timer Mode) during a conference.

QA Symmetric bandwidth usage during Continuous Presence calls.
Q Protection of calls using H.235 (AES) encryption.
Q Optional deployment of Emblaze-VCON vPoint HD videoconferencing clients.
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12.2 Logging in a New VCB

» To register a VCB to the MXM

1 Inthe VCB computer’s Windows desktop, click Start, point to Programs,
VCON and VCB, and then click Update MXM Address.

2 Enter the IP address of the MXM and click OK.

&Enter the MXM address [ %]

MM address:

Cancel |

Entering the MXM’s IP Address

If the MXM is in Open Mode, the VCB automatically logs in, and appears under the
Emblaze-VCON VCBs object. Services appear under the specific VCB. To edit VCB
properties, see “Setting VCB Properties” on page 173. To edit Services properties, see
“Setting VCB Services Properties” on page 179.

If the MXM is in Closed Mode for MCUSs, a Login Request notification will appear on
the Administrator tree after several seconds. To complete the Setup process, proceed
to step 3.

3 Expand the Login Request item.

ﬂ Groups
. B Login Requests

- Techpub MXM - su logged in ‘ 10.0.0.176 ‘

10.011.107

Login Request Notification for VCB
4 Right-click the VCB name and then click Grant Login Permission.

A message appears, asking if you want to register the VCB now.

Emblaze¥CON MXM Administrator [=]

Wiould youl like to add WCON Conference Bridge YCE_ON_TU-DAVID (Address: 10.0.11.107, Alias: YCE_ON_TU-DAVID) to the MM system ndw?
If you press OK and complete the folowing Add Wizard, it will be added to the system with the properties you set now.
If you press Cancel or don't complete the Add Wizard, it will not be added to the system,

Cancel

VCB Registration Request
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5 Click OK if you want to manually set the VCB’s properties, such as Firewall
ports. The New VCB Wizard appears. The original property values are the
default values defined in the Emblaze-VCON VCB template (see “Setting
Up Templates” on page 47).

If you click Cancel, the VCB does not log in, but remains under the Login

Requests object until you delete it (and the VCB stops trying to log in). See
“Deleting a Login Request” on page 30.

6 Change properties according to your system specifications, or keep the
default settings. When you finish each page of the wizard, click Next. For
explanations about the various properties, see “Setting VCB Properties” on
page 173.

When you finish the last page, click Finish.

In the Create VCB Services dialog box, you can choose to add VCB Services
now or to add them later.

Create YCB services E

*r'ou have created the YCB profile.
“r'ou can add the VCEB services now as well

| warit bo add the services now
Mumber of services to add: |1

' Set up the new services now

" Create the services using the template settings

1 will add the services later

Decision to Add VCB Services Now or Later

I want to add Set up the VCB Services during this registration process.
the services
now

In the Number of Services to Add box, type the
number of VCB Services that you want to set up.

Set up the new Select to set up the configurations for the services now.

services now The New VCB Service wizard appears. Set properties as

required. For more information about the VCB Service
properties, see “Setting VCB Services Properties” on page
179.

Create the Select to set up the configurations for the new services
Services Using based on the VCB Service template.
the Template

. The new services will appear automatically in the Main
Settings PP y

View under the Emblaze-VCON VCB object.
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I Will Add the
Services Later

Click OK.

In the Main View, the VCB appears under the Emblaze-VCON VCB object.
If you added services in Step 8, they appear under the VCB.

=-§¥) EmblazewCON WCE's
. E-4¥] TechpubwCE

@ OB 10 ports CF 192Kbps
@ VOB 24 ports CP 128Kbps
@ VOB 24 ports WA 128K bps
@ VOB 24 ports WA 304Kbps
@ VLB 32 ports CP 384Kbps

Select to add the VCB to the Main View without services
at this time. You may add services later.

10.0.11.107 Logged In
3020 Logged In
3010 Logged In
a2 Logged In
3013 Logged In
304 Logged In

VCB Entry in Main View
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12.3 Setting VCB Properties

In step 6 of “Logging in a New VCB” on page 171, the Add Wizard provided the
chance to change various VCB properties. VCB Properties define network and
location information for the VCB. This section describes these properties.

If an open conference is using the VCB when you make configuration changes,
some of these changes may take effect immediately. Otherwise, changes will

take effect in the next session.

General

The General tab contains identity information of the VCB.

Techpub ¥CB Properties [Emblaze-¥CON ¥CB]

Category

are |Ipdate

General | Statusl Metwark Settingsl Product Infol H.323 F'alLI_’|

Description :

H.323 Addre
Aliaz : |VEB_DN_F|D-DAVIDS-2 Type: |H.323 D j
See more addresses at the Addifional [Ds pane

%

Network Address: [172. 20 10,205

Build Nurnber: |5_DD.MDB.D28.YDB

o]

Cancel | Spply | Help

VCB - General Properties

In the General Properties tab, the following properties appear:
Identity of the VCB. This name will appear in the Main

Description

View after the login process is finished.

Alias The VCB’s alias name.

Type The type of address used by the VCB for registering with
the MXM.

Network IP address of the VCB.

Address

Build Number

Version information for the VCB.
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License

The License tab appears only for VCB 2500 units whose licenses were
obtained separately from this MXM.

The License tab shows the details of your VCB 2500 license key. If you need to
change this number, contact your local Emblaze-VCON distributor.

Techpub ¥CB Properties [Emblaze-¥CON ¥CB] [ %]

Categary Generall Status  License I Metwark Settingsl Product Info I Al I L4

Licensed ports: Ig
Ports in call: ID [0.0% uzed)

¥ | Support Symmetic Continuous Presence

!:} ¥ Support Sudio Tratscoding

Software pdate

Licenze Key
’7 Show Key... I Mew Key... Export Key...

QK | Cancel | Spply | Help |

VCB 2500 - License Properties

Licensed Ports Maximum number of concurrent participants that may
be serviced by this VCB.

Ports in Call Number of participants that are engaged in active
videoconferences managed by this VCB.

Support To send the video of a Continuous Presence conference,
Symmetric the VCB uses the alloted bandwidth (per channel)
Continuous multiplied by 4. If any connected nodes’ (end point,
Presence gateway, etc.) bandwidth limits are lower than the

bandwidth used by the VCB, the VCB routes the call
through the node at lower bandwidth, according to the
Low Bandwidth during CP setting of the VCB Service's
Advanced Properties (see “Advanced” on page 190).

Support Audio Converts audio from one standard to another, such as

Transcoding G.722 to G.728. This allows end points supporting
different audio standards to retain and play the audio
stream of a call.
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License Key

Show Key Click to view the key code for the current VCB
installation.
Export Key To change the licensed number of ports, click this button

to create a license file for the VCB on the host computer.
Contact your local Emblaze-VCON sales representative
to send the file. You will then receive an updated license
key.

New Key After receiving a new license file from your Emblaze-
VCON distributor, click this button, browse to select the
file and click Open. When prompted to apply the license
code, click OK. To implement the license change and
close the dialog box, click OK again.
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Network Settings

In the Network Settings tab, enter the allocation of ports for communication
through your organization’s firewall.

Techpub ¥CB Properties [Emblaze-¥CON ¥CB] [ %]
Category Generall Status  Metwark Settings | Product Infol H.323 Pal 4 I L4
Mote: Please make sure that your firewall iz configured to allow

communication on port 1719 [Gatekeeper RAS) and 1720 [H.323
call setup).

Port Configuration

(o) RTP ports start at:  (EEE

B

e et H.245 parts start at: |3UU2 _I::' Defaults
Gatekeeper Address: |1?2- 20.10.205

L

QK I Cancel | Spply | Help |

VCB - Network Settings Properties

RTP & RTCP The MXM allocates a range of ports for video and audio
Port Range during videoconferences. The value indicates the lowest

port number allowed.

This allocation meets the Real-Time Protocol (RTP) and
Real-Time Control Protocol (RTCP) specifications,
which enable applications to synchronize and spool
audio and video information.

H.245 Port The MXM allocates a range of ports for end-to-end

Range

signalling of multimedia during videoconferences. The
value indicates the lowest port number allowed.

This allocation provides for H.245 functions, such as
capability exchange, signalling of commands and
indications, and messages to open and fully describe the
content of logical channels.

Defaults Click this button to return to the default settings.
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Product Info

The Product Info tab provides information about the VCB's manufacturer and
model.

Techpub ¥CB Properties [Emblaze-¥CON ¥CB] [ %]

Category Generall Statusl Metwork Settings  Product Infa | H.323Pa I 4
Wendor ID: [68:0:1
Product 1D; [VCE:H323

Wersion 1D [420

o WISy | T =chpub Foomg
‘o
el

e Update H.225 Version: |4

QK I Cancel | Spply | Help

VCB - Product Info Properties

Vendor ID Identity of the manufacturer.

Product ID Manufacturer's identity of the product.

Version ID Manufacturer's version identification of the product.
Location Physical location of the VCB.

H.225 Version Protocol for control signaling in an H.323 conferencing
environment.
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H.323 Parameters

In the H.323 Parameters page, you can enable or disable the exchange
functionalities supported for multipoint videoconferences through the VCB.

Techpub ¥CB Properties [Emblaze-¥CON ¥CB] [ %]

Categary Statusl Metwark Settingsl Product Info  H.323 Parameters |L|_’|
— This product supports:
| b Trramster Made!

™= | HL450.3 [Call Diversion services]

I | Fonward Facility messages

™| Ernpty Capatility et

¥ Use Embedded IP irside FRE message
I™ | [nformation Beguest (IRE] messages

Add Mew Services to this Group
’7| Def MCU Service Permizsion Group j

QK I Cancel | Spply | Help |

VCB - H.323 Parameters Properties

Use Embedded In response to registration requests (RRQ) from this
IP Inside RRQ  VCB, the MXM will send response to the IP address

Messages specified in the RRQ.

Add New If a new MCU service is added to this VCB’s
Services to this configuration, it will automatically be included in the
Group permission group selected here.
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12.4 Setting VCB Services Properties

VCB Services define the usage of resources used during a multipoint
videoconference managed by the VCB.

After the VCB's installation and restart of the VCB's computer, you can add or edit
service entries under the Video Conference Bridge object. One directory (E.164)
number is created for each service type.

To handle situations in which additional participants require additional
resources, set up several VCB Services with incremental increases in
bandwidth, number of ports, or multicast capabilities.

) EmblazeVCON VCB's
= @j Techpub VCB 10.0.11.107 Logged In
@ OB 10 ports CP 192Kbps 3020 Logged In
@ OB 24 ports CP 128Kbps 3ma Logged In
CB 24 ports Wa 128Kbps amz Logged In
A% VLB 24 ports Va 384Kbps 3m3 Logged In
@ OB 32 ports CP 384Kbps 3014 Logged In

Services with Incremental Increases in Available Resources

» To add VCB Services

1 Right-click the VCB and then click New Service. The New VCB Service
wizard appears.

2 Change properties according to your ad-hoc videoconferencing
specifications, or keep the default settings. When you finish each page of
the wizard, click Next. For explanations about the various properties, see
the following subsections.

3 When you finish the last page, click Finish.

The following subsections describe the VCB Service properties.
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General

In the General page, enter identity information of the new VCB Service.

Mew YCB Service - General Properties [ %]
Diirectory Mumber : I

Description : I

Alias : [1047 Tupe: [E.164 =

H.323 Addre
’7833 more addresses at the &dditional [0 pane

Metwork Address: |172. 20, 1.170

< Back I Mext » I Cancel | Help

VCB Service - General Properties

In the General Properties tab, the following properties appear:

Directory Number to be dialed for using this service.

Number

Description Name of the service. This name will appear in the Main
View after the login process is finished.

H.323 Address

Alias The service’s alias.

Type The type of address used by the VCB for registering the

service with the MXM.
Additional IDs Click this link to view any additional 1Ds that have been

page configured for this service.
Network IP address of the VCB.
Address
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Session

A point-to-point conference becomes an ad-hoc conference when additional end
points are "invited" by one of the parties and they join the session. In the Session
page, define if the selected VCB Service can be used for expanding to ad-hoc
conferences.

Mew YCB Service - Session Properties [ %]

Ad-hoc Conference

¥ Use this service as an ad-hoc conference resource

™ Use this service exclusively for ad-hoc conferences

*r'ou may select other resources in the Adboc Besources page.

< Back I Mext » I Cancel | Help |

VCB Service - Session Properties

Use this This service is available for use when expanding to an ad-
service as an hoc videoconference.

ad-hoc

conference

resource

Use this This service is only available for inviting additional users
service into ad-hoc videoconferences, but not available for
exclusively for initiating multipoint sessions.

ad-hoc

conferences

Ad-hoc Click this link to open the MXM'’s Ad-hoc Resources
Resources Properties, in which you can also select other VCB
page Services that may be used for ad-hoc videoconferences

(see “Ad-hoc Resources” on page 74).
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Mixing Parameters

In the Mixing Parameters tab, define the video display configuration for sessions
initiated with this service.

Mew YCB Service - Mixing Parameters Properties

" \oice Activated Switching ¢ Continuous Presence

"Switching Made ‘

Yideo
Farmnat: IH_283 j Size: IQEIF j
Bandwidth:|320 v[ Kbps Defaults |

Second Channel Video
’7Format: [Hzes =] see JoF =] ‘

SefH. 263 Snneres

< Back I Mexst > I

Cancel | Help

VCB Service - Parameters Properties

Switching
Mode

Voice Activated The participants see the video of one participant at a

Switching

Continuous

single time.

Several participants in a multipoint conference are

Presence viewed simultaneously.
Video
Format The video codec (H.261, H.263, H.264) used in the
multipoint conference.
H.264 is not supported in Continuous Presence.
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Size The format and resolution of the transmitted video
images.

In Continuous Presense, the local side transmits QCIF
video and receives CIF video.

In Voice-Activated Switching, the available formats are:

Q CIF (Common Interchange Format), or normal size
- 352x288

QA QCIF (Quarter Size Common Interchange Format),
or quarter size - 176x144

Q 4CIF (4 X CIF) - 704x576

QA VGA (Video Graphics Array) - PC standard -
640x480

O SVGA (Super VGA) - 800X600

A XGA (Extended Graphics Array) - 1024x768
Bandwidth The bandwidth available for each participant.
Default Click to restore the default video configuration.
Second Channel Video

Video Format/  The format and resolution of any second-channel
Size stream, such as data, which is sent to all participantsin a
multipoint conference:

CIF, QCIF, 4CIF, VGA, SVGA, XGA

Set H.323 Click the link to go to the H.263 Annexes tab of this
Annexes VCB Service’s properties.
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Dual Video

End points that support Emblaze-VCON'’s HD DualStream™ (vPoint HD, HD5000,
HD4000, HD3000 and HD2000) or other dual-video capability can send video and
data streams simultaneously to a multipoint conference through the VCB. During a
conference, end points supporting HD DualStream can view documents, graphics,
and presentations as the main image, while the video appears as a PIP inset on the
screen.

Mew ¥CB Service - Dual-Video Properties [ %]

V' Send second Video channel to legacy devices

IV ‘wihen streaming send second video channel

Dualideo Method: IH_238 vl

< Back I Mext » I Cancel | Help |

VCB Service - Dual Video Properties

Send second If a receiving end point does not support dual streams, it
video channel receives only the stream carrying the shared data

to legacy application. However, the data appears in video format.
devices

When If data sharing takes place during a multicast conference,

streaming send the multicast session’s Participants receive the data
second video stream only.
channel
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Dual-Video Define the permitted method for transmitting dual video
Method streams during a conference managed through this
service.

The H.239 standard enables end points to convert data
into a separate media stream and transmit it parallel to
the video stream. Video systems supporting H.239
display shared data and live video in separate windows.
Systems not supporting H.239 display only the shared
data in a single window.

O Choose None to block all dual video transmission.

Q Choose H.239 to allow H.239 dual video
transmission.
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Multicast

In the Multicast page, enable this service to support Emblaze-VCON's Interactive
Multicast conferencing (simultaneous video and audio streaming to multiple users).

Mew YCB Service - Multicast Properties [ %]

¥ Enable multicast for this session
|VEB_D M_RD-DaVIDS-2KSRY_1047

Session hame:

Session description:

IAdvanced
Broadcast to address: |239. 200 1170

Yideo refresh rate: |5 3: seconds
Media packets TTL: |5 3: hops
SDP rate: |1 0 3: seconds
SDP TTL: |5 3: hops
< Back | Mext » | Cancel | Help |

Enable
Multicast for
this Session

Session Name

Session
Description

Advanced

Broadcast to
Address

Video Refresh
Rate

Media Packets
TTL

VCB Service - Multicast Properties

Select to enable this service to be used for multicast
sessions.

Type a name to identify this service's multicast session.

Type a name or description of the multicast session.

Click this button to display additional properties
(described below).

The destination IP address for the multicast session. All
participants in the session transmit and receive from this
common IP address. This address must be a class D
address in the range of 224.0.0.0 to
239.255.255.255.

Define the interval at which the end point broadcasting
the multicast synchronizes the video display at the
receiving ends.

The maximum number of routers (hops) that the
multicast session's packets may pass through.
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SDP Rate Session Description Protocol Rate - The interval at which
announcements and descriptions of the multicast
session are sent out on the Internet Multicast backbone
(Mbone), for Participants and passive third-party

viewers.
SDP TTL The maximum number of routers (hops) that the SDP
announcement for this session may pass through.
Defaults Click this button to return to the Multicast default
settings.
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Parameters

In the Parameters page, define the configuration for multipoint sessions initiated
with this service.

Mew YCB Service - Parameters Properties [ %]

Farticipant:
’]7 Limit number of participants to: IS 3:

™ Reserve VCB ports

Encryption Method: INone 'l

Do not zend live video below this rate: |5U kbps

< Back I Mext » I Cancel | Help

VCB Service - Parameters Properties
Participants

Limit Number  The maximum number of concurrent calls allowed in

of Participants this session, according to your VCB's license terms.

to Selecting this option also enables you to reserve ports for
the defined number of users.

If this option is not selected, the number of users that
can participate in this session is limited to the number of
free ports. However, no ports are reserved specifically for

this session.
Reserve VCB Only available if the Limit Number of Participants
Ports option is selected.

The VCB reserves an equal number of ports as the
number of maximum users in this session, in accordance
with your VCB license terms. For example, if the session
is limited to a maximum of 8 participants, the VCB will
reserve 8 ports. None of those ports will be available for
other sessions.
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Do Not Send
Live Video
Below This
Rate
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Choose the mode of encryption for conferences using

this service.

1 Choose None to allow unsecured calls.

@A Auto enables the transmitting end point to encrypt
a call if the remote sides have also enabled
encryption. If they have not enabled encryption, an
outgoing call will be unsecured.

@A AES (Advanced Encryption Standard) is a standard

encoding method for encrypting data transmissions
in commercial and government sectors of the USA
and its use is growing worldwide.

Select this option to encrypt all calls using this VCB
Service. If the remote sides have not also enabled
encryption, the call attempt will be unsuccessful.

The minimum bandwidth required for sending video
during a conference using this service.
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Advanced

In the Advanced page, define additional parameters required by the VCB for
managing multipoint conferences.

Mew ¥YCB Service - Advanced Properties [ %]
— Setting:

Woice activated switching delay: IE 3: seconds

™ Ak for INTRA every ID Seconds
IV Enable FECC
V¥ Enable Active Speaker Highlight

¥ Enable Silence Suppression
Default |
¥ Enable On Screen Display b

~In CP. how ta handle Low Bandwidth calls:
™ &pply to all types of devices, not only to gateways
" Do Nothing.
" Reject the call
" Open only Audio
& se Speed Matching
' Use Symmetric Yideo

Service Index: ID

< Back I Mext » I Cancel | Help |

Voice-activated
Switching
Delay

Ask for Intra
Every
Seconds

Enable FECC

Enable Active
Speaker
Highlight

VCB Service - Advanced Properties

Delay period before changing the displayed video during
a voice-activated switching multipoint conference. The
displayed video changes only after the source of the new
sound or voice is steady for the defined period. A delay
period is necessary to prevent quick incoherent display
changes that may be caused by sudden noises (such as a
sneeze) rather than a steady speaker.

Select to enable displayed end points to send periodic
intras in order to synchronize the video display at the
receiving end. This setting affects conferences managed
with this VCB service.

In this box, define the interval between the transmission
of intras.

Select to enable Far End Camera Control (FECC) to all
participants in a conference using this service.
Applicable only to Voice-activated Switching mode.

Select to display a frame surrounding the active speaker
in Continuous Presence.
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Enable Silence Select to enable the VCB to lower bandwidth and CPU

Suppression usage during periods of low audio and silence.
Enable On Select to display the names of the displayed users in
Screen Display Continuous Presence.
In CP, how to If a Continuous Presence call tries to connect using a
handle low lower bandwidth than defined by this service, the VCB
bandwidth will handle the call’'s bandwidth according to the selected
calls setting.

Q To apply low bandwidth adjustment to all end

points in a conference, select Apply to all types of
devices, not only to gateways. Deselect this
option to apply low bandwidth calling only through
gateway connections.

Do nothing - This setting is not applied to calls.

Reject the call - The VCB does not allow the call to
continue.

Open only audio - The VCB allows the audio
stream to continue.

Use Speed Matching - The call continues at [4x
the VCB Service's defined bandwidth + 64 Kbps
audio]. However, all end points not supporting this
bandwidth receive the call at the lowest bandwidth
used among all participants.

The table below shows the bandwidth used when a
Continuous Presence call of [320 x4 Kbps + 64 Kbps
audio] connects, resulting in the transfer of the full
1.5 Mbps bandwidth to those end points supporting
it, but all end points supporting less (than 1.5 Mbps)
bandwidth only receive 128 kbps.

Endpoint no. JConfigured Bandwidth JBandwidth During Call
1 1.5 Mbps 1.5 Mbps
2 1.5 Mbps 1.5 Mbps
3 768 Khbps 128 Khps
4 354 Khps 128 Khps
5 128 Khps 128 Khps
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In CP, how to
handle low
bandwidth
calls (cont.)

Service Index

Defaults

Q Use Symmetric Video - The call continues at [4x
the VCB Service's defined bandwidth + 64 Kbps
audio]. However, all end points that do not support
the call's bandwidth receive the call at the
bandwidth defined in their configuration.

The table below shows the bandwidth used when a
Continuous Presence call of [320 x4 Kbps + 64 Kbps
audio] connects, resulting in the transfer of the full
1.5 Mbps bandwidth to those end points supporting
it, but all end points supporting less (than 1.5 Mbps)
bandwidth only receive their configured bandwidth.

Endpoint no. |Configured Bandwidth [Bandwidth During Call
1 1.5 Mbps 1.5 Mbps
2 1.5 Mbps 1.5 Mbps
3 768 Khps 768 Khps
4 354 Khps 354 Khps
5 128 Khps 128 Khps

Identifier number of this service for technical support
purposes. If requested, send this number to Emblaze-
VCON Technical Support.

Click this button to restore the default settings for this
page.
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H.263 Annexes

In addition to Baseline H.263, enable supplemental H.263+ and H.263++ features
which this VCB Service applies to conferences.

Make sure that all end points participating in this service’s sessions support the
enabled annexes. Any end point that does not support H.263+ or H.263++ may not
be able to display the video.

Mew YCB Service - H.263 Annexes Properties [ %]

™ Annex O - Urrestricted motion vector mode
™ Annex F - Advanced prediction mode

™ Annex| - Advanced Intra coding mode

[ Annex J - Deblocking filter mode

™ Annex T - Modified quantization mode:

Interlaced
™ Annex N - Reference picture selection mode

[~ Annex ' - Additional supplemental enhancement information

< Back I Mext » I Cancel | Help |

VCB Service - H.263 Annexes Properties

Enable H.263 options as follows:

Annex D Unrestricted motion vector mode
This option enables the use of unrestricted motion vector
capability. Motion vectors can have larger values than in
Baseline H.263, resulting in improved video quality
when there is camera or background movement.

Annex F Advanced prediction mode
This option enables the use of advanced prediction
capability. This mode improves interframe prediction
and improves picture quality for the same bitrate by
reducing the blocking artifacts.

Annex | Advanced Intra Coding mode
This option improves the compression efficiency for
Intra macroblock encoding. This mode reduces the size
of the encoded bitstream.
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Annex J

Annex T

Annex N

Annex W

Deblocking filter mode

This option provides better prediction reduces the
amount of block artifacts in the final image. It applies an
adaptive filter across block boundaries.

Modified quantization mode

This mode includes three features. First, it allows rate
control methods to change the quantizer at the
macroblock level. Second, it enhances the chrominance
quality by specifying a finer quantization step size. Third,
it improves the picture quality by extending the range of
DCT (Discrete Cosine Transform) coefficients.

Reference picture selection mode

In H.263, a picture is predicted from the previous
picture. If parts of pictures suffer quality loss, the quality
of the rest of the stream may suffer too. To reduce error
propagation, this mode enables selection of reference
frames for prediction. This improves picture
reproduction quality in error-prone environments.

Additional supplemental enhancement
information

This mode specifies interlaced field indications, repeated
picture headers, and the indication of the use of a
specific fixed-point inverse DCT.
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Enabled Audio Codecs

Only audio codecs that are specified in your VCB’s license may be used during its
calls. In the Enabled Audio Codecs page, select which of these codecs are
available for conferences using this specific VCB service.

To reach the maximum active participants per session/server, enable no more than
one (two for VCB 2500) codec per session.

Mew YCB Service - Enabled Audio Codecs Properties [ %]

— Enable/Dizable the following codecs

[~ Enable G.722

[~ Enable G.723.1

[~ Enable G.728

IV Enable G.711 A-Law
IV Enable G.711 U-Law
[~ Enable G.722.1 24K
[~ Enable G.722.1 32K
[~ Enable 2AC-LD B4k

< Back I Mext » I Cancel | Help |

VCB Service - Enabled Audio Codecs Properties
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QoS

The QoS page contains properties for controlling the type of Quality of Service that
will be used for transmitting packets during a multipoint conference that’s initiated
using this VCB service.

Mew VCE Service - Qo5 Properties [ %]

— Priarity Type [QoS5]
" Nao Priority [Q05]
& |P Precedence
 Diffsere

— Pricrity value

iden Priority:

Audio Priority:
|s-cRTIC/ECP 4|
RTCP Pricrity:
IB - Internetwark Contral j

Restore Qo5 Defaults |

< Back I Mext » I Cancel | Help

VCB Service - QoS Properties

Set QoS properties as follows:
Priority Type (QoS)
Select the type of QoS used for transmitting packets during heavy network
congestion conditions.

No Priority Network transfers packets using normal Best-effort (or
Routine) packet transmission.

IP Precedence Network gives priority to certain types of bits (video,
audio, control) according to the eight levels of IP
precedence.

Diffserv Network transfers packets according to specific needs of
the sending application.
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Priority Values

Video, Audio For each packet type, select an appropriate priority level.
and RTCP The item with the highest priority number will be sent
Priority first, the item with the next highest number will be sent

second, and so on.

The priority levels vary, depending on whether the
selected Priority Type is IP Precedence or Diffserv. For a
list of Priority levels, see Appendix F, “QoS Priority
Values.”

To reset the Priority default values, click Restore QoS Defaults.
Network Settings

The Network Settings enables the transmitted media to take problematic network
conditions into consideration, in order to achieve high quality playback at the
receiving end.

Mew YCB Service - Network Settings Properties [ %]
Jitter Setting

Audio Jitter Size: |3 packets
“ideo Jitter Size: |3_ packets

D ata Jitter Size: |3 packets

Video Delay Time : ID TMis.

I arimum packet size for CP calls: |1 400 bwtes.

Defaults |

< Back | Mext » | Cancel | Help I

VCB Service - Network Settings Properties
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Jitter Settings

Jitter prevents packet reordering, which sometimes occurs during the
transmission of media through a network. Reordering is usually caused by
network congestion, queuing errors, or configuration errors.

Audio/Video/ Smooth playback of transmitted media continues even if
Data Jitter Size the packets arrive out of order at the receiving end, up to
the number of packets defined here for each packet type.

Video Delay Delay between transmission of video packets. This
Time parameter is intended for preventing video burst during
transmission through various routers or servers.

Maximum To allow Continuous Presence calls to proceed, set this
Packet Size for parameter either equal to or lower than your network’s
CP Calls MTU.

Defaults Click this button to restore the default settings for this
page.

LDAP

The LDAP page provides information about the VCB service’s registration, if
applicable, in an LDAP (Lightweight Directory Access Protocol) server. For
information about nodes’ LDAP Properties, see “LDAP” on page 104.

Additional ID

In addition to its directory (E.164) number, a VCB service may have other addresses
that may be used to dial it, such as additional E.164 addresses and/or H.323 Alias.
In the Additional ID page, you may enter theseg, if applicable. For more
information about adding Additional IDs, see “Additional IDs” on page 106.

198 Emblaze-VCON MXM Administrator’s Guide



12 Setting Up Multipoint Conferences Managed by a VCB

12.5 Setting the Ad-hoc Resources Table

The Ad-hoc Resources table contains a list of VCB and MCU services registered with
the MXM, together with the VCB or MCU with which they are associated. Select the
services that the MXM may use to initiate ad-hoc conferences.

» To select ad-hoc resources

1 Inthe Administrator window, right-click the MXM node at the top, point to
Property, Call Control, and click Ad-hoc Resources.

Select the services that the MXM may use to initiate ad-hoc conferences.
Click OK.

Techpub MXM - 172.20.1.170 Properties [MXM) [ %]

Category Bandwidth Control | Call Settings  Ad-hoe Resaurces |
Select which MCU rezources to use for Ad-hoc conferences:
| Number | InMCU [
v &0 172.20.10.91
v &1 172.20.10.91
v £2 172.20.10.91
v 63 172.20.10.91
v £4 172.20.10.91
B £5 172201091
B B8 172201091
B &7 172201091
B &8 172201091
B £ 172201091

QK I Cancel | Aol Help

Auvailable Ad-hoc Resources
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12.6 Dedicated VCB Service for End Points

A dedicated VCB service is set up only for expansion to an ad-hoc conference that
includes a specific end point. That is, the service is “dedicated” to that end point.
That specific end point must be either one of the original two end points of a point-
to-point conference or the invited end point.

» To dedicate a service to a specific end point

1 Double-click the VCB Service and then click the Session tab.

2 Select Use this 1000 Properties (YCB Service) [<]
service as an ad- General Session | Mixing Parametersl Dual-VideoI Multicast 4 I L4
hoc conference Adhoc Corference
resource and then ¥ Use this service as an ad-hoc conference resource
click OK (|n addition’ ™ Use this service sxclusively for ad-hoe conferences
you may also set the “fou may select ather resources in the Ad-hoc Resources page.
service to be exclusive
for ad-hoc conferences
only).

3 Double-click the end point, click MXM, and then click the MCU Services
tab.

3rd Floor HD5000 Properties [HD 5000] [ %]
Categary Bandwidth Eontroll Pickup Pemissions  MCU Services | Gate 4 I L4
—MCL Service Permission Group:
Def MCU Service Permizsion Group j

q In the q?} —Ad-Hoc Service Permission Group:

Dedicated : Update IDef Ad-Hoc Permission Group j
MCU -
Service IlSt: é"  Dedicated MCU Service:
select the -
service.
Click OK.

QK I Cancel Apply Help
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12.7 Dedicated VCB Service for a Zone

A dedicated VCB service for a neighboring zone may be used only if any of that
zone's end points are in the resulting ad-hoc conference (either one of the original

two end points of the conference or the invited end point).
» To dedicate a service for a neighboring zone
1 Double-click the VCB Service and then click the Session tab.

2 Select Use thiS 1000 Properties [¥CB Service]
service as an ad-
hoc conference

General Session | Mixing Parametersl Dual-VideoI Multicast 4 I L4

Ad-hoc Conference

re_esource_and then W Lse this service as an ad-hoc conference resource
C“Ck OK (ln add|t|0n, ™ Use this service exclusively for ad-hos conferences

you may also set the

“r'ou may select other rezources in the Ad-hoc Resources page.

service to be exclusive
for ad-hoc conferences

only).

3 Double-click the neighboring zone, click MXM, and then click the MCU

Services tab.

Generall Zone Settingsl Bandwidth Contral - MCU Services | Al I L4
—MCU Service Permizzion Group:
IDef MCU Service Permizzsion Group j
aq In the —&d-Hoc Service Permizsion Group:
Dedlcated IDef Ad-Hoc Permizzion Group j
MCU
Service IiSL \—Dedicated MCL Service:
select the 2
service.
Click OK.
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12.8 Adding VCB Services to an Ad-hoc
Permission Group

An Ad-hoc Permission group is a set of MCU and VCB services that are defined for
use in ad-hoc conferences. It helps you control the use of resources for expanding to
ad-hoc conferences. Registered end points may be associated with an Ad-hoc
Permission Group (see “MCU Services” on page 98). During expansion to an ad-hoc
conference, the MXM only uses those services listed in the inviting end point’s

assigned permission group.

For a detailed procedure of adding VCB Services to an Ad-hoc Permission Group,

see “Ad-hoc Permission Groups” on page 164.

Def Ad-Hoc Permission Group Properties [Ad-Hoc Permis... B3

General Pemission Group |

Description | Mumber | In MCL |
[v 384K 4z 172.20011.107
[ e50 B50 V210 | Seketal |
[ et B 17220109 Clear |
ovellp |
[we Dowd
QK I Cancel | Aol | Help |

VCB and MCU Services in an Ad-hoc Permission Group
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12.9 Expanding to an Ad-hoc Videoconference

To expand from a point-to-point videoconference to an ad-hoc videoconference, one
of the parties must invite the additional parties. This procedure depends on the
party’s videoconferencing application:

vPoint/vPoint HD 1  Enter an additional contact's user number (E.164)
or address into the Manual Dialer's address box.

2 Click Invite.
-or-

1 Open the Dialer and locate the contact that you
want to invite.

2 Right-click the contact and then click Invite.

-

HD3000/2000 Press any of the number keys on the remote
control. The Manual Dial dialog box and SoftKey

menu open.
Press the red MXM CALL CONTROL Softkey.

In the MXM Call Control box, enter the directory
number of the party that you want to invite. To
browse entries from the Phone Book, press the
right and left arrow keys on the remote control.

4 Press the green INVITE SoftKey.

Click the Telephony Services button to open the
Telephony Services menu.

HD5000/4000

-

Click Invite User.

3 Inthe Dial Plan Number box, enter an additional
party's user number.

_Or_
E Click the Online Directory button and choose a

name from the Online Directory Dialer.
4 Click the Dial button.
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Falcon

MeetingPoint
4.6

Other
applications

1

3

Press any of the number keys on the remote
control. The Call Control dialog box and SoftKey
menu open.

Enter the directory number of the party that you
want to invite. To browse entries from the Phone
Book, press the right and left arrow keys on the
remote control.

Press the green INVITE SoftKey.

In MeetingPoint’s Conference Panel, click the
Services arrow and then click Invite. The Invite
dialog box appears.

In the Destination box, enter the directory
number of the user that will receive the call by one
of the following methods:
— Type the number or click it in the list.

_Or_
— Click Browse at the end of the row. In the

Select an Entry dialog box, select the user and
click OK.

Click OK.

Enter the defined Ad-hoc Conference code (default is
*m7) followed by the directory number of the additional
party. For example, to invite end point 2345, enter

*772345.
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13 UsING PoLycom® MIGC™ WITH THE
MXIM

The Polycom® MGC™ operates under a different configuration model than most
other MCUs being used in the videoconferencing sector. This appendix provides
instructions for setting up the MGC's configuration for operation in conjunction
with the MXM. In addition, this appendix includes instructions for setting up an
Accord Meeting Room for ad-hoc videoconferences and an Accord Gateway for
routing IP-1SDN calls through the MGC.

This appendix only provides information directly related to the integrated
operation of the Polycom MGC with the MXM. For additional information
about using the MGC, see the MGC'’s accompanying user documentation.

13.1 MIGC Configuration
Network Services Configuration

Create a new Network Service, or if you're editing an existing configuration, choose
the one that you want to change.

» To set up Network Service properties

Run the Polycom MGC management application.

2 Inthe left pane, browse through the tree to MCU Configuration,
Network Services, and Network Services-H.323.
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Browsing to Network Services-H.323

3 Create a new Network Service or choose the existing one allocated for use
with your MXM.

4 Inthe Setting tab, enter the following information:
Subnet Mask IP subnet mask used by the connected network.
Default Router IP address of the default router used by the connected

network.
External Select this option. The MXM is an external gatekeeper in
Gatekeeper relation to the MGC.
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Network Services - Setting Configuration for MXM

5 Inthe Gatekeeper tab, enter the following information:

External IP address of the MXM.
Port 1719 should be the defined port.
Prefix Prefix that must be dialed in addition to all of the MGC's

Meeting Rooms’ directory numbers (or “node number”).
This number must be within the permitted directory
number range (see “Dial Plan” on page 67) and be the
same number of digits.

For example, if the prefix is “1234” and the Meeting
Room’s directory number is 1095, then a user must dial
“12341095” to enter the videoconference.
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Network Services - Gatekeeper Configuration for MXM

6 The Span tab displays a list of H.323 cards in the MGC. You must enter a
Circuit ID and unique alias for each H.323 card. Click the plus (+) button to
add a new card configuration.

7 Enter the following information:

Circuit ID Unique number for the H.323 card in the MGC.

IP Address IP address for the H.323 card.

Alias Enter one H.323 ID alias for this card (must be unique in
the MXM).

8 Click OK.
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Network Services - Gatekeeper Configuration for MXM

Adding a New H.323 Card Configuration
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H.323 Card Configuration

After setting up the Network Services configuration, assign the appropriate Circuit
IDs to the H.323 cards in the MGC.

» To assign a Circuit ID to an H.323 card
In the left pane, open the Cards object. Select the slot of the H.323 card.

2 Right-click the card, and then click Properties. The Card Settings dialog
box appears.

3 Inthe H.323 Network Parameters tab, enter the Circuit ID for this
card.

4 Click OK.

Following Network Services and H.323 card configuration, make sure that the
Circuit IDs, IP addresses, and Service Type correspond in both
configurations.

H.323 Card Network Parameters
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13.2 Adding an Accord Meeting Room

A Meeting Room is a hunting group of MCU services provided by the Polycom MGC
or other Accord hunting groups. A multipoint videoconference managed by the MGC
must be associated with a Meeting Room.

If you will use the MGC to manage ad-hoc videoconferences, you must define this
ability in a Meeting Room configuration.

To set up Meeting Rooms in the MGC, see the Polycom MGC user
documentation.

» To add an Accord Meeting Room to the Main View

1 Right-click the MXM object, point to Add Node, and click New Accord
Meeting Room. The New Accord Meeting Room wizard appears.

2 Change properties according to your multipoint videoconferencing
specifications, or keep the default settings. When you finish each page of
the wizard, click Next. For explanations about the various properties, see
the following section.

3 When you finish the last page, click Finish.
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13.3 Setting Meeting Room Properties

In step 2 of “To add an Accord Meeting Room to the Main View” in the previous
section , the wizard provided the chance to change various Meeting Room
properties. This section describes these properties.

General

The General page contains identity information of the new Meeting Room.

MNew Accord Meeting Room - General Properties E

Directony Mumber : |1 ma

Description : |CD

< Back I Mext » I Cancel | Help |

Accord Meeting Room - General Properties

In the General page, enter the following information:
Directory Assign a directory number for the Meeting Room.
Number

Description Type an identity for the Meeting Room. This
description does not affect the operation of the

system.
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Session

A point-to-point conference becomes an ad-hoc conference when additional end
points are "invited" by one of the parties and they join the session. In the Session
page, you can make this Meeting Room available for use in ad-hoc conferences. This
availability may be in addition to basic multipoint videoconferencing or exclusive for
ad-hoc conferences.

Mew Accord Meeting Room - Session Properties [ %]

—Ad-hoc Conference

™| Wse this service as an adhos conference resource

¥ | Use this service exclusively for ad-hoe conferences

“r'ou may select other rezources in the Ad-boc Besources page.

— Conference Setting:

" Voice Activated Switching ¢ Continuous Presence

Bandwidth I 3: Kbps.

< Back I Mext » I Cancel | Help |

Accord Meeting Room - Session Properties

Enable ad-hoc videoconferencing using this Meeting Room as follows:

Use this Select to make this Meeting Room available for use when
service as an expanding to an ad-hoc videoconference.

ad-hoc

conference

resource

Use this Select to make this Meeting Room available only for use
service in ad-hoc videoconferences, and unavailable for point-
exclusively for to-point sessions.

ad-hoc

conferences

Ad-hoc Click this link to open the MXM'’s Ad-hoc Resources
Resources Properties, in which you can also select which Meeting
page Rooms may be used for ad-hoc videoconferences (see

“Ad-hoc Resources” on page 74).
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Conference Settings

Voice Activated The participants see the video of the participant whose
Switching audio signal is strongest. For example, the non-speaking
participants see the person speaking.

Continuous Several participants in a multipoint conference are
Presence viewed and heard simultaneously.
Bandwidth The bandwidth available for each participant.

Hunting Group

In the Hunting Group Properties page, you can place specific H.323 cards (installed
in the MGC) and/or other Accord hunting groups in the hunting group. Only
selected cards may manage multipoint videoconferences that require this Meeting
Room’s services. The cards may be identified either by their prefixes or by their
aliases.

New Accord Meeting Room - Hunting Group Properties E
Description | Mumber |
1234
|_ 100 Select Al |

v
[ cardt 1000 -~ |

< Back I Mext » I Cancel | Help |

Accord Meeting Room - Hunting Group Properties
Select any number of cards from the list to be in the hunting group.

— To place all cards in the hunting group, click Select All.
— Toclear all the selections, click Clear All.
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LDAP

The LDAP page provides information about the Meeting Room’s registration, if
applicable, in an LDAP (Lightweight Directory Access Protocol) server. For
information about nodes’ LDAP Properties, see “LDAP” on page 104.

A Meeting Room that’s defined exclusively for ad-hoc videoconferences does
not appear in the online directory.

Additional ID

In addition to its directory (E.164) number, a Meeting Room may have other
addresses that may be used to dial it, such as additional E.164 addresses and/or
H.323 Alias. In the Additional ID page, you may enter these, if applicable. For
more information about adding Additional IDs, see “Additional IDs” on page 106.

13.4 Adding an Accord Gateway

If your organization is employing an Accord gateway for IP-to-ISDN and ISDN-to-1P
videoconferences, prepare it for registration in the MXM by defining an appropriate
Network H.323 Service configuration in the Polycom MGC. This configuration must
include the MXM's IP address (in the Gatekeeper IP parameter), a prefix, and a span
of cards that will be registered to the MXM.

Unlike the Accord IP cards, the gateway does not initiate a registration request with
the MXM. You have to add the Accord Gateway node and its services to the MXM
Administrator’s Main View manually.

The setup of the Accord Gateway configuration for use in the MXM's network
requires the following tasks:

@ Set up the Network Services configurations for the gateway in the MGC (see
“Network Services Configuration”on pages 216 to 226).

Q Adding the Accord Gateway to the MXM Administrator’s Main View (see
“Adding the Accord Gateway to the Main View” on page 227).

@ Adding gateway services to the Accord Gateway (see “Adding Accord Gateway
Services” on page 232.
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Network Services Configuration

First, you must set up the gateway’s configuration for operation with your MXM.
This process requires familiarity with the Polycom MGC. The tasks required to
prepare the gateway’s configuration in the MGC are:

@ Creating ISDN Network Services

A Defining the Gateway’s Network Parameters

@ Defining the Gateway’s H.320 and H.323 Session Profiles

@ Associating ISDN Numbers with Specific H.323 End Points (optional)

Creating ISDN Network Services

In the MGC, create new ISDN Network Services, or if you're editing an existing
configuration, choose the one that you want to change.

» To create ISDN Network Services

1 In the left pane of the MGC Manager, browse to Network Services, right-
click ISDN and select New Network Service.

2 Inthe Settings dialog box, enter the following information and click Next:

Net Service Type a name for the ISDN service.
Name
Span Type Choose E1 or T1, according to your region’s

communications infrastructure.
Service Type Choose PRI.
NFAS Do not select this option.
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settings x|

Met Service Mame: Iwe

Spen Trpe: -

Service Type: IPHI 'l

[T WE&S

< Back I Mest » I Cancel | Help

Creating a New ISDN Network Service
3 Keep the default PRI Settings and click Next.

Keep the default Span Definition Settings and click Next.
5 Inthe Spans and Phones page, click the Spans + button.

Network Service Properties ﬂ

Settingsl FFRI Settingsl Span Definition  Spans and Phones |

Spanz: m E Dial In Phone Mun: m E

Circ. |d | Circ. Q... | First Mumber | Lazt Mumber |
g a 9610900 9610929

Span and Phone Numbers Dialog Box

6 Inthe Add Span dialog box, type a Circuit ID number to identify this
service. Click OK.
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x
— Circuit —MNFAS
Circuit 1d: MFAS 1d:
E [o
Circuits Order:

0 ! Waster
& Slave
Prezzing OK will immediate_ly add

Set Befmel St After | the span.Pressing Cancel in the
previous dialog will not reverse the

action.

()8 I Cancel

Assigning a Circuit ID

7  Click the Dial In Phone Number + button, < mFheneHum EE

In the Add Phone Num dialog box, define the range of ISDN numbers
available for your organization’s end points. Click OK.

Later, you may associate end points with their own ISDN numbers within
this range, making those end points accessible by ISDN calls.

x
First Phone Murnber: Last Phone Mumber:
ISB‘I 0300 ISB‘I 0324
Category First Port
I | Allncation by resenvation system ID
[iallim graup
1]

Frezzing OK will immediately add the

phone number. Prezzing Cancel in the QK I Cancel |

previous dialog will not reverse the action.

Assigning a Range of ISDN Numbers
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Gateway Fange:

(=]

Click the Gateway Range + button.

In the Gateway Phone Numbers dialog box, type the range of ISDN phone
numbers available for associating with the gateway you create. Click OK.

When your organization’s end points will call over 1ISD
this number to route the call through the gateway.

Gateway Phone Numbers

First Phone Murnber: Last Phone Mumber:

[5610300 [a610323

Prezzing OK will immediately add the phone number. Prezzing Cancel in the
previous dialog will not reverse the action.

.

Cancel |

N, they have to dial

x|

Assigning a Range of Available Gateway Num

bers

9 Check that the Network Service Properties dialog box shows the correct

span and phone number configurations (done in steps
OK. If no, correct the erroneous item and then click O

5to 8). Ifyes, click
K.

B
Settingsl FRI Settingsl Span Definiion  Spans and Phones |
Spans: E Dial In Phone Mumm: E
Circ. |d | Circ. Or... | First Mumber | Last Number I
[ 0 9610500 9610923
Gateway Fange: L1
First Mumber | | ast Number
9610300 9610923
MCL Number
0k | Cancel I Lpply | Help |

Completed Span and Phone Numbers Configur

10 If you have additional BRIs, repeat this procedure to ¢
services.

ation

reate additional

Emblaze-VCON MXM Administrator’s Guide

219



13 Using Polycom® MGC™ with the MXM

Defining the Gateway’'s Network Parameters

The next task of the gateway configuration is associating services with the gateway.

» To set the gateway network parameters
1 In the left pane of the MGC Manager, double-click the ISDN card’s slot.

E‘ MCUs Metwark
E‘ Accord  { Major )

|_:_||3 MU Configuration

EI@ Cards

T
! Slat 2 (ALDIO)
Selecting ISDN Card in MGC Manager

2 Inthe Network Parameters tab, deselect Null Configuration. Then,

type the Circuit ID of the Service that you defined in the previous
procedure (Step 6). Click OK.

Card Settings

Comman P

Metwork P b |
— Metwork P
Span & SpanB
Circuit ID:IS Circuit 10 ID
Service Mame :Iqa Service Mame :I
™ Mull Configuration V' Null Configuration

FRI Software Yersion :IU_D_?

Defining the Gateway Card’s Network Parameters
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Defining the Gateway’s H.320 and H.323 Session
Profiles

A session profile includes parameters for routing a session through the gateway. It
includes a service ID (which identifies the service in the MXM Administrator),
available bandwidth for a call, and an associated gateway service (created previously
- see “Creating ISDN Network Services” on page 216). You may define H.320 and/or
H.323 session profiles, in accordance with your network requirements and
infrastructure.

» To define session profiles

1

2

In the left pane of the MGC Manager, browse to Gateway
Configuration>Session Profiles, right-click To H.320 Session Profile
and click New Session Profile.

5.5 4 GateWay Configuration

=ssion Profiles
= ) y
T H.320 Session Profile

T H.323 Session Profile

Selecting a New H.320 Session Profile

Define the following for the Session Profile:

Session Profile Enter a name for this profile.
Name

Session Profile Specify an ID number. Write this number down - you

ID will need to identify this service with this number when
you add it later to the MXM Administrator.

Line Rate Available bandwidth for this service.

H.320 Network Name of the gateway service that you previously created.

Service

3 Leave the default settings for the remaining parameters.

4 Click OK.
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x
Session Profile Mame H.320 Metwork Service
|TaH.320 a2 =l
Session Profile |0 [E164)] H.320 Metwork Sub Service
20 [zERD =l
Line Rate Tranzcoding

IWhen required - l

[ Audio Only

™ Restrict Only
()8 I Cancel |

Setting Up an H.320 Session Profile

5 Repeat Steps 1 to 4 to define additional profiles.

In the left pane of the MGC Manager, right-click To H.323 Session
Profile and click New Session Profile.

T H.323 Session Profile

Selecting a New H.323 Session Profile

7 Asin Step 2 above, specify a Name, Profile ID, Line Rate for the H.323
Session Prolfile. In addition, choose a previously created H.323 Network
Service. Click OK.
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To H.323 Session Profile Definition =

Session Profile Mame H.323 Network. service
ITo H.323 IQA_MXM vl

Session Profile |0 [E164)]

 —

Line Rate Tranzcoding

128 - [whenreauied 7|
I™ Awdio Only

™ Restrict Only

()8 I Cancel |

Setting Up an H.323 Session Profile
8 Repeat Steps 6 to 7 to define additional profiles.
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Associating ISDN Numbers with Specific H.323 End
Points

Optionally, you may associate end points with their own ISDN numbers within the
range previously defined, making those end points accessible by ISDN calls.

1 Under Gateway Configuration, right-click H.320 Routing Services and

click Properties.

-
= IZL GakeWay Configuration
=

N Session Profiles

B address Book

: H.320 Routing Services
-
[y Double Gateway

ABn

Selecting H.320 Routing Services

2 Inthe Dial in Gateway Range Numbers table, select the previously created

Network Service and its range of ISDN numbers. Click Configure.

x
— Routing Service:
Metwork Service | First Mumber | Lazt Mumber | Fiouting Method
qa 9610900 9610929 H.323 Destinations
| | i
Delete | Configure

r— Dial in Gateway Fange Mumber

Metwork Service | First Mumber Last Mumber

Configure |

Lloze I

H.320 Routing Service Configuration
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3 Define Routing Service parameters as follows:

Routing Choose H.323 Destinations.
Method
First/Last Dial- Choose a range that’s within the range of available ISDN
in Number numbers that you specified for this gateway.
x|
Fiouting Method To H.323 Seszion Profile
[ToH.323 -]

Metwark Service Mame

Iqa

First Dial-in Mumber Last Dial-in Mumber

[9610300 | [9610329 =l

Apply | Close |

Defining H.320 Routing Service
Click Apply.
After a Successful Configuration message appears, click OK.

4 Inthe Routing Services table, select the ISDN Network Service with its
range of ISDN numbers. Click Configure.

5 Associate specific ISDN numbers to specific end points. In the H.320
Routing Service Definition dialog box, click the + button.

x
DID Nurmber Endpaint Description
|a610300 =l [
IP Address

o. 0. 0.0

Aliaz Type Aliaz Mame
I E164 A l I

Apply | Lancel |

Associating ISDN Number with H.323 End Point
6 Inthe DID Number list, choose an ISDN number.
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7

Enter the details for the H.323 end point (Alias Type, Alias Name, and

Endpoint Description).

Click Apply and repeat steps 6 and 7 to associate additional ISDN
numbers to end points. When you finish, click OK.

H.320 Routing Service Definition ﬂ

Fiouting Method

I H.323 Destinations x l

Metwork Service Mame

Iqa
First Dial-in Mumber

ISB‘I 0300 - l

— DID/Alias Conversionsdddress Book/Forwarding Services List

To H.323 Session Profile

ITo H.323 'l

Last Dial-in Mumber

(& [=]

D10 Mumber Aliag

1

IP Address Endpoint Descriptior

1 0. 1. 748

Lloze |

List of ISDN Numbers to H.323 Routing
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13.5 Adding the Accord Gateway to the Main
View

After the gateway configuration is set up in the Polycom MGC, the gateway does not
initiate a registration request with the MXM. You have to add the Accord Gateway
node and its services to the Main View manually.

» To add an Accord Gateway to the Main View

1 Inthe Main View's toolbar, click the New Accord Gateway button . The
New Accord Gateway Wizard appears.

8

2 Change properties according to your videoconferencing specifications, or
keep the default settings. When you finish each page of the wizard, click
Next. For explanations about the various properties, see the following
section, “Setting Accord Gateway Properties”.

3 When you finish the last page, click Finish.

E@ Syztem tems

2 Accord Gateways

B[ accod gw
b ﬁ 20

Accord Gateway in Main View
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13.6 Setting Accord Gateway Properties

In step 2 of “Adding an Accord Gateway” on page 227, the New Accord Gateway
wizard provided the chance to change various gateway properties. This section
describes these properties.

General

The General page contains a Description, such as a name, of the Accord gateway.

MNew Accord Gateway - General Properties [ %]

Description : IVEDN Technical Support

< Back I Mext » I Cancel | Help |

New Accord Gateway - General Properties
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Dialing

Dialing conventions vary among gateways, according to the manufacturer's design
and configuration. Refer to your gateway's documentation for the specific delimiters
or other characters that are required to access the gateway's services.

The values entered in this page must be identical to the dialing configuration
of the gateway.

New Accord Gateway - Dialing Properties [ %]

ISDN Dialing
Delimiter between Service Mumber and First Humber: Ii

Delimiter between Phone Mumbers: I,‘
Dialing Sequence is terminated with: I

V' Send the Service Alias when dialing to this Gateway

r Treat H.323 messages sent from thiz Gateway az if they were
sent from its service

< Back I Mext » I Cancel | Help |

New Accord Gateway - Dialing Properties

Delimiter Type the character, if applicable, that the MXM adds
between before the first ISDN number. For Accord gateways, the
Service default delimiter should be an asterisk (*).

Number and
First Number

Delimiter Type the character, if applicable, that the MXM adds

between Phone between each ISDN number to be dialed. For Accord

Numbers gateways, the default delimiter should be a semi-colon
G)-
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Dialing Type the character, if applicable, that the MXM must
sequence is enter at the end of the dialing string. For Accord
terminated gateways, by default, this box should be blank.

with

All of the above values must be identical to the dialing
configuration of the Gateway

Send the Video gateways support multiple services. If the
Service Alias gateway's dialing syntax requires the inclusion of the
when dialing to service number, select this option.

this Gateway

Treat H.323 Select this option if the gateway does not define services.
messages sent The MXM will handle messages sent through the
from this gateway as H.323 64K Voice messages. For Accord

Gateway as if  Gateways, we recommend leaving this option unselected
they were sent (default).
from its service

Resources

To provide access to the Accord gateway services, you then have to place Accord
cards (which includes the span of cards configured in the Polycom MGC) in one or
more Accord hunting groups. MXM nodes must dial the hunting group prefix in
order to receive these services.

If the span includes more than one card, an Accord hunting group is automatically
created in the MXM Administrator's Main View. If the span includes ONLY one
card, you have to manually create an Accord Hunting Group which includes this
single card.

To provide access to the Accord Gateway services, you then have to assign the
Accord Hunting Group to each registered Accord gateway.

In the Resources page, select the hunting group for this gateway from the Select
Group list. If you need to add a new hunting group, perform the following
procedure.
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New Accord Gateway - Resources Properties E
select group: [T ~|

Show group members in Accord Hunting Group page

< Back I Mext » I Cancel | Help |

New Accord Gateway - Resources Properties

» To add a new hunting group

1 Click the Add New Hunting Group button . The New Accord Hunting
Group Wizard appears.

2 Enter a Directory Number (E.164) and a Description.

The E.164 number must be identical to the Network H.323 Service prefix as
defined in the cards' configuration in the Polycom MGC.

To go to the next page, click Next.

3 Inthe Hunting Group Properties page, select the Accord services (cards)
that will belong to this hunting group.

4  Click Finish. The new hunting group now appears in the Accord gateway's
Resources Properties.

To delete a hunting group, select it in the list and click the Remove
}{ Accord Hunting Group button.

Emblaze-VCON MXM Administrator’s Guide 231



13 Using Polycom® MGC™ with the MXM

Call Routing

In the Call Routing page, enter the physical location of the gateway and define the
cost rates for using the gateway’s services.

When you run a Least Cost Routing test to find available gateway services and costs
for a gateway call to a certain location, the resulting cost estimates will be based on
the cost rates defined here (see “Testing for the Optimal Gateway Service” on page
147).

For a description of the Call Routing page, see “Call Routing” on page 136.

13.7 Adding Accord Gateway Services

The Accord Gateway does not initiate registration of itself and its services with the
MXM. Therefore, you have to manually add the Accord Gateway's services under the
Accord Gateway node in the Main View.

Make sure to choose only services that are defined as ISDN services in the
Polycom MGC.

» To add an Accord Gateway Service

# 1 Inthe Main View's toolbar, click the New Gateway Service button . The
New Gateway Service Wizard appears (for descriptions of the
properties, see “Setting Gateway Service Properties” on page 139).

2 Define Directory Number and Bandwidth of the service exactly as they
are defined in the Polycom MGC configuration (Directory Number = H.320
Session Profile ID - see page 221). When you finish each page of the wizard,
click Next.

3 When you finish the last page, click Finish.
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14.1 The MXM'’s Relationship with
Neighboring Zones

In addition to its own registered nodes, the MXM provides an organization with the
ability to carry on videoconferences with nodes outside its administrative area.
These nodes may be managed by other MXMs or third-party Gatekeepers, or
unregistered with any management device.

The collections of nodes that MXMs and Gatekeepers register and manage are called
zones. Multiple zones may be listed in the Administrator’s system tree, where you
may manage the communication between them and the local MXM.

Neighboring zones may be added automatically if calls are made between it and the
local MXM'’s zone, or added manually by you. Additional zones must be configured,
according to the inter-zone management policy that you implement. After zones are
added to the tree, you may manually add entries for end points, MCUs and Gateways
that are registered in those zones.

After zones are set up in the Administrator Main View, you can perform the
following inter-zone management tasks (see “Inter-Zone Videoconferencing
Management” on page 251):

@ Start a point-to-point videoconference between two end points

@ Setting up a dialing plan, which defines how to dial users in other zones

A Restrict the bandwidth allotment for inter-zone videoconferences

Q Generate Call Details Records (CDR) records for inter-zone videoconference
calls

@ Share gateway services and MCU services with neighboring zones

QA Restrict the use of exchange features such as Call Transfer and Call Forwarding.
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14.2 Logging in New Zones

Inter-zone functions are available between the local MXM and zones known to it.
Neighboring MXMs or Gatekeepers may be listed in the MXM automatically or
manually.

Registered MXMs and Gatekeepers appear on the system tree under the Zones
object. You can manually add any neighbor node (end point, MCU, or gateway) from
a specific zone under that same zone in the Administrator. You can then initiate calls
involving these nodes and manage their MXM configuration (see “Setting End Point
MXM Properties” on page 91) in the same way as nodes registered with the local
MXM (MXM node).

ECD Zones

Ry 15010 1500 [10.0.10.248)

& 500 500 (10.0.10.130)
- 502 502 (10.0.3.213)
Sk MEM-GE 18 (10.0.3.252)

Listing of Neighboring MXMs and Gatekeepers
Adding Zones Automatically

The MXM System Properties include an option for adding zones in Open Mode. If
this option is selected, the MXM will automatically add other MXMs’ and
Gatekeepers’ zones only after one of the following occurs:

@ The local MXM tries to dial using the Multicast search method.
@ Anincoming call from another zone arrives.

Discovered zones are listed in the Administrator (see the illustration above).
» To add zones automatically

1 Right-click the MXM node, point to Property and then Security, and
click Security Mode. The Security Mode tab opens.

2 Select the Open Mode and Neighboring Gatekeepers (Zones)
options. The other MXMs and/or gatekeepers must also be in Open Mode.

3 Click the H.323 & SIP icon on the left side of the dialog box. By default,
the Zone Settings tab is open.
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4 We recommend the Multicast search technique for searches of zones and
neighboring nodes. Select First Multicast Location Requests, then in
Defined Zones (default selection) or Send Multicast Location
Requests (see “Zone Settings” on page 84).

5 Click OK.

Techpub - 172.20.10.205 Properties [MXM) [ %]

Category Security Mode | Licensel Mon-Registered Devicesl

— Syztem Security Mode
&' Open Mode - Allow automatic addition of:

[V EmblazeCON End Points.

V' Non-EmblazeWCON End Points.
IV MCUs.

V¥ Neighboring Gatekeepers [Zones).
V' SIP User Agents.

Cloze Mode - Deny addition until login permission is
explicitly granted.

To view login request statuzes open the Login Status Yiew,

— Unregistered Yersion:

v Allow ersions that are not registered via the software
upgrade to log in.

QK I Cancel | Spply | Help |

Setting Open Mode for Neighboring MXMs and Gatekeepers

Adding Zones Manually

If the MXM is in Closed Mode for zones, neighboring MXMs and Gatekeepers may
only be added to the Administrator manually. In this process, you must define or
confirm each node’s properties.

» To add a zone manually

CS 1 Click the New Zone button. The New Zone Wizard appears. The
original property values are the default values defined in the Zone
template (see “Setting Up Templates” on page 47)

2 Change properties according to your network specifications, or keep the
default settings. When you finish each page of the wizard, click Next. For
explanations about the various properties, see “Setting Zone Properties” on
page 236.

3 When you finish the last page, click Finish.

Emblaze-VCON MXM Administrator’s Guide 235



14 Neighboring Zones

14.3 Setting Zone Properties

The main objective of defining zone properties is the definition of policies and the
allocation of bandwidth for inter-zone videoconferences. This section describes
these properties.

» To define zone properties
Double-click a neighboring zone. The zone’s Properties dialog box appears.

2 Define the zone properties according to your network’s videoconferencing
needs and specifications, or keep the default settings.

3 Toimplement the changes and proceed to another tab in the dialog box,
click Apply and then the appropriate tab.

4 Toimplement all the changes and close the dialog box, click OK.
The following sections describe the zone properties.
General
The General tab contains identity information of the new MXM or Gatekeeper.

General |Zone Settingsl Bandwidth Eontroll MCU Services ILI_’l

Zone Prefix :
Description : IEVE Morth
Network Address: [ 10. 0. 1.168

QK I Cancel | Apply | Help

Zone - General Properties
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In the General Properties tab, the following properties appear:

Zone Prefix

Description

Network
Address

Zone Settings

14 Neighboring Zones

Directory number (E.164 number) assigned to the MXM

or Gatekeeper. The zone prefix functions as an “area

code,” which may be used by the MXM to dial nodes in
the selected zone (to enable zone prefix dialing, see the

next section, “Zone Settings”).

Identifying name of the zone. This name will appear in

the Main View.

IP address of the zone’s MXM or Gatekeeper.

In the Zone Settings tab, define the local MXM'’s intercommunication relationship

with the neighboring zone. This relationship includes permission to make and
receive calls, generation of CDR reports, and the use of prefixes when dialing.

1002 Properties [Zone)

V' Allow making Calls to this Zone

¥ Generate COR records for call: made to this Zone

[T Always use Zone prefis when searching for end points
V' Always use Zone prefis when didling endpoints

™ Send FUl E164 in Source Address

-~ Receiving Callz from this £one

¥ &llow receiving Calls fram this Zone

¥ Generate COR records for calls recsived from this Zone

Location: IMunich

General  £one Settings | Bandwidth Eontroll MCU Servicesl 4 I L4
— Making Calls to thiz Zone

QK I Cancel | Spply | Help

Zone - Zone Settings Properties
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In the Zone Settings Properties tab, the following properties appear:
Making Calls to this Zone
Allow Making If selected, all local MXM nodes may start

Calls to this videoconferences with neighbor nodes registered in this

Zone zone.

Generate CDR  If selected, all calls to neighbor nodes in this zone will be

records for listed in a Call Details Record (CDR). For more details

calls made to  about CDRs, see Getting Started>Monitoring

this Zone System Status>Call Accounting in the MXM'’s
online help.

Always use Select this option to enable searching for end points in

Zone prefix gatekeepers that require a full zone prefix in the setup

when message (for example, when using a Radvision ECS

searching for gatekeeper in non-stripping mode).

end points

Always use Select this option to enable dialing to gatekeepers that

Zone prefix require their zone prefix in the dialing syntax (non-

when dialing Emblaze-VCON gatekeepers). To dial nodes managed by

end points these gatekeepers, users must receive the appropriate

prefixes from the system administrator or from the
remote party.

Send Full If selected, the local MXM will add the local area code
E.164 in and directory number (E.164) to the ID information of
Source any outgoing call from the local MXM to this zone.
Address

Receiving Calls from this Zone

Allowv receiving If selected, local MXM nodes may receive
calls from this videoconference calls from neighboring nodes registered
zone in this zone.

Generate CDR  If selected, all calls from neighbor nodes in this zone will

records for be listed in a Call Details Record (CDR). For more details

calls received about CDRs, see Working with the

from this Zone MXM>Reporting Option>Call Accounting in the
MXM'’s online help.

Location Enter a general physical location of the zone’s MXM or
Gatekeeper and its end points
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Bandwidth Control

In the Bandwidth Control tab, you can define the available amount of bandwidth
for all concurrent videoconferencing calls between the local zone and the
neighboring zone.

1002 Properties [Zone) [ %]

Generall Zone Settings  Bandwidth Control | MCU Servicesl A I L4

V' Limit number of concurrent calls to |5 3: Calls.
Bandwidth Limit:

[ Lirit mairnurn bo I 3: KEps.

QK | Cancel | Apply | Help I

Zone - Bandwidth Control Properties

Set bandwidth control properties as follows:

Limit Number  Select the maximum number of calls between the two
of Concurrent  zones at the same time. The default setting is 5.
Calls to

Limit Select this option to define the total available bandwidth
Maximum to that the local MXM allocates to all calls to the
neighboring zone. In the list, select the bandwidth.
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MCU Services

In the MCU Services tab, define how the local MXM allocates MCU resources for
incoming videoconferencing calls from the neighboring zone.

1002 Properties [Zone) [ %]

Generall Zone Settingsl Bandwidth Contral - MCU Services | 1 I 4

—MCU Service Permizzion Group:

IDef MCU Service Permizzsion Group j

—&d-Hoc Service Permission Group:————————————————————

IDef Ad-Hoc Permizzion Group j

r~ Dedicated MCL Service:

I Mo Service j

QK | Cancel | Apply | Help I

Zone - MCU Services Properties

MCU Service If you want to limit the usage of MCU services during
Permission incoming videoconferences from the neighboring zone,
Group select an MCU Service Permission Group. The available

options are all MCU Service Permission Groups that are
listed in the current Administrator Main View. For more
information about MCU Service Permission Groups, see
“MCU Service Permission Groups” on page 160.

To disable the selection of MCU services, select No
Group. As a result, nodes in the neighboring zone will
not be able to participate in MCU-managed
videoconferences that include nodes from the local

MXM'’s zone.
Ad-hoc Service Select the name of the Ad-hoc Service Permission Group
Permission from which the neighboring zone's end points can choose
Group a service for initiating an ad-hoc conference to the local

zone. For more information about Ad-hoc Service
Permission Groups, see “Ad-hoc Permission Groups” on
page 164.
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Dedicated A dedicated service is an ad-hoc service resource that

Service may be used only if any of the neighboring zone's end
points are in the resulting ad-hoc conference (either one
of the original two end points of the conference or the
invited end point).

If you want to dedicate a specific MCU or VCB service for
this neighboring zone's end points, select the service
from the list.

To be a dedicated service, the service must be set up as an ad-hoc resource.
See “Session” on page 158.

Gateway Services

In the Gateway Services tab, define how the local MXM allocates gateway
resources for incoming videoconferencing calls from the neighboring zone.

1002 Properties [Zone) [ %]

Bandwidth Eontroll MCU Services  Gateway Services | ISDM.4 I L4

— Enhanced Gateway Dialing

Gateway Service Group:

‘When a specific Bandwidth iz requested, find services with:
7 Ewact same Bandwidth.
" Equal or higher Bandwidth,
" Equal or lower Bandwidth.
" Equal or higher Bandwidth. I not found, lower Bandwidth,
' Equal or lawer Bandwidth. If not found, higher Bandwidth,

[ Limit Bandwidth to I 3: Kbps mare than requested.
[ Limit Bandwidth to I 3: Kbps less than requested.

QK I Cancel | Apply | Help |

Zone - Gateway Service Properties
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Gateway
Service Group

Select the Gateway Service hunting group that defines
the services that will be available for incoming
videoconferences from the neighboring zone. If a
neighbor node dials the defined gateway access number
(default is “9™), it may use any of the included services
within that particular Service group.

The available options are all Gateway Service hunting
groups that are listed in the current Administrator Main
View (see “Gateway Service Hunting Groups” on page
141).

Some calls from the neighboring zone through a gateway may specify a
required bandwidth. The following options define how the MXM allocates
bandwidth in this situation:

Exact same
bandwidth

Equal or higher
bandwidth

Equal or lower
bandwidth

Equal or higher
bandwidth - if
not found,
lower
bandwidth

Equal or lower
bandwidth - if
not found,
higher
bandwidth
Limit
bandwidth to
___Kbps more
(or less) than
requested

Provide a choice only among services that provide the
exact bandwidth required.

Provide a choice only among services that provide the
exact bandwidth required or more.

Provide a choice only among services that provide the
exact bandwidth required or less.

Provide a choice among services that provide the exact
bandwidth required or more. If none exist, then offer
services allocating lower than required bandwidth.

Provide a choice among services that provide the exact
bandwidth required or less. If none exist, then offer
services allocating higher than required bandwidth.

Select the appropriate option to enable only a specific
amount of deviation (higher or lower) from the
requested bandwidth. From the appropriate list, choose
the amount of deviation (in Kbps) allowed.

For example, if you want to allow no more than an
additional 128 Kbps, then choose 128 from the
appropriate list.
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ISDN Call Routing

In the ISDN Call Routing tab, define how the MXM decides how to route gateway
calls from this zone. The MXM can prioritize between several sets of gateway routing
rules:

Least Cost Routing Rules (see “Testing for the Optimal Gateway Service” on
page 147)
Bandwidth Rules (nodes’ Properties Gateway Services tab - see “Gateway
Services” on page 99)

MCU Servicesl Gateway Services  1SDN Call Routing | Prodi 4 I L4

V' Use least cost routing rules when this endpoint makes a call

Bandwidth / Cost preference

" Bandwidth rules precede least cost routing rules.

' Least cost routing rules precede bandwidth rules.

QK I Cancel | Apply | Help |

Zone - ISDN Call Routing Properties

Set ISDN Call Routing properties as follows:

Use least cost  Select to allow the MXM to apply least cost routing to
routing rules gateway calls from this zone.

when this end

point makes a

call
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Bandwidth/Cost Preference

Select one of the following:

Bandwidth When initiating a gateway call, the MXM chooses a
rules precede  gateway service based on the rules defined in the
least cost initiating end point’s Service properties.

routing rules

Least cost When initiating a gateway call, the MXM chooses the
routing rules most efficient gateway service based on the application
precede of the least cost routing rules.

bandwidth

rules
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14 Neighboring Zones

In the H.323 Parameters tab, select the exchange functionalities that are

supported by the neighboring zone's MXM or gatekeeper.

1002 Properties [Zone)

Gateway Servicesl ISDM Call Routing  H.323 Parameters |

| ]
a4

— This product supports:
¥ b Transfer Model

V' H.450.3 [Call Diversion services)

V' Forward Facility messages

V' Ermpty Capability Set

¥ Use Embedded IP irside FRE message
I™ | [nformation Beguest (IRE] messages

Dualideo Method: IAuto - l

QK I Cancel | Spply |

Help |

Zone - H.323 Parameters Properties
MXM Transfer If selected, videoconferences between neighbor nodes

Model and MXM nodes may be transferred to another end point
H.450.3 (Call If selected, calls between the neighboring zone and the
Diversion local MXM's zone may be forwarded according to the

services capabilities of H.450.3. It prov
information about forwarded ¢

ides additional
alls than Forward Facility

does, such as the original destination of the call.

Forward If selected, calls between the neighboring zone and the
Facility local MXM's zone may be forwarded according to
messages Forward Facility capabilities. A forwarded call does not

provide information about the

redirection.

If the neighboring zone supports both H.450.3 and
Forward Facility, we recommend enabling H.450.3.

Empty If selected, video and audio stream channels in a call are

Capability Set  temporarily closed while a call

transfer takes place

between the neighboring zone and the local MXM's zone.

This selection also enables the
in ad-hoc videoconferences.

joining of neighbor nodes

Emblaze-VCON MXM Administrator’s Guide

245



14 Neighboring Zones

Use Embedded In response to registration requests (RRQ) from the
IP Inside RRQ  neighboring zone, the MXM will send response to the IP
Messages address specified in the RRQ.

Additional IDs

In addition to its zone prefix, a neighboring zone may have additional prefixes to

which its nodes may be dialed, such as additional E.164 addresses and/or H.323 IDs
(node name).

For more information about adding Additional IDs, see “Additional IDs” on page
106.
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Redundancy

In addition to its main gatekeeper (as defined in this configuration), a neighboring
zone may also have redundant gatekeeper IP addresses. The zone’s administrator
should activate one of the IP addresses at a time (not controllable from the local
zone's MXM).

When a call is made from the local zone to this zone, the local MXM tries to route the
call through the active gatekeeper. If more than one gatekeeper is active, the MXM
routes the call through the first gatekeeper that responds to the MXM'’s Location
Request (LRQ).

» To add a redundant gatekeeper

1 Inthe Redundancy tab, click Add. An entry line appears in the
Gatekeeper Network Addresses table.

2 Type the IP address of the gatekeeper.
3 Toadd another gatekeeper , repeat steps 1 and 2.
» To delete a redundant gatekeeper
1 Inthe Redundancy tab, select the gatekeeper entry.
2 Click Delete.

1002 Properties [Zone) [ %]

H.323 Parametersl Additional IDs - Fedundancy |Advanced 4 I L4

Gatekeeper Hetwork Address Add |
10.100.100.100
0.100.1:50.200 Delete |

QK I Cancel | Spply | Help

Zone - Redundancy Properties
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Advanced

In the Advanced tab, define the local MXM’s intercommunication relationship
with the neighboring zone.

1002 Properties [Zone) [ %]
AdditionalleI Fiedundancy  Advanced | 4 I 3

—&LG Proxy Setting:

Communicate using the following ALG Progy

|Pai-NAT RELEY_172.20.60.105 |
—Zone hierarchy—————————— ~Zone Type
" Neighbor ¥ b zone

" Parent directory gatekesper
" Child gatekesper

™ Send LRE without Endpoint [dentifier element

QK I Cancel | Spply | Help

Zone - Advanced Properties
Set Advanced Properties as follows
ALG Proxy Settings

Communicate If at least one ALG Proxy is installed between the local

using the MXM and this neighboring zone, select the ALG Proxy
following ALG through which the MXM will automatically address calls
Proxy to the neighboring zone.

Zone Hierarchy

Neighbor The selected zone is a neighboring zone. Nodes
registered in the local MXM zone may carry on
videoconferences with nodes registered in the selected
zone.
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Parent
Directory
Gatekeeper

Child
Gatekeeper

Zone Type
MXM Zone

Send LRQ
Without End
Point Identifier
Element

14 Neighboring Zones

The selected zone contains records of gatekeepers and
nodes within its domain, which is usually a LAN or WAN
covering a local region. Within the network, Location
Requests (LRQ) arrive here from other MXMs and
gatekeepers. The directory gatekeeper switches the
request and the call to the zone in which the destination
node resides.

For more information about directory gatekeepers, see
“Directory Gatekeepers” on page 254.

The selected zone covers an area inside a parent
gatekeeper's domain which is identified by a specific
dialing prefix.

Select this option if an MXM provides management and
gatekeeper services to this neighboring zone.

If the zone is managed by a non-Emblaze-VCON
gatekeeper, deselect this option.

Select this option if the neighboring zone is managed by
a Cisco MCM or another gatekeeper that does not accept
end point identifier elements.
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14.4 Permanent Non-Registered Devices

There may be situations where nodes will not register with any gatekeeper, but
should still be available for videoconferencing with registered end points. In such a
case, you can make the node known to the MXM by listing it as a permanent non-
registered device.

Adding a Permanent Non-Registered Device

A non-registered node may be “discovered” if it is in a videoconference with an
MXM node. In such a case, the non-registered node appears on the system tree
under the Non-registered Devices object during the duration of this call. The
administrator may then permanently add the node to the tree (depending on the
system Non-registered Device Properties - see page 83).

o e men o
Eﬁ'? Mon-Registered Devices

s Mon-Registered Devicel 1001.218 In call: 2¢360 Kbps

i mufEl Gostam Gansars

Non-registered Device Appearing in Main View
» To add a non-registered node to the system tree

1 Right-click the node and then click Make Permanent. The New
Permanent Non-registered Device Wizard appears.

2 Set the properties according to your system specifications. When you
complete a page, click Next to advance to the next properties page). For
explanations about the various properties, see “Setting End Point MXM
Properties” on page 91.

3 Click Finish to exit the wizard.
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14.5 Inter-Zone Videoconferencing

Management

You can perform the following inter-zone management tasks:

a

a
Q
Q

Setting up a dialing plan, which defines how the MXM starts point-to-point
videoconferences between MXM nodes and neighbor nodes, or with a non-
registered node.

Restrict the bandwidth allotment for inter-zone videoconferences
Restrict the use of exchange features such as Call Transfer and Call Forward.

Sharing gateway resources with other zones.

Setting Up Inter-Zone Dialing

If your organization contains more than one MXM or other gatekeepers, you likely

want to provide the ability of end points to videoconference with nodes in the other
zones, as well as to zones outside the organization. This section explains how to set
up the relevant configurations to permit inter-zone videoconferencing.

To permit dialing between nodes in different zones, the MXMs and the relevant
zones must have a specific configuration. Perform the following tasks:

1

Set the Directory (node) R RELEE ) <]
Numbering range for Category
registering MXM nodes.

Within your own organization, we recommend that you assign different
directory numbering ranges in all MXMs. If identical directory numbers exist in
different zones, zone prefixes must be added to numbers when dialing, and
must be added to the node configurations (for more details, see “Dial Plan” on
page 67).

Eonnectionl System Info  Dial Plan | LDAP Settingsl

Mode numbering [E.164) starts at: |
End points' E.164 Mumber Request
V' If ot used, accept requested number.
If already uzed:
& Aszign new number © Reject login request

—Furhanne Functin

Setting a Directory Number Range for the MXM

If your organization is using an online directory (such as ILS or NDS), enable
the zone prefix to be appended to each entry’s configuration. If a node is moved
to a different zone, the MXM also updates the prefix in the online directory (for
more details, see “LDAP Settings” on page 70).
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Enable the zone prefix
to be appended to each Category

Eonnectionl Systemlnfol Dial Plan  LDAP Settings |

entry’s configuration in
On|ine directories_ V¥ Enable update of LDAP Servers

[+ Prefix E.164 numbers with local zone number in LDAP directory

LDAP Settings Properties

3 All of the respective zones must be known to each other. If the MXM is set to
Open Mode registration, any neighboring zones managed by MXMs and H.323
gatekeepers may be listed automatically in the Main View. If the MXM is set to
Closed Mode registration, you have to add the neighboring MXMs and
gatekeepers to the Main View manually (to set the MXM to Open or Closed
Mode, see “Security Mode” on page 79).

Techpub MXM - 10.0.0.176 Properties (MXM) [ %]

Category

Security Mode | Licensel Mon-Registered Devicesl

System Security Mode
' Open Mode - Allow automatic addition of:

[ WCOM End Paints.

[V Mon*CON End Paints.

v MCUs.

V¥ Neighboring Gatekeepers [Zones).
™ SIP User Aoents

Open Mode for Adding Neighboring MXMs and Gatekeepers

Set Open Mode for
Neighboring
Gatekeepers (Zones)

Make sure that the zone prefixes (directory numbers) are listed identically in
all known MXMs and gatekeepers.

Inter-zone search for addresses must be enabled in the MXMs. You can set the
MXMs to search using a combination of the Multicast Location Requests,
Defined Neighbor Zones, and Directory Gatekeeper methods. See the figure on
the next page (for more details, see the MXM'’s “Zone Settings” on page 84).

Select the method of
searching for addresses Category Zone Setings | Advanced Settings |

in other zones

Search Policy if a dialed address is not found:
7 Dor't search in other Zones.

& Search other zones:

First try: IMuIticast location requests

Then try: I Defined neighbor zones

Lef L L

Then try: I Don't try anpmore

Selecting Address Search Method
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5 The ability to receive and send calls must be enabled in the Zone Settings of
each relevant zone’s properties (for more details, see the zone’s “Zone Settings”
on page 237).

1002 Properties [Zone) [ %]

General Zone Settings | Bandwidth Eontroll MCU Services ILI_’l
— Making Calls to thiz Zone
y v Allow making Calls to thiz Zone

¥ Generate COR records for call: made to this Zone

[T Always use Zone prefis when searching for end points

¥ Always use Zone prefiz when disling endpoints

Allow calling to and )
™ Send FUl E164 in Source Address

receiving calls from
the selected zone

— Receiving Callz from this £one
‘|7 Allow receiving Calls from this Zone

¥ Generate COR records for calls recsived from this Zone

Location: IMunich

QK I Cancel | Spply | Help |

Allow Videoconferences Between this Zone and the Local Zone

6 To enable dialing to gatekeepers that require their prefix in the dialing syntax
(non-Emblaze-VCON gatekeepers), select the Always use Zone prefix when
searching for end points option in the Zone Settings of the zone. To dial
nodes managed by these gatekeepers, users must receive the appropriate
prefixes from the system administrator or from the remote party (for more
details, see the zone’s “Zone Settings” on page 237).

Select to allow local MXM
nodes to call nodes managed General Zone Settings | B andwidth Control I MCU Services ILI_’l
by a non-Emblaze-VCO ~Making Calks to this Zone

gate keeper ¥ &llove making Calls to thiz Zone

¥ Generate COR records for call: made to this Zone

¥ Alwaps use Zone prefis when searching for end points

— Receiving Callz from this £one
V' Allow receiving Calls from thiz Zone
¥ Generate COR records for calls recsived from this Zone

Location: IAustin, Texas

Allow Videoconferences Between a Zone Managed by a non-Emblaze-VCON
Gatekeeper and the Local Zone
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Directory Gatekeepers

Directory gatekeepers are used for connecting neighbor gatekeepers and end points
over WANSs. They simplify the process of searching for dialed addresses in different
zones over large areas.

The MXM can operate within a network that includes a hierarchy of directory
gatekeepers (DGK). A typical hierarchy maintained by telephony and Internet
service providers may include a global gatekeeper, country gatekeepers, regional
and local gatekeepers. By concentrating address searches through such a hierarchy,
an organization can significantly simplify the search and connection process.

A typical DGK hierarchy is based on parent-children-type relationships among the
gatekeepers, including MXMs. The following is a sample hierarchy:

Tier Parent/Child Relationship

Global Children - Country gatekeepers

gatekeeper

Country Parent - Global gatekeeper

gatekeeper Children - Local gatekeepers

Regional or Parent - Country gatekeeper

Local Children - End points

gatekeeper
MXMs are usually located within the Regional/Local
tier. Depending on the size and range of the network,
there may be multiple layers of regional and/or local
directory gatekeepers.

End point Registered with Local MXM/gatekeeper

If the Search policy among your network is set to Directory Gatekeepers, the MXM
routes calls to its parent directory gatekeeper, which searches its database to see if
the prefix of the dialed number is known to it. If not, the parent gatekeeper routes
the call to its parent gatekeeper, and so on, if necessary, until it reaches the global
gatekeeper. The global gatekeeper then routes the call to a child gatekeeper
matching the prefix. From this point, each gatekeeper continues switching the call to
the appropriate child entity (according to area codes and local exchange codes).
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Global Tier

® 00

®

Japan USA
81 1
Regional Tier Regional Tier
Los
T(styo Angeles
213
Local Tier Local Tier
All Nippon LA Tech
University University
477 742
End Point Tier End Point Tier
81-45 477-9511 1-213-742-0658

Sample Call Through Directory Gatekeeper Hierarchy
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Hlustration Legend

1 End point managed by LA Tech University MXM in Los
Angeles dials end point in Japan.
2 LA Tech University MXM does not have the global code

(00) listed in its registered nodes. It forwards call to its
parent, the Los Angeles regional directory gatekeeper.

3 Los Angeles gatekeeper does not have the global code
(00) listed in its database. It forwards call to its parent,
the USA country gatekeeper.

4 USA gatekeeper forwards call to its parent, the global
gatekeeper (00).

5 The global gatekeeper routes the call to Japan country
gatekeeper (81).

6 Japan gatekeeper locates the 45 exchange and routes the

call to Tokyo regional gatekeeper.

7 Tokyo gatekeeper locates the 477 exchange's zone
controlled by the All Nippon University MXM.

8 All Nippon University MXM completes the call to the
9511 end point.
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Setting Up an MXM-Directory Gatekeeper
Configuration

To set up your MXM to work with a Directory Gatekeeper, perform the following
tasks:

1 To configure the local MXM to send location requests (LRQs) to directory
gatekeepers, set the Search policy in the MXM System Zone Settings (for more
details, see “Zone Settings” on page 84).

Select Directory
Gatekeeper as the Categaty Zone Setings | Advanced Settings |

method of searching for
addresses in other
zones

Search Policy if a dialed address is not found:
7 Dor't search in other Zones.

* _Search other zones:

X IDirectory gatekespers

Then try: I Multicast location requests

Lef L L

Then try: I Don't try anpmore

Selecting Directory Gatekeeper as the Address Search Method

2 Define any directory gatekeeper listed in the MXM Administrator Main View as
a Parent or Child directory gatekeeper in its Zone Settings (for more details, see
“Zone Settings” on page 237).

1005 Properties (Zone) [ %]

General  £one Settings | Bandwidth Eontroll MCU Servicesl 4 I L4

—Zone hierarchy—————————— ~Zone Type
Define the zone as a ' Neighbor ¥ MM zone

Parent or Ch”d r * Parent directory gatekeeper
. A Child gatekeeper

directory gatekeeper

— Making Calls to thiz Zone

V' Allaw making Calls to this Zone
¥ Generate COR records for call: made to this Zone

[~ Always use Zone prefis when searching for end points
Defining the Zone as a Directory Gatekeeper

3 Create additional IDs, such as aliases, for the directory gatekeeper (see
“Additional IDs” on page 106).
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Restricting Bandwidth Allotment

For each neighboring zone, you can restrict the amount of bandwidth that is

available for all concurrent videoconferences between that zone and the local MXM.

For individual nodes, you can also define a maximum bandwidth allotment.

» To set bandwidth allotment for inter-zone calls

1 Double-click the neighboring zone and click the Bandwidth Control tab.

_Or-

Right-click the neighboring zone, point to Property and then click

Bandwidth Control.

2 Inthe Bandwidth Control page, select Limit Maximum to to define the
total bandwidth that the local MXM allocates for all calls to the neighboring

zone. In the list, select the bandwidth in Kbps.

3 Select Limit Number of Concurrent Calls to restrict the number of

simultaneous calls allowed between the local MXM and the neighboring

zone. From the list, choose the number of calls.
4 To implement the changes and close the dialog box, click OK.

For example, if you allocated 384 Kbps for all calls and there are four concurrent

calls, a possible distribution of the available bandwidth for all calls would be 128,

128, 64 and 64 Kbps.

Number of simultaneous calls 1002 Propeties (Zone) <]
allowed between the local MXM Generall Zone Settings  Bandwidth Control | MCU Servicesl A I L4
and the nelghborlng zone V' Limit number of concurrent calls to |5 3: Calls.
Total bandwidth allocated for all Bandvidth Limk

. . imi i BG40 2| Kbps.
calls to the neighboring zone e | | 52

Setting Bandwidth Allotment for Inter-zone Calls
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» To set bandwidth allotment for calls between the local
MXM and a neighbor node

1

Number of simultaneous calls
allowed between the local MXM ¥ &llow calls with Non-Registered Devices
and the neighbor nOde . W Limit number of concurrent calls to |1 3: Calls.

Total bandwidth allocated for all 7 Limit masimumto [125 =] Kbps.
calls between the local MXM
and the neighbor node

Double-click the neighbor node and click the Bandwidth Control tab.
_Or-

Right-click the neighbor node, point to Property and then click
Bandwidth Control.

In the Bandwidth Control page, select Limit Maximum to to define the
total bandwidth that the local MXM allocates for all concurrent calls to the
neighbor node. In the list, select the bandwidth in kbps.

Select Limit Number of Concurrent Calls to restrict the number of
simultaneous calls allowed between the local MXM and the neighbor node.
From the list, choose the number of calls.

To implement the changes and close the dialog box, click OK.

Alice B Properties (H.323 End Point) [ %]

Generall Statusl Call Forwarding ~ Bandwidth Control | Picku 4 I L4

Bandwidth Limit:

Lirnit mirirmurn to |B4 3: Kbps.

Setting Bandwidth Allotment for Inter-zone Calls to a Neighbor Node
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Restricting H.450 Exchange Functions

You can allow or forbid H.450 Exchange functions, such as Call Forwarding and Call
Transfer, between the local MXM and the neighboring zone or node.

» To allow H.450 Exchange functions to the neighboring
zone

1 Double-click the neighboring zone and then click the Product Info tab.
_or‘_

Right-click the neighboring zone, point to Property and then click
Product Info.

2 Inthe Product Info page, select MXM Transfer Model to allow Call
Transfer to all nodes in the neighboring zone.

3 Select H.450.3 (Call Diversion services) to allow Call Forwarding to
all nodes in the neighboring zone.

4 To implement the changes and close the dialog box, click OK.

1002 Properties [Zone) [ %]

Allow Call Transfer to all nodes Gateway Servicesl ISDM Call Routing ~ Product Info |Additior 1 | 4

in the neighboring zone This product supports:
[V MM Transfer Model

[+ H.450.3 [Call Diversion services)

. IV Forward Facility messages
Allow Call Forwarding to all [ Empty Capabilty Set

nodes in the neighboring zone

Enabling H.450 Exchange Functions to a Neighboring Zone
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» To allow H.450 Exchange functions to a neighbor node

1

Double-click the neighbor node and then click the Product Info tab.
_Or-
Right-click the neighbor node, point to Property and then click Product
Info.
In the Product Info page, select MXM Transfer Model to allow Call
Transfer to the neighbor node only.
Select H.450.3 (Call Diversion services) to allow Call Forwarding to to
the neighbor node only.
To implement the changes and close the dialog box, click OK.
Gateway Servicesl ISDM Call Routing ~ Product Info | LDAP ILI_’l
Yendor ID: [.0:9009
Product ID: [\widget iden
Allow Call Transfer to Wersion |D: |F|elease A0 5.01.962
the neighbor node Thiz product supports:

¥ b Transfer Model
[V H.450.3 [Call Diversion services]
A"OW CaII Forwardin IV Forward Facility messages
. V¥ Ermpty Capability Set
to the neighbor node

™ Information Request (IRG) messages

Enabling H.450 Exchange Functions to a Neighbor Node
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Sharing Gateway and MCU Services with Other
Zones

Gateway and MCU services from local and neighbor MXMs may be made available
to nodes registered with the involved MXMs.

Direct Gateway Service Dialing

This method may be used for providing neighbor nodes with gateway services that
are registered in the local MXM.

» To set up direct gateway service dialing

1 Right-click the neighbor zone, point to Properties, and then click
Gateway Services. The Gateway Services tab appears.

2 Selecta Gateway Service R N

Hunting Group and Bandwidth Control | MCU Services  Gateway Services | ison.« | ¥
. . b b ateway Services
bandwidth allocation AneeEn =ane el

policy (see page 242). To - encedBaenabiins

limit the gateway services Bty Sianies EhrE || Hunting Group
available to neig hbor When a specific Bandwidth iz requested, find services with:
nOdeS, you can even create " Exact same Bandwidth,

a SpeCiﬁC Gateway Service " Equal or higher Bandwidth,

" Equal or lower Bandwidth.
" Equal or higher Bandwidth. I not found, lower Bandwidth,
' Equal or lawer Bandwidth. If not found, higher Bandwidth,

[ Limit Bandwidth to I 3: Kbps mare than requested.
[ Limit Bandwidth to I 3: Kbps less than requested.

Hunting Group (see
“Gateway Service Hunting
Groups” on page 141).

QK I Cancel | Apply Help

3 Click OK.
Dialing a Gateway Service
To obtain a gateway service, the neighbor node must dial:
[Zone Prefix][Gateway Access Number][ISDN number of remote party]

For example, 40093334444, where
400 is the prefix, 9 is the access number, and 3334444 is the ISDN number.
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Direct MCU Service Dialing

This method may be used for providing neighbor nodes with MCU services that are
registered in the local MXM. It is easy to set up but requires users to obtain the local
MXM'’s zone prefix and enter it while dialing.

» To set up direct MCU service dialing

1 Right-click the neighbor zone, point to Properties, and then click MCU
Services. The MCU Services tab appears.

2 Select an MCU Service
Permission GrOUp. To Generall Zohe Settingsl Bandwidth Contral - MCU Services ILI_’|
Ilm It the MCU _SerVICeS MCU Service Permizsion Group:
available to neighbor
Def MCU Service Permizsion Group j
nOdeS, you can even create

a specific Permission

Group (see “MCU Service
Permission Groups" on IDef Ad-Hoc Permiszion Group j
page 160).

—&d-Hoc Service Permizssion Group:

r~ Dedicated MCL Service:

I Mo Service j

QK Cancel Apply | Help I

3 Click OK.
Dialing an MCU Service
To obtain an MCU service, the neighbor node must dial:
[Zone Prefix][MCU'’s directory number]
For example, 4004444, where

400 is the prefix and 4444 is the MCU’s directory number.
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Adding Neighbor Gateways and MCUs to other MIXMs

This method may be used for providing MXM nodes with gateway and MCU services
that are registered in a neighboring zone. Listing gateways, MCUs, and their services
under their neighboring zone in the Main View offers the following advantages:

@ Users do not need to obtain and add zone prefixes when they dial.

@ The listed services may be placed in Gateway Service Hunting Groups or MCU
Service Permission Groups in the local MXM.

The available operations for setting up this situation are:

® Drag-and-drop

® Copy and paste

® Manually adding a gateway or MCU

» To copy a gateway or MCU to a neighboring MXM

1 Log in to the MXM to which you want to make services available (see page
13).

2 Drag the gateway or MCU entry from your local MXM to the local MXM
entry under the neighboring MXM'’s Zones object.

_Or-

Copy the gateway or MCU entry from your local MXM and paste it on the
neighboring MXM’s Zones object.

E:ﬁ: MXM QA - su logged in
-4
- Zones

Bl 2501
E@ System lbemns
: E# H.323 Gateways
B Gw1510604810
128K Bonding
$ 2%BK
256K Bonding
------ ﬁ audio only

10.0.1.75

System |tems

2501 10.0.0.176)

1001090

Gateway and its Services Copied to another MXM

Dragging gateways and MCUs to your MXM'’s corresponding zone in the
neighboring MXM makes all their services available to nodes in the neighboring
zone. If you do not want all the services available in the neighboring zone, create a
Gateway Service Hunting Group, MCU Service Permission Group or delete the
unwanted services.
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» To manually add a neighbor gateway or MCU to the local
MXM

1

5

Right-click the neighboring zone, point to Add Node to Zone, and then
click Add Gateway or Add MCU.

In the new node’s wizard, edit the node’s properties according to its
configuration and your network specifications (for details, see “Setting
Gateway Properties” on page 132 or “Setting MCU Properties” on page 151).
Click OK to finish.

After adding the gateway or MCU, right-click it and then click Add
Service. The New Service wizard appears.

Edit the service’s properties according to its configuration and your
network specifications (for details, see “Setting Gateway Service
Properties” on page 139 or “MCU Services” on page 155). Click OK to
finish.

To add additional services, repeat step 4 as many times as necessary.

The neighbor gateway or MCU and its services are now listed in the local MXM.

The gateway may be dialed by MXM nodes simply by entering the gateway
access number and the remote party’s ISDN number. The gateway’s
services are now available for inclusion in Gateway Service Hunting
Groups (see “Gateway Service Hunting Groups” on page 141).

L ED Zones
: E‘O 4000 400010.0.10.132)
E@ System ltems
: E# H.323 Gateways
S gf 4000 ateway RRREEREARAY
b ﬁ A006 4006

Neighbor Gateway and Service

The MCU may be dialed by MXM nodes simply by dialing the MCU’s
directory number. The MCU’s services are now available for inclusion in
MCU Service Permission Groups (see “MCU Service Permission Groups”
on page 160).

L ED Zones
! B2 4000 4000 (10.0.10.132)
E@ System lbemns
B8} H.323MCUs
=48 4000MCU 123123123123
- 4007 4007

Neighbor MCU and Service
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15 REGISTERING WITH LDAP
DIRECTORIES

15.1 Overview of LDAP

Online directories, such as Microsoft ILS Servers and Novell NDS, are lists of users
or network resources which include descriptive and contact information about all
entries. They may be used to look up someone’s contact information or to retrieve a
list of e-mail addresses. They are accessible through an Internet connection. The
MXM supports access to online directories.

Using the Lightweight Directory Access Protocol (LDAP), MXM end points may
locate any other user or node on a public X.500-based network (X.500 is a standard
for directory services in a network). In such a network, directory information is
consolidated in central servers located throughout the network. These servers
coordinate their directory information so that each maintains an updated, current
mail client directory.

An LDAP directory is usually organized in a "tree" hierarchy with levels of objects
(similar to the System tree in the Main Administrator window). Each object in the
hierarchy must have a unique name. An LDAP directory tree may consist of the
following levels:

® The "root" directory (the starting place or the source of the tree)
® Countries

® Organizations (such as a company or government ministry)

® Organizational units (such as divisions and departments)

® [ndividuals (such as persons, files, and shared resources such as printers).
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For example, a sample hierarchy may look like this:

© represants an organization figera.com

et [ [ —
albert ‘ ‘ Petra ‘ ‘ dorothy ‘ ‘ Management ‘ ‘ Sales ‘ ‘ R&D

uid represents a user ID for an entry
Sample LDAP Directory Hierarchy
An LDAP directory can be distributed among many servers. All of the LDAP servers
may contain identical versions of the total directory which are synchronized

periodically. An LDAP server that receives a request from a user may pass it to other
servers as necessary, but ensures a single coordinated response for the user.

The MXM supports the following directory servers:

®  Microsoft Internet Location Server (ILS)
®  Microsoft Exchange Server

®  Microsoft Window 2000 Active Directory
® Novell Directory Services (NDS)

®  Site Server ILS

® Netscape Directory Server.

You may register an MXM'’s end points and various other nodes in more than one
LDAP server directory. There are several reasons why an organization would make
such an arrangement. For example, a company may create a list of all employees and
another list in which senior managers are removed. The company can provide the
first list to its managers, and preserve its managers’ online information by providing
non-management employees with the latter list.

This chapter provides the configuration settings required for the MXM to register
with the respective LDAP directories. For information and instructions for installing
and working with these applications, see the specific application’s user guides.
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15.2 Registering the MIXM with an ILS

By supporting both Microsoft NetMeeting and Internet Location Server (ILS), the
MXM can register with ILS servers, therefore providing its registered nodes with ILS
services.

This section provides the required configuration information and values for
registering the MXM and its users in the ILS.
» To set up the MXM'’s configuration in the ILS
1 Run the Microsoft Internet Information Server (11S) application and open
the Microsoft Management Console (MMC).

2 Inthe Console menu, click Add\Remove Snap-in. In the Add\Remove
Snap-in dialog box, click Microsoft Information Server and then click
Add. Click OK to confirm.

3 Inthe MMC, right-click LDAP and click Properties. The LDAP Service
Properties appears. The following illustrations show suggested settings.

You may enter your own choices as the Anonymous Login User Name and
Password (optional).

LDAP Service Properties for pablo_server E
Service | ILS Serverl Loggingl Advancedl

LConnection Timeout: 1000 _:I zeconds

Maximum Connections: |32DDD _I;

—Anonymous Logon

User Mame: IIntemetG uest

Password: I

— Password Authentication
V| Allow Anorymous
I | B asic (W Ercrption]

¥ ‘windows NT Challenge/Response

Comment: I

Current Sessions |

QK I Cancel | Lol | Help |

Recommended LDAP Service Settings
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LDAP Service Properties for pablo_server

Service  ILS Server | Loggingl Advancedl

Llient Time to Live: 20 | minutes

gl
Mawimum Registered Users: |10 _:I thouzands

V¥ Enable ULP Interface

QK I Cancel | Lol | Help |

LDAP Service Properties for pablo_server E

Recommended LDAP ILS Server Settings

Servicel ILS Serverl Logging Advanced |

By default, all computers will be:

af &
B ' Denied Access

Except thoze listed below:

Access IP Address Subnet Mask

Add...

Eddif... |
Femoye |

1 Limit Metwork Use by all 115+ Services on this computer

I i retwert use:

|4,DSB ﬁ kilebytes pensecond

QK I Cancel | Lol | Help |

Recommended LDAP Advanced Settings
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4 To complete the configuration, you must perform the ILS Installation
Verification.

In your web browser, enter the location http://IP address of local host/
ils. Click the Installation Verification link.

Follow the onscreen instructions to complete the verification process.

Setting Up the ILS Configuration in the MXM
Administrator

Finally, you have to set up the ILS configuration for the MXM in the MXM
Administrator.

» To set up the ILS configuration in the MXM

1 Inthe Main view, expand the Templates group. Right-click the node type
to be registered in the LDAP Server, point to Property, then MXM, and
then click LDAP. In the Create an Entry in Server list, choose ILS and
then click Apply.

¥Point HD Properties [Template] [ %]
Category

Gateway Servicesl ISON Call Routing  LDAP |Additi0nal ID: 4 I L4

Dizplay online directory from this server:

IL51 %
List node in the following LDAF servers:
Server Mame | Mode Entry - Select Al |
[l iLs1 N,
|_ Exchange Mdd _ Clear Al |
[T MDs M/
[ weak M/
[Tisz M/
[Tisz M/
|_ Exchange2 Mdd
[wakz N, =
~— .. - PR P
< | _>l_I

Open the LDAP Servers Yiew to see all LDAP server details.

QK I Cancel | Spply | Help

Template’s LDAP Properties

Emblaze-VCON MXM Administrator’s Guide 271



15 Registering with LDAP Directories

2 Click Show LDAP Servers. The LDAP Servers View appears.

Server Host STt
T Server Name Host Address Connecti Default Directory Domain User Password
ype Port on
LS L1 Detault_ILS_Server 389 a o=Mictosoft ohjectClass=RTPerso
Exchange Exchange Defaultt_Exchange_Serv 389 a cn=MxM cn=recipients ou=Defautt Default_Domsin Default_User ARARERAR
MDS MDS Detaut_MDS_Server | 389 o ou=hHM o="con Defaltt_Lser rAarRen
Win2000 W2 Defautt_\W2K_Server | 389 a ou=Crganization_Unit de=0Detault_ Default_Lser, HRAEERER
LS IL=2 Default_ILS2 389 a o=Microsoft ohjectClass=RTPerso
LS ILS3 Defalt_ILS3 389 o o=Mictosoft ohjectClass=RTPerso
Exchange Exchange2 Default_ExchangeServe 389 a cn=MxM cn=recipients ou=Defautt Default_Domsin Default_User ARARERAR
Win2000 VK2 Detautt W2k _Server_2 | 389 a ou=Organization_Unit de=Detault_ Default_Lser HAREEREL
Site Server  Site Server ILS Se Defaut_Sike_Server LS 1002 a objectClass=RTPerson
IPlanet Iplanets Server  Default IPLANMET_SERY 389 a ou=default_organization do=Defau
Metscape MNetscape 4 Defautt_NETSCAPE_SER 389 o ou=default_organization o=compa
Site Server  Site Server ILS Se Default_Site_Server LS 1002 a objectClass=RTPerzon
Site Server | Site Server ILS Se Default_Site_Server_|LS 1002 a objectClass=RTPerson
IPlanet OpenLdap Server Default_OPEM_LDAP_SE - 389 o ou=vcon,do=veon,do=com Manager do= HRARIRER
IPlanet OpenLdsp Server Defaul_OPEM_LDAP_SE 389 a ou=vcon,dc=vcon,dc=com Manager do= ARARERAR
IPlanet OpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=veon,do=com Manager do= HAREEREL
Wieh Server DCTS Server  Default_OPEM_LDAP_SE 389 a ou=vcon,do=vcon,dc=com Manager o= HRAEERER
IPlanet ADAM Serverl  Default_OPEN_LDAP_SE 389 a ou=vcon,do=my-domain,dc=com Manager do= ARARERAR
IPlanet ADAM Server?  Defaut_OPEN_LDAP_SE 389 o ou=vcon,do=my-domain do=com Manager do= rAarRen
IPlanet ADAM Server3  Default_OPEN_LDAP_SE 389 a ou=vcon,do=my-domain dc=com Manager do= HRAEERER
LDAP Servers View
3 Make sure that the following information appears in the table:

— Host address - Exact host name or IP address of the LDAP server.

— Port-389

— Refresh Connection Interval - number of seconds. This value must be
greater than o (“0” indicates that there is no connection with the
LDAP server).

— Default Directory - Folder as created in the ILS Server, reflecting the
assigned organization (“0”) and object class. For example,
“o=Microsoft, objectClass=RTPerson”.

— Domain, User, Password - keep these spaces blank.

To edit an entry, click in the relevant cell(s), then delete and type.
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15.3 Registering the MIXM with Microsoft
Exchange Server

For systems using the Microsoft Exchange Server 5.5 for their messaging and
collaboration, the MXM is compatible. The Exchange Server sets up directories in
the form of a tree-like hierarchy (see the illustration on page 268). For example,
your company may be the top of the tree, the next level may be an organization unit
such as the MXM, Sales or Administration, and the next level may be individual
Recipients, such as individual end points.

This section provides the required configuration information and values for
registering the MXM and its users in a Microsoft Exchange Server.

To be listed, a Recipient must already have an open account in the Microsoft
Exchange Server.

» To add MXM users to the Exchange Server

1 Run the Microsoft Exchange Administrator application and connect to a
server.

2 Inthe Administrator tree, click the Organizational Unit (such as MXM)
under which the users will be listed.

3 Inthe File menu, point to New Other and click Recipients Container.
The Recipient’s Properties dialog box appears.

4 Inthe General tab, enter a Display Name for the Recipient and the
Directory Name under which the Recipient will appear on the tree.

In the Permissions tab, the name of the MXM appears as the source of
the Recipient’s various conferencing privileges.

5 Inthe Administrator tree, expand the MXM'’s Configuration object. Click
Protocol to display available protocol entries.

6 Double-click LDAP (Directory) Site Defaults. The following
illustrations show suggested settings.
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LDAP [Directory) Site Defaults Properties

General ]Authant\calion} Anonymous] Sealch] Hefenals] Idle Time-oul]

&=+ LDAP (Directory) Site Defaults

Display name:

Directony name:

Port number: |389
¥ Enable protocal
Adminigtrative note:
Created Home site: Ik Last modified
F/2/00 B11 P 742400 611 P
ak | Cancel ‘ | Help

LDAP Site Defaults General Properties

LDAP [Directory) Site Delaults Properties
General} Authertication  Anongmaus ISealch] Hefenals] Idie Time-oull

& LDAP (Directory) Site Defaults

W' @llow anonymous access

ok | Cancel ‘

| Help

LDAP Site Defaults Anonymous Properties

Set your firewall to permit anonymous access to and from the directory.
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LDAP [Directory) Site Defaults Properties

General} Authant\calion} Anonymous Search 1 Hefenals] Idle Time-oul]
&=+ LDAP (Directory) Site Defaults

Substiing searches

% Treat "any" substing searches as “initial* substring searches (fast]
 Allow only Minitial" substring searches [fast]

" Allow all substring searches [slow)

I aximum number of search results retumed: 1000

Ok | Cancel ‘

Apply | Help

LDAP Site Defaults Search Properties

For the Maximum Number of Search Results, enter a value equaling
(number of registered users + 10).

LDAP [Directory) Site Defaults Properties

General} Authant\calion} Anonymous] Sealch] FRefenrals  Idis Time-out ]

&=+ LDAP (Directory) Site Defaults

Idle: tirme-out

" [Cloze idle connections

Time-out [minutes];

ok | Cancel ‘

Apply | Help |

LDAP Site Defaults Idle Timeout Properties
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Setting Up the Exchange Server Configuration in
the MXM Administrator

Finally, you have to set up the Exchange Server configuration for the MXM in the
MXM Administrator.

» To set up the Exchange Server configuration in the MXM

1 In the Main view, expand the Templates group. Right-click Desktop (or
other node type to be registered iin the LDAP Server), point to Property,
then MXM, and then click LDAP. In the Create an Entry in Server list,
choose Exchange and then click Apply.

¥Point HD Properties [Template] [ %]

Categary MCU Servicesl Gateway Services LDAP |Additi0naIIDs| Al I L4

Dizplay online directory from this server:

List node in the following LDAF servers:

Server Name | Node Entry «|  Selectal |
[Mist N,
F Exchange NAA Clear Al |
[ nos N,
[T wak N, —
[Misz N,
[Misz N,
|_ Exchange2 MNAa
[ wakz N, =
~— .. - PR .
] |

Open the LDAP Servers Yiew to see all LDAP server details.

QK I Cancel | Apply | Help

Template’s LDAP Properties
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2 Click Show LDAP Servers. The LDAP Servers View appears.
Server Host Refresh_ . .
Type Server Name Host Address Port Connecti Default Directory Domain User Password
on
LS L1 Detault_ILS_Server 389 a o=Mictosoft ohjectClass=RTPerso
Exchange Exchange Defautt_Exchange_Serv| 389 a cr=hXM cn=recipients,ou=Defaut Default_Domsin |Default_User HAREEREL
MD= NDS Detautt_MDS_Server | 389 o ou=hKM o="con Defautt_User FrREERL
Win2000 W2 Defautt_\W2K_Server | 389 a ou=Crganization_Unit de=0Detault_ Default_Lser, HRAEERER
LS IL=2 Default_ILS2 389 a o=Microsoft ohjectClass=RTPerso
LS ILS3 Defalt_ILS3 389 o o=Mictosoft ohjectClass=RTPerso
Exchange Exchange2 Defautt_ExchangeServe | 389 a cr=hXM cn=recipients,ou=Defaut Default_Domsin |Default_User HAREEREL
Win2000 VK2 Detautt W2k _Server_2 | 389 a ou=Organization_Unit de=Detault_ Default_Lser, HAREEREL
Site Server  Site Server ILS Se Defaut_Sike_Server LS 1002 a objectClass=RTPerson
IPlanet Iplanets Server  Default IPLANMET_SERY 389 a ou=default_organization do=Defau
Metscape MNetscape 4 Defautt_NETSCAPE_SER 389 o ou=default_organization o=compa
Site Server  Site Server ILS Se Default_Site_Server LS 1002 a objectClass=RTPerzon
Site Server | Site Server ILS Se Default_Site_Server_|LS 1002 a objectClass=RTPerson
IPlanet OpenLdap Server | Defaut_OPEM_LDAP_SE 389 o ou=tvcon,de=veon,do=com Manager de= FRREERED
IPlanet CpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=vcon,do=com Manager do= HAREEREL
IPlanet OpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=veon,do=com Manager do= HAREEREL
Wik Server DCTS Server  Default_OPEN_LDAP_SE 389 a ou=vcon,de=yeon,do=com Manager do= HAREEREL
IPlanet ADAM Serverl  Defautt _OPEM_LD&P_SE| 389 a ou=vcon,de=my-domain,dc=com Manager do= HAREEREL
IPlanet ADAM Server?  Defaut_OPEN_LDAP_SE 389 o ou=vcon,do=my-domain do=com Manager do= rAarRen
IPlanet ADAM Server3  Defautt_OPEN_LD&P_SE| 389 a au=rcon,do=my-domain,do=com Manager do= HAREERES
LDAP Servers View
3 Make sure that the following information appears in the table:

Port- 389

Host address - Exact host name or IP address of the LDAP server.

Refresh Connection Interval - number of seconds. This value must be

greater than o (“0” indicates that there is no connection with the
LDAP server). The recommended value is 30 (seconds).

the assigned organization (“0”), organizational unit (“ou”) and

additional levels in the hierarchy (“cn”, or common name). For

example, “cn=recipients, ou=Site_ Name,
o=Default_Organization_Name”.

its MXM default directory

Domain - Domain of the Exchange Server.
User - Valid user in the Exchange Server domain, with access rights to

Password - Password as defined in the Exchange Server.

To edit an entry, click in the relevant cell(s), then delete and type.

Default Directory - Folder as created in the Exchange Server, reflecting
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15.4 Registering the MIXM with Windows
2000 Active Directory

The MXM supports Microsoft Windows 2000 Active Directory, which sets up
directories in schemas. The schemas are made up of sublevels called classes. Each
class is made up of uniquely named attributes.

In the Active Directory Console, you must expand its schema by creating a new class
titled “MXMNode” and then create new attributes for the MXM with specific names.

This section provides the required configuration information, exact attribute names,
and values for registering the MXM and its users in an Active Directory Server. To
perform the tasks, you must open the Active Directory Console. Then, follow the
series of procedures in this section.

Adding an Administrator with Full Configuration
Rights

To extend the schema, you have to give full control (read and write permissions) to a
user from the Schema Admin group. As a result, this user becomes an
Administrator.

Then, add a new Active Directory schema snap-in.

These tasks are basic Active Directory functions. If necessary, refer to the Active
Directory documentation for instructions.
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Adding the MXM Attributes

You have to add specific attributes, or characteristics, for MXM objects to the
snap-in.

» To add MIXM attributes to the snap-in

1 Inthe Active Directory Schema snap-in on the left side of the Active

Directory Console, right-click the Attributes folder and then click Create
Attribute.

Create New Attribute 2xl

* Create a Mew Attibute Object. ..

~ |dentification

Common Mame: IMXMTelephonyStateDescription

LDAP Dizplay Mame: IMXMTeIephonyStateD ezcription

Unique *500 Object 10 I‘I .2.840.113556.1.8000.35.1.10.2]

— Syntax and Fange

Suntax: ICase Inzensitive Sting j
Minirriurm: I
I awimurn: I

[ Muliv/alued ’TI Cancel |

Creating New MXM Attributes

2 Inthe Create New Attribute dialog box, type identical names in the
Common Name and the LDAP Display Name boxes.

In the Unique X500 Object ID box, type the OID of the attribute.

The table following this procedure contains the required attribute names and
their respective OIDs. Enter them as they appear in the table.

3 Inthe Syntax list, select Case Insensitive String.
4 Click OK.
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5 Repeat this procedure for all the attributes in the following table.

Attribute Name

oID

MXMTelephonyStateDescription

1.2.840.113556.1.8000.35.1.10.2

MXMUserType

1.2.840.113556.1.8000.35.1.10.3

MXMBChannelNum1

1.2.840.113556.1.8000.35.1.10.4

MXMBChannelNum2

1.2.840.113556.1.8000.35.1.10.5

MXMBChannelNum3

1.2.840.113556.1.8000.35.1.10.6

MXMBChannelNum4

1.2.840.113556.1.8000.35.1.10.7

MXMBChannelNum5

1.2.840.113556.1.8000.35.1.10.8

MXMBChannelNum6

1.2.840.113556.1.8000.35.1.10.9

MXMRestricted56k

1.2.840.113556.1.8000.35.1.10.10

MXMVideoSupport

1.2.840.113556.1.8000.35.1.10.11

MXMAudioSupport

1.2.840.113556.1.8000.35.1.10.12

MXMInCall

1.2.840.113556.1.8000.35.1.10.13

MXMH323Alias

1.2.840.113556.1.8000.35.1.10.14

MXMDeskTopUserDataNotes

1.2.840.113556.1.8000.35.1.10.15
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Adding the MXNMNode Class

You must now create an MXMNode class, to which you will later add the attributes
you created in the previous section.

» To create the MXMNode class

1 Inthe Active Directory Schema snap-in on the left side of the Active
Directory Console, right-click the Classes folder and then click Create
Class.

Create New Schema Class x|

~ |dentification

LCommaon Mame: IMXMNode

LDAP Display Name: IMXMNode

Unique <500 Object 1D: |1 .2.840.113556.1.8000.35.1.10.1

r— Inheritance and Type

Parent Class: IorganizationaIPerson

Class Te: TR - |

< Back I Mest » I Cancel

Creating the MXMNode Class

2 Inthe Create New Schema Class wizard, type MXMNode in the
Common Name and the LDAP Display Name boxes.

3 Inthe Unique X500 Object ID box, type
1.2.840.113556.1.8000.35.1.10.1 as the OID of the attribute.

In the Parent Class box, enter organizationalPerson.
5 Inthe Class Type list, select Structural.
Click Next.
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Create New Schema Class x|
Mandatory: Add...
Eemove |
Dptional: MeMandioSupport
IxME ChannelMuml
xMEChannelMumz
MXMBChannsNum3 _Remove_|
IxMEChannelMurmd

tM B ChannelMumd

Channelurmb

< Back | Finizh | Cancel |

Adding MXM Attributes to MXMNode Class
7 Next to the Optional list, click Add.

Select Schema Dbject il |

Select a schema object:

mS-SAL-Type ) oK I
m5-SAL-UnicodeS ortO rder _I

m5-SHLA ersion C |
mS5-50LVines anee |

riustCont

Lppart
M B ChannelMuml
B ChannelMum2

B ChannelMum3

FdeMBChannelMumd

B ChannelMum

FdeMBCharneltume

MMH 3238l -y
FxtInCall

MR estrictedBEk

M= T elephonyStateD escription

bl zerType

bbvidenSupport

name
nameServiceFlags
nCMame - |

Selecting MXM Attributes for the MXMNode Class

8 In the Select Schema Obiject dialog box, select all the new MXM attributes
and click OK.
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9 Right-click the MXMNode Class object on the left side of the Active
Directory Console, and then click Properties. In the Properties dialog
box, click the Relationship tab.

mxmNode3 Properties = ﬂll

General Relationship |Attributes| Securityl

.'[: mxmioded

Parent Class: organizationalPerson

Augilary Classes: Add...

Femove |

Possible Superior: | organizationall it

Femove |

QK | Cancel | Apply |

MXMNode Class Relationship
10 Opposite the Possible Superior box, click Add.
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11 In the Select Schema Object dialog box, select an Organizational Unit and
then click OK.

Select Schema Dbject 2xl

Select a schema object:

- (]
aCSResourcelimits _
aC5Subnet C |
addressB ook Container ance |

addrezzTemplate
applicationE ntity
applicationProcess
applicationS ettings
applicationSiteS ettings
attributeS chema
builtinC arnair
categoryR egistration
certificationduthority
classRegiztration
classSchema
classStare
comConnectionPoint
computer
configuration
cohnectionPoint

contact LI

Selecting an Organizational Unit for the MXMNode Class

The MXMNode class is now contained inside the selected Organizational
Unit.
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Granting Full Control for the MXMNode Class to
an Active Directory User

To work with the newly created MXMNode class, create an Active Directory User
account with Administrator privileges.

1 Right-click the MXMNode Class object on the left side of the Active
Directory Console, and then click Properties. In the Properties dialog
box, click the Security tab.

2 Inthe Names list, select the user and then select Full Control in the
Allow column. Click OK.

MxMNode Properties 2=l

Generall Helationshipl Aftibutes  Security |

Name [l agd. |
ﬂ Admin Admin [Sdmin@server2000. com]

€ Administrator [SERVER20000%Admiristrator] J _lﬂemm
!ﬁ Authenticated Users

!ﬁ Domain Adming [SERYERZ00004D omain Adri...

!ﬁ Everyone
[ [ U Lt el o Y 4
Permizsions: Deny

Full Control O
Fead O
Wirite O
Create All Child Objects O
Delete All Child Objects O

Advanced... |

= Allow inheritable permissions from parent to propagate to this

ohject
QK I Cancel | Apply |

Granting Full Control Privileges to an Active Directory User
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Setting the Properties of the MXM Attributes
In this procedure, you must assign specific properties to all the MXM attributes.
» To set the properties of the MXM attributes

1 Inthe Attributes folder, right-click an MXM attribute and then click

Properties.
MXMAudioSupport Properties ﬂﬂ
General |

‘ Mk AudioSupport

Description: bzt ndioS upport
Common Mame: sk AdioS upport

500 010: 1.2.840.113556.1.222334. 475
Syntax and Range
Syntas: Casze Inzensitive String
Minirnurm:
b airnunm:
Thiz attribute iz single-valued.

[V Show obiects of this class while browsing.
™ Deactivate this attribute.

[ Indes this attribute in the Active Directory.
™| &mbiguous Mame Resolution [SHE].

[V Replicate this attibute to the Global Catalog.
I~ | Asttribute iz copied when duplicating a user,

Apply |

ok |

Setting MXM Attribute Properties
2 Inthe Description box, enter the identical name of the attribute.
Select the following options:

— Show objects of this class while browsing
— Replicate this attribute to the Global Catalog
4 Click OK.
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Creating an Organizational Unit for Your MXM

At this time, create a new Organizational Unit which will be your MXM'’s working
folder in the LDAP server.

» To create your MXM'’s Organizational Unit

1 Expand the Active Directory Users and Computers snap-in on the

left side of the Active Directory Console. Right-click the LDAP Server
object, point to New and then click Organizational Unit.

New Object - Organizational Unit x|

Create in:  server2000.com,/

Mame:
IMXMWorkingFolder

oK I Cancel |

Creating the MXM Organizational Unit

2 Inthe Name box, type MXMWorkingFolder.
3 Click OK.

Setting Up the LDAP Configuration in the MXM
Administrator

Finally, you have to set up the LDAP Server configuration for the MXM in the MXM
Administrator.

» To set up the LDAP Configuration of the MXM

= 1 Inthe MXM Administrator, click the LDAP Servers View button.

—
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Server Host Refresh. . .
e Server Name Host Address Port Connecti Default Directory Domain User Password
on
LS L1 Default_ILS_Server 389 a o=Microsoft ohjectClass=RTPerso
Exchange Exchange Defautt_Exchange_Sery 389 o cr=MXM cn=recipients ou=Defautt Default_Domain Default_Liser HRARIRER
MDE MNDE Detaull_NDE_Server | 389 a ou=hxh o=Ycon Default_User A
Win2000 W2k Defautt_\W2K_Server | 389 a ou=Organization_Unit de=Detault_ Default_Lser HAREEREL
LS Ls2 Defaut_ILS2 389 a o=Mictosoft ohjectClass=RTPerso
LS LS5 Default_ILS3 389 a o=Microsoft ohjectClass=RTPerso
Exchange Exchange? Defautt_ExchangeServe | 389 o cr=hKM cn=recipients,nu=Defaut Default_Domain |Defaul_User FrREERL
Win2000 W22 Detault W2k _Server_2 | 389 a ou=Crganization_Unit de=Detault_ Default_Lser, HAREEREL
Site Server | Site Server ILS Se Default_Site_Server_|LS 1002 a objectClass=RTPerson
IPlanet Iplanets Server | Default_IPLAMNET_SERY - 389 o ou=default_organization de=Defau
MNetscape Metscape 4 Default_NETSCAPE_SER 389 a ou=default_organization o=compa
Ste Server | Site Server LS Se Defautt_Site_Server LS| 1002 a ohjectClazs=RTPerzon
Site Server  Site Server ILS Se Defaut_Sike_Server LS 1002 a objectClass=RTPerson
IPlanet CpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=vcon,do=com Manager do= HAREEREL
IPlanet OpenLdap Server Default_OPEM_LDAP_SE 389 o ou=vcon,do=vcon,do=com Manager do= rAarRen
IPlanet OpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=rcon,de=yeon,do=com Manager do= HAREEREL
Wik Server DCTS Server  Default_OPEN_LDAP_SE 389 a ou=vcon,de=veon,de=com Manager dc= HAREEREL
IPlanet ADAM Server!  Defautt_OPER_LDAP_SE| 389 o au=vcon,de=my-domain do=com Manager de= FRREERED
IPlanet ADAM Server?  Defautt_OPEM_LD&P_SE| 389 a ou=vcon,de=my-domain,dc=com Manager do= HAREEREL
IPlanet ADAM Serverd  Defautt_OPEN_LDAP_SE| 389 a ou=veon,de=my-domain de=com Manager do= HAREEREL
LDAP Servers View
2 Make sure that the following information appears in the table in the W2K

row:

Port- 389

Host address - Exact host name or IP address of the LDAP server.

Refresh Connection Interval - number of seconds. This value must be

greater than o (“0” indicates that there is no connection with the
LDAP server). The recommended value is 30 (seconds).

Default Directory - Path as created in the Active Directory tree,

reflecting the assigned organizational unit (“ou”) and domain controls.

For example,

“ou=MXMWorkingFolder,dc=servername,dc=com”.

Domain - keep this space blank.

User - Active Directory User with Administrator rights, as defined in
“Granting Full Control for the MXMNode Class to an Active Directory
User” on page 285.

For example, “su,cn=users,dc=server_name,dc=com”.

Password - Password for this user as defined in the Active Directory
application.

To edit an entry, click in the relevant cell(s), then delete and type.
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15.5 Registering the MXM with Novell
Directory Services (NDS)

The MXM is compatible with Novell NDS® scalable LDAP directory services. The
NDS sets up directories in schemas and hierarchies.

NDS hierarchies are made up of sublevels called classes. Each class is made up of
uniquely named objects.
We recommend that you register your MXM and its registered users either during

NDS installation or while the MXM is shut down. You must expand its schema by
creating a new class titled “MXMNode” and then create new attributes for the MXM

with specific names.

This section provides the required configuration information, exact attribute names,
and values for registering the MXM and its users in an NDS LDAP Server. Follow the
series of procedures.
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Creating MIXM Attributes
First, you have to add specific attributes, or characteristics, for MXM objects.
» To create MXM attributes

Run the NDS management application.

In the Object menu, click Schema Manager.

In the Schema Manager, click Attributes.

Schema Manager [ND5-TREE] E

Classes Aﬂributesl

Aftributes (3343
L

Account Balance

Aliased Object Mame
Wllow Unlimited Credit Create...

AuditA Encryption Key

AuditB Encryption Key elete. |
Audit: Contents

Audit: Current Encryption Key
Audit:File Link

Audit:Link List

Audit:Path

AuditPolicy

Audit Type

Authority Revacation
AuxClass Object Class Backup
Auxiliary Class Flag

Back Link

Bindery Object Restriction
Bindery Praperty

. o -
Hitied Raoctrictinn | awval

Close | Help |

Schema Manager

4 To make a new attribute, click Create. The Create Attribute wizard
appears.

5 Inthe Attribute Name box, type the exact name of the attribute and click
Next.
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Create Attribute E

Enter the name of the new attribute.

Attribute name:
prMIPAddress
ASN1 ID:

To continue, click Next.

<Eack| Mext = | Cancel | ] | Help |

Entering Attribute Name

6 Inthe Syntax List, select a value that describes the way that item may be
written or requested in the directory service. For working with the MXM,
select Case Ignore String and click Next.

Create Attribute E
Select the syntax for the new attribute.
Novell
Syntax
|Case Ignore String Ll

To continue, click Next.

Cancel | Eiriet | Help |

= Back |

Selecting a Syntax
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7 Asflags, select Single valued and Public read. Click Next.

Create Attribute E

Setthe flags for the new attribute.

Novell

v Single valued [~ Perreplica

[~ Synchronize immediately | Sized

Er=T |
Upper |

§ i [ Wirite managed

To continue, click Next.

= Back | Mext = I Cancel | ] | Help |

Selecting Flags

8 Click Next until the last page of the wizard, keeping the default values for
the new attribute. In the last page, click Finish.

9 Repeat steps 3 - 8, setting identical properties as specified, for the
following attribute names.

MXMIPAddress MXMBChannelNum2 |[MXMRestricted56k
MXMTelephonyStateD |MXMBChannelNumg3g |[MXMVideoSupport
escription

MXMUserType MXMBChannelNumg4 |MXMAudioSupport
MXMNotes MXMBChannelNum5s (MXMInCall

MXMBChannelNumi1i |[MXMBChannelNum6
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Creating the MXMNode Class

You must now create an MXMNode class based on the default super class named
User. Attribute flags and rules will be inherited from the super class.

CAUTION Do not make changes to the NDS default schemas.
Otherwise, the LDAP functions of the MXM may be affected.

» To create the MXMNode class

1 In the Object menu, click Schema Manager. Click Create to open the
Create Class wizard.

2 Inthe Class Name box, type MXMNode as the exact name of the class
and click Next.

Create Class E

Enter the name of the new class.

Class name:
prmode]

ASN1 ID;

To continue, click Next.

<Eack| Mext = | Cancel | ] | Help |

Entering Class Name

3 Asthe Class flag, select Effective Class (for creating instances from this
class) and then click Next.
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Create Class E

Setthe class flags for the class.

& Effective Class
 Mon-Effective Class
 Auilary Class

[ Container Class

To continue, click Next.

Cancel | Eiriet | Help |

Selecting Class Flag

4 From the Available Classes list, choose User as the existing class from
which the new class will inherit attributes. Click Next.

Create Class E

Selectthe class or classes the new class inherits from.

Novell

Available classes: Inherit from:
& Printer | i
Frofile
#h Glueue

Auxiliary classes do not require inheritance. hMultiple class inheritance is
permitted, but not generally suggested.

To continue, click Next.

= Back | Mext = | Cancel | ] | Help |

Inheriting Attributes from Existing Classes
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5 Inthe Available Attributes list, do not add mandatory attribute(s) for
the new class. By default, the class already includes the attributes CN,
Object Class and Surname. Click Next.

Create Class E

Select the mandatory attributes for the class.

Available attributes: Add these attributes:
ame o T

AuditA Encryption Key CObject Class
AuditB Encryption Key Surname

Audit: Contents

Audit: Current Encryption Key
Audit:Link List

Audit:Path

AuditPolicy

Audit Type

AuxClass Object Class Backup
Auxiliary Class Flag

Bindery Object Restriction
Bindery Restriction Level
Bindery Type

o

[+ 1+

To continue, click Next.

= Back | Cancel | ] | Help |

Selecting Mandatory Attributes

6 Choose optional attribute(s) for the new class. From the Available
Attributes list, choose all the attributes that you created earlier in this
procedure (named MXM...). Click Next.
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Create Class B
Select the optional attributes for the class.
Novell
Available atiributes: Add these aftributes:
ersion L= xMAudioSupport =
olurne o HMBChannelNumi
olume Space Restrictions HMBChannelMum?2
WANMAN:Cost HMBChannelMum3
VANMARN:Default Cost HMBChannelMum4
VANMARLAN Area Membership HMBChannelNums
WANMARIAN Policy HMBChannelMume
[An!ﬁh_lng] HMIPAddress
[Mathing] HMInCall
associatedMame HMMotes
attribute Certificate MR estricted 56k
authorityRevocationList “MTelephoryStateDescription
cACerificate _| MU serType
cerificateRevocationList HhvideoSuppart
crossCertificatePair - businessCategory -
To continue, click Mext.
= Back | Mt = | Cancel | Eiriet | Help |

Selecting the Optional Attributes

7 For the naming attributes, click Next without adding more attributes. For
the Container Classes, click Finish without adding more classes.

8 Restart the server and then run the NDS management application again.
Creating an MXM Container

A separate container on the NDS Services tree keeps the MXMNode objects apart
from the other NDS objects.

» To create a separate MXM container

1 Select the organization or organizational unit to which you want to place
the MXMNode class and its objects.

Right-click, point to New and then click Organizational Unit.

Type MXM as the Organization Unit's name and click OK.

2B nhy warld
El-551 The Metwork
-5 MDS-TREEMCan

Movell Directory Services
& NDS-TREE

New MXM Container on Tree
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Setting Up the LDAP Group Object Configuration

The LDAP Group contains the class and attribute mappings and security policies for
one or more LDAP servers. If you plan to use the same configuration on more than
one LDAP server, it’s easier to set up one LDAP Group object and assign it to each
LDAP server in the LDAP Group Server List Properties.

» To set up the LDAP Group Object configuration

1 Inthe container that holds the NetWare Server object, double-click LDAP
Group.

2 Inthe LDAP Properties General tab, select Allow Clear Text
Passwords. This option enables the exchange of passwords over
nonencrypted connections, and is required for the MXM'’s normal
operation with the NDS Service.

Properties of LDAP Group - RD-ORENS_ND5-NDS

General |Server List | Attribute Map | Class Map | NDS Rights + | Other | Rights to Files and Folders |
LDAP Group General

Referral Option

" Traverse if found no referrals

" Always refar Default Referral:

Iv Allow Clear Text Passwards

Proxy Username: ﬂ

Ok | Cancel | Anply | Help

LDAP Group General Properties Setting for MXM

3 Click the Attribute Map tab, where you will map the NDS schema names
of the new MXM attributes (created in the section, “Creating MXM
Attributes” on page 290) to corresponding LDAP names.
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4 Click Add. In the Attribute Mapping dialog box, choose a new MXM
attribute from the NDS Attribute list. Enter that same name into the
LDAP Attribute box and click OK.

Repeat this step for all new MXM attributes.

Attribute Mapping E
LDAP Aftribute MDS Attribute

[MxMIPAddress

ok |

Mapping the MXM Attributes to LDAP Attributes

The new MXM attributes are now part of the LDAP Group configuration.

Properties of LDAP Group - RD-ORENS_MDS5-HD5S

General | Server List | Attribute Map Class Map | NDS Rights ~ | Gther | Rights to Files and Folders |
LDAP Group Attribute Map

LDAP Aftributes MNDS Attributes
Up |
|dapServerList LDAF Server List ;I
|dapaAttributeMap LDAP Aftribute Map w11 B |
ldapC| LDAP Class Map vl
|dapallowClearTexPassword LDAP Allow Clear Text Passward
ldapAnonymousldentity LDAP Anonymous [dentity
ldapServerDM LDAP Server
|dapkeyhiaterialMame LDAP keyiaterialMame
|ldapSearchReferralllsage LDAP: searchRefarralJsage
MxhyvideoSupport MxhyvideoSupport
MxMTelephonyStateDescription MxMTelephonyStateDescription
MxMUserType MxMUserType
MR estricted 56k MR estricted 56k
hxMMotes hxMMotes
MxMIPAddress MxMIPAddress
MxMInCall MxMInCall
hixMBEChannalMume hixMBEChannalMume Add
MxMBChannelNums MxMBChannelNums
MxMBChannelNum4 MxMBChannelNum4 Delete |
MxMBChannelNum3 MxMBChannelNum3
MxMBChannelMum?2 MxMBChannelMum?2 Madify |

MxMBChannelMum1 MxMBChannelMum1
QK | Cancel | Apply | Help |
Mapped MXM Attributes

5 Click OK and restart the server and then run the NDS management

application again.
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Adding a Trustee for the MXNNode Container

To use the MXMNode container, you have to set up a user with rights for creating
and updating objects in the container. Other than the administrator with Super User
privileges, who has full rights on the whole NDS Service tree, it is recommended to
designate an MXM user as a Trustee, who has rights for creating and deleting
objects in the MXMNode container.

» To add a trustee for the MXMNode container

1

Right-click the MXMNode organizational unit, point to Trustees of this
object and then click Add Trustees.

Browse the NDS tree to find the MXM user that will be the trustee and click
OK.

For this user’s Entry Rights and Attribute Rights, select Create and
Delete (if you want, you can select additional rights).

Click OK.
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Setting Up the LDAP Configuration in the MXM
Administrator

Finally, you have to set up the LDAP Server configuration for the MXM in the MXM
Administrator.

» To set up the LDAP Configuration of the MXM

E 1 Inthe MXM Administrator, click the LDAP Servers View button.
—
Server Host Refresh. . .
o Server Name Host Address Port Connecti Default Directory Domain User Password
on
LS L1 Default_ILS_Server 389 a o=Microsoft ohjectClass=RTPerso
Exchange Exchange Defautt_Exchange_Serv | 389 o cr=hKM cn=recipients ou=Defaut Defaut_Domain Default_User | 2=
MDE MNDE Detault_NDE_Server | 389 a ou=h1xh o=Ycon Default_User i
Win2000 W2k Default_\W2K_Server | 389 a ou=Organization_Unit de=Default_ Default_Lzer, HAREEREL
LS ILs2 Defalt_ILS2 389 o o=Mictosoft ohjectClass=RTPerso
LS IL=3 Defaut_ILS3 389 a o=Mictosoft ohjectClass=RTPerso
Exchange Exchange2 Defautt_ExchangeServe | 389 a cn=MXM cr=recipients,ou=Defaut Default_Domsin |Default_User HAREEREL
Win2000 W2 Detautt 2K _Server_2 | 389 o ou=Crganization_Unit de=Detaut_ Defautt_Lser, FRREERED
Site Server | Site Server ILS Se Default_Site_Server_|LS 1002 a objectClass=RTPerson
IPlanet Iplanets Server | Default_IPLAMET _SERY | 389 a ou=tefault_organization de=Defau
MNetscape Metscape 4 Defautt_NETSCAPE_SER 389 a ou=defautt_organization o=compa
Site Server | Site Server ILS Se Default_Site_Server LS 1002 a objectClass=RTPerson
Site Server | Site Server ILS Se Defautt_Site_Server_ILS 1002 i} objectClass=RTPerson
IPlanet OpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,de=yeon,do=com Manager do= HAREEREL
IPlanet CpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=vcon,do=com Manager do= HAREEREL
IPlanet OpenLdap Server Default_OPEM_LDAP_SE 389 o ou=vcon,do=vcon,do=com Manager o= e
Wik Server DCTS Server  Default_OPEN_LDAP_SE 389 a =vCon,do=com Manager do= HAREEREL
IPlanet ADAM Server!  Defautt _OPEN_LDAP_SE| 389 a ou=vcon,de=my-domain,dc=com Manager dc= HAREEREL
IPlanet ADAM Server?  Defaut_OPEN_LDAP_SE 389 o ou=vcon,do=my-domain do=com Manager o= e
IPlanet ADAM Server3  Defautt_OPEN_LD&P_SE| 389 a au=rcon,do=my-domain,do=com Manager do= HAREERES
LDAP Servers View
2 Make sure that the following information appears in the table:

Host address - Exact host name or IP address of the LDAP server.
Port- 389

Refresh Connection Interval - number of seconds. This value must be
greater than o (“0” indicates that there is no connection with the
LDAP server). The recommended value is 30 (seconds).

Default Directory - Path as created in NDS Tree, reflecting the
assigned organization (“0”) and organizational unit (“ou”). For
example, “ou=MXM, o=vcon”.

Domain - keep this space blank.

User - Valid user in the Exchange Server domain, with access rights to
its MXM default directory. For example, “su, ou=MXM, o=vcon.”

Password - Password as defined in the NDS.

To edit an entry, click in the relevant cell(s), then delete and type.
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15.6 Registering the MXM with Site Server ILS
on Windows 2000

Site Server ILS on Windows 2000 is a service used for publishing H.323
videoconferencing and telephony users and IP multicast conferences on the
network. Site Server ILS may be installed during Microsoft Windows 2000 Server
setup.

When registering the MXM with Site Server ILS and subsequent listing of users, Site
Server ILS’ default configuration is suitable.

Setting Up the LDAP Configuration in the MXM
Administrator

After registering with Site Server ILS, you have to set up the LDAP Server
configuration for the MXM in the MXM Administrator.

» To set up the LDAP Configuration of the MXM

— 1 Inthe MXM Administrator, click the LDAP Servers View button.

5,
Refresh
Server Host q A A
Type Server Name| Host Address Port COI;III]eC(I Default Directory Domain User | Password
LS L1 Detault_ILS_Server 389 a o=Mictosoft ohjectClass=RTPerso
Exchange Exchange Defautt_Exchange_Serv| 389 a cr=hXM cn=recipients,ou=Defaut Default_Domsin |Default_User HAREEREL
MD= NDS Detautt_MDS_Server | 389 o ou=hKM o="con Defautt_User FrREERL
Win2000 2K Default_\W2K_Server | 389 a ou=Crganization_Unit de=Detault_ Default_Lser, HAREEREL
LS IL=2 Default_ILS2 389 a o=Microsoft ohjectClass=RTPerso
LS ILS3 Defalt_ILS3 389 o o=Mictosoft ohjectClass=RTPerso
Exchange Exchange2  Default_ExchangeServe 389 o cn=MxM cn=recipients ou=Default Default_Domain Defaut_User AAREARER
Win2000 VK2 Detautt W2k _Server_2 | 389 a ou=Organization_Unit de=Detault_ Default_Lser, HAREEREL
Site Server  Site Server ILS Se Defaut_Sike_Server LS 1002 a objectClass=RTPerson
IPlanet Iplanets Server  Default IPLANMET_SERY 389 a ou=default_organization do=Defau
Metscape MNetscape 4 Defautt_NETSCAPE_SER 389 o ou=default_organization o=compa
Site Server  Site Server ILS Se Default_Site_Server LS 1002 a objectClass=RTPerzon
Site Server | Site Server ILS Se Default_Site_Server_|LS 1002 a objectClass=RTPerson
IPlanet OpenLdap Server | Defaut_OPEM_LDAP_SE 389 o ou=tvcon,de=veon,do=com Manager de= FRREERED
IPlanet CpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=vcon,do=com Manager do= HAREEREL
IPlanet OpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=veon,do=com Manager do= HAREEREL
Wik Server DCTS Server  Default_OPEN_LDAP_SE 389 a ou=vcon,de=yeon,do=com Manager do= HAREEREL
IPlanet ADAM Serverl  Defautt _OPEM_LD&P_SE| 389 a ou=vcon,de=my-domain,dc=com Manager do= HAREEREL
IPlanet ADAM Server?  Defaut_OPEN_LDAP_SE 389 o ou=vcon,do=my-domain do=com Manager do= rAarRen
IPlanet ADAM Server3  Defautt_OPEN_LD&P_SE| 389 a au=rcon,do=my-domain,do=com Manager do= HAREERES

LDAP Servers View
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2

Make sure that the following information appears in the table:

Host address - Exact host name or IP address of the LDAP server.
Port- 1002

Refresh Connection Interval - number of seconds. This value must be
greater than o (“0” indicates that there is no connection with the
LDAP server). The recommended value is 30 (seconds).

Default Directory - Path as created in the Site Server directory tree,
reflecting the assigned object class. For example,
“objectClass=RTPerson”.

Domain, User, Password - keep these spaces blank.

To edit an entry, click in the relevant cell(s), then delete and type.
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Emblaze-VCON MXM Administrator’s Guide



15 Registering with LDAP Directories

15.7 Registering the MIXM with Netscape
Directory Server

Netscape Directory Server provides an embeddable, extensible directory for users of

a company's extranet or e-commerce site.

This section provides the required configuration information, exact attribute names,
and values for registering the MXM and its users in a Netscape Directory Server.
Follow the procedure below (for more details about setting up Organizational Units,
see the Netscape Directory Server user documentation).

» To set up the MXM'’s configuration in the Netscape
Directory Server

1 Run the Netscape Console.

M. Console M=

Console  Edit  Wiew Ohject  Help

| Defaut Wiew

[d Directory Server (rhd-orensrv)

n.col

trc-orensry veon.cod Server hame: Directory Server (rnc-orensty)

Description:
Installation Date:  December 3, 2001 11:12:32 A GMT
Server Root:  ChbetscapeiServerd
Procuct Mame:  Metscape Directory Server
“endor:  Metzcape Communications Corp.
Wersion: 413
Builel Mumker: - 01.023.0000

Revision:

Security Level  domestic
Server Status:  Started
Port: 383

Netscape Console

Emblaze-VCON MXM Administrator’s Guide 303



15 Registering with LDAP Directories

2 From the folder tree in the left pane of the console, open the Directory
Server.

Conzole  Edit  “iew  Ohject Help

|
Directory Server 4.1

Tasks | Configuration DIFectory | stah s

E tmg-orensry .voon.co il 359
=[] veon.coll

@ Directory Administrators
; {gl Groups

23] People

-] MetscapeRoot
- Idlbm

----- @ schema
-] config

Netscape Directory Server

3 Inthe Directory Server, expand the tree.
Create a new Organizational Unit (for example, companyname.co.il).

5 Set access permissions for one user that has full read-write privileges for
the LDAP configuration.

6 Add the organization’s users under the Organizational Unit. Create
relevant branches in accordance to your organization’s departmental
structure or other organizational criteria.

304 Emblaze-VCON MXM Administrator’s Guide



15 Registering with LDAP Directories

Setting Up the LDAP Configuration in the MXM
Administrator

After registering with the Netscape Directory Server, you have to set up the LDAP
Server configuration for the MXM in the MXM Administrator.

» To set up the LDAP Configuration of the MXM

—

1 Inthe MXM Administrator, click the LDAP Servers View button.

=,
e Host Refresh. . ]
o Server Name Host Address Port Connecti Default Directory Domain User Password
on
LS L1 Default_ILS_Server 389 a o=Microsoft ohjectClass=RTPerso
Exchange Exchange Defautt_Exchange_Serv | 389 o cr=hKM cn=recipients ou=Defaut Defaut_Domain Default_User | 2=
MDE MNDE Detault_NDE_Server | 389 a ou=h1xh o=Ycon Default_User i
Win2000 W2k Default_\W2K_Server | 389 a ou=Organization_Unit de=Default_ Default_Lzer, HAREEREL
LS ILs2 Defalt_ILS2 389 o o=Mictosoft ohjectClass=RTPerso
LS IL=3 Defaut_ILS3 389 a o=Mictosoft ohjectClass=RTPerso
Exchange Exchange2 Defautt_ExchangeServe | 389 a cn=MXM cr=recipients,ou=Defaut Default_Domsin |Default_User HAREEREL
Win2000 W2 Detautt 2K _Server_2 | 389 o ou=Crganization_Unit de=Detaut_ Defautt_Lser, FRREERED
Site Server | Site Server ILS Se Default_Site_Server_|LS 1002 a objectClass=RTPerson
IPlanet Iplanets Server | Default_IPLAMET _SERY | 389 a ou=tefault_organization de=Defau
MNetscape Metscape 4 Defautt_NETSCAPE_SER 389 a ou=defautt_organization o=compa
Site Server | Site Server ILS Se Default_Site_Server LS 1002 a objectClass=RTPerson
Site Server | Site Server ILS Se Defautt_Site_Server_ILS 1002 i} objectClass=RTPerson
IPlanet OpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,de=yeon,do=com Manager do= HAREEREL
IPlanet CpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=vcon,do=com Manager do= HAREEREL
IPlanet OpenLdap Server Default_OPEM_LDAP_SE 389 o ou=vcon,do=vcon,do=com Manager o= e
Wik Server DCTS Server  Default_OPEN_LDAP_SE 389 a ou=vcon,de=yeon,do=com Manager do= HAREEREL
IPlanet ADAM Server!  Defautt _OPEN_LDAP_SE| 389 a ou=vcon,de=my-domain,dc=com Manager dc= HAREEREL
IPlanet ADAM Server?  Defaut_OPEN_LDAP_SE 389 o ou=vcon,do=my-domain do=com Manager o= e
IPlanet ADAM Server3  Defautt_OPEN_LD&P_SE| 389 a au=rcon,do=my-domain,do=com Manager do= HAREERES
LDAP Servers View

Make sure that the following information appears in the table:

Port- 389

Host address - Exact host name or IP address of the LDAP server.

Refresh Connection Interval - number of seconds. This value must be

greater than o (“0” indicates that there is no connection with the
LDAP server). The recommended value is 30 (seconds).

Default Directory - Path as created in Network Directory Server,

reflecting the assigned organization (“0”) and organizational unit
(“ou”). For example, “ou=MXM, o=yourcompany.com”.

Domain, User, Password - keep these spaces blank.

To edit an entry, click in the relevant cell(s), then delete and type.
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15.8 Registering the MXM with Sun ONE
Directory Server

Sun ONE Directory Server (also known as iPlanet) is a scalable distributed directory
server for running an enterprise-wide directory containing lists of people and
resources. Administrators can manage a single user-repository for their
organization that can be used by multiple applications to both authenticate and
retrieve stored information for users such as access levels and user profiles.

This section provides the required configuration information and values for
registering the MXM and its users in a Sun ONE Directory Server. Follow the
procedure below.

Generating a Database of MIXM Users in the
Directory Server

The MXM uses Sun ONE's default schema (RFC 2256 - A Summary of the
X.500(96) User Schema for use with LDAPv3) user presentation to create end point

entries for MXM users on the Sun ONE directory server. It is not required to extend
the schema. MXM end points are created using the inetorgperson object class.

» To generate a user database in the Sun ONE Directory
Server

1 Inthe Sun ONE manager console, open an organizational container for the
MXM entries.

Opening a New Organizational Container
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In the previous example, an Organizational Unit Container named
MXMUsers was added under VCON (de=vecon,dc=com).

To work with the newly created container, assign Full Edit rights for the
container to any Sun ONE User.

It is recommended to create a special user for binding the MXM into the
Sun ONE Directory Server. This user’s information is required for your
MXM'’s registered end points to access the Sun ONE server.

Setting Up the LDAP Configuration in the MXM
Administrator

After registering with the Sun ONE Directory Server, you have to set up the LDAP
Server configuration for the MXM in the MXM Administrator.

» To set up the LDAP Configuration of the MXM

E 1 Inthe MXM Administrator, click the LDAP Servers View button.
—
Refresh
Server Host q A A
Type Server Name Host Address Port COI;III]eC(I Default Directory Domain User Password
LS L1 Detault_ILS_Server 389 a o=Mictosoft ohjectClass=RTPerso
Exchange Exchange Defautt_Exchange_Serv| 389 a cr=hXM cn=recipients,ou=Defaut Default_Domsin |Default_User HAREEREL
MD= NDS Detautt_MDS_Server | 389 o ou=hKM o="con Defautt_User | st
Win2000 W2k Default_\W2K_Server | 389 o ou=Organization_nit de=Detautt_ Default_Uzer, s
LS IL=2 Default_ILS2 389 a o=Microsoft ohjectClass=RTPerso
LS ILS3 Defalt_ILS3 389 o o=Mictosoft ohjectClass=RTPerso
Exchange Exchange2  Default_ExchangeServe 389 o cn=MxM cn=recipients ou=Default Default_Domain Defaut_User AAREARER
Win2000 VK2 Detautt W2k _Server_2 | 389 a ou=Organization_Unit de=Detault_ Default_Lser, HAREEREL
Site Server  Site Server ILS Se Defaut_Sike_Server LS 1002 a objectClass=RTPerson
IPlanet Iplanets Server  Default IPLANMET_SERY 389 a ou=default_organization do=Defau
Metscape MNetscape 4 Defautt_NETSCAPE_SER 389 o ou=default_organization o=compa
Site Server  Site Server ILS Se Default_Site_Server LS 1002 a objectClass=RTPerzon
Site Server | Site Server ILS Se Default_Site_Server_|LS 1002 a objectClass=RTPerson
IPlanet OpenLdap Server | Defaut_OPEM_LDAP_SE 389 o ou=tvcon,de=veon,do=com Manager de= FRREERED
IPlanet CpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=vcon,do=com Manager do= HAREEREL
IPlanet OpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=veon,do=com Manager do= HAREEREL
Wik Server DCTS Server  Default_OPEN_LDAP_SE 389 a ou=vcon,de=yeon,do=com Manager do= HAREEREL
IPlanet ADAM Serverl  Defautt _OPEM_LD&P_SE| 389 a ou=vcon,de=my-domain,dc=com Manager do= HAREEREL
IPlanet ADAM Server?  Defaut_OPEN_LDAP_SE 389 o ou=vcon,do=my-domain do=com Manager o= e
IPlanet ADAM Server3  Defautt_OPEN_LD&P_SE| 389 a au=rcon,do=my-domain,do=com Manager do= HAREERES
LDAP Servers View

Make sure that the following information appears in the table (Sun ONE’s
entry may appear as iPlanet):

— Host address - Exact host name or IP address of the LDAP server.

— Port - usually 389

— Refresh Connection Interval - number of seconds. This value must be
greater than o (“0” indicates that there is no connection with the
LDAP server).
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— Default Directory - the entrydn attribute of the Organizational Unit
Container created in the Directory Server, reflecting the organizational
unit (“ou”) and domain name (“dc”). For example,
“ou=mxmusers,dc=vcon,dc=com”.

— Domain - keep this space blank.

— User - the entrydn attribute of the MXM User with Full Edit rights, as
defined in the Directory Server.

— Password - Password of the MXM User with Full Edit rights, as
defined in the Directory Server.

To edit an entry, click in the relevant cell(s), then delete and type.
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15.9 Registering the MXM with OpenLDAP
Directory Server

OpenLDAP® s an open source implementation of LDAP. If your organization does
not currently employ an LDAP server, we recommend installing the OpenLDAP
stand-alone LDAP server (slapd) from the MXM Setup CD-ROM. For
documentation about the OpenLDAP server, see http://www.openldap.org.

The MXM uses OpenLDAP’s default schema (RFC 2256 - A Summary of the
X.500(96) User Schema for use with LDAPv3) user presentation to create end point
entries for MXM users on an OpenLDAP directory server. It is not required to
extend the schema.

Setting Up the LDAP Configuration in the MXM
Administrator

After registering with the OpenLDAP Directory Server, you have to set up the LDAP
Server configuration for the MXM in the MXM Administrator.

» To set up the LDAP Configuration of the MXM

— 1 Inthe MXM Administrator, click the LDAP Servers View button.

=,
Refresh
Server Host q A A
Type Server Name| Host Address Port COI;III]eC(I Default Directory Domain User | Password
LS L1 Detault_ILS_Server 389 a o=Mictosoft ohjectClass=RTPerso
Exchange Exchange Defautt_Exchange_Serv| 389 a cr=hXM cn=recipients,ou=Defaut Default_Domsin |Default_User HAREEREL
MD= NDS Detautt_MDS_Server | 389 o ou=hKM o="con Defautt_User | st
Win2000 2K Default_\W2K_Server | 389 a ou=Crganization_Unit de=Detault_ Default_Lser, HAREEREL
LS IL=2 Default_ILS2 389 a o=Microsoft ohjectClass=RTPerso
LS ILS3 Defalt_ILS3 389 o o=Mictosoft ohjectClass=RTPerso
Exchange Exchange2  Default_ExchangeServe 389 o cn=MxM cn=recipients ou=Default Default_Domain Defaut_User AAREARER
Win2000 W2H-2 Defautt_WVW2H_Server 2 309 o ou=Organization_Lnit de=Detautt_ Default_User, s
Site Server  Site Server ILS Se Defaut_Sike_Server LS 1002 a objectClass=RTPerson
IPlanet Iplanets Server  Default IPLANMET_SERY 389 a ou=default_organization do=Defau
Metscape MNetscape 4 Defautt_NETSCAPE_SER 389 o ou=default_organization o=compa
Site Server  Site Server ILS Se Default_Site_Server LS 1002 a objectClass=RTPerzon
Site Server | Site Server ILS Se Default_Site_Server_|LS 1002 a objectClass=RTPerson
IPlanet OpenLdap Server | Defaut_OPEM_LDAP_SE 389 o ou=tvcon,de=veon,do=com Manager de= FRREERED
IPlanet CpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=vcon,do=com Manager do= HAREEREL
IPlanet OpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=veon,do=com Manager do= HAREEREL
Wik Server DCTS Server  Default_OPEN_LDAP_SE 389 a ou=vcon,de=yeon,do=com Manager do= HAREEREL
IPlanet ADAM Serverl  Defautt _OPEM_LD&P_SE| 389 a ou=vcon,de=my-domain,dc=com Manager do= HAREEREL
IPlanet ADAM Server?  Defaut_OPEN_LDAP_SE 389 o ou=vcon,do=my-domain do=com Manager o= e
IPlanet ADAM Server3  Defautt_OPEN_LD&P_SE| 389 a au=rcon,do=my-domain,do=com Manager do= HAREERES
LDAP Servers View

2 Make sure that the following information appears in the table:

— Host address - Exact host name or IP address of the LDAP server.
— Port - usually 389
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— Refresh Connection Interval - number of seconds. This value must be
greater than o (“0” indicates that there is no connection with the
LDAP server).

— Default Directory - Path as created in the OpenLDAP Directory Server,
reflecting the organizational unit (“ou”) and domain name (“dc”). For
example, “ou=mxmusers,dc=vcon,dc=com”.

— Domain - keep this space blank.

— User - the name of the Manager (the MXM Administrator), as defined
in the Directory Server.

The OpenLDAP installation program predefines a Super User with full edit
rights named Manager. You do not need to change this parameter unless
you want this user to be someone else.

— Password - Password of the Manager, as defined in the OpenLDAP
installation. This password is secret.

To edit an entry, click in the relevant cell(s), then delete and type.

310
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15.10Registering the MXM with ADAM Server

Microsoft’s Active Directory® Application Mode (ADAM) is a Lightweight Directory
Access Protocol (LDAP) directory service that runs on Microsoft Windows
Server™ 2003

ADAM runs as a hon-operating-system service, and, as such, it does not require
deployment on a domain controller. Running as a non-operating-system service
means that multiple instances of ADAM can run concurrently on a single server, and
each instance can be configured independently.

The MXM uses the X.500(96) User schema (RFC 2256 - A Summary of the
X.500(96) User Schema for use with LDAPv3) to create end point entries for MXM
users on the ADAM server. Extending the schema is required because ADAM does
not include RFC 2256 in its default schema. LDIF (Lightweight Directory
Interchange Format) files for RFC 2256 provide definitions for the user classes
which are imported during the setup of the ADAM Server.

» To import the user classes supplied with ADAM

1 Open an ADAM tools command prompt. In the Windows Desktop, click
Start, point to All Programs and ADAM, and then click ADAM Tools
Command Prompt.

2 Atthe command prompt, type:

1difde -i -f filename -s computername:port [-b username domain
password] -k -j . -¢ "CN=Schema,CN=Configuration,DC=X"
#schemaNamingContext
filename Represents the name of one of the .Idf files that is
supplied with ADAM.

It is recommended to import ms-User.ldf and
ms-InetOrgPerson.ldf.

computername Represents the computer name and port number of an

:port ADAM instance.

username Represents the account with which to run the command.
domain

password

The following table contains the parameters in step 2 and other commonly
used Idifde parameters. For more information about Idifde parameters,
type 1difde /? at a command prompt.
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-i Perform an import.

-f File to import or export.

-s Host name and port of the ADAM instance.

-b Security credentials to use during the operation.

-k Continue the operation in the event of errors.

-j Create a log file in the specified directory. In this case,

the current (".") directory.

-¢c "CN=Schema,CN=Configuration,DC=X"
#schemaNamingContext

Do not modify this string.

The -c parameter replaces a specified string in the .Idf
file with a different string during import. The
distinguished name that is specified in the .1df file (for
example, CN=Schema,CN=Configuration,DC=X) is
replaced with the distinguished name of the schema
directory partition for your particular ADAM instance, as
passed by the #schemaNamingContext constant.

ADAM includes three .1df files containing user classes that you can import. These
files are ms-User.ldf, ms-InetOrgPerson.ldf, and ms-UserProxy.ldf, and they are
located in the %windir%\adam directory.

As an alternative to using Ildifde, you can import the optional ADAM user classes
during ADAM setup. For more information, see the ADAM Server online help.

If you do not specify user credentials using the -b parameter, ldifde uses the
credentials of the currently logged-on user.

Generating a Database of MXM Users in the
Directory Server

MXM users are created using the inetorgperson object class.

» To generate a user database in the ADAM Server

1 Inthe ADAM Server management console, open an organizational
container for the MXM entries.

2 To work with the newly created container, assign Full Edit rights for the
container to any ADAM User.
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Setting Up the LDAP Configuration in the MXM
Administrator

After registering with the ADAM Server, you have to set up the LDAP Server

configuration for the MXM in the MXM Administrator.

» To set up the LDAP Configuration of the MXM

= 1 Inthe MXM Administrator, click the LDAP Servers View button.
—h
Server Host Refresh_ . .
Type Server Name Host Address Port Connecti Default Directory Domain User Password
on
LS L1 Detault_ILS_Server 389 a o=Mictosoft ohjectClass=RTPerso
Exchange Exchange Defautt_Exchange_Serv| 389 a cr=hXM cn=recipients,ou=Defaut Default_Domsin |Default_User HAREEREL
MD= NDS Detautt_MDS_Server | 389 o ou=hKM o="con Defautt_User | st
Win2000 2K Default_\W2K_Server | 389 a ou=Crganization_Unit de=Detault_ Default_Lser, HAREEREL
LS IL=2 Default_ILS2 389 a o=Microsoft ohjectClass=RTPerso
LS ILS3 Defalt_ILS3 389 o o=Mictosoft ohjectClass=RTPerso
Exchange Exchange2 Defautt_ExchangeServe | 389 a cr=hXM cn=recipients,ou=Defaut Default_Domsin |Default_User HAREEREL
Win2000 VK2 Detautt W2k _Server_2 | 389 a ou=Organization_Unit de=Detault_ Default_Lser, HAREEREL
Site Server  Site Server ILS Se Defaut_Sike_Server LS 1002 a objectClass=RTPerson
IPlanet Iplanets Server  Default IPLANMET_SERY 389 a ou=default_organization do=Defau
Metscape MNetscape 4 Defautt_NETSCAPE_SER 389 o ou=default_organization o=compa
Site Server  Site Server ILS Se Default_Site_Server LS 1002 a objectClass=RTPerzon
Site Server | Site Server ILS Se Default_Site_Server_|LS 1002 a objectClass=RTPerson
IPlanet OpenLdap Server | Defaut_OPEM_LDAP_SE 389 o ou=tvcon,de=veon,do=com Manager de= FRREERED
IPlanet CpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=vcon,do=com Manager do= HAREEREL
IPlanet OpenLdap Server | Default_OPEM_LDAP_SE 383 a ou=vcon,do=veon,do=com Manager do= HAREEREL
Wik Server DCTS Server  Default_OPEN_LDAP_SE 389 a ou=vcon,de=yeon,do=com Manager do= HAREEREL
IPlanet ADAM Serverl  Defautt _OPEM_LD&P_SE| 389 a ou=vcon,de=my-domain,dc=com Manager do= HAREEREL
IPlanet ADAM Server?  Defaut_OPEN_LDAP_SE 389 o ou=vcon,do=my-domain do=com Manager o= e
IPlanet ADAM Server3  Defautt_OPEN_LD&P_SE| 389 a au=rcon,do=my-domain,do=com Manager do= HAREERES
LDAP Servers View
2 Make sure that the following information appears in the table:

Host address - Exact host name or IP address of the LDAP server.
Port - usually 389
Refresh Connection Interval - number of seconds. This value must be

greater than o (“0” indicates that there is no connection with the

LDAP server).

Default Directory - the entrydn attribute of the Organizational Unit

Container created in the Directory Server, reflecting the organizational
unit (“ou”) and domain name (“dc”). For example,
“ou=mxmusers,dc=vcon,dc=com”.

Domain - keep this space blank.

User - the entrydn attribute of the MXM User with Full Edit rights, as
defined in the ADAM Server.

Password - Password of the MXM User with Full Edit rights, as
defined in the ADAM Server.

To edit an entry, click in the relevant cell(s), then delete and type.
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16 MANAGING SIP NETWORKS

The Session Initiation Protocol (SIP) is a signaling protocol for Internet
conferencing, telephony, presence, events notification and instant messaging. The
MXM supports management of SIP end points (called User Agents) within its
network, in a similar manner as for H.323 end points.

By employing proxy interfaces (H.323 Gatekeeper for H.323 end points, SIP Proxy
for SIP user agents), the MXM provides similar services to systems of either
protocol. Administrators can initiate calls between two SIP user agents and between
a SIP user agent and an H.323 end point. The MXM provides gateway-like services
when connecting calls between H.323 and SIP networks.

The MXM’s SIP system server combines the roles of an SIP Proxy, SIP Redirect
Server, and SIP Registrar.

16.1 SIP User Agents

SIP user agents are end points, such as SIP phones and Windows XP Messenger
applications, that initiate and receive communication and collaboration over a SIP
network. They can initiate requests (UAC client) and respond to requests (UAS
server). User agents communicate with other user agents directly or through a
server.

For communication between two SIP user agents using Windows XP Messenger , the
MXM supports the following:

® Video conversation ® \oice conversation
® Instant messaging ® Sending file or photo
®  Asking for remote assistance ® Whiteboard

® Application sharing

For communication between a SIP user agent using Windows XP Messenger and an
H.323 end point or other SIP user agent, the MXM supports the following:

® Video conversation ® \/oice conversation
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SIP user agents logged into the MXM may also use the supported telephony
functions by entering the appropriate TUI number before the destination address
(see “Dial Plan” on page 67):

®  Call Pickup and Specific Pickup ® Call Forwarding
® Simplified Gateway Dialing

Additionally, a SIP user agent may also be the recipient of a call transfer or ad-hoc
conference although it cannot initiate these functions.

16.2 SIP Servers

The MXM fulfills a multi-faceted role in managing SIP user agents. Its SIP server
functions interchangably as an SIP Proxy, SIP Redirect Server, and SIP Registrar.
This section discusses each role.

SIP Proxy

The SIP Proxy relays requests from user agents to other servers or user agents
within the network. The SIP Proxy also “forks” requests to several destinations
sequentially or in parallel.

It also retains information for billing/accounting purposes.

The SIP Proxy is represented in the MXM Administrator under the System Servers
branch of the Main View. Its Properties configuration indicates the same types of
information as the local MXM gatekeeper, except that it does not have a zone prefix
assigned to it.

= @ System Servers

¢ |PNewuz Server
= MxM LDAP
5L MM SIP PROXY
L N MXM-GK

SIP Proxy’s Location in the Main View
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SIP Redirect Server

A SIP Redirect Server responds to SIP client requests and either informs them of the
requested server's address or forwards the calls. The forwarding requests can travel
in several hops until they reach the final destination.

To determine user or routing policies, a SIP Redirect server contacts a location
server (in the MXM), thereby providing users with more than one method to locate
users.

SIP Registrar

A SIP Registrar receives login requests from SIP user agents and stores this
information in a location service. The MXM handles the login requests according to
its Security policy, such as Open/Closed mode, and License limits (see “Security
Properties” on page 79). After the login information is stored, the Registrar sends
the appropriate response back to the user agents.

When the SIP Redirect server has to route a SIP request to a user it queries the
location service for the destination’s current location. Using the data received from
the location service, the SIP Redirect server then routes the SIP request (or provides
routing information) to the destination.
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16.3 Logging in New SIP User Agents

If the MXM is in Open Mode for SIP user agents, any user agent that attempts to
register is automatically logged in (see “Security Mode” on page 79).

If the system is in Closed Mode, a SIP user agent must be granted login permission
by an administrator with Super User privileges. During this process, the
administrator must define or confirm the user agent’'s MXM properties, as for H.323
end points (see “Granting Login Permission” on page 28).

Techpub - 172.20.10.205 Properties [MXM) [ %]

Categary Security Mode | Licensel Mon-Registered Devicesl

— Syztem Security Mode
&' Open Mode - Allow automatic addition of:

[V EmblazeCON End Points.

V' Non-EmblazeWCON End Points.
IV MCUs.

™ Neighboring Gatekeepers [Zones).
— [V SIP User Agents.

Cloze Mode - Deny addition until login permission is
explicitly granted.

Select to
automatically log in
SIP user agents.

To view login request statuzes open the Login Status Yiew,

— Unregistered Yersion:

v Allow ersions that are not registered via the software
upgrade to log in.

QK I Cancel | Apply Help

Setting Open Mode for SIP User Agents

318 Emblaze-VCON MXM Administrator’s Guide



16 Managing SIP Networks
16.4 Setting the MXM SIP Advanced Settings

If a SIP user agent and an H.323 end point are engaged in a conversation, the
multimedia information sent by the H.323 end point takes longer to reach the SIP
user agent than the transmission in the opposite direction. To enable the MXM to
synchronize their conversation, the MXM collects all information sent by the H.323
end point and routes it to the SIP user agent before the user agent transmits again.
The period of collecting transmitted data is called the OLC timeout.

» To set the SIP channels’ timeout
1 Inthe Administrator window, right-click the MXM node at the top, point to
Property and H.323 _ SIP, and then click Advanced Settings.

2 If necessary, change the following properties or keep the default values:

Collect OLCs The maximum period that the MXM collects information
Regular transmitted by H.323 devices (except gateways) in order
Timeout to synchronize a SIP-H.323 conversation.

Collect OLCs The maximum period that the MXM collects information
Slow Timeout transmitted by H.323 gateways in order to synchronize a
SIP-H.323 conversation.

Techpub - 10.0.0.176 Properties (MXM) [ %]

Category Zone Settings  Advanced Settings |

Set Capabilities Timeout: = zeconds.
Cloge Channel Timeaut: I‘ID 3: zeconds.

Set SIP channel
timeouts.

Collect OLCs Regular Timeout: |1 3: seconds.

Callect OLCs Slow Timeout: |5 3: zeconds.

Check if device is online every IBDD 3: seconds.

™ Ovenide device keep-alive period.

QK I Cancel | Apply Help

Setting Advanced SIP Settings
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16.5 Registering a Windows XP Messenger

SIP User Agent to the MIXM

To register with the local MXM, a Windows Messenger (in Windows XP) user must
perform the following procedure. The procedure and interface described below are

correct for version 4.7 of Windows Messenger for Windows XP.

» To register into the MXM

1 Inthe Windows XP Messenger application, open the Tools menu and click

Options. Click the Accounts tab.

2 Define the following:

Sign in with Select Communications Service.
this account

Sign-in name Enter a user name using the following syntax:
[alias]@[IP address of SIP Proxy]

The SIP Proxy may be located in the same computer as

the MXM Server.

Options E

Personall Phonel Preferencesl Privacy Accounts | Eonnectionl

Sign in with thiz account first:
" MET Paszpol

Select Communications

N MET Pazzport Account Mot Signed In —
serV|Ce. ..,?I_ [ My contacts jnclude users of NET Messenger Service
Communications Service dccount———————————  Signedln —

3 ¥ | by contacts include users of & communications service
e 3

Enter a user name. —»Sign-in hame: Ilight@1 003213 Advanced... |

Click Advanced to open
the Communications
Service Connection
Configuration dialog box.

oK I Cancel |

Help

Setting Up the Windows XP Messenger Client Account
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3 Click Advanced. In the Communications Service Connection
Configuration dialog box, define the following:

Configure Select this method to configure the user agent system’s
settings connection to a communications service.

Server name or Enter the IP address of the SIP Proxy.

IP address

Connect using Select either TCP or UDP, depending on the network’s
specifications.

Communications Service Connection Configuration

Select Configure Settings.

Select which method should be uzed to configure your connection to a
communications service:
Enter the IP address

% Conf ft
of the SIP Proxy. Configure settings
ey
Server name or IP address: |1 003213

Connect using:
 ICP
& TLS

Select either TCP or UDP. ___| g @ upP

QK I Cancel | Help |

Setting the Communications Service Connection Configuration

4 Click OK in both open dialog boxes to implement the configuration.
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16.6 Dialing Unlisted Users in Windows XP
Messenger

MXM end points (H.323) and SIP user agents other than Windows XP Messenger
are not listed in the Windows XP Messenger address book. To dial these users, you
must enter an MXM directory number (E.164), IP address, or alias in the Windows
XP Messenger manual dialer.

For communication between a Windows XP Messenger and an H.323 end point or
other SIP user agent, the MXM supports the following:

® Video conversation ® \oice conversation

» To dial unlisted users from Windows XP Messenger

1 Inthe Actions menu, click Start a Video (or Voice) Conversation and
then the Other tab.

2 Enter the following information:

Enter e-mail Enter the destination’s e-mail address, MXM directory
address number (E.164) or alias.
Service Make sure that Communications Service is chosen.

- =

. / My Contacts / Other L

Enter the e-mail address of the person you want to contact.

Enter the destination’s Enter e-mail address: _
e-mail address, MXM ——————8 karen e pomplete emal
direCtory number zomeoned@microsoft. com)
(E.164) or alias. Sevice:

j Select the zervice that thiz person

Make sure that / IEommunlcatlons Service e

Communications
Service is chosen.

oK | Cancel

Dialing an Unlisted User
3 Click OK.
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The Emblaze-VCON Cluster Module is available only for licensed users of
the Emblaze-VCON High Availability Option. If you want to add this
option to your MXM-based network, please contact your local Emblaze-
VCON distributor.

The Emblaze-VCON Cluster Module enables your organization’s conferencing
network to stay online, even if the active MXM server goes down. In such a
condition, a standby MXM takes over the MXM functions, continuing to provide
conferencing and management services to logged-in nodes (during a takeover, open
calls disconnect, but users can reconnect the calls within a few seconds).

A cluster configuration comprises two MXMs installed on different physical servers,
one active and one standby, that share the same SQL Server database. The
configuration requires that an IP address be reserved for all servers in the Cluster,
which can be “transferred” to the standby MXM server during a takeover.

During normal operation, the standby MXM server pings the active MXM server at a
defined interval. If the active MXM does not respond, the standby server becomes
the “active MXM”.

This chapter describes how to install and set up a Cluster configuration. The main
stages of the setup are:

Installing SQL Server on an External Server
Installing the MXM Servers
Verifying Correct Installation

Installing the Cluster Application

I I Iy B

Customizing Cluster Operation

This chapter also describes the following operational issues:

Q Takeover Events

@ Shutting Down the Cluster Service
@ Switching the Active MXM

@ Licensing the Cluster MXMs
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Primary MXM manages
the conferencing
network full-time
unless it goes

down, prompting

a takeover by

the secondary MXM.

End points log into
Cluster IP address

. : IP Add d
Primary (active) for Clu:;zf reserve Secondary (standby)
MXM Server MXM Server

172.20.200.201 |.172.20.200.222 i 172.20.200.205

Secondary MXM

pings primary MXM

at regular intervals.

If secondary MXM
receives no response, it
takes over management of
the conferencing network.

External server for
SQL database

Both MXM physical

servers are connected
to this database.

Example of a Cluster Configuration

17.1 Installing SQL Server on an External
Server

Install the SQL Server database on a separate computer from the MXMs. If an SQL
Server database for your conferencing section is already installed, you can skip this
stage.

» To install the MXM database
Insert the MXM Setup CD-ROM in your computer’s CD-ROM drive.
2 If Autorun is enabled, the Installation program appears automatically.

Otherwise, click Start in the Windows taskbar and then click Run. Browse
to the CD-ROM drive and double-click the Setup.exe file. The Installation
program appears.
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3 Select MXM Server.

If SQL Server is not detected on this computer, the Setup program installs
it.

When prompted, restart the computer.

5  After the computer restarts, the MXM Setup Wizard opens. Click Cancel
to stop the MXM installation and exit the Wizard (continuing the Wizard at
this stage installs the MXM Server which is not wanted on this computer).

6 Inthe SQL Server Enterprise Manager, set up an administrator account
with User Name sa and the SQL Server Authentication>Password
MXM#2004 (in UPPER CASE).

SOL Server Login Properties - sa ﬂ

General | Server Holesl Database Accessl

m Mame: za

Authentication

C Windows Suthentication

[romait: j

Security access:

) Grant acoess

) Deny access

& 501 Server Authentication

Password:

Defaults
Specify the default language and databasze for thiz login.

Databaze: I master

|
[

Language: I English

QK I Cancel | Help |

Setting up Login to SQL Server
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17.2 Installing the MXM Servers

The installation process requires a primary MXM server and a secondary MXM
server. However, once the configuration is up and running, either one can be the
“active” server, while the other one is on “standby,” waiting for a condition that

initiates a takeover.
Before Installing the MXMs

Make sure that the servers meet the following requirements:

®  Minimum requirements for running an MXM (see “Minimum System
Requirements” on page 5).

® 1 network interface card (NIC) on each computer.

® Primary and secondary servers each have 1 unique IP address.

® 1unused IP address reserved for the Cluster. This will be the gatekeeper or SIP
proxy address for the registered end points.

® To reduce the chances of a condition where both MXMs fail to respond to client

requests, each MXM physical server is connected to a different switch in your
organization’s network.

Installing the Primary MXM

During the Primary MXM installation, you have to connect it to the external SQL

S

erver database.

» To install the MXM on the “primary” server

Insert the MXM Setup CD-ROM in your computer’s CD-ROM drive.
2 If Autorun is enabled, the Installation program appears automatically.

Otherwise, click Start in the Windows taskbar and then click Run. Browse
to the CD-ROM drive and double-click the Setup.exe file. The Installation
program appears.

3 Select MXM Server.

If the SQL Server database is not detected on this computer, the Setup
program installs it as part of the MXM Setup program. Later, you will
connect to the external SQL Server, despite its presence on this physical
server.

4 Follow the instructions in the Setup Wizard, clicking Next to continue.

5 The Wizard asks where to connect to the SQL Server database. Click
Choose Location and then enter the external SQL Server’s computer
name or IP address.

326 Emblaze-VCON MXM Administrator’s Guide



Click Choose
Location to select
the external SQL
Server.

Choose the
external SQL
Server’s

17 Emblaze-VCON Cluster Module

#2 Choose the computer name where the SOL database is located

RD-D&VID5-2K5RY

—>

LChooze Location... |

— Computer name where the SOL database is running

The kM server uses MS S0L database. By default the M3
uges an SOL database running on the zame PC where the
Mk iz inzstalled. IF you want to choose a different
location/computer please press the "Choose Location' buttan,

The bM will use the following SOL server location:

< Back |

Cancel

SQL Server Location

&Selecl the 50L server parameters

€ Local SOL Server
— Use Remote SOL Server

& Femate SOL Server

Fleaze zelect the computer name where the SOL database is running. [f
the computer name does not appear, you can enter its name manually. In
order to select the local PC, you can choose "[local]” or the local
computer name.

computer from ﬁlm' =]

the list.

Enter the location of
the SQL Server
database file
(*.mdf).

Click OK.

= © 0 N O

(];8

Cancel

434

Werify

r— Accounts Information
¥ Use Defaults

SOL Administrator Account to use: Isa
SOL Administartar password: IF

Data folder on the SAL server: IE:\Program Files‘Microsoft SOL ServersMS50LAD ata

Choosing the SQL Server’s Computer
Keep the default account and password information.
Enter the location of the SQL Server database file (*.mdf).

0 After finishing the MXM installation, shut down this server.

Click Verify to check for successful connection to the defined SQL Server
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Installing the Secondary MXM

» To install the MXM on the secondary server
1 Perform steps 1 to 4 as described in the previous procedure.

2 The external SQL Server already has an MXM database image (from the
Primary server). To avoid recreating this database, even though the MXM
installation automatically creates one, you must connect to the SQL Server

installed on this computer. In the SQL Database Installation page, deselect
Install Database and click Next.

;‘?—_ Choose if you want to install the database [ ]

By default the installation will install the databasze on the SEL
zerver running on [local). If vou would like to install the: bk
zervices without ingtalling the database, please un-check the
check box. Thiz iz usefull also when installing the second kb
hode in & cluster environment.

Disable SQL
database
installation for the
secondary MXM

Server.

< Back I Mest » I Cancel

Deselect SQL Database Installation
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17.3 Verifying Correct Installation

At this stage, it is important to verify that the installations of the MXMs and their
connections to the SQL database succeeded.

» To verify correct SOL database connection

A W N =

[ )

Shut down the secondary MXM server.
Turn on the primary MXM server and log in to the MXM Administrator.
Register any end point to the MXM.

Stop the MXM services. In the Windows Desktop, click Start, point to
Programs, VCON, MXM, and then click Stop MXM Services.

Turn on the secondary MXM server and log in to the MXM Administrator.
Check if the end point registered above appears in the Main View.

If yes, the connections to the SQL database are correct.
If no, the likeliest error is an incorrect path or name of the SQL database.

17.4 Installing the Cluster Application

During the installation of the Cluster module, you must define which network cards
serve as the interfaces in the cluster configuration, and the IP address (same for both
MXMs) to which end points and other devices register.

» To install the Cluster module

1

For both MXMs, define the MXM service’s Startup Type as “Manual”
instead of “Automatic”. In the Windows Control Panel , double-click
Administrative Tools, Services, and then VCON MXM_ 1.

In the Startup Type list, choose Manual.

Install Cluster application on the primary MXM computer. On the MXM
Setup CD-ROM, browse to the MXMCluster folder and run the
Install_MXMCluster.exe file.

The Emblaze-VCON MXM Cluster Setup wizard appears.
Follow the instructions in the Setup Wizard, clicking Next to continue.

The Wizard asks you to choose the network adapter card through which the
Cluster service sends Keep Alive messages. Choose one from the list and
click Next.
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42 YCON MXM Cluster
YCON MXM Cluster parameters A
(4>

Fleaze select the network. adapter the cluster service should use for itz keep-alive
messages.

MAC:00:50:22:B5:03:D7 Realek RTLE139/810x Family Fast Ethernet MIC ﬂ

“ise Installation ‘Wizard®

< Back LT Cancel |

Choosing Network Adapter Card for Sending Keep Alive Messages

6 Enter the reserved unused IP address (see “Before Installing the MXMs” on
page 326) and a subnet mask which will be shared with the other MXM
server as the Cluster IP. This IP address will likely be defined in the MXM
client end points configurations as their MXM, Gatekeeper or SIP Proxy IP
address. Click Next to continue.

42 YCON MXM Cluster

YCON MXM Cluster parameters A
(=

Fleaze enter the IP address and subnet mask you would like the to usze:

IF Address: 172.20.255.254
Subnet Mask: 2552652550

The cluster service would use this [P address for communicating with the
other node on the cluster and alzo the will uge it for communicating with the
clientz. Thiz should be an [P address that does not exist on any of the

PC's. The cluster service will add it to each PC when needed.

“ise Installation ‘Wizard®

< Back LT Cancel |

Defining Cluster IP Address and Subnet Mask
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When you finish the Cluster Setup wizard, click Finish and restart the
Primary MXM computer.
Install the Cluster application on the secondary MXM computer.

As in step 5, choose the network card through which the Cluster service
sends Keep Alive messages and click Next.

Choose the same IP address as was chosen for the Cluster application in the
primary MXM computer (see step 6) and click Next.

When you finish the Setup Wizard, restart the secondary MXM computer.

» To verify successful Cluster application installation

1

a

Run the ipconfig DOS command to determine which computer is using
the Cluster IP address.

Disconnect the network cable from the computer using the Cluster IP
address.

After several seconds, run ipconfig on the other computer. If the response
displays the Cluster IP address, the installation was successful.

Reconnect the first computer to the network.

17.5 Customizing Cluster Operation

You can customize the operation of the Cluster application by modifying the
following registry entries
(in HKEY _LOCAL_MACHINE\SOFTWARE\VCON|\VCONCLUSTER):

Operational Registry Entries

SleepTime Interval at which the standby MXM pings active MXM. If

the standby MXM does not receive a response to the
ping, it initiates a takeover.

The default interval = 30 seconds.

StartServices Batch file which runs during a takeover. You may edit

this file to run other commands in addition to the
takeover and relevant e-mail notification. For example,
you can start other applications and/or initiate another
batch file.
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Setting Up E-mail Notification

In the registry, define the parameters for SMTP e-mail for sending e-mail
notifications of takeover events.

EmailTo

EmailFrom

EmailSubject

EmailStartBody

EmailStopBody

EmailServer

Address to send e-mail notifications, such as an
administrator’s address.

Address from which e-mail notifications are sent, such as
the e-mail address of the MXM server.

Default title for the e-mail notifications, such as “Cluster
Alarm.”

When the cluster service starts in the MXM server, it
sends a “Starting” notification to the EmailTo address.
Enter the text which appears in this notification, such as
“MXM Cluster starting in 172.20.1.2.”

When the cluster service is stopped in an
“orderly”manner, such as a manual service stoppage in
My Computer\Manage)...\Services, it sends a
“Stopping” notification to the EmailTo address. Enter
the text which appears in this notification, such as
“MXM Cluster stopping in 172.20.1.2.”

If service is stopped abruptly, such as by a power
stoppage, the “Stopping” notification is not sent
immediately, although it may be sent when the cluster
service starts again. However, if the previously standby
MXM took over, you are likely aware that the first
MXM'’s cluster service stopped because you received a
“Starting” notification from the other MXM.

Name of the e-mail server which handles the
notifications.

17.6 Takeover Events

The standby MXM takes over if the active MXM does not respond to the ping. This
condition is likely caused by a NIC failure. The administrator receives an e-mail
alarm that a failure and takeover occurred (defined in the EmailStartBody and
EmailStopBody registry entries).

If a General Protection Fault (GPF) occurs, the MXM restarts after about

10 seconds.
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17.7 Shutting Down the Cluster Service

» To shut down the Cluster service

@ Stop the active MXM's Cluster service. In the Windows Control Panel ,
double-click Administrative Tools and Services. Right-click
VCON_CLUSTER and then click Stop.

chtion Eiew|J1--D| |||§|J>III | 3

Tree I Mame # | Diescription | Statuz | Startup Type | Log On &g | ;I
W % Task Scheduler Enables ap.. Stared Automatic LocalSystem
% TCPAP MetBIOS He... Enables su..  Stared Automatic LocalSpstem
% Telephorny Provides Te... Started M anual LocalSystem
% Telnet Allows are... Manual LocalSpstem
% Terminal Services Provides a... Disabled LocalSpstem
% Unintermptible Powe...  Manages a... M anual LocalSystem
% Utility M anager Startz and c... M anual LocalSystem
%VEDN LDAP Prosy 1 Started Automatic LocalSystem
%VEDN bdadhd_1 Started M anual LocalSystem
%VEDN MxMSU Serv... Started Automatic LocalSpstem
%VEDN SIP Prosy_1 Started Automatic LocalSystem
%Vcon_.&dapter_‘l Started Automatic LocalSystem
N_CLUSTER = Automatic L =
%VEDN_GK_‘I Automatic LocalSystem
%W’indows Inztaller - Manual LocalSpstem
%W’indows Managem... Fiesme arted Automatic LocalSystem
Windows Managem... Frestart arted M anual LocalSystem
%W’indows Time . larted Automatic LocalSpstem
%W’ireless Configuratior Al Tasks ¥ |arted M anual LocalSystem
%W’orkstation o erked Automatic LocalSpstem
Refresh -
Stop zervice YCOM_CLUSTER on Local Computer Properties —|
Help

Stopping the Cluster Service
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17.8 Switching the Active MIXM

To make the second MXM the active one, you simply need to stop the Cluster service
in the active MXM PC.

» To make the standby MXM active
@ Disconnect the cable from the active MXM.
_Or-

Stop the active MXM'’s Cluster service. In the Windows Control Panel ,
double-click Administrative Tools and Services. Right-click
VCON_CLUSTER and then click Stop (see the illustration above).

17.9 Licensing the Cluster MXMs

In a Cluster configuration, both MXMs have the same license key. Either PC can
import the license key from the other PC (see “Replacing the MXM License Key” on
page 11).
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18 CUSTOMIZING THE MXIM
ADMINISTRATOR

In the MXM Administrator application, you may customize the application
according to your personal preferences. A set of defined window, table, and layout
properties for the Administrator application is called a workspace. This chapter
explains the following customization tasks:

® Defining the Main View Options
®  Setting Up the Workspace
®  Customizing the Toolbar

® Customizing the Status Views

18.1 Defining the Main View Options

You can customize the following elements of the Main View through the Options
dialog box.

D Tree Styles - the appearance of the table format of the Main View.

D Item Attributes - the appearance (font, color, and so on.) of the various objects,
such as end points and login requests.

Tree Styles

The Tree Styles Options control the appearance of tables in the main Administrator
application window.

» To set Main View table properties

1 Inthe View menu, click Options. The Options dialog box appears with
the Tree Styles tab open.

2 Change the appropriate properties. For descriptions of these properties,
see “Tree Styles Properties” on page 336.

3 Click OK to complete the change. If you want to discard the change, click
Cancel.
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Options E
Main View | Workspaces I
Tre= Styles | item Attibutes |

™ Show lines between items ™ Enable word wrap
[V Show lines between colurmns [ Highlight entire row

V' Show column headers " Display large images

Animated expand/collapze

Fast Sl

[” Enable Animation = ];

QK I Cancel | Apply | Help

Tree Styles Options

Tree Styles Properties

Set the Tree Styles properties according to your viewing preferences.

Enable Word Select this option to cause text in each column to

Wrap continue automatically on the next line, after it reaches
the end of each line. The line width is determined by the
column borders.

If this option is not selected, sections of long phrases or
names, that are not within the column borders, are not
seen. However, a tooltip appears over those names.

Show Column  Select this option to display the column names that
Headers identify the information that appears in the Main View.

Wideno Conferencing Item | Mumber/Address | Connection State I;|

Main View Column Headers

Showv Lines Select this option to display the vertical borders between
Between columns of the Main View.

Columns

Showv Lines Select this option to display the horizontal borders

Between Items between items.
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Highlight Entire
Row

Display Large
Images
Animated

Expand/
Collapse

Item Attributes

18 Customizing the MXM Administrator

Select this option to highlight the entire row when you
select an item. In this case, you can click anywhere on the
row.

Deselect this option to highlight only the item name
when you select it. In this case, you must click the name
to highlight it.

Select this option to view the workspace’s details and
images at a larger size.

Select this option to expand and collapse the levels of the
System tree in a graded, stuttering motion. To control
the speed, drag the speed slider towards the left for faster
motion or towards the right for slower motion.

Deselect this option to expand and collapse the levels in
one swift motion.

In the Item Attributes tab, you can customize the way entries are indicated in the
Main View. For example, you can change the color of the characters in order to
differentiate between Emblaze-VCON end points, MCUs, hunting groups and so on.
Also, you can assign sounds to indicate occurrences such as login requests.

To use the factory-set indication styles, do not make any changes. Keep Use
Default Attributes selected for all entries.

» To customize the indications for entries in the Main View

1 Inthe View menu, click Options. Click the Item Attributes tab.

2 From the Item list, select the entry type you want to customize.

3 Deselect Use Default Attributes.
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4 Customize items, according to your own specifications, as follows:

Font Style
Color

Inverse
Background
Color

Bold

Play Sound

5 Click OK.

Options E

Main View | Workspaces I

Tree Styles  Item Attributes |

Iterm: I:ﬁ: MM j [ Use Default Attibutes

Font Style

™ Inverse Background Color
¥ Bold

Click and choose another color from the palette. If you
want, you can also create colors that don't appear on the
original palette.

Select to add a highlight background to the item in the
Main View.

Select to display the item name in bold letters in the
Main View.

If you want, associate a sound with the item. Click this
button to browse and locate Wave (wav) files. For
example, you can find login request indication files in the
\\Veon\Administrator folder. Otherwise, you can use a
wav file from another source.

Flay Sound: I _IHEI

QK I Cancel | Apply | Help |

Main View Item Attributes
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18.2 Setting Up the Workspace

Several options are available for customizing the MXM Administrator’s workspaces
in accordance with your operating preferences.

Defining Workspace Options

The Options dialog box Workspaces tab contains options for storing the data and
appearance that are associated with a specific Workspace.
» To define Workspace options

1 Inthe View menu, click Options. The Options dialog box opens to the
Workspaces tab.

2 Change the appropriate properties. For descriptions of the properties, see
“Workspace Properties” on page 339.

3 Click OK to complete the change. If you want to discard the change, click
Cancel.
Workspace Properties

Set Workspace properties as follows:

Save the active Select this option to automatically save all the current
workspace Workspace properties whenever you close the
when exiting Workspace or the Administrator application.

Reload the last Select this option to open the previously used Workspace

used whenever you start the Administrator application.

workspace

when starting

Workspace Persistence information includes the customization

Persistence properties defined for the workspace and the data about
devices and other nodes that are defined within that
workspace.

D Select Save Persistence Information to a file
to store all of the current workspace’s data in a file
located in the Administrator application’s root
directory (Default is
C:\Program Files\Vcon|\|Admin).

D Select Save Persistence Information to the
registry to store all of the current workspace’s data
in the system Registry
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Maximum For administrators with “Change” privileges, this is the
inactive time maximum amount of time that the MXM administrator
for change remains idle. When this interval passes, a message asks
level login you to disconnect or stay connected. If you do not
respond, the administrator disconnects from the system.

b i Wiew WorkspaCES|

[V Save the active workspace when exiting
[V Reload the last used workspace when starting
‘Workspace Persigtence

*' Save persistence information to a file

" Save persistence information to the registry

M aximum inactive time for change level login: |1 a0 3: minutes.

QK I Cancel | Apply | Help

Workspace Options
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Managing Workspaces

The MXM Administrator application provides functions for managing and storing
workspaces. These functions include:

®  Saving a workspace

® Renaming a workspace
® Deleting a workspace
® Opening a workspace

® Reorganizing the Workspace list.

Saving a Workspace
A workspace may be saved in different formats:

D As a file - this is advantageous if you may log in to the MXM and use the same
workspace from other computers.

D As information stored in the system registry - this is advantageous if more than
one administrator may log in to the MXM from the same computer.

» To save a workspace as a file

In order to save workspaces as files, the Save persistence information to
a file option of the Options dialog box must be selected. For more details, see
“Defining Workspace Options” on page 339.

1 In the File menu, point to Workspaces and click Save Workspace
Now. The Save Workspace dialog box appears.

2 To create a new workspace file, type the name in the File Name box and
click Save. The system automatically adds a .paw extension to the
filename.

_or‘_

To update a previous workspace file, double-click the name of the file from
the list. Then, click Yes to confirm.
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» To save a workspace in the system registry

In order to save workspaces in the registry, the Save persistence
information to the registry option of the Options dialog box must be
selected. For more details, see “Defining Workspace Options” on page 339.

1 Inthe File menu, point to Workspaces and click Save Workspace As.
The Save Workspace dialog box appears.

2 Click the New (Insert) button.

3 Type the name of the new workspace.

4 Click in the free space of the dialog box. A confirmation request appears.

5 Click Yes to save the new workspace.

Save Workspace [ %]

Active Workspace: Techmam_‘Workspace

My Workspace

Saving a Workspace to the Registry
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Renaming a Workspace

The procedure for renaming a workspace depends on whether you save workspaces
to files or to the registry.

» To rename a workspace file

3

In order to rename a workspace file, the Save persistence information to
a file option of the Options dialog box must be selected. For more details, see
“Defining Workspace Options” on page 339.

In the File menu, point to Workspaces and click Open Workspace.
The Open Workspace dialog box appears.

Click the workspace file that you want to rename. After 1 second, click
again. The filename is highlighted for editing.

Type the new name and then click outside the new name area. The
workspace file is now renamed.

» To rename a workspace that is stored in the registry

In order to rename a workspace in the registry, the Save persistence

information in the registry option of the Options dialog box must be
selected. For more details, see “Defining Workspace Options” on page 339.

In the File menu, point to Workspaces and click Open Workspace.
The Open Workspace dialog box appears.

Double-click the workspace that you want to rename.The name is
highlighted for editng.

Type the new name and then click below the list.

Click Done to exit the dialog box.
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Opening a Workspace

The procedure for opening a workspace depends on whether you save workspaces to
files or to the registry.

» To open a workspace file

In order to open a workspace file, the Save persistence information to a
file option of the Options dialog box must be selected. For more details, see
“Defining Workspace Options” on page 339.

1 In the File menu, point to Workspaces and click Open Workspace.
The Open Workspace dialog box appears.

2 Double-click the file that you want to open. The Login To [MXM name]
dialog box appears.

3 Type the required password and then click Login. The workspace opens in
the Administration window.

» To open a workspace from the registry

In order to open a workspace from the registry, the Save persistence
information in the registry option of the Options dialog box must be
selected. For more details, see “Defining Workspace Options” on page 339.

1 Inthe File menu, point to Workspaces and click Open Workspace.
The Open Workspace dialog box appears.

2 Click the workspace that you want to open and then click Open. The Login
To [MXM name] dialog box appears.

3 Type the required password and then click Login. The workspace opens in
the Administration window.
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Deleting a Workspace

The procedure for deleting a workspace depends on whether you save workspaces to
files or to the registry.

» To delete a workspace file

In order to delete a workspace file, the Save persistence information to a
file option of the Options dialog box must be selected. For more details, see
“Defining Workspace Options” on page 339.

1 In the File menu, point to Workspaces and click Open Workspace.
The Open Workspace dialog box appears.

2 Right-click the workspace file that you want to delete and then click
Delete. Click Yes to confirm.

The workspace file is deleted from the system.

» To delete a workspace from the registry

In order to delete a workspace from the registry, the Save persistence
information in the registry option of the Options dialog box must be
selected. For more details, see “Defining Workspace Options” on page 339.

1 Inthe File menu, point to Workspaces and click Open Workspace.
The Open Workspace dialog box appears.

2 Click the workspace that you want to delete and then click the Delete
button.

The workspace is deleted from the system. No confirmation is requested.

3 Click Done to exit the dialog box.
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18.3 Customizing the Toolbar
You can set the buttons of the toolbars according to your preferences.
Defining the Toolbar Display

By default, the toolbars are docked in the Administrator window below the menu
bar. You can choose any or all toolbars to be part of the application display. In
addition, you can select among a number of other appearance options.

» To define the toolbar display

1 Inthe View menu, click Customize. The Customize dialog box opens to
the Toolbars tab.

2 Todisplay a particular toolbar on the screen, select it in the Toolbars list.
To hide a toolbar, deselect it.

3 Set the toolbar display properties according to your preferences. The
toolbar display changes as you change each setting. For a description of
these properties, see “Toolbar Display Properties” on page 347.

To return a toolbar to its default formation, select it in the Toolbars list
and then click Reset.

4 Click OK to complete the change. To discard the change, click Cancel.

If you want to change the buttons on the toolbars, click Apply to implement
the toolbar display property changes. Then, click the Commands tab.

Customize E

Toolbars | Commands |

¥ Show Tooltips Mew...

¥ Cool Look
Reset |
™ Large Buttons

[ 1Full Screen

Toolbar name:

IFiIe
QK I Cancel | Help |

Customizing Toolbar Display Properties
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Toolbar Display Properties

Set toolbar display properties as follows:

Toolbars In this list, select any or all of the various toolbars that
will appear in the Administrator application window.
Only toolbars that are marked with a v will appear.

Showv Tooltips Select this option to display tool tips when you hold the
pointer over a button for about 1 second.

Cool Look Select this option to cause each button to display a raised
effect when the pointer points it.

When deselected, the buttons are static with clear
borders.

Large Buttons  Select this option to increase the size of the buttons by
400% (4x).
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Adding and Removing Toolbar Buttons

You can control the contents of each toolbar by adding or removing buttons, or
moving buttons among the various toolbars.

» To control the contents of the various toolbars

1 Inthe View menu, click Customize. The Customize dialog box opens to
the Toolbars tab.

Click the Commands tab.

To add a button to any toolbar, select a category from the Categories list.
Drag the appropriate button to any toolbar in the Administrator window
that you want.

To remove a button from any toolbar, drag the button to the Customize
dialog box.

To move a button to another toolbar, drag the button to the new location.

Customize E

Toolars Commands |

Categories: — Button:
DEH|&R
Edit

i
[Et
Modes
Help

Select a category, then click a button to see its description. Drag the button
to any toolbar

r— Description

QK I Cancel | Help |

Customizing Toolbar Button Contents
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Creating a Custom Toolbar

You can add a toolbar other than the standard ones provided by the Administrator
application.

» To add a custom toolbar

1 Inthe View menu, click Customize. The Customize dialog box opens to
the Toolbars tab.

2 Click New. The New Toolbar dialog box appears.

Mew Toolbar [ %]
Toolbar name:

J Lancel |
Help |

Adding a Custom Toolbar

3 Type the name of the new toolbar and click OK. The new toolbar appearsin
the Administrator window and its name appears in the Toolbars list.

Click the Commands tab.

5 Switching Categories according to your preference, drag any number of
toolbars to the new toolbar.

6 Click OK to close the dialog box.

18.4 Customizing the Status Views

According to your preferences, you can customize the way that the Administrator
displays information in the various status view tables. Design functions are available
for:

D Displaying the various views
D Style formats for table elements or types of information.

D Style formats for printed tables.
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Setting Table On-Screen Display Properties

This section provides instructions for customizing the on-screen display of the
Administrator application’s various table views. You can control the appearance of
table elements such as gridlines and column heads, colors, and current cell.

The display properties affect only the active table view. To set the display
properties of another specific table, you must enter that particular view.

» To set table on-screen display properties

1 Inthe View toolbar, click the table view that you want to format.

||_|'| |W I |
View Command Buttons

2 Inthe View menu, click Display Properties. The Display Settings dialog
box appears.

3 Set the display properties according to your preferences. For a description
of these properties, see “Table Display Settings” on page 351.

In the Preview area of the dialog box, you can preview the effects of your
changes.

4 Click OK to implement the settings.

 Titles and GridLine: — Previe

v 30-Buttons & | B | c -

1 Hella,

[T Wertical Lines 2 il

¥ Horizortal Lines i

I Mark Current Row 5 -

I Mark Current Colurn A | | _’I—I
— Color — Uzer Propertie:

. _I _I Attribute Value |

Fixed Lines Current Cell. i hd
e e mmE_|_| urrent Cel |Inver1 Thin. J
Diragging Line . . . .
Background . . . _I
I

QK I Cancel | Help |

Table Display Settings
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Table Display Settings

Set the table display properties as follows:
Titles and Select 3D Buttons to display column and row titles
Gridlines inside borders.

Select Vertical Lines to display borders between
columns.

Select Horizontal Lines to display borders between
rows.

Select Mark Current Row and/or Mark Current
Column to provide a 3-D pressed appearance to the
selected row/column heading.

Color Click any item in the Color list and then click the
required color from the adjacent palette.

D Grid lines are the borders between columns and
rows.

D Fixed lines are rows that are in a specific location
permanently. They cannot be sorted.

() Tracking Line is the border that is being dragged
during a Resize Column/Row action.

D Background represents the empty area behind
and around the table.

User Properties In the Value list, select the option that determines the
appearance of the adjacent Attribute.
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Style Formats for Table Elements or Types of
Information

You can customize the display styles of various table elements, such as column
headers and standard cells. For example, you can change the font style and colors of
particular information that must be quickly recognizable.

The style formats affect only the active table view. To set the style formats of
another specific table, you must enter that particular view.

» To change the formatting of a table element
1 Inthe View toolbar, click the table view that you want to format.
HE w@Es

2 Inthe Format menu, click Styles. The Styles dialog box appears.

In the Names list, click the element that you want to format and then click
Change.

A style formatting dialog box appears for the selected element. By default,
the Font tab is open.

4  Set the style properties according to your preferences. For a description of
these properties, see “Style Format Properties” on page 353.

5 Click OK to complete the change. If you want to discard the change, click

Femove

Help

Cancel.
—Mames
Ok I
Hlarm Cancel |
Column Header
Eror Change > |
Information
Row Header Add s |
Standard
Warning |

Load Default

[T Save as default

Table Element Styles Dialog Box
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Style Format Properties

The following categories make up a table element style:

® Font

® Color

® Borders
® Align

Font Properties

For the table’s text, you can select the font, its size, and any special characteristics
such as Bold or Underlined.

Fant |EOI0r I Bordersl Align I
Font: Olutline: Size:
fi
[ Aharani o| |Mamal | |8 ﬂ
i Italic ]
T Arial Bad 0
T Aiial Black = feoldiaic =) 11 =)
— Effect: Previe
[# Stk eout
% Underline
— Textcolor AaBhCoixy Iz
I Default vl

QK I Cancel | Apply

Font Properties

Color Properties
In the style changing dialog box, click the Color tab.

D To change the color of the table element, click a color in the Foreground
group.

D To change 3-D effect (such as raised, pressed, or normal flat) of the table
element, select one of the options in the 3-D Effect group.
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Font  Color |Borders| Align I

 Interior
-
Foreground Background

|| I |
| e |
I
S (e

|| I |
| e |
I
S (e

— 3D-Effect

Previe

= Nomal
" Raized

 Inset
% Default

o1

Color Properties

Cancel | Apply

Borders Properties

In the style changing dialog box, click the Borders tab.
In the Border group, select the side(s) of the cells that you want to change.

In the Type group, select a type of line and/or thickness. If necessary,
select a different color from the Color list.

Fant I Calar I Borders  Align |
Horizontal Wertical
% Standard % Standard
" Left aligned  Top
" Certer " Certer
" Right aligned " Bottom
¥ ‘wiap Test ¥ Auto Size
[+ &llow Enter
0k I Cancel | Apply

Borders Properties
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Align Properties

To change Align properties of the selected table element, click the Align tab in the
style changing dialog box.

D In the Horizontal group, select left, center or right text alignment in the cells.
D In the Vertical group, select top, center, or bottom text alignment in the cells.

D Select Wrap Text to display cell text on a new line if the text exceeds the cell’s
borders.

D Select Auto Size to set the size of the columns automatically according to the
column’s content.

Faont IEolor IBorders Align |

Horizontal Wertical

% Standard % Standard
' Left ligned  Top

" Center " Certer
" Right aligned " Bottom
¥ ‘wiap Text ¥ Auto Size
[# &llows Erker

QK I Cancel | Apply

Align Properties
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Showing and Hiding Columns

By default, some of the Node Status View table's columns always appear and some
appear only if the node is connected to ISDN. In the Show/Hide Columns dialog
box, you can change these settings to display or hide the columns of your choice.

This feature is applicable only to the Node Status View.

» To show and hide columns

1 Inthe Format menu, click Show/Hide Columns. The Show/Hide
Columns dialog box appears.

Show /Hide Columns E

r— Choose Column Mame & State

Server Address
Mode Description

Connection State
Direction
Bandwidth [kbps]
Audio Codec
Yideo Codec

T.120
MLP =]
¥ Auto hide the Column

[~ The Colurn i Yisible Default |
QK I Cancel | Help |

Show/Hide Columns Dialog Box

2 Inthe Column Name & State list, choose the column whose display
status you want to change.
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3  Select Properties as follows:

Auto Hide the The column is displayed if relevant to the node's current

Column status, and hidden in other situations. If deselected, the
column is constantly displayed or not displayed
according to the The Column is Visible option below.

The Column is The column is displayed in the Table View on the screen.
Visible If deselected, the column is hidden.

Default Click Default to return to the default Table View,
according to the nodes listed in the table.

4 Click OK to implement the new settings.
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A VPOINT HD END POINT PROPERTIES

From the MXM Administrator application, the administrator may view and control
various properties of vPoint HD end points. vPoint HD is a high-quality software-
based videoconferencing client.

For explanations about end point MXM Properties, see “Setting End Point MXM
Properties” on page 91 to 106.

For explanations about end point Software Upgrade Properties, see “Node Software
Upgrade Properties” on page 122 to 128.

A.1 Calls Properties

The Calls Properties dialog box may be used for viewing and controlling incoming
and outgoing call properties of vPoint HD end points.

General

In the General tab, customize how the vPoint HD end point indicates and accepts
incoming calls. Also, enable or disable H.239 dual-video transmission and H.235
encryption protocol.

David Schor Properties [vPoint HD) [ %]
Category General | Outgoing Callsl Hingingl Broadcastl

—When idle

™ Auto arswer

Az Interactive Multicast Chair

L1
L & Manually join IP point-to-point calls
ware Update .. . .
are Hpda " Auto join IP' point-to-point calls
& ' Auto reject all incoming calls
Dualideo Method: IH.239 VI
— Encryption Mode
@ None  Automatic  AES

QK I Cancel | Lapply | Help

vPoint HD End Point - General Properties
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When Idle

Auto answer Select to turn automatic acceptance of calls on. If the
system is idle when a videoconferencing call arrives,
the session starts automatically.

As Interactive Multicast Chair

If the selected user's system supports VCON's Interactive Broadcast, it may
sometimes be the Chair of Broadcast sessions. If another party tries to call
it while it chairs a conference, that call may be accepted or rejected
according to the selected option :

Manually join Enable the selected user to either join or reject callers

IP point-to- to an ongoing Broadcast.

point calls

Auto join IP Enable the selected user to automatically join callers
point-to-point  to an ongoing Broadcast.

calls

Auto reject all  Enable the selected user to automatically reject

incoming calls incoming calls to an ongoing Broadcast.

Dual-Video Define the permitted method for transmitting dual
Method video streams during a conference managed through
this service.

The H.239 standard enables end points to convert
data into a separate media stream and transmit it
parallel to the video stream. Video systems
supporting H.239 display shared data and live video
in separate windows. Systems not supporting H.239
display only the shared data in a single window.

1 Choose None to block all dual video
transmission.

1 Choose Non-H.239 to allow a different method
of dual video transmission than H.239.

1 Choose Auto to allow either H.239 dual video
transmission or another method.
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Encryption If calls from this end point will be encrypted, choose
Mode the type of encryption from the list.

Q Choose None to allow unencrypted calls.

@A AES (Advanced Encryption Standard) is a
standard encoding method for encrypting data
transmissions in commercial and government
sectors of the USA and its use is growing
worldwide.

O Auto enables the vPoint HD to select among any
installed and supported encryption type.
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Outgoing Calls

In the Outgoing Calls tab, define properties for calls initiated by the selected
vPoint HD end point.

David Schor Properties [¥vPoint HD) [ %]

Categany Incorming Call; - Jutgaing Calls | Hingingl Broadcastl

M aximum number of recent addresses: |1 0 3:

QK I Cancel | Aol | Help |

vPoint HD End Point - Outgoing Calls Properties

Maximum The maximum number of recently dialed addresses that
Number of can appear in the vPoint HD Manual Dialer's Call Log.
Recent

Addresses
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Ringing

In the Ringing tab, define the sounds used by the selected end point to indicate
incoming and outgoing videoconference calls.

David Schor Properties [¥vPoint HD) [ %]
Categany Incaming Eallsl Outgoing Calls ~ Ringing | Broadcastl
FRiinging S etting:
" Ma Sound

* Multimedia Speakers

QK I Cancel | Aol | Help |

vPoint HD End Point - Ringing Properties

No Sound Select to disable all audio ringing. Only the Incoming
Call and Outgoing Call messages visually indicate
calls.

Multimedia Select to enable ringing sounds to indicate calls.

Speakers
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Broadcast

In the Broadcast tab, set the default configuration for this end point's Interactive
Broadcasts.

David Schor Properties [¥vPoint HD) [ %]

Category

Inzoming Eallsl Outgaing Eallsl Fiinging  Broadeast |

Configure bandwidth rate in the Bandwidth Control page.

Max. participants: IE
Yideo format: IH_2B1 'l Audio farmat: IG?28 'l
Broadcast to IP address: |239.2D.2.52

Video port : |381 i}
Audio port: |1 8100

Time ta Live [TTL): |5 3:
Announcement frequency: I‘]U 3: minutes.

Yideo Refresh Timeout: |5 3: seconds.

QK I Cancel | Apply | Help |

vPoint HD End Point - Broadcast Properties

The default Broadcasting settings are recommended for most Broadcasting

conditions.
Configure Click the link to jump to the MXM Properties -
Bandwidth Bandwidth Control dialog box, where you can set the
Rate in the Default Bandwidth for broadcast sessions.
Bandwidth
Control page
Max. The maximum number of Participants allowed in a
Participants Broadcast initiated and chaired by this end point.

Video Format The video coding standard that all parties in the
Broadcast are capable of using - H.264, H.261 and
H.263. H.264 provides much greater compression and
sharper quality, while using less bandwidth, than its
predecessor standards.

However, some video systems do not support H.264. If
at least one Participant's system does not support H.264,
or you are not sure, select H.261 or H.263.
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Audio Format  The audio standard that all parties in the Broadcast are
capable of using.

Q G.711 U-law/A-law
This standard gives the lowest quality results, but it
must be selected if you want broadcast viewers to be
able to join a broadcast session. Select G.711 U-law
if you're in the U.S. or Japan, or G.711 A-law if
you're in Europe. For other regions, consult with
your local Emblaze-VCON technical support
representative.

a G.y22
This standard gives the best quality. Select it if you
know that the remote parties support it and if you
think that the connection will be over high
bandwidths.

a G.728
This standard gives the best possible quality with
the smallest possible bandwidth cost. Select this
standard if you know that the remote parties
support it and that the connection will be over low
bandwidths.

If you select either G.728 or G.722, and a remote party's
system does not support it, that party will not be able to
participate in the session.

Broadcast to IP The destination IP address for the Broadcast. All

Address participants in the session transmit and receive from this
common IP address. This address must be a class D
address in the range of 224.0.0.0 to

239.255.255.255.
Video port The ID of the port used for the video connection.
Audio port The ID of the port used for the audio connection.

Participants must use the same video and audio ports.
Make sure that the ports you choose are available for
every participant.

Time to Live The maximum number of routers that the session's
packets may pass through.

Announcement The interval between announcements of Broadcast
Frequency sessions in the third-party viewer's schedule.
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Video Refresh  The maximum number of seconds required until the

Timeout video broadcast is synchronized for all viewers. If the
refresh value is low, the quality is lowered. If the refresh
value is high, it will take a longer time to see the video
display when the viewers connect. Use the default setting
as a guide.

A.2 User Data Properties

The User Info settings provide identification of the vPoint HD end point user. This
includes the following information:

® First Name

® |lastName

® Company or organization
® E-mail address

[davidz] David Schor Properties [vPoint HD) [ %]

Categary User Infa |

First name: (BN

Last name: ISchor

Company: IEVE

E-mail: Idavids@emblaze-vcon.com

QK I Cancel | Spply | Help |

vPoint HD End Point - User Data Properties

366 Emblaze-VCON MXM Administrator’s Guide



A vPoint HD End Point Properties

A.3 Network Properties

The Network Properties dialog box may be used for viewing and controlling various
network settings of vPoint HD end points.

LAN

The LAN tab contain the vPoint HD end point's identification configuration on the
local network. Additional capabilities are provided for holding videoconferences
over the connected network.

David Schor Properties [¥vPoint HD) [ %]

Categany LAN |Firewall| Lagin I Secure Eonnectl

IP address:

DMS name: Itech-davids-xp

Gatekesper [P; [172 20 1170
L
!I% Goto General and Bandwidth control pages for more settings...

Sefitveip Upek V' Allow Adaptive Bandwidth Adjustment
.‘\ [V Enable lip synchronization mechaism
(2

= v Automatic buffering contral

[~ Enable NAT:

¥ Enable selection of local IP address

¥ Use Frontier to bypass Firewalls |Fg -

QK I Cancel | Aol | Help |

vPoint HD End Point - LAN Properties
IP Address The selected end point’s IP address.

DNS Name The selected computer's name if it resides in a network
that employs a DNS server (DNS stands for Domain
Naming System, which enables computers on a network
to be referred to by name in addition to IP Addresses).

Gatekeeper IP  The IP address of the MXM or gatekeeper from which
this end point receives gatekeeper services.

Go to General Click the General link to display the selected user's MXM
and Bandwidth General Properties (see “General” on page 91).

f°”|;‘/1°' Pages (e the Bandwidth Control link to display the selected
So rtt' ore user’'s MXM Bandwidth Control Properties (see
etlings “Bandwidth Control Properties” on page 95).
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Allow Adaptive

Bandwidth

Adjustment

Synchronization

Enable Lip

Mechanization

Automatic

Buffering

Control

Enable NAT

Enables videoconferences to precede at reduced
bandwidth if the network is congested. Deselecting this
option maintains a constant quality to the session, but it
may cause network problems.

Enables adjustment of the video and the audio if they are
out of sync with each other.

Q Enables the system to automatically control the
amount of buffering required to maintain the
consistency of the video and audio transmission. For
example, if video packets are delayed for 1 or 2
seconds, the system will automatically synchronize
the transmission so that the delay does not disturb
the visible video.

A Deselect this option only if the automatic buffering
is not sufficient — for example, if the quality of the
video meeting is poor or there is a noticeable delay.

If your organization uses NAT (Network Address
Translation) when communicating with parties in
another LAN or WAN, type the external address for the
selected user.

NAT helps protect a LAN from exposure to unwanted
traffic by providing one single external address to remote
users. NAT uses a system of local and external addresses
to hide a LAN's users from other networks. A NAT server
translates local parties' addresses to an external address,
which is then used to identify the local party to remote
parties. Therefore, remote parties use this external
address to call the local party, without knowing its actual
local address.
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Enable Enables the end point to receive its IP address
Selection of configuration from the LAN's DHCP server. A DHCP
Local IP server automatically assigns IP addresses to computers
Address as they log on to the network, eliminating the need to

assign IP addresses manually and locally.

Use Frontier to Enables the endpoint to be a Frontier Client. Emblaze-

Bypass VCON's Frontier system provides conferencing security

Firewalls services, such as firewall traversal, address translation,
and encryption.

The MXM will add the end point to the User List of the
Frontier Server specified in the adjacent list.

The Frontier Server must be listed in the MXM's Frontier
Servers View
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Firewall

In the Firewall tab, enter the allocation of ports for communication through your
organization’s firewall.

David Schor Properties [¥vPoint HD) [ %]

Cate

fhwwar

RTP & RTCP
Port Range

H.245 Port
Range

& Update

gary LAMN Firgwall | Lagin I Secure Eonnectl

Mote: Pleaze make sure that your firewall iz configured to allow
communication on port 1719 [Gatekeeper RAS) and 1720 [H.323

call setup).
—RTP & RTCF Port Range
A Lowest Port [T =

B

L

Highest Port:  |6004 =

.

—H.245 Port Range
Lowest Port: (5004 =

bk

Highest Port:  |6004 =

QK I Cancel | Aol | Help |

vPoint HD End Point - Firewall Properties

The MXM allocates a range of ports for video and audio
during videoconferences.

This allocation meets the Real-Time Protocol (RTP) and
Real-Time Control Protocol (RTCP) specifications,
which enable applications to synchronize and spool
audio and video information.

The MXM allocates a range of ports for end-to-end
signalling of multimedia during videoconferences.

This allocation provides for H.245 functions, such as
capability exchange, signalling of commands and
indications, and messages to open and fully describe the
content of logical channels.
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Login
In the Login tab, define how the end point logs into an MXM.

Category L& | Firewsll Legin | Secure Connect

™ Login automatically with the cument user name and password

Change User Pazsword

Mew: I
Confirm: I

Mote: If pou leave the pazsword fields blank, the pazsword will
not be changed.

QK I Cancel | Aol | Help |

vPoint HD End Point - Login Properties

Login The end point automatically logs in to the MXM during
Automatically  vPoint HD's startup using the current User Name and
with the Password. If this option is selected, the user does not
Current User have to enter login details during vPoint HD's startup.
Name and

Password

Change User Password
New Password that replaces the current one.
Confirm Confirmation of the new password.

If the Password boxes are blank, the current password remains valid.
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SecureConnect

The SecureConnect Properties are applicable if the SecureConnect Encryption Client
is installed in the end point’s computer. The SecureConnect tab describes this
system's Encryption Client identification configuration in a connected Emblaze-
VCON Advanced Encryption Server (AES). The AES encrypts conferences and other
data transmissions across public or private networks.

David Schor Properties [¥vPoint HD) [ %]

Category

L& | Firewall| Login  Sesure Connect |

[~ Connect to the Advanced Encryption Server

— Server Detail

Encryption ServerAddress:l = o o

— Account Detail

Uszer account: I

Uszer Password: I

‘workgroup: I

QK I Cancel | Aol | Help |

vPoint HD End Point - SecureConnect Properties
Connect to the Select to enable the end point to register with the AES

Advanced using the settings below.
Encryption

Server

Encryption The IP address of the AES.

Server Address
User Account  Username required for this end point to log in to the

AES.
User Password Password required for logging in to the AES.
Workgroup User Group (defined in AES) to which this end point
is assigned.
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A.4 Hardware Properties

The Hardware Properties dialog box may be used for viewing and controlling
various Audio and Camera settings of vPoint HD end points.

Audio

In the Audio Settings for the vPoint HD, you can define the audio configuration to be
used during videoconferences.

David Schor Properties [¥vPoint HD) [ %]

Category Audio |Eamera I

— Microphone Origin
* Sound Card Microphone
' [USE Camera Microphane

~ Enhanced Audio

W Acoustic Echo Canceller

—Wolume level 5
[Z|Erabiespeater ey _‘|_ High

[V Enable Micraphone

QK I Cancel | Aol | Help

vPoint HD End Point - Audio Properties
Microphone Origin

Sound Card Use a microphone that’s connected to your computer’s
Microphone sound card.

USB Camera Use the camera’s built-in microphone.

Microphone

Enhanced Audio

Acoustic Echo  Select to cancel the echo created when your microphone
Canceller (AEC) picks up audio from your speakers.

AEC is not available if you are using a USB Camera
Microphone.
Volume level

Enable Speaker Select to control the volume of the selected end point’s
speaker. Drag the slider accordingly.
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Enable Select to control the volume through the selected end
Microphone point’s microphone.
Camera

The Pan/ Tilt /Zoom Camera properties are applicable if a Pan/Tilt/Zoom-type
(PTZ) camera is connected to the selected system. If a PTZ camera is not used,
None appears as the PTZ camera type in the dialog box’s top list and no
communication port is required.

David Schor Properties [¥vPoint HD) [ %]

Categary Audio | Camera |

e — Camera
o

FPan/Tilt/Zoom camera type:
INone

ftware Update

Camera's communication port:
|

— Camera Control

¥ &llov the remote side to contral your camera

QK I Cancel | Aol | Help |

vPoint HD Properties - Camera

Pan/Tilt/Zoom The manufacturer and/or model of the PTZ camera.
camera type

Camera’s The name of the computer port to which the camera
communication is connected.

port

Allow the Select to permit a remote party in a videoconference
remote side to to control the positioning of the selected user’s PTZ
control your camera. If a PTZ camera is not used, this option is
camera not relevant.
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A.5 Advanced Properties

The Advanced Properties dialog box may be used for viewing end point system
information and controlling various QoS, Intras, advanced Video, advanced Audio,
and H.264 settings of vPoint HD end points.

System Info

The System Info tab displays information about the Emblaze-VCON
videoconferencing system that’s installed in the selected end point. If you contact
Emblaze-VCON Technical Support (see “Emblaze-VCON Technical Support”’on page
vi before the Table of Contents) about a problem associated with this end point,
include this information with your request.

David Schor Properties [¥vPoint HD) [ %]
CeiiEgary System Infa | General Options | GaS | Video | Audio | H.254 |
— Software
Application Yersion: |[=RINIIE

Operating Systen: IWindows P

Multicast installed:  [Yes

— Hardware

Board Type: INDne [zoftware only)

Hardware |D: I{F2F89A51 -5988-4530-9FBL-750974C94313}

QK I Cancel | Aol | Help |

vPoint HD Properties - System Information

Software

Application Version number of the vPoint HD application running on
Version the end point’s computer.

Operating Operating system that’s installed on the end point’s
System computer.

Multicast Indicates if the end point’s videoconferencing system
installed includes Emblaze-VCON's Interactive Multicast feature.
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Hardware

Board Type Videoconferencing hardware installed in the end point’s
computer. For vPoint HD, this value should be None.

Hardware ID Unique identification number for the videoconferencing

card’s installation. This number is for Emblaze-VCON
Technical Support use.

General Options

The General Options settings contains options for various system preferences. Set
them according to your configuration requirements.

David Schor Properties [¥vPoint HD) [ %]

CaiEEE System|nfa General Options | @ag | Video | Audio | H.254 |

Language:

Max Entries to read from LDAP database: ID
Min Chars to enter before querying LDAP: ID

User D ata

=

QK I Cancel | Spply | Help |

vPoint HD End Point - General Options Properties

Language Select the language of the vPoint HD interface.

Max. Entries to Maximum number of online directory entries that the
read from end point will receive and display for the user.
LDAP database

Min Chars. to  Minimum number of characters that the user must
enter before type before the end point sends a search query to the
querying LDAP online directory.
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QoS

The QoS tab contains properties for controlling the type of Quality of Service that
will be used for transmitting packets from the specified vPoint HD end point.

David Schor Properties [¥vPoint HD) [ %]

Categany Systemlnfol General Options ~ B05 |Video I Audio I H.2B4|

— Priarity Type [QoS5]
" Nao Priority [Q05]
& |P Precedence
 Diffsere

— Pricrity value
Widen Priority:

Audio Priority:

|s-cRTIC/ECP 4|
RTCP Pricrity:
IB - Internetwark Contral j

Restore Qo5 Defaults |
QK I Cancel | Aol | Help |

vPoint HD End Point - QoS Properties (Default Settings)
Set QoS properties as follows:
Priority Type (QoS)

Select the type of QoS used for transmitting packets during heavy network
congestion conditions.

No Priority Network transfers packets using normal Best-effort (or
Routine) packet transmission.

IP Precedence Network gives priority to certain types of bits (video,
audio, control) according to the eight levels of IP
precedence.

Diffserv Network transfers packets according to specific needs of
the sending application.
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Priority Values

Video, Audio For each packet type, select an appropriate priority level.

and RTCP The item with the highest priority number will be sent

Priority first, the item with the next highest number will be sent
second, and so on.

The priority levels vary, depending on whether the
selected Priority Type is IP Precedence or Diffserv. For a
list of Priority levels, see “QoS Priority Values” on page
465.

To reset the Priority default values, click Restore QoS Defaults.
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Advanced Video

The Advanced Video tab permits you to enable usage of H.261 and H.263 for video
transmission and to control the bandwidth thresholds for switching between the two

standards, if applicable.

David Schor Properties [¥vPoint HD) [ %]

Category

Systemlnfol GeneraletionsI Qo5 Video |Audi0 I H.2B4|

 Transmit H. 261
¥ Enable H. 261 at maximurm; |2U43 kbps

IV Enable CIF
¥ Enable OCIF

— Transmit H. 263
V¥ Enable H. 263 at masimum; |4DSB Kbps

IV Enable CIF
¥ Enable OCIF

Widen transmit maximurn packet size: I‘IEDD 3: bytes

Restore Defaults |
QK I Cancel | Aol | Help |

vPoint HD Properties - Advanced Video
Transmit H.261/H.263

Enable H.261/
H.263 at
Maximum

Enable CIF

Select to enable the use of the specified video format
coding from the specific vPoint HD end point. In the box,
type the maximum transmission rate at which the
specific coding may be used.

For example, for H.263 the default maximum
transmission rate is 256 kbps. At higher rates, the H.263
coding is not available.

Select to transmit video at a higher resolution and lower
frame rate, using Common Interchange Format (CIF).
Usually, CIF provides better overall video quality,
especially when a higher transmission bandwidth (at
least 128 kbps) is available.

All Emblaze-VCON videoconferencing products support
CIF. If the remote party's system supports CIF too, this
option is the default setting for video transmission.
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Enable QCIF Select to transmit video at a medium resolution and
higher frame rate, using Quarter Size Common
Interchange Format (QCIF).

QCIF may be chosen if the remote party has a system
that does not support CIF format, or if the bandwidth is

low.
Video Transmit Enter the maximum video packet size (in bytes) which
maximum the specified end point may transmit.

packet size
To reset the advanced Video default values, click Restore Defaults.
Advanced Audio

In the Audio tab, select the supported audio algorithms for transmitting audio from
the specified end point. In addition, you can enter the audio transmit speed for all
algorithms supported by the end point.

To reset the advanced Audio default values, click Restore Defaults.

David Schor Properties [¥vPoint HD) [ %]

Categary Systemlnfol GeneraletionsI QoS I Video Audio |H.2B4|

— Packet size

W Transmit G. 711 at: IBD milli-seconds
W Transmit G. 728 at:
W Transmit G. 723 at:

o
]

V' Trarsmit G. 722 at: lsg— mill-seconds
o
]

milli-seconds
milli-seconds
¥ Traremit G. 729 at: milli-seconds
W Traremit G. 7221 at:
¥ Traremit A4C-L0 Gk at: lm— milli-seconds
I Tiansmit sACLD 128k at: [lo- | millssconds

Restore Defaults |

milli-seconds

QK I Cancel | Spply | Help |

vPoint HD End Point - Advanced Audio Properties
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H.264

In the H.264 tab, enable the use of the H.264 codec in this end point’s video
transmissions. You can enable and disable the use of any combination of the
supported video formats in this end point’s conferences.

David Schor Properties [¥vPoint HD) [ %]

Categany Systemlnfol GeneraletionsI QoS I Wideo I Audin H.264 |

¥ Enable H. 264 at maximum; |1U24 kbps

H.264 Feature:

IV Enatle CIF IV Enatle 5IF

¥ Enable QCIF ¥ Enable Half 451F

¥ Enable <Ga ¥ Enable Half 4CIF

¥ Enable vGa ¥ Enable 451F

¥ Enable YGa ¥ Enable Standard 451F
¥ Enable SWGA ¥ Enable 4CIF

¥ Enable SOCIF ¥ Enable Standard 4CIF

Restore Defaults |
QK I Cancel | Aol | Help |

vPoint HD End Point - H.264 Properties

Enable H.264  Select to enable the use of the H.264 codec by this end
at Maximum point up to the maximum bandwidth specified.

H.264 Features Selected formats are activated for use by this end point.
Deselect a feature to make it unavailable.

Restore Click to return to the H.264 default selections.
Defaults
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B VPOINT™ END POINT PROPERTIES

From the MXM Administrator application, the administrator may view and control
various properties of vPoint™ end points. vPoint is the videoconferencing
application used by Emblaze-VCON’s ViGO, and may also be used as a software-only
application with various cameras.

For explanations about end point MXM Properties, see “Setting End Point MXM
Properties” on page 91 to 106.

For explanations about end point Software Upgrade Properties, see “Node Software
Upgrade Properties” on page 122 to 128.
B.1 Conversation Properties

The Conversation Properties dialog box may be used for viewing and controlling the
Video and Data settings of vPoint end points.

Video

In the Video tab, you may control certain video features that improve the quality of
the video transmission from the selected vPoint end point.

Davids Properties (¥iGO) B3

Category Video | Data |

9

Dizplay
Vg
lrﬁlearer picture ——— ]— Smoather mation

Video Format————— Display Mode

& Momal [EIF] % Single bonitor

| Quarter size [BEIF] ! Dulanitor
| Tiriple bonitar

QK I Cancel | Apply | Help

vPoint End Point - Video Properties
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Display

Clearer Picture/ This control enables you to define the relationship

Smoother
Motion

Video Format

between clear, sharp images and smooth uninterrupted
motion during the video transmission. If the picture is

clearer, the motion may be slower and more broken. If

the motion is smoother, the picture may be less clear.

Drag the slider until you are satisfied with the image
sharpness and the smoothness of motion. There are 30
possible settings on the slider — 1 represents the clearest
picture but the most uneven motion; 30 represents the
smoothest motion but the most blurry picture.

The type of video format in which the current video meeting is broadcast. This
setting affects the viewing quality for the remote party, and may only be
changed during a call. The possible options are:

Normal (CIF)

Quarter Size
(QCIF)

Select to transmit video at a higher resolution and lower
frame rate, using Common Interchange Format (CIF).
Usually, CIF provides better overall video quality,
especially when a higher transmission bandwidth, such
as 2 x BRI (at least 128 kbps) is available.

All Emblaze-VCON videoconferencing products support
CIF. If the remote party's system supports CIF too, this
option is the default setting for video transmission.

Select to transmit video at a medium resolution and
higher frame rate, using Quarter Size Common
Interchange Format (QCIF).

QCIF may be chosen if the remote party has a system
that does not support CIF format, or if the bandwidth is
low.
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Display Mode

This setting is applicable if the end point is a MediaConnect 9000 system. The
display mode determines how local video, remote video and software
applications (such as vPoint) are displayed at this end point.

Single Monitor Video and applications on the SVGA monitor only.

Dual Monitor Video on the TV monitor, applications on the SVGA
monitor.

Triple Monitor Local video on one TV monitor, remote video on the
second TV monitor, and applications on the SVGA
monitor.

Data
In the Data tab, select Automatically Start Data When Application Starts to
enable data receiving capability immediately AND to automatically enable it when

vPoint starts again. In such a case, Microsoft® NetMeeting® runs minimized on the
Windows Desktop and the end point user can use NetMeeting's data sharing
features during the videoconferences.

Davids Properties (¥iGO) B3

Categary Video Data |

[~ Automatically start data when application starts

QK I Cancel | Apply | Help

vPoint End Point - Data Properties
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B.2 Calls Properties

The Calls Properties dialog box may be used for viewing and controlling incoming
and outgoing call properties of vPoint end points.

Incoming Calls

In the Incoming Calls tab, customize how the vPoint end point indicates and
accepts incoming calls.

Davids Properties (¥iGO) [ %]
Categary Incoming Calls | Outgaing Eallsl Hingingl 3rd Party Viewerl (A L4

—when idle

¥ Auto arswer

]

Az Interactive Multicast Chair

e L . .
=3 & Manually join P point-to-point calls

are Update .. . .
TSRS " Auto join IP point-to-paint calls

At reject all incoming calls

&

QK I Cancel | Apply | Help |

vPoint End Point - Incoming Calls Properties
When Idle
Auto answer Select to turn automatic acceptance of calls on. If the

system is idle when a videoconferencing call arrives,
the session starts automatically.

As Interactive Multicast Chair

If the selected user's system supports Emblaze-VCON's Interactive
Multicast, it may sometimes be the Chair of multicast videoconferences. If
another party tries to call it while it chairs a conference, that call may be
accepted or rejected according to the selected option :

Manually join Enable the selected user to either join or reject callers

IP point-to- to an ongoing Multicast conference.

point calls

Auto join IP Enable the selected user to automatically join callers
point-to-point  to an ongoing Multicast conference.

calls
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Auto reject all  Enable the selected user to automatically reject
incoming calls incoming calls to an ongoing Multicast conference.

Outgoing Calls

In the Outgoing Calls tab, define properties for calls initiated by the selected
vPoint end point.

Davids Properties (¥iGO) [ %]

Category Incoming Calls  Outgoing Calls | Hingingl 3rd Party Viewerl (IS0 L

-r‘ h M aximum number of recent addresses: |1U 3:

o
o

Software Update

&

QK I Cancel | Apply | Help |

vPoint End Point - Outgoing Calls Properties

Maximum The maximum number of recently dialed addresses that
Number of can appear in the vPoint Manual Dialer's Call Log.
Recent

Addresses
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Ringing

In the Ringing tab, define the sounds used by the selected end point to indicate
incoming and outgoing videoconference calls.

Davids Properties (¥iGO) [ %]
Categary Incaming Calls I Outgoing Calls  Ringing | 3rd Party Viewer I (A L4
r— Ringing Setting:
" Ma Sound

(+ Multimedia Speakers

r~ Incoming Ring

Iirish.wav

r— Outgoing Ring

Icanada.wav

QK I Cancel | Apply | Help

vPoint End Point - Ringing Properties

Ringing Settings

No Sound Select to disable all audio ringing. Only the Incoming
Call and Outgoing Call messages visually indicate
calls.

Multimedia Select to enable ringing sounds to indicate calls.

Speakers

Incoming Ring/ Filenames of the sounds that indicate incoming and
Outgoing Ring outgoing calls.
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3rd Party Viewer

In the 3rd Party Viewer tab, define the settings for transmission of an Interactive
Multicast videoconference through third-party viewers.

CAUTION  The default settings of this tab should be edited with caution.

Davids Properties (¥iGO) [ %]

Category

Incaming Eallsl Outgaing Eallsl Fiinging  3rd Party Viewer | 140t

— Setting:
Announcement frequency: I 3: minutes.

r— 3rd Party Viewer Format

Yideo broadcast format: |H2B1

=
[

Audio broadcast format: IG?TI L-law

Yideo Refresh Timeout: |5 3: seconds.

Restore Defaults |

QK I Cancel | Apply | Help |

vPoint End Point - 3rd Party Viewer Properties
Announcement The interval between announcements of Multicast

Frequency sessions in the third-party viewer's schedule.

Video The video coding standard that all parties viewing the
Broadcast Multicast sessions must be capable of using - H.261 and
Format H.263. H.263 provides better video quality, especially at

low bitrate transmissions.

However, video systems that do not support H.263 will
not be able to receive an H.263 broadcast.

Audio The audio coding standard that all parties viewing the
Broadcast Multicast sessions must be capable of using.
Format
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G.711 U-law/
A-law

G.722

G.728

Video Refresh
Timeout

Defaults

This standard gives the lowest quality results, but all
third-party viewing systems will be able to receive the
broadcast.

Select G.711 U-law if you're in the U.S. or Japan, or
G.711 A-law if you're in Europe. For other regions,
consult with your local Emblaze-VCON technical support
representative.

This standard gives the best quality. Select it if you know
that the third-party viewing systems support it and if you
think that the connection will be over high bandwidths.

This standard gives the best possible quality with the
smallest possible bandwidth cost. Select this standard if
you know that the third-party viewing systems support it
and if you think that the connection will be over low
bandwidths.

The maximum number of seconds required until the
video broadcast is synchronized for all viewers. If the
refresh value is low, the quality is lowered. If the refresh
value is high, it will take a longer time to see the video
display when the viewers connect. Use the default setting
as a guide.

Return all options to the original preset third-party
viewer settings.
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Interactive Multicast

In the Interactive Settings tab, set the default configuration for this end point's
Interactive Multicast broadcasts.

Davids Properties (¥iGO) [ %]

Category

Hingingl 3rd Party Viewer  Interactive Multicast | 4 I 3

Session's Password: ||

Configure bandwidth rate in the Bandwidth Control page.

Max. participants: I‘ID
Wideo format: |H2B1 vl Audio format: IG?28 'l
Broadcast to IP address: |239.D.1 1.107

Video port : |381 i}
Wideo contral port: |381 o
Audio port: |1 8100

Audio contral port: |1 a1
Time ta Live [TTL): |5 3:
Audio packet size IBD 3:

QK I Cancel | Apply | Help |

vPoint End Point - Interactive Multicast Properties

Session's
Password

Configure
Bandwidth
Rate in the
Bandwidth
Control page

Max.
Participants

To restrict entry into the Interactive Multicast
videoconferences that the end point initiates, define a
security password. If you want to allow anyone who calls
the end point to join the conference, leave this box blank.

The default Broadcasting settings are recommended for
most Multicast conditions.

Click the link to jump to the MXM Properties -
Bandwidth Control topic, where you can set the Default
Bandwidth for multicast sessions.

The maximum number of Participants allowed in a
Multicast initiated and chaired by this end point.
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Video Format

Audio Format

Broadcast IP
Address

Video port

Video control
port

The video coding standard that all parties in the
Multicast are capable of using - H.261 and H.263. H.263
provides better video quality, especially at low bitrate
transmissions.

However, some video systems do not support H.263. If
at least one Participant's system does not support H.263,
or you are not sure, select H.261.

The audio standard that all parties in the Multicast are
capable of using.

Q G.711 U-law/A-law
This standard gives the lowest quality results, but it
must be selected if you want 3rd Party viewers to be
able to join a multicast session. Select G.711 U-law
if you're in the U.S. or Japan, or G.711 A-law if
you're in Europe. For other regions, consult with
your local Emblaze-VCON technical support
representative.

ad G.y22
This standard gives the best quality. Select it if you
know that the remote parties support it and if you
think that the connection will be over high
bandwidths.

a G.728
This standard gives the best possible quality with
the smallest possible bandwidth cost. Select this
standard if you know that the remote parties
support it and if you think that the connection will
be over low bandwidths.

If you select either G.728 or G.722, and a remote party's
system does not support it, that party will not be able to
participate in the session.

The destination IP address for the Interactive Multicast.
All participants in the session transmit and receive from
this common IP address. This address must be a class D
address in the range of 224.0.0.0 to
239.255.255.255.

The ID of the port used for the video connection.

The ID of the port used for transferring control and
synchronization information about the video
transmission.
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Time to Live
Audio port

Audio control
port

Defaults

B vPoint™ End Point Properties

The maximum number of routers that the Session's
packets may pass through.

The ID of the port used for the audio connection.

The ID of the port used for transferring control and
synchronization information about the audio
transmission.

Participants must use the same video, audio and control
ports. Make sure that the ports you choose are available
for every participant.

Click to return to the original settings. These settings
help you connect to the Interactive Multicast through the
default ports and/or IP address that was defined
automatically by your system.

Emblaze-VCON MXM Administrator’s Guide 393



B vPoint™ End Point Properties

B.3 User Data Properties

The User Info settings provide identification of the vPoint end point user. This
includes the following information:

® First Name
® Company or organization
® |astName

® E-mail address

Davids Properties (¥iGO) B3

Categary User Infa |

First name: IDavid

Last name: ISchor

T Company: Ivcon
e

are Update E-mail: Idavids@vcon.co.il

o

QK I Cancel | Apply | Help

vPoint End Point - User Data Properties
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B.4 Communication Properties

The Communication Properties dialog box may be used for viewing and controlling
various network settings of vPoint end points.

LAN

The LAN Properties contain the vPoint end point's identification configuration on
the local network. Additional capabilities are provided for holding videoconferences
over the connected network.

Category

o
o

Davids Properties (¥iGO) [ %]
LAN |Firewall| Login I
P address:  [10.0.11.107
DMS name: Itu-david

ware Update

IP Address
DNS Name

Gatekeeper |IP

Go to General
and Bandwidth
Control Pages
for More
Settings

Gatekeeper [P;  [10.0.0.175

Go to General and Bandwidth control pages for more settings. ..

¥ &llow Adaptive Bandwidth Adjustment
V¥ Enable lip synchronization mechaism
= v Automatic buffering contral

[~ Enable NAT:

¥ Enable selection of local IP address

QK I Cancel | Apply | Help

vPoint End Point - LAN Properties
The selected end point’s IP address.

The selected computer's name if it resides in a network
that employs a DNS server (DNS stands for Domain
Naming System, which enables computers on a network
to be referred to by name in addition to IP Addresses).

The IP address of the MXM or gatekeeper from which
this end point receives gatekeeper services.

Click the General link to display the selected user's MXM
General Properties (see “General” on page 91).

Click the Bandwidth Control link to display the selected
user's MXM Bandwidth Control Properties (see
“Bandwidth Control Properties” on page 95).
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Allow Adaptive
Bandwidth
Adjustment

Enable Lip
Synchronization
Mechanization

Automatic
Buffering
Control

Enable NAT

Enable
Selection of
Local IP
Address

Enables videoconferences to precede at reduced
bandwidth if the network is congested. Deselecting this
option maintains a constant quality to the session, but it
may cause network problems.

Enables adjustment of the video and the audio if they are
out of sync with each other.

Q Enables the system to automatically control the
amount of buffering required to maintain the
consistency of the video and audio transmission. For
example, if video packets are delayed for 1 or 2
seconds, the system will automatically synchronize
the transmission so that the delay does not disturb
the visible video.

A Deselect this option only if the automatic buffering
is not sufficient — for example, if the quality of the
video meeting is poor or there is a noticeable delay.

If your organization uses NAT (Network Address
Translation) when communicating with parties in
another LAN or WAN, type the external address for the
selected user.

NAT helps protect a LAN from exposure to unwanted
traffic by providing one single external address to remote
users. NAT uses a system of local and external addresses
to hide a LAN's users from other networks. A NAT server
translates local parties' addresses to an external address,
which is then used to identify the local party to remote
parties. Therefore, remote parties use this external
address to call the local party, without knowing its actual
local address.

Enables the end point to receive its IP address
configuration from the LAN's DHCP server. A DHCP
server automatically assigns IP addresses to computers
as they log on to the network, eliminating the need to
assign IP addresses manually and locally.
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B vPoint™ End Point Properties

In the Firewall tab, enter the allocation of ports for communication through your

organization’s firewall.

Davids Properties (¥iGO) [ %]

Category

LAM Firewall | Login |

Mote: Please make sure that your firewall iz configured to allow
communication on port 1719 [Gatekeeper RAS) and 1720 [H.323

call setup).

—RTP & RTCF Port Range
Lowest Port:

L

Highest Port:  |6004 =

:

—H.245 Port Range
Lowest Port:  |5004 =

hk

Highest Port:  |6004 =

Cancel | Apply | Help |

vPoint End Point - Firewall Properties

RTP & RTCP
Port Range

H.245 Port
Range

The MXM allocates a range of ports for video and audio
during videoconferences.

This allocation meets the Real-Time Protocol (RTP) and
Real-Time Control Protocol (RTCP) specifications,
which enable applications to synchronize and spool
audio and video information.

The MXM allocates a range of ports for end-to-end
signalling of multimedia during videoconferences.

This allocation provides for H.245 functions, such as
capability exchange, signalling of commands and
indications, and messages to open and fully describe the
content of logical channels.
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Login
In the Login tab, define how the end point logs into an MXM.

Caitetgaty L& | Firewall Login |

™ Login automatically with the cument user name and password

Change User Password

Mew: ||
Confirm: I

Mote: If pou leave the pazsword fields blank, the pazsword will
not be changed.

QK I Cancel | Apply | Help |

vPoint End Point - Login Properties

Login The end point automatically logs in to the MXM during
Automatically  vPoint's startup using the current User Name and
with the Password. If this option is selected, the user does not
Current User have to enter login details during vPoint startup.
Name and

Password

Change User Password
New Password that replaces the current one.
Confirm Confirmation of the new password.

If the Password boxes are blank, the current password remains valid.
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B.5 Hardware Properties

The Hardware Properties dialog box may be used for viewing and controlling
various Audio and Camera settings of vPoint end points.

Audio

In the Audio Settings for ViGO, you can define the audio configuration to be used
during videoconferences.

ViGOo
Davids Properties (¥iGO) [ %]
Category Audio | Camera |

r— Configuration Mode
* Manual = Private (" Speaker

—Audio Origih—————— Enhanced Audio
™ Desktop Camera v Acoustic Echo Canceller
" Headset ¥ | futomatic Gair Control
[~ Aux / Line-in [V Automatic Noise Supression

— Speaker

[ Headset / Extemal
™ Tower Speaker

—Wolume level: 52

[~ Enable Speaker  Low ._I] High

" Enable Micraphone

QK | Cancel | Apply | Help I

vPoint Properties - Audio (ViGO)
Configuration Mode

Select a mode for manual or automatic audio settings.

Manual Select to choose audio settings one by one. Select this
option if the selected end point has a PTZ camera or
other optional hardware.

Private Select to automatically select settings for headset audio.

Speaker Select to automatically select settings for tower audio (if
connected) or speaker audio (if a tower is not
connected).
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Audio Origin

Active if Configuration Mode is Manual.

Select an available audio input source. The selected end point can speak or
send audio through one, two, or all three possible sources.

Desktop Select to use the camera’s built-in microphone.

Camera

Headset Select to use the supplied headset.

Aux/Line In Select to use a microphone that’s connected to the Line
Level Audio In connector on the ViGO rear panel. The
source may be from a connected VCR or other external
audio device.

Enhanced Audio

Acoustic Echo
Canceller

Automatic Gain
Control

Automatic
Noise
Suppression

Speaker

Select to prevent the remote party from hearing
themselves from their own speakers. This condition
occurs if the speaker output is received by the local end
point’'s microphone and sent back to the remote party.

Select to ensure that the remote parties hear the selected
end point normally regardless of the speaker’s distance
from the microphone.

Select to mute surrounding noise. The result is that the
remote parties only hear what the speaker says into the
microphone.

Active if Configuration Mode is Manual.

This end point emits audio through one or both of the following devices:

Tower Speaker

Headset/
External

Volume level
Enable Speaker

Enable
Microphone

Select to emit audio from the ViGO tower’s speaker.

Select to emit audio from the headset or from another
device connected to the Speaker connector on the ViGQO'’s
side panel.

Select to control the volume of the selected end point’s
speaker. Drag the slider accordingly.

Select to control the volume through the selected end
point’s microphone.
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In the Audio Settings for the vPoint software-only application (not connected to
ViGO), you can define the audio configuration to be used during videoconferences.

RachelN Properties {Software Dnly) E

Category

Audio |

r— Microphone Origin
{* Sound Card Microphone
(" UUSE Camera Microphane

 Enhanced Audio

W Acoustic Echo Canceller

Environment
f* Quiet  Medum ¢ Maisy

—Wolume level 5
|

ol Ehe Gy (L _‘|_ High

V¥ Enable Micraphone

QK I Cancel | Apply | Help |

vPoint Properties - Audio (Software only)
Microphone Origin

Sound Card
Microphone

USB Camera
Microphone

Use a microphone that’s connected to the Line Level
Audio In connector on the installed videoconferencing
card.

Use the camera’s built-in microphone.

Enhanced Audio

Acoustic Echo
Canceller (AEC)

Environment

Volume level
Enable Speaker

Select to cancel the echo created when your microphone
picks up audio from your speakers.

AEC is not available if you are using a USB Camera
Microphone.

Select Quiet, Medium, or Noisy, as applicable,
according to your surroundings. This setting controls the
automatic adjustment to compensate for surrounding
noise levels, so that they don't affect the outgoing audio.

Select to control the volume of the selected end point’s
speaker. Drag the slider accordingly.
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Enable Select to control the volume through the selected end
Microphone point’s microphone.
Camera

The Pan/ Tilt /Zoom Camera properties are applicable if a Pan/Tilt/Zoom-type
(PTZ) camera is connected to the selected system. If a PTZ camera is not used,
None appears as the PTZ camera type in the dialog box’s top list and no
communication port is required.

Davids Properties {¥iGO} B
Category Audic  Camera |

—Camera

Pan/Tilt/Zoom camera type:
INone

Camera's communication part:
|

—Camera Control

I~ &llow the remote side to control your camera

0k | Cancel | Lipply | Help I

vPoint Properties - Camera

Pan/Tilt/Zoom  The manufacturer and/or model of the PTZ camera.
camera type

Camera’s The name of the computer port to which the camera
communication is connected.

port

Allow the Select to permit a remote party in a video meeting to

remote side to control the positioning of the selected user’'s PTZ
control camera camera. If a PTZ camera is not used, this option is
settings not relevant.
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B.6 Advanced Properties

The Advanced Properties dialog box may be used for viewing end point system
information and controlling various QoS, Intras, advanced Video, advanced Data,
and advanced Audio settings of vPoint end points.

System Info

The System Info tab displays information about the Emblaze-VCON
videoconferencing system that’s installed in the selected end point. If you contact
Emblaze-VCON Technical Support (see “Emblaze-VCON Technical Support”’on page
vi before the Table of Contents) about a problem associated with this end point,
include this information with your request.

Davids Properties (¥iGO) [ %]

Category System Infa | QoS I Intra I Yideo I Audio I

— Software

Application Yersion: |5.1 00,070
Operating Systen: IWindows 2000

Multicast installed:  [Yes

— Hardware

Board Type: IViGD
WiG0 Model: IProfessionaI

Hardware |D: I{FB‘I 2DD27-0939-426F-83C8-8922231 68440}

QK I Cancel | Apply | Help

vPoint Properties - System Information

Software

Application Version number of the vPoint application running on the
Version end point’s computer.

Operating Operating system that’s installed on the end point’s
System computer.

Multicast Indicates if the end point’s videoconferencing system
installed includes Emblaze-VCON'’s Interactive Multicast feature.
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Hardware

Board Type Videoconferencing system installed in the end point’s
computer.

ViGO Model Model name of the end point’s ViGO (if applicable).

Hardware ID

QoS

Unique identification number for the videoconferencing
card’s installation. This number is for Emblaze-VCON
Technical Support use.

The QoS tab contains properties for controlling the type of Quality of Service that
will be used for transmitting packets from the specified vPoint end point.

Davids Properties (¥iGO) [ %]
Categary System Info oS | Intra I Yideo I Audio I
— Priarity Type [QoS5]
" Nao Priority [Q0S]
& |P Precedence
7 Diffsere
r— Pricrity value:
Widen Priority:
|4 - Flazh Overide j
Audio Priority:
|5-CRITIC/ECP |
RTCP Pricrity:
IB - Internetwark Contral j
Restore Qo5 Defaults |
QK I Cancel | Apply | Help |

vPoint Properties - QoS (Default Settings)

Set QoS properties as follows:
Priority Type (QoS)
Select the type of QoS used for transmitting packets during heavy network
congestion conditions.

Network transfers packets using normal Best-effort (or
Routine) packet transmission.

No Priority

Network gives priority to certain types of bits (video,
audio, control) according to the eight levels of IP
precedence.

IP Precedence
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Diffserv Network transfers packets according to specific needs of
the sending application.

Priority Values

Video, Audio For each packet type, select an appropriate priority level.
and RTCP The item with the highest priority number will be sent
Priority first, the item with the next highest number will be sent

second, and so on.

The priority levels vary, depending on whether the
selected Priority Type is IP Precedence or Diffserv. For a
list of Priority levels, see Appendix D, “QoS Priority
Values”.

To reset the Priority default values, click Restore QoS Defaults.
Intras

During videoconferences, vPoint end points send periodic intras (full video frames)
in order to synchronize the video display at the receiving party. In the Send Intra
Interval box, type the length of the interval (in seconds) between intra
transmissions.

Davids Properties (¥iGO) [ %]

Cateqary SystemInfo | Qo5 Intra |Video | Audio |

Send Intra Interval: |5 seconds.

QK I Cancel | Apply | Help

vPoint Properties - Intras
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Advanced Video

The Advanced Video tab permits you to enable usage of H.261 and H.263 for video
transmission and to control the bandwidth thresholds for switching between the two
standards, if applicable.

Davids Properties (¥iGO) [ %]
Systemlnfol QoS I Intra  Video |Audi0 I
r Transmit H. 261
¥ Enable H. 261 at maximurm; |152U kbps
IV Enatle CIF

Category

[¥ Enable OCIF

r Transmit H. 263
V¥ Enable H. 263 at masimum; |152D Kbps

[V Enable CIF
[¥ Enable OCIF

Widen transmit maximurn packet size: I‘IEDD 3: bytes

Restore Defaults |
QK I Cancel | Apply | Help |

vPoint Properties - Advanced Video

Transmit H.261/H.263

Enable H.261/
H.263 at
Maximum

Enable CIF

Select to enable the use of the specified video format
coding from the specific vPoint end point. In the box,
type the maximum transmission rate at which the
specific coding may be used.

For example, for H.263 the default maximum
transmission rate is 256 kbps. At higher rates, the H.263
coding is not available.

Select to transmit video at a higher resolution and lower
frame rate, using Common Interchange Format (CIF).
Usually, CIF provides better overall video quality,
especially when a higher transmission bandwidth, such
as 2 x BRI (at least 128 kbps) is available.

All Emblaze-VCON videoconferencing products support
CIF. If the remote party's system supports CIF too, this
option is the default setting for video transmission.
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Enable QCIF Select to transmit video at a medium resolution and
higher frame rate, using Quarter Size Common
Interchange Format (QCIF).

QCIF may be chosen if the remote party has a system
that does not support CIF format, or if the bandwidth is
low.

Video Transmit Enter the maximum video packet size (in bytes) which
maximum the specified end point may transmit.
packet size

To reset the advanced Video default values, click Restore Defaults.
Advanced Audio

In the Audio tab, select the supported audio algorithms for transmitting audio from
the specified end point. In addition, you can enter the audio transmit speed for all
algorithms supported by the end point.

To reset the advanced Audio default values, click Restore Defaults.

Davids Properties (¥iGO) [ %]

Category

Systemlnfol QoS Ilntra IVideo Audio |

Packet size
W Transmit G. 711 aLaw at:

IBD— milli-seconds
¥ Traremit G. 717 ulaw at IBD—
¥ Traremit G. 728 at: IBD— milli-seconds
IBD—
IBD—

milli-seconds

V¥ Transmit G. 723 at: milli-zeconds

W Transmit G. 722 at:

Restore Defaults |

milli-seconds

QK I Cancel | Apply | Help

vPoint Properties - Advanced Audio
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C HD3000 END POINT PROPERTIES

From the MXM Administrator application, the administrator may view and control
various properties of HD3000 end points. In the HD3000 Properties dialog box, the
properties are divided into various categories:

MXM Properties defining how the HD3000 operates as parts

of the MXM videoconferencing network (see “Setting
End Point MXM Properties” on page 91).

Network LAN, Streaming, Firewall, H.323, QoS

Video Dual Monitor, Far End Camera Control, Intra Interval

Audio Audio Input, VCR Audio Mix, Automatic Echo
Cancellation, Microphone Gain Level

Options General, Calls, MCU Calls, Monitor, Security, Version,
Upgrade

Properties cannot be changed while the HD3000 is engaged in a
videoconference.
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C.1 Network Configuration

This section explains how to set up the HD3000's network and connections

configuration. Network options may be edited at any time.

LAN Connection and Registration

The LAN tab includes the HD3000's address and information about its connection

to the LAN (Local Area Network).

David3000 Properties (HD 3000) [ %]

Categary LAN |Streaming| FirewaIII H323 I QoS I

MAC Address: |DD:DD:E?:50:D‘I:D4

[T Obtain an IP address from a DHCP server

Loeal IP address: [172.20. 1. 25

Subnet mask:  [255 255 01 0

57 DNS server: [172. 20, 0100

)

Camera WINS Server |1?2. 20. 0100

= Domair: veonld. ool
o |

Hugl Default gateway: [172. 20. 0.254

e

| Help |

Optiohs ,TI Cancel | Apply

HD3000 End Point - LAN Properties
MAC Address The unique Media Access Control (MAC) address of the

HD3000 device.

Obtain an IP Select to enable the HD3000 to receive its network
Address from a configuration from the LAN’s DHCP server and enter it

DHCP server automatically in the LAN tab.

If this option is not selected, you must define the LAN

properties manually.
Local IP AddressIP address of the HD3000.

If the HD3000 receives an address automatically, it is a
temporary address which is liable to be changed when the
network’s users’ IP addresses are updated periodically.

If you manually enter an IP address here, the address

remains permanently.
Subnet Mask Your company’s subnet mask.
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DNS Server IP Addresses of the DNS server and the WINS server.
& Registering with these servers enables the HD3000 to
WINS Server translate names to IP addresses.
Domain DNS domain name of your company (for example,
yourcompany.com).

Default GatevvayIP address of the network’s Gateway router. The gateway
helps the HD3000 send and receive calls between subnets.

Streaming

In the Streaming tab, define the configuration for transmitting streaming media
from the HD3000.

David3000 Properties (HD 3000) [ %]

Categary LN Steaming | Firewall| H323 | @05 |

V¥ Enable Streaming

Broadcast to IP address: IW
TimetoliveTTLE [T =
Audio port: |1 100

Video port : lw

Video Fesolution: @« CF ¢ QCF
Bandwidth: TER | Kbps
¥ Enable SDF Announcrerts
Audia

Session's Password: I

e

Optians ’TI Cancel | Apply | Help |

HD3000 End Point - Streaming Properties
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Enable
Streaming

Broadcast to IP
Address

Time to Live
(TTL)

Audio Port
Video Port

Select this option to enable the transmission of multimedia
streaming from this HD3000.

The destination IP address for a multicast streaming
broadcast. The HD3000 defines this address internally.
This address must be a class D address in the range of
224.0.0.0 10 239.255.255.255.

The sender transmits the streams to this address and
viewers receive the stream from this address.

The maximum number of routers through which the
stream may pass.

The ID of the port used for the audio connection.
The ID of the port used for the video connection.

Video Resolution] Select CIF to transmit video at a higher resolution and

Bandwidth

Enable SDP

lower frame rate, using Common Interchange Format
(CIF). Usually, CIF provides better overall video
quality, especially when a higher transmission
bandwidth, such as 2 x BRI (at least 128 kbps) is
available.

[ Select QCIF to transmit video at a medium resolution
and higher frame rate, using Quarter Size Common
Interchange Format (QCIF). Use QCIF if the viewers’
systems do not support CIF format, or if you transmit
over low bandwidth.

Click the right arrow to select the maximum bandwidth for
the streaming media.

Select to send announcements of your streaming session

Announcements over the network to client Viewer Programs other than

Session’s
Password

HD3000 (such as Emblaze-VCON's Broadcast Viewer).

To restrict access to stream viewing, enter a password.
When they attempt to view the stream, users will need to
type this password.
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In the Firewall tab, enter the allocation of ports for communication through your

organization’s firewall.

David3000 Properties (HD 3000) [ %]

Category

Camera
Sl
o

Audia

e

Options

LN | Steaming Firewall | H323 | o5 |

Mote: Please make sure that your firewall iz configured to allow
communication on port 1719 [Gatekeeper RAS) and 1720 [H.323
call setup).

—RTP & RTCF Port Range

Lowest Port: (ENIT

Highest Part: |5033 j:

—H.245 Port Range

Lowest Part: IEDD4 jj
Highest Part: IEDDS jj

L

L

L

L

QK I Cancel | Apply | Help |

HD3000 End Point - Firewall Properties

RTP & RTCP
Port Range

H.245 Port
Range

The MXM allocates a range of ports for video and audio
during videoconferences.

This allocation meets the Real-Time Protocol (RTP) and
Real-Time Control Protocol (RTCP) specifications,
which enable applications to synchronize and spool
audio and video information.

The MXM allocates a range of ports for end-to-end
signalling of multimedia during videoconferences.

This allocation provides for H.245 functions, such as
capability exchange, signalling of commands and
indications, and messages to open and fully describe the
content of logical channels.
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H.323 Management

In the H.323 tab, you can define how the HD3000 operates within a managed
H.323 videoconferencing network.

David3000 Properties (HD 3000) [ %]

Category

LaN IStreamingI Firewall H323 |QDS I

Gatekeeper Configuration
’7 Gatekeeper [P :

MNAT address:

V¥ Enable lip synchronization mechaism

I— ¥ Use automatic buffering contral

¥ A&llow adaptive bandwidth adjustment

QK I Cancel | Apply | Help |

HD3000 End Point - H.323 Properties

Gatekeeper |IP

NAT Address

Enter the IP address of the gatekeeper which manages the
HD3000. This may be either the MXM’s gatekeeper or
another one used by your organization.

If the HD3000 is logged in to a non-Emblaze-VCON
gatekeeper, the HD3000's status in the Main View is
Logged In to Management Server.

If your organization uses NAT (Network Address
Translation) to protect its network, type the external
address for your computer.

NAT helps protect a LAN from exposure to unwanted
traffic by providing one single external address to remote
users. NAT uses a system of local and external addresses
to hide a LAN's users from other networks. A NAT server
translates local parties' addresses to an external address,
which is then used to identify the local party to remote
parties. Therefore, remote parties use this external
address to call the local party, without knowing its actual
local address.
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Enable Lip Select this option to synchronize the audio and video of a
Synchronizatio LAN conference.
n Mechanism

Automatic Buffer Control optimizes the transmission of the video for
Buffering the available dynamic bandwidth. If network conditions
Control require, the system holds back frame transmission before

transmitting, in order to attain smooth playback and
avoid “jumping”.
Select this option to make the buffer control automatic.

Deselect it to make it adjustable during LAN
conversations.

Allow Adaptive Enables videoconferences to precede at reduced

Bandwidth bandwidth if the network is congested. Deselecting this

Adjustment option maintains a constant bandwidth during the
session, but it may cause network problems.

QoS

The QoS tab contains properties for controlling the type of Quality of Service that
will be used for transmitting packets from the HD3000.

David3000 Properties (HD 3000) [ %]
Category L& | Steaming | Firewall| H323 @05 |
— Priarity Type [QoS5]
" Nao Priority [Q05]
& |P Precedence
© Diffsery
— Pricrity value
Widen Priority:
L
.5" : Audio Priority:
BeiEa |s-cRITIC/ECP |
% RTCP Pricrity:
ft‘ IB - Internetwark Contral j
Audio Restore QoS5 Defaults |
i
Optons 0K | _ Corcol | _ s | Heb |

HD3000 End Point - QoS Properties
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Priority Type (QoS)

Select the type of QoS used for transmitting packets during heavy network
congestion conditions.

No Priority

IP Precedence

Diffserv

Network transfers packets using normal Best-effort (or
Routine) packet transmission.

Network gives priority to certain types of bits (video,
audio, control) according to the eight levels of IP
precedence.

Network transfers packets according to specific needs of
the sending application.

Priority Values

Video Priority
Audio Priority
RTCP Priority

For each packet type, select an appropriate priority level.
The item with the highest priority number will be sent
first, the item with the next highest number will be sent
second, and so on.

The priority levels vary, depending on whether the
selected Priority Type is IP Precedence or Diffserv. For a
list of Priority levels, see Appendix F, “QoS Priority
Values.”

To reset the Priority default values, click Restore QoS Defaults.
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C.2 Camera Properties

In the Camera tab, define the HD3000's camera configuration.

David3000 Properties (HD 3000) [ %]

Categary Camera |

V' Camera control by far end

FTZ Camera type

Mair : I Canon b l
Camera 1 I Mone hd l

QK I Cancel | Spply | Help |

HD3000 End Point - Camera Properties

Camera Control Far End Camera Control (FECC) enables the remote

by Far End party to control the local party's camera, so that they see
views that are convenient for them. FECC provides
control over the pan/tilt/zoom positioning and the
adjustment of brightness, color, contrast and hue.

PTZ Camera Type

If at least one Pan/Tilt/Zoom (PTZ) camera is used by the HD3000, the
camera’s model is defined here.

Main In HD3000, the main camera is built-in.
Camera 1 If a second camera is connected, choose its type.
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C.3 Audio Properties

In the Audio tab, you can select and activate various audio properties in the
selected HD3000 end point.

Category Audio |
—Audio input WCR audio mi
' Table top-mic & No mix
7 Line lewel = \CR record
" WCR playback

¥ Acoustic echo cancelation [AEC)
‘...;" — Mic gain level

)

Camera

@ Low € Medum  High

A
f'_

Audia

QK I Cancel | Spply | Help

HD3000 End Point - Audio Properties

Audio input

Tabletop Mic To use a tabletop microphone or other audio source
connected to the HD2000’s MIC connector.

Line Level To use amicrophone or other audio source (such as VCR,
mixer, etc.) connected to the HD2000's VCR AUD
connector.

VCR audio mix

Mixing options determine how the audio from a DVD or VCR connected to the
HD3000 is mixed and sent to the remote party or recorded to a VCR cassette.
Select the appropriate VCR Audio Mix option:

No Mix Both parties hear each other’s audio only.

VCR Record Both parties hear each other’s audio while a VCR records
the audio from both of them.

VCR Playback Both parties hear each other’s audio and records the
audio from the remote party.
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Other settings

Acoustic Echo
Cancellation
(AEC)

Microphone
Gain Level

C.4 Options

When the microphone picks up audio from your
speakers, an echo is created. Acoustic Echo Cancellation
(AEC) suppresses this effect. Select this option to prevent
the remote party from hearing themselves from their
own speakers.

You should disable AEC only if audio input comes
through a Line Level connection from a playback device
that does not capture sound from the conference room.

The gain level is the boost in signalling power when the
audio signal is increased. Depending on your
microphone or other audio input, adjust the gain to a
suitable level.

General Options

The General Options tab contains several options for defining how the selected

HD3000 operates.

Category

L]

[10]
AL

Metwark
L

Y

Camera

Audia

e

Options

General | Calls I MCL Eallsl Monitorl Securityl Versionl (UL L

Ethernet Speed:

Sleep Mode Timeout: |20 _:I Minutes

GUI Transparency: |‘|5 _I; Percents

¥ Auto Generate phonebook entries

Language: I English j

QK I Cancel | Spply | Help

HD3000 End Point - General Options
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Ethernet Speed

Sleep Mode
Timeout

GUI
Transparency

Auto Generate
Phonebook
Entries

Language

Define the speed of the network to which the HD3000 is
connected. The HD3000 supports 10 MB and 100 MB
half-duplex and full-duplex networks.

Select Auto-Negotiate to allow the HD3000 to

determine the common set of networking options
supported between it and the remote parties in a

conference.

Choose the amount of time that passes before the
HD3000 hides the display.

The amount of transparency determines if you will see
the video behind the HD3000's dialog boxes and menus.

0 percent transparency hides the video behind the
interface elements.

5 to 60 percent shows the video behind the interface at
various visibility levels.

Select to add remote parties to the HD3000’s Phone
Book after a call ends.

Select the language of the HD3000's interface. All menus
and options appear in the selected language on the end
point’s monitor.
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C HD3000 End Point Properties

In the Calls tab, customize how the HD3000 end point indicates and accepts

incoming calls.

David3000 Properties (HD 3000) [ %]

Category

Camera
Sl
o

Audia

e

Options

General Calls |MEU Eallsl Monitorl Securityl Versionl LA+

Incoming Calls Answer Mode

Paint-to-Paint call

' Auto Reject

7 Manual Angwer

& Auto Arswer

' Auto answer and mute microphone

¥ &ccept multicast floor anytime

Dualideo Method: INone 'l

" Enable call details logging

QK I Cancel | Spply | Help

HD3000 End Point - Calls Properties

Point to Point

Point-to-point conferences are calls between two end points.

Auto Reject

Manual
Answer

Auto Answer

Auto and Mute
Microphone

Auto Accept
Multicast Floor

Select to automatically reject all incoming point-to-point
calls (Do-not-disturb).

Select to make the user accept or reject incoming calls.

Select to accept all incoming calls automatically (unless
the end point is already engaged in a call).

Select to automatically accept point-to-point incoming
calls but to mute the outgoing audio at the beginning of
the conference. After the conference begins, you may
turn the audio back on.

During interactive multicast conferences, the Floor (one
user’s video and audio being broadcast to all participants
at the same time) may be granted to you by the
conference’s organizer (Chair).

Select this option to enable the selected end point to
automatically accept the floor when the Chair grants it.
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Dual-Video Define the method for transmitting dual video streams
Method from this end point.

1 Choose None to block all dual video transmission.

[ Choose DuoVideo to allow dual video transmission
from this end point using DuoVideo technology.

1 Choose H.239 to allow dual video transmission if
the conference's end points support H.239.

Enable Call Select to enable the creation of call logs.

Details Logging The Call Log enables your company or organization to

keep a record of conferences that your HD3000 both
dials and receives. The HD3000 generates a Call Details
Report (CDR) which is accessible from the HD Web
Management program. You can analyze this information
in detail for departmental accounting or network
planning purposes.

The CDR provides call duration, remote party
identification, call direction, video and audio codecs and
formats, and more.
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C HD3000 End Point Properties

Multipoint conferences include more than two end points. They are managed by the
HD3000’s embedded MCU.

In the MCU Calls tab, customize how the HD3000 end point accepts and manages
multipoint calls using its embedded MCU.

David3000 Properties (HD 3000) [ %]

Category

£ 4

Y-
e

Camera

Generall Call:  MCU Calls | Monitorl Securityl Versionl LA+

Fulti-Point call
' Auto Reject

& Wanual Angwer
7 Autn Arswer

™ Enable MCL Chair Contral

" Grant floor automatically

QK I Cancel | Spply | Help |

HD3000 End Point - MCU Calls Properties

Multipoint

Multipoint conferences include more than two end points. They are managed
by the HD3000’s embedded MCU.

Auto Reject

Manual
Answer

Auto Answer

Enable MCU
Chair Control

Grant Floor
Automatically

Select to automatically reject all incoming multipoint
calls, if the system is already engaged in another call.

Select to answer multipoint calls by manually accepting
an incoming call request.

Select to answer multipoint calls automatically.

Select to enable this end point to apply Chair Control
functions (through the end point’s embedded MCU).

Select to enable this end point to grant the floor
automatically to every floor request during an MCU
conference.
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Monitor

To view video and HD3000 menus and dialog boxes, you must define the monitor
configuration. If this configuration is not defined correctly, your monitor(s) will be
blank.

The HD3000 supports the use of two monitors to display video and other media
during conferences. Select this option only if two TV monitors are connected.

Categary Generall Calls I MCU Callz  Monitar | Securityl Versionl LA+
onitar Mode:
& T
0TV + T2
 WGA
0 GS + T4
WGEA Modes: [ -
Audio
i
Qs ok ] Cencel | e | Heb |
HD3000 End Point - Monitor Properties
TV1 Single TV monitor configuration, displaying video and
the application interface.
TV1 + TV2 2 TV monitors - An S-Video TV monitor displays local

video and the application interface, and a Composite TV
monitor displays remote video.

VGA Single VGA monitor configuration, displaying video and
the application interface.
VGA + TV1 1 VGA-type monitor and 1 TV monitor - A VGA-type

monitor displays local video and the application
interface, and an S-Video TV monitor displays remote
video.
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VGA Modes Choose the resolution for the Main monitor of the
configration.

Q [Ifyour configuration uses only TV monitor(s),
choose the monitor type connected to the TV1
connector on the rear panel.

Q Ifyour configuration includes a VGA-type monitor,
choose the monitor type connected to the XVGA
connector on the rear panel.
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Security

The Security tab contains the options and properties for setting up a security
configuration for the HD3000.

David3000 Properties (HD 3000) [ %]

Category

Generall Calls I MCU Eallsl Monitor S ecurity |Versi0n| L4

— Lock Spstem

Enter password for all system services I

I Lock spstem user interface
™ Prevert outgoing calls

™ Pratect systern configuration
V¥ Enable Web Management

¥ Enable Telmet for Remate Commarnds

™ Enable Remate Software Upgrade

Encryption Modes: INone 'l

QK I Cancel | Spply | Help |

HD3000 End Point - Security Properties

Enter
password for
all system
services

Lock System
User Interface

This password prevents unauthorized users from
changing the system configuration, initiating
videoconferences, and/or accepting videoconference
calls. The password is also required for accessing remote
configuration through the HD2000’s Web-based
Manager.

If you forget the password, contact your local Emblaze-
VCON distributor's technical support.

This setting does not affect management through the
Property dialog box in the MXM Administrator.

Select to prevent access to HD3000 functions and menus
by unauthorized users. Videoconferencing users will be
unable to dial or receive calls, or change any
configuration properties. A password is required to gain
access to videoconferencing and configuration settings.
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Prevent Select to prevent users from initiating calls without

Outgoing Calls authorization. The only way to initiate a call “from” this
HD3000 is through the MXM (see “Initiating
Videoconferences From the MXM Administrator” on
page 107).

Protect System Select to prevent unauthorized changes to the system
Configuration  configuration. The system's configuration is then
disabled to videoconferencing users.

Enable Web Select to enable remote access to the HD3000 through
Management its web-based remote management site.

Enable Telnet Select to enable Telnet access for programming the

for Remote HD3000 software, using the HDK API. This access is
Commands intended for software integrators.

Enable Remote Select this option to enable the transfer of upgrades and
Software patches to the HD3000 unit.

Upgrade

1 For upgrading the HD3000 software through the
HD Upgrade Utility.

2 For software integrators to send software patches,
upgrades, and modifications to the HD3000.

Encryption Choose the mode of encryption for this HD3000's
Modes conferences.

O Choose None to allow unsecured calls.

O Auto enables the HD3000 to encrypt a call if the
remote side has also enabled encryption. If the
remote side has not enabled encryption, an outgoing
call will be unsecured.

@A AES (Advanced Encryption Standard) is a standard
encoding method for encrypting data transmissions
in commercial and government sectors of the USA
and its use is growing worldwide.

Select this option to encrypt all of this HD3000's
calls. If the remote side has not also enabled
encryption, the call attempt will be unsuccessful.
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Version
The Version tab displays hardware and software version information for the

HD3000. If you contact Emblaze-VCON's Technical Support about this unit,
provide the information on this page.

David3000 Properties (HD 3000) [ %]
Category

Generall Calls I MCU Eallsl Monitorl Securty  Wersion | L4 I L4

Software Version: | 0250.M02 D16 H1E

FlashVersion:  [13110312

Firrnwsare wersion: |1 5003500

Hardware version:

Serial Number: |1 3370022
Camera

&~

A

Audia

e

QK I Cancel | Spply | Help

HD3000 End Point - Version Information

428 Emblaze-VCON MXM Administrator’s Guide



C HD3000 End Point Properties

In the Upgrade tab, define the login information and enable checking for upgrade

David3000 Properties (HD 3000) [ %]

Callz I MCU Eallsl Monitorl Securityl Wersion Upgrade | 4 I 4

FTP address: Iw

Uszer Mame: |hdupgrade

Password: I xxxxxxxxx

Automatic Upgrade
V' Automatically check for upgrades
Check for upgrades every IBD Draps.

QK I Cancel | Spply | Help |

HD3000 End Point - Upgrade Properties

Upgrade
availability.
Category
Optiohs
FTP Address

User Name/
Password

Automatically
Check for
Upgrades

Check for
Upgrades
Every ___ Days

FTP site from where to download the upgrades when
they’re available.

Login information required to access the upgrade site.

Select to enable the HD3000 to check the FTP site for a
new software version whenever the system restarts.

This setting commands the HD3000 to check for the
upgrade after a specific period, IF the system has not
restarted during the interim. Enter the number of days in
this period.
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D HD5000 END POINT PROPERTIES

From the MXM Administrator application, the administrator may view and control
various properties of HD5000 end points.

For explanations about end point MXM Properties, see “Setting End Point MXM
Properties” on page 91 to 106.

For explanations about end point Software Upgrade Properties, see “Node Software
Upgrade Properties” on page 122 to 128.

D.1 Calls Properties

The Calls Properties dialog box may be used for viewing and controlling incoming
and outgoing call properties of HD5000 end points.

Incoming Calls

In the Incoming Calls tab, customize how the HD5000 end point indicates and
accepts incoming calls.

Conf3HD5 Properties (HD 5000) [ %]
Categary Incaring Calls | Outgaing Eallsl Hingingl Broadcastl

—when idle

¥ Auto arswer

T Az Interactive Multicast Chair

Lz " Manually join IP point-to-point calls

Software pdate

& uto join IP point-to-point calls

At reject all incoming calls

QK I Cancel | Spply | Help |

HD5000 End Point - Incoming Calls Properties
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When Idle

Auto answer Select to turn automatic acceptance of calls on. If the
system is idle when a videoconferencing call arrives,
the session starts automatically.

As Interactive Multicast Chair

If the selected user's system supports Emblaze-VCON's Interactive
Broadcast, it may sometimes be the Chair of broadcast conferences. If
another party tries to call it while it chairs a broadcast, that call may be
accepted or rejected according to the selected option :

Manually join Enable the selected user to either join or reject callers

IP point-to- to an ongoing Broadcast conference.

point calls

Auto join IP Enable the selected user to automatically join callers
point-to-point  to an ongoing Broadcast conference.

calls

Auto reject all  Enable the selected user to automatically reject

incoming calls incoming calls to an ongoing Broadcast conference.
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Outgoing Calls

In the Outgoing Calls tab, define properties for calls initiated by the selected

HD5000 end point.

Categary Incorming Call; - Jutgaing Calls | Hingingl Broadcastl

M aximum number of recent addresses: |1 0 3:

o
o

& Update

Uszer Data

QK I Cancel | Spply | Help |

HD5000 End Point - Outgoing Calls Properties

Maximum The maximum number of recently dialed addresses that
Number of can appear in the HD5000 Manual Dialer.

Recent

Addresses
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Ringing

In the Ringing tab, define the sounds used by the selected end point to indicate
incoming and outgoing videoconference calls.

Conf3HD5 Properties (HD 5000) [ %]
Categary Incaming Eallsl Outgoing Calls  Ringing | Broadcastl
FRiinging S etting:
" Ma Sound

* Multimedia Speakers

QK I Cancel | Spply | Help

HD5000 End Point - Ringing Properties

Ringing Settings

No Sound Select to disable all audio ringing. Only the Incoming
Call and Outgoing Call messages visually indicate
calls.

Multimedia Select to enable ringing sounds to indicate calls.

Speakers
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Broadcast

In the Broadcast tab, set the default configuration for this end point's Interactive

Broadcasts.

Conf3HD5 Properties (HD 5000) [ %]

Category

Incaming Eallsl Outgaing Eallsl Fiinging  Broadeast |

Configure bandwidth rate in the Bandwidth Control page.
Max. participants: [

Yideo farmat: lm Audio farmat: lm
!:} Broadcast to IP address: IW
& Update Video port : lw
i Audio port: IW
TietoLive (ML, [5 =]
Announcement frequency: lm minutes.
g Yideo Refresh Timeout: H seconds.

Uszer Data

QK I Cancel | Spply | Help

HD5000 End Point - Broadcast Properties

The default Broadcasting settings are recommended for most Broadcasting

conditions.
Configure Click the link to jump to the MXM Properties -
Bandwidth Bandwidth Control dialog box, where you can set the
Rate in the Default Bandwidth for broadcast sessions.
Bandwidth

Control page

Max.

Participants

The maximum number of Participants allowed in a
Broadcast initiated and chaired by this end point.

Video Format The video coding standard that all parties in the

Broadcast are capable of using - H.264, H.261 and

H.263. H.264 provides much greater compression and

sharper quality, while using less bandwidth, than its

predecessor standards.

However, some video systems do not support H.264. If
at least one Participant's system does not support H.264,

or you are not sure, select H.261 or H.263.
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Audio Format

Broadcast to IP

Address

Video port
Audio port

Time to Live

Announcement

(TTL)

Frequency

The audio standard that all parties in the Broadcast are
capable of using.

Q G.711 U-law/A-law
This standard gives the lowest quality results, but it
must be selected if you want broadcast viewers to be
able to join a Broadcast session. Select G.711 U-law
if you're in the U.S. or Japan, or G.711 A-law if
you're in Europe. For other regions, consult with
your local Emblaze-VCON technical support
representative.

ad G.y22
This standard gives the best quality. Select it if you
know that the remote parties support it and if you
think that the connection will be over high
bandwidths.

a G.728
This standard gives the best possible quality with
the smallest possible bandwidth cost. Select this
standard if you know that the remote parties
support it and that the connection will be over low
bandwidths.

If you select either G.728 or G.722, and a remote party's
system does not support it, that party will not be able to
participate in the session.

The destination IP address for the Broadcast. All
participants in the session transmit and receive from this
common IP address. This address must be a class D
address in the range of 224.0.0.0 to
239.255.255.255.

The ID of the port used for the video connection.

The ID of the port used for the audio connection.

Participants must use the same video and audio ports.
Make sure that the ports you choose are available for
every participant.

The maximum number of routers that the session's
packets may pass through.

The interval between announcements of Broadcast
sessions in the third-party viewer's schedule.
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Video Refresh  The maximum number of seconds required until the

Timeout video broadcast is synchronized for all viewers. If the
refresh value is low, the quality is lowered. If the refresh
value is high, it will take a longer time to see the video
display when the viewers connect. Use the default setting
as a guide.

D.2 User Data Properties

The User Info settings provide identification of the HD5000 end point. This
includes the following information:

® First Name
® [ast Name
® Company or organization

® E-mail address

Conf3HD5 Properties (HD 5000) [ %]

Categary User Infa |

First name: |3rdFI00r

Last name: IMeetingH oo

oL Company: IEVE
coa

E-mail: |3rdmr@ emblaze-vcon.com

Software pdate

QK I Cancel | Spply | Help

HD5000 End Point - User Info Properties
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D.3 Network Properties

The Network Properties dialog box may be used for viewing and controlling various
network settings of HD5000 end points.

LAN

The LAN tab contain the HD5000 end point's identification configuration on the
local network. Additional capabilities are provided for holding videoconferences
over the connected network.

Category

3rd Floor HD5000 Properties [HD 5000] [ %]

LAN |Firewall| Lagin I Secure Eonnectl

IPaddress:  [172201.135

DNS name:  [HDS0OOLAE

Gatekesper [P; [172 20 20121

Goto General and Bandwidth control pages for more settings. ..

¥ &llows Adaptive Bandwidth Adjustment

[V Enable lip synchronization mechatism
|— v Automatic buffering control

" Enable NAT:

™ Enable selection of local IP address

IV Use Frontier to bypass Firewalls |Fg -

QK I Cancel | Spply | Help |

HD5000 End Point - LAN Properties

IP Address
DNS Name

Gatekeeper |IP

Go to General
and Bandwidth
Control Pages
for More
Settings

The selected end point’s IP address.

The selected computer's name if it resides in a network
that employs a DNS server (DNS stands for Domain
Naming System, which enables computers on a network
to be referred to by name in addition to IP Addresses).

The IP address of the MXM or gatekeeper from which
this end point receives gatekeeper services.

Click the General link to display the selected user’'s MXM
General Properties (see “General” on page 91).

Click the Bandwidth Control link to display the selected
user’s MXM Bandwidth Control Properties (see
“Bandwidth Control Properties” on page 95).
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Allow Adaptive Enables videoconferences to precede at reduced

Bandwidth bandwidth if the network is congested. Deselecting this

Adjustment option maintains a constant quality to the session, but it
may cause network problems.

Enable Lip Enables adjustment of the video and the audio if they are
Synchronization out of sync with each other.
Mechanization

Automatic @ Enables the system to automatically control the
Buffering amount of buffering required to maintain the
Control consistency of the video and audio transmission. For

example, if video packets are delayed for 1 or 2
seconds, the system will automatically synchronize
the transmission so that the delay does not disturb
the visible video.

Q Deselect this option only if the automatic buffering
is not sufficient — for example, if the quality of the
video meeting is poor or there is a noticeable delay.

Enable NAT If your organization uses NAT (Network Address
Translation) when communicating with parties in
another LAN or WAN, type the external address for the
selected user.

NAT helps protect a LAN from exposure to unwanted
traffic by providing one single external address to remote
users. NAT uses a system of local and external addresses
to hide a LAN's users from other networks. A NAT server
translates local parties' addresses to an external address,
which is then used to identify the local party to remote
parties. Therefore, remote parties use this external
address to call the local party, without knowing its actual
local address.

Use Frontier to Enables the endpoint to be a Frontier Client. Emblaze-

Bypass VCON'’s Frontier system provides conferencing security

Firewalls services, such as firewall traversal, address translation,
and encryption.

The MXM will add the end point to the User List of the
Frontier Server specified in the adjacent list.

The Frontier Server must be listed in the MXM's Frontier
Servers View
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Firewall

In the Firewall tab, enter the allocation of ports for communication through your
organization’s firewall.

DemoHDS Properties (HD 5000) [ %]

Category

o
o

ftware Update

LaM  Fireswall | Login I Secure Eonnectl

Mote: Please make sure that your firewall iz configured to allow
communication on port 1719 [Gatekeeper RAS) and 1720 [H.323

call setup].

—RTP &RTCP Port Range
Lowest Port: =
Highest Part: IBUU4 _|:;'

—H.245 Port Range

Lowest Por:  [5004 =

ol

Highest Port:  |6004 =

Cancel | Spply | Help |

HD5000 End Point - Firewall Properties

RTP & RTCP

Port Range

H.245 Port
Range

The MXM allocates a range of ports for video and audio
during videoconferences.

This allocation meets the Real-Time Protocol (RTP) and
Real-Time Control Protocol (RTCP) specifications,
which enable applications to synchronize and spool
audio and video information.

The MXM allocates a range of ports for end-to-end
signalling of multimedia during videoconferences.

This allocation provides for H.245 functions, such as
capability exchange, signalling of commands and
indications, and messages to open and fully describe the
content of logical channels.
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Login
In the Login tab, define how the end point logs into an MXM.

Category L& | Firewall Legin | Secure Connect

¥ | Lagin autamatically with the. cument user name and password

Change User Pazsword

Mew: I
Confirmm: I

Mote: If pou leave the pazsword fields blank, the pazswaord will
not be changed.

QK I Cancel | Spply | Help |

HD5000 End Point - Login Properties

Login The HD5000 end point automatically logs in to the
Automatically = MXM during its startup using the current User Name
with the and Password. If this option is selected, the user does not
Current User have to enter login details during HD5000 startup.
Name and

Password

Change User Password
New Password that replaces the current one.
Confirm Confirmation of the new password.

If the Password boxes are blank, the current password remains valid.
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SecureConnect

The SecureConnect Encryption Client is pre-installed in the HD5000's computer.
The SecureConnect tab describes this system's Encryption Client identification
configuration in a connected Emblaze-VCON Advanced Encryption Server (AES).
The AES encrypts conferences and other data transmissions across public or private
networks.

DemoHDS Properties (HD 5000) [ %]

Category

L& | Firewall| Login  Secure Connect |

[~ Connect to the Advanced Encryption Server

— Server Detail

Encryption ServerAddress:l = o o

— Account Detail

Uszer account: I

Uszer Password: I

‘workgroup: I

QK I Cancel | Spply | Help |

HD5000 End Point - SecureConnect Properties
Connect to the Select to enable the end point to register with the AES

Advanced using the settings below.
Encryption

Server

Encryption The IP address of the AES.

Server Address
User Account  Username required for this end point to log in to the

AES.
User Password Password required for logging in to the AES.
Workgroup User Group (defined in AES) to which this end point
is assigned.
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D.4 Telephony Properties

The Telephony Properties dialog box may be used for viewing and controlling
various ISDN settings.

These properties are only applicable only to HD5000 end points that are set up for
ISDN connection.

Phone Numbers
The Phone Numbers tab lists the end point’s ISDN phone numbers, if applicable.

Conf3HD5 Properties (HD 5000) [ %]

CaiEEE Phane Numbers | Switch Type | MSN | Sub-Addressing | Disling |

— Phone Mumber

#1 #2 [d569014
#3 | #d |

#5 | e |

QK I Cancel | Spply | Help |

HD5000 End Point - Phone Numbers Properties

Phone The ISDN numbers of each line. Do not include your own
Numbers country’s international code or your local area code.
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Switch Type

The Switch Type tab contains information about the ISDN switch type used by the
selected end point.

Conf3HD5 Properties (HD 5000) [ %]

Categary Phane Numbers  Switch Type | MSN | Sub-Addressing | Dialing |

“r'our Location:

Switch Type:  [EwaISDN NETZ |

QK I Cancel | Spply | Help |

HD5000 End Point - Switch Type Properties
Your Location  The country in which the selected user is located.

Switch Type If applicable, the most common switch type for the user’s
country appears automatically. If a different switch type
is being used (according to your ISDN carrier), select it
from the list.
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D HD5000 End Point Properties

If the selected ISDN Switch Type supports Service Profile Identifiers (SPID), the
SPID Numbers tab lists them for the ISDN lines. A SPID number relates to the
capabilities of the end point on the ISDN line. This information may be obtained

from the end point's ISDN carrier.

Conf3HD5 Properties (HD 5000) [ %]

Categary Phone Mumbers  SPID Numbers | Switch Type I MSH I Sul 4 I L4

Mumber of SPIDs: I_ VI

— SPID MNurnber

SPID 1 |51 295073180101

SPID 2 |51 2595078180102

SPID 3 | SPID 4 |
SFID 5: | SPIDE: |
Telephony
QK I Cancel | Apply | Help |

HD5000 End Point - SPID Propertie
Number of Select the number of SPID numbers that were specified

SPIDs by your ISDN carrier.

SPID Numbers Type the SPID numbers as your ISDN carrier specifies. If
1,2,3,4,5,6 your ISDN provider gave the selected end point only one

SPID number, enter it

in SPID 1.
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MSN

The MSN tab is relevant if the connected ISDN network supports Multiple
Subscriber Numbering (MSN).

CaiEEE Phane Numbers | Switch Type  MSN | SubAddressing | Dialing |

¥ MSHN Suppart

~MSN Addre

# | 6 |

#2 | #7 |

#3 | #a |

e | #9 |

5 | 0|

QK I Cancel | Apply | Help |

HD5000 End Point - MSN Properties

Select MSN Support to use MSN capabilities. In the MSN Address boxes, type the
exact MSN numbers for the end point.
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Subaddressing

Subaddressing is applicable if the selected system shares an ISDN BRI line with
other equipment (such as other computers, fax machines, standard telephones, and
so on). In such a case, the end point has an additional series of numbers and/or
letters added to the end of its phone number.

Conf3HD5 Properties (HD 5000) [ %]

Categary Fhone Numbersl Switch Type I MSN  Sub-Addressing |Dialing|

Sub-Addressing

If your spstem supports sub-addressing, please enter pour
sub-address. If not, ar you are not sure, leave this field
blank.

Sub-Addressing: I[

QK I Cancel | Spply | Help |

HD5000 End Point - Subaddressing Properties

Sub- Phone number followed by an “}” character, and the
Addressing series of numbers and/or letters making up the
subaddress.
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Dialing
The Dialing Information area displays the Country that the selected user is in, the

area code, and the appropriate digits for dialing an outside line (External), a Long
Distance call, or an International call.

If the user needs to dial a specific digit to receive an external line, you must
type that digit before the digits required for a long distance or international

call.
For example, if you must dial 9 to receive an external line, and then 01 to dial

long distance, type 901 in the Long Distance box.

Conf3HD5 Properties (HD 5000) [ %]

Categary Phaone Numbersl Switch Type I MSH I Sub-Addressing  Dialing

I Dialing Information
‘o
are Update

Cauntry: IUnited States of America j

Area code: |512 Long distance: I‘I
External: IS Intemational: ID

TEeIEe|:|hn:|r|H= (] 3 I Cancel | Apply | Help

HD5000 End Point - Dialing Properties
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D.5 Hardware Properties

The Hardware Properties dialog box may be used for viewing and controlling the
Audio and Camera settings of HD5000 end points.

Audio

In the Audio Settings for the HD5000, you can define the audio configuration to be
used during videoconferences.

DemoHDS Properties (HD 5000) [ %]

Category Audio |Eamera I

— Microphone Origin
* Sound Card Microphone
¢ USE Camera Microphane

— Enhanced Audio

W Acoustic Echo Canceller

—Wolume level 7

o Erhe ey (L _‘|_ High

V' Enable Microphone

QK I Cancel | Spply | Help

HD5000 End Point - Audio Properties

Microphone Origin

Sound Card Use a microphone that’s connected to your computer’s
Microphone sound card.
Enhanced Audio

Acoustic Echo  Select to cancel the echo created when your microphone
Canceller (AEC) picks up audio from your speakers.

Volume level

Enable Speaker Select to control the volume of the selected end point’s
speaker. Drag the slider accordingly.

Enable Select to control the volume through the selected end
Microphone point’s microphone.
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Camera

The Pan/ Tilt /Zoom Camera properties are applicable if a Pan/Tilt/Zoom-type
(PTZ) camera is connected to the selected system. If a PTZ camera is not used,
None appears as the PTZ camera type in the dialog box’s top list and no
communication port is required.

DemoHDS Properties (HD 5000) [ %]

Categary Audio Camera |

— Camera

FPan/Tilt/Zoom camera type:
| EBT

Camera's communication port:
Joomi

— Camera Control

¥ &llov the remote side to contral your camera

QK I Cancel | Spply | Help |

HD5000 End Point - Camera Properties

Pan/Tilt/Zoom  The manufacturer and/or model of the PTZ camera.
camera type

Camera’s The name of the computer port to which the camera
communication is connected.

port

Allow the Select to permit a remote party in a conference to

remote side to control the positioning of the selected user’'s PTZ
control camera camera. If a PTZ camera is not used, this option is
settings not relevant.
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D.6 Advanced Properties

The Advanced Properties dialog box may be used for viewing end point system
information and controlling various QoS, Intras, advanced Video, advanced Audio,
and H.264 settings of HD5000 end points.

System Info

The System Info tab displays information about the Emblaze-VCON
videoconferencing system that’s installed in the selected end point. If you contact
Emblaze-VCON Technical Support (see “Emblaze-VCON Technical Support”’on page
vi before the Table of Contents) about a problem associated with this end point,
include this information with your request.

3rd Floor HD5000 Properties [HD 5000] [ %]

CeiEEEy System Infa | General Options | GaS | Video | Audio | H.254 |

— Software

Application Yersion: ML

Operating Systen: IWindows P

— Hardware

Board Type: INDne [zoftware only)

Hardware |D: I{E92BSBEA-DBE2-41 C7-8268-1383427D7FF3}

QK I Cancel | Aol | Help |

HD5000 End Point - System Information Properties

Application Version number of the HD5000 application running on
Version the end point’s computer.

Operating Operating system that'’s installed on the end point’s
System computer.

Board Type Videoconferencing hardware codec (if applicable)

installed in the end point’s computer.

Hardware ID Unique identification number for the videoconferencing
card’s installation. This number is for Emblaze-VCON
Technical Support use.
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General Options

The General Options settings contains options for various system preferences. Set
them according to your configuration requirements.

3rd Floor HD5000 Properties [HD 5000] [ %]

Category

System|nfa General Options | @ag | Video | Audio | H.254 |

[~ Switch ta Full Screen Made Upon Incoming Call
¥ Show Tool Tips
I~ Enable Password On Advanced Tabs

Password: I

¥ Enable HTTP Server

Password: I

Language: I English - l
Max Entries to read from LDAP database: ID
Min Chars to enter before querying LDAP: ID

QK I Cancel | Spply | Help |

HD5000 End Point - General Options Properties

Switch to Full  Select to view video on a full monitor display after
Screen Mode accepting an incoming call.

Upon Incoming

Call

Show Tool Tips Select to display tool tips on the HD5000 interface
when the pointer pauses over a command icon.

Enable Select to restrict access to the HD5000's Calls and

Password for Network properties. In the Password box, type the

Advanced Tabs password required to enter these settings dialog
boxes.

Enable HTTP Select to enable web-based remote management of
Server the HD5000 end point. In the Password box, type
the password for entering the management site.

Select Select the language of the HD5000 interface.
Language

Max. Entries to Maximum number of online directory entries that the
read from end point will receive and display for the user.
LDAP database
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Min Chars. to Minimum number of characters that the user must

enter before type before the end point sends a search query to the
querying LDAP online directory.
QoS

The QoS tab contains properties for controlling the type of Quality of Service that
will be used for transmitting packets from the specified HD5000 end point.

3rd Floor HD5000 Properties [HD 5000] [ %]

Categany Systemlnfol General Options ~ B05 |Video I Audio I H.2B4|

— Priarity Type [QoS5]
" Nao Priority [Q05]
& |P Precedence
 Diffsere

— Pricrity value

iden Priority:

4 - Flas
Audio Priority:

|s-cRTIC/ECP 4|
RTCP Pricrity:
IB - Internetwark Contral j

Restore Qo5 Defaults |
QK I Cancel | Aol | Help |

HD5000 Properties - QoS (Default Settings)

Set QoS properties as follows:
Priority Type (QoS)
Select the type of QoS used for transmitting packets during heavy network
congestion conditions.

No Priority Network transfers packets using normal Best-effort (or
Routine) packet transmission.

IP Precedence Network gives priority to certain types of bits (video,
audio, control) according to the eight levels of IP
precedence.

Diffserv Network transfers packets according to specific needs of
the sending application.
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Priority Values

Video, Audio For each packet type, select an appropriate priority level.

and RTCP The item with the highest priority number will be sent

Priority first, the item with the next highest number will be sent
second, and so on.

The priority levels vary, depending on whether the
selected Priority Type is IP Precedence or Diffserv. For a
list of Priority levels, see “QoS Priority Values” on page
465.

To reset the Priority default values, click Restore QoS Defaults.
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Advanced Video

The Advanced Video tab permits you to enable usage of H.261 and H.263 for video
transmission and to control the bandwidth thresholds for switching between the two

standards, if applicable.

Category

3rd Floor HD5000 Properties [HD 5000] [ %]

Systemlnfol GeneraletionsI Qo5 Video |Audi0 I H.2B4|

 Transmit H. 261
¥ Enable H. 261 at maximurm; |2U43 kbps
¥ Enable CIF

¥ Enable OCIF

— Transmit H. 263
V¥ Enable H. 263 at masimum; |4DSB Kbps

IV Enable CIF
¥ Enable OCIF

Widen transmit maximurn packet size: I‘IEDD 3: bytes

Restore Defaults |
QK I Cancel | Aol | Help |

HD5000 Properties - Advanced Video
Transmit H.261/H.263

Enable H.261/
H.263 at
Maximum

Enable CIF

Select to enable the use of the specified video format
coding from the specific HD5000 end point. In the box,
type the maximum transmission rate at which the
specific coding may be used.

For example, for H.263 the default maximum
transmission rate is 256 kbps. At higher rates, the H.263
coding is not available.

Select to transmit video at a higher resolution and lower
frame rate, using Common Interchange Format (CIF).
Usually, CIF provides better overall video quality,
especially when a higher transmission bandwidth, such
as 2 x BRI (at least 128 kbps) is available.

All Emblaze-VCON videoconferencing products support
CIF. If the remote party's system supports CIF too, this
option is the default setting for video transmission.
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Enable QCIF Select to transmit video at a medium resolution and
higher frame rate, using Quarter Size Common
Interchange Format (QCIF).

QCIF may be chosen if the remote party has a system
that does not support CIF format, or if the bandwidth is
low.

Video Transmit Enter the maximum video packet size (in bytes) which
maximum the specified end point may transmit.
packet size

To reset the advanced Video default values, click Restore Defaults.

Advanced Audio

In the Audio tab, select the supported audio algorithms for transmitting audio from
the specified end point. In addition, you can enter the audio transmit speed for all
algorithms supported by the end point.

To reset the advanced Audio default values, click Restore Defaults.

3rd Floor HD5000 Properties [HD 5000] [ %]

Categany Systemlnfol GeneraletionsI QoS I Video Audio |H.2B4|

Packet size

¥ Transmit G. 711 alaw at: IBD milli-zeconds
W Transmit G. 711 uLaw at:

milli-seconds

IBD
¥ Traremit G. 728 at: IBD milli-seconds
W Transmit G. 723 at: IBD mill-seconds
IBD

W Transmit G. 722 at:

Restore Defaults |

milli-seconds

QK I Cancel | Aol | Help

HD5000 Properties - Advanced Audio
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H.264

In the H.264, enable the use of the H.264 codec in this end point’s video
transmissions. You can enable and disable the use of any combination of the
supported video formats in this end point’s conferences.

3rd Floor HD5000 Properties [HD 5000] [ %]

Categany Systemlnfol GeneraletionsI QoS I Wideo I Audin H.264 |

¥ Enable H. 264 at maximum; |1U24 kbps

H.264 Feature:

IV Enatle CIF IV Enatle 5IF

¥ Enable QCIF ¥ Enable Half 451F

¥ Enable <Ga ¥ Enable Half 4CIF

¥ Enable vGa ¥ Enable 451F

¥ Enable YGa ¥ Enable Standard 451F
¥ Enable SWGA ¥ Enable 4CIF

¥ Enable SOCIF ¥ Enable Standard 4CIF

Restore Defaults |
QK I Cancel | Aol | Help |

HD5000 Properties - H.264

Enable H.264  Select to enable the use of the H.264 codec by this end
at Maximum point up to the maximum bandwidth specified.

H.264 Features Selected formats are activated for use by this end point.
Deselect a feature to make it unavailable.

Restore Click to return to the H.264 default selections.
Defaults
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E UpGrAaDING HD3000/2000
SOFTWARE UPGRADE

This appendix explains how to upgrade to new software versions of HD3000/2000
throughout your organization using the HD Upgrade Utility.

E.1 Upgrading From a Remote PC

The HD Upgrade Utility is a program that enables you to upgrade HD software from
a remote PC, such as your MXM Administrator PC. You can download the utility
from Emblaze-VCON's website.

Before Downloading
Before you upgrade the HD software, make sure that the following conditions are
present:

Q Aquiet period of the network. We recommend that you perform upgrading
when activity on the network is low. Heavy network traffic may interfere with
the procedure and cause upgrade failures.

Q The possibility of electrical failure is at a minimum.

Q The computer from which the upgrade will run (referred to throughout this
chapter as the remote PC) fills the following requirements:
— Windows XP, 2000, or NT (with Service Pack 5.0).

— No other programs should run at the same time as the HD upgrade
program.
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Enable Remote Upgrade

To enable upgrading through the HD utility, you must enable remote upgrading in
the HD3000/2000’s Security dialog box.

» To enable remote software upgrading of the HD

1 Press <Menu>. The main Menu appears. Select Options.

yMENU_ N
[ Display
[ Audio
Select Options. lOptiT
[ Version

2 Navigate to the Security tab. If you previously set a security password,
enter it in the Password dialog box.

3 Select Enable Remote Upgrade.

©® KEYBOARD

Password:
Protect system configuration

Security Prevent outgoing calls

v/ Enable Remote Upgrade

Select Enable v/ Enable Web Management

Remote Upgrade v Enable Telnet for remote commands
to open the ' Enable Streaming

connection for -

upgrading software. Encryption mode: None

4 Press <OK>.
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Downloading the HD Upgrade Utility

The latest software version is supplied from Emblaze-VCON'’s website
(www.emblaze-vcon.com>Support>Downloads) or by your local Emblaze-VCON
distributor.

» To download the Upgrade utility

1 On the Emblaze-VCON website’s Downloads page, click the link for
downloading the HD Upgrade utility.

Download the setup file to your PC.

Run the setup file to install the utility on the remote PC. Perform the steps
in the Upgrade utility’s installation wizard. Click Finish when the process
is complete.

Downloading the New HD Software Version

After downloading the Upgrade Utility, return to the Emblaze-VCON website to
download the new HD software version.

» To download the new HD software version

Q On the Emblaze-VCON website’'s Downloads page, click the link for
downloading the new HD3000 or HD2000 software version.

Installing the New Upgrade in the HD Device
Run the Upgrade Utility to install the new version in the HD device.
» To install the HD software upgrade

1 InthePC, run
Start>Programs>VCON>HD Utilities>Upgrade Utility.

2 Type the IP address of the HD device.
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3 Ifapplicable, enter the Password defined in the HD’s Security settings.

Click Browse to select the upgrade file that you previously downloaded
from the Emblaze-VCON website.

5 Click Start.

CAUTION  The entire procedure takes several minutes. During the
upgrade, the remote PC will not respond to other programs.
Do not restart the HD device until the upgrade process is
complete!

When the upgrade installation finishes, the HD device restarts. Wait until
the Ready Screen appears.
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E.2 Confirming Successful Upgrade
At this stage, confirm that the latest software is running on the HD.
» To check the version of the HD software

1 Press <Menu>. The main Menu appears. Select Versions.

AT
I Network
| camera
[ Display
" Audic
[ options
Select Version. IW

2 Inthe Info dialog box, verify that the Software Version matches the
name of the upgrade file that you downloaded. If it does, the HD is ready

for use!

Software version: 0200.M01.D19.H18

Verify that the Flash version: 13110312
Software Version

matches the name
of the Upgrade file. Firmware version: 19002900
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E.3 Installer Mode

If for some reason the upgrade was not successfully completed, the HD enters
Installer Mode after it restarts.

1 Verify that you've entered the correct Network information before running
the upgrade program again.

The HD2000 upgrade was unsuccessful.
Verify that the HD2000 's basic LAN
Configuration is correct and try again.

Obtain IP auto

IP address: 172.20.25.174
Sub-net mask: 255.255.0.0
Default Gateway: 172.20.0.254

2 Write down or copy the IP address of the HD device. Press <OK>.

3 Rerun the upgrade process from the HD Upgrade Utility. Be sure to enter
the correct IP address for the HD device.

If this process is unsuccessful again, contact Emblaze-VCON'’s Technical
Support (see “Emblaze-VCON Technical Support” on page vi).
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F QoS PRIORITY VALUES

The tables in this appendix list the available priority values for Quality of Service

(QoS) configuration. The MXM Administrator application supports QoS

configuration of Emblaze-VCON end points.

F.1 IP Precedence Values

Value
(o]

N O OO b~ ON =

Description
Routine

Priority

Immediate

Flash

Flash Override
Critic/ECP
Internetwork Control

Network Control
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F.2 DiffServ Values
Value Description

000000 Probability Timely Forwarding O
001000 Probability Timely Forwarding 1
010000 Probability Timely Forwarding 2
011000 Probability Timely Forwarding 3
100000 Probability Timely Forwarding 4
101000 Probability Timely Forwarding 5
110000 Probability Timely Forwarding 6
111000 Probability Timely Forwarding 7
101110 Expedited Forwarding
001010 Forward Class 1 Low Drop
001100 Forward Class 1 Mid Drop
001110 Forward Class 1 High Drop
010010 Forward Class 2 Low Drop
010100 Forward Class 2 Mid Drop
010110 Forward Class 2 High Drop
011010 Forward Class 3 Low Drop
011100 Forward Class 3 Mid Drop
011110 Forward Class 3 High Drop
100010 Forward Class 4 Low Drop
100100 Forward Class 4 Mid Drop
100110 Forward Class 4 High Drop
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INDEX

A
Accord Gateway
adding 227
properties
Dialing 229
General 228
Resources 230
Accord Meeting Room
adding 211
properties
Additional IDs 215
General 212
Hunting Group 214
LDAP 215
Session 213
Accord MGC configuration 205 to 210
ADAM Server
in MXM Administrator 313
LDIF files 311
MXM configuration 311 to 313
adding
Accord Gateway 227
Accord Meeting Room 211
Ad-hoc Permission Group 164
Administrative group 59
Administrator 25 to 27
Frontier Server 24
gateway 129
gateway service 130, 139
Gateway Service hunting group 141
hunting group 53 to 58
MCU Service Permission Group 160
neighbor gateway 264, 265
neighbor MCU 264, 265
node 28 to 31
non-registered device 250
Short Dial Number 61
SIP user agent 318
SIP user agents 318
VCB 170
VCB services 171
zones 252

Additional IDs properties
Accord Meeting Room 215
end points 106
hunting groups 58
MCU service 159
Short Dial Numbers 62
VCB service 198
zones 246
Ad-hoc Conference properties, MXM
Server 73
Ad-hoc Permission Group 98
adding 164
initiating ad-hoc conference from
neighboring zones 240
properties
General 165
Permission Group 166
Ad-hoc Resources properties 74
ad-hoc videoconferences 3
dialing code 69, 204
expanding to 203
Administrative group 59
Administrator 3
adding 25 to 27
administration levels 26
password 26
properties 25 to 27
Administrator application, MXM 2, 17
to 23
minimum system requirements 6
Advanced properties
VCB services 190
zones 248

B
Bandwidth control
end points 95
gateway services 140
inter-zone calls 258
MCU 152
MCU services 157
zones 239
Bandwidth routing rules 101, 146, 244
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C
Call forward 94
between zones 245, 260, 261
MXM Server properties 73
no answer
dialing code 69
end points 95
on busy
dialing code 69
end points 95
through gateway 133
through hunting group 55
through MCU 154
unconditional 69
Call pickup
dialing code 68
permissions 97
Call routing properties
Accord gateway 232
gateway 136
Least Cost Routing 145
Call transfer
between zones 245, 260, 261
dialing code 69
through gateway 133
through MCU 154
CDR
enabling billing 87
for inter-zone calls 238
Change login properties 92
child gatekeeper 249, 254, 257
Closed mode 28, 80
end points 89
MCUs 149
VCBs 170
zones 235, 252
Cluster 323 to 334
e-mail notifications 332
illustration 324
installation
cluster application 329 to 331
Primary MXM 326
Secondary MXM 328

Cluster (cOnt.)
license 334
registry entries 331
shutting service 333
SQL Server installation 324
switching active MXM 334
takeover 332
Conference Moderator 82, 168
Confirmation page, Software Upgrade
121
Continuous Presence 159, 168, 182, 214

D
Dedicated Service 163
for end point 98, 200
for end points in neighboring zones
241
MCU Service 158
Defined Zones search 85, 252
deleting
login request 29, 30, 130, 150, 171
nodes 36
DGK. See Directory Gatekeeper
dialing between zones 251 to 253
Dialing Prefixes 77, 144
Dialing properties, Accord Gateway 229
dialing unlisted users in Windows XP
Messenger 322
DiffServ values 466
Directory Gatekeeper 254 to 257
configuration 257
diagram 255
inter-zone dialing 252, 254
Zone Settings 249, 257
directory numbers 35, 251
dual-video streams
end point 103, 185
VCB 184

E

E.164 number 35

editing nodes 28 to 36

e-mail notifications, Cluster 332
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Emblaze VCON Conference Moderator
82,168
Emblaze VCON High Availability
Option 323
Empty Capability Set
through gateway 134
through MCU 154
to neighboring zones 245
end points 1, 3, 89
Open mode login 28
password 92
properties
Additional IDs 106
Bandwidth control 95
Call Forwarding 94
Gateway Services 99
General MXM 91
H.323 Parameters 103
ISDN Call Routing 100, 146
LDAP 104
MCU Services 98
MXM 91 to 106
Pickup permissions 97
Product info 102
Status 93
setup 89 to 90
end points, Falcon
ISDN connection status 19
end points, HD3000
properties
Audio 418
Camera 417
Network 410 to 416
Options 419 to 429
Security 426
Version 428
end points, HD5000
properties
Advanced 451 to 457
Calls 431to 434
Hardware 449
Network 438 to 442
Telephony 443 to 448
User Data 437

Index

end points, vPoint
properties
Advanced 403 to 407
Calls 386 to 388
Communication 395 to 398
Conversation 383 to 385
Hardware 399 to 402
User Data 394
end points, vPoint HD
properties
Advanced 375 to 381
Calls 359 to 366
Hardware 373 to 374
Network 367 to 372
User Data 366
Event Log 17, 23, 41 to 46
filtering records 43 to 46

F
filtering
Event Log 43 to 46
Main View 21
Find items 31 to 33
in Main View 31
in other Views 33
firewall 3
Forward Facility messages
between zones 245
through gateway 133
through MCU 154
Frontier Server
enable registration by HD5000 439
enable registration by vPoint HD 369
View 24

G
Gatekeeper
Directory Gatekeeper 254 to 257
MXM 1, 3
Open mode 28
redundancy 247
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gateway 3, 129
adding 129
adding neighbor gateway 264, 265
cost rates 137
gateway (cont.)
Least Cost Routing 136
login 129
properties
call routing 136, 232
General 132
ISDN dialing 134
Product info 133
Gateway Service hunting groups 141
adding 141
adding services 134
calls from neighboring zones 242
end points receiving services 99
properties
General 142
Hunting Group 142

sharing services with other zones 262

gateway services 68
adding 130, 139
Least Cost Routing 143 to 148
properties
Bandwidth control 140
General 139
sharing with other zones 262
Gateway Services tab
end points properties 99
zone properties 241
General properties
Accord Gateway 228
Accord Meeting Room 212
Ad-hoc Permission Group 165
end points 91

Gateway Service hunting groups 142

gateway services 139
gateways 132
hunting groups 54
MCU 151

MCU Service Permission Groups 161

General properties (cont.)
MCU services 156
Short Dial Numbers 61
VCB 173
VCB services 180
zones 236

H
H.323 Parameters properties
end points 103
MCU 154
VCB 178
zones 245
H.450.3
between zones 245, 260, 261
through gateway 133
through MCU 154
HD Upgrade Utility 459
HD3000. See end points, HD3000
HD5000. See end points, HD5000
software upgrade 113
hunting groups 3
adding 53 to 58
gateway services 141
properties 53 to 58
Additional 1Ds 58
Call Forwarding 55
Gateway Service hunting
groups 142
General 54
Hunting Group 56
LDAP 58

|
ILS, MXM configuration 269 to 272
in MXM Administrator 271
impersonation 118
properties 124
inetorgperson object class 312
Information Request Messages (IRQ)
gateway 134
MCU 155
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initiating
hang up videoconference 111
point-to-point (ISDN)
videoconference 109
point-to-point (LAN)
videoconference 107
installation
Cluster application 329 to 331
Clustered MXMs 326 to 328
HD software 459 to 464
MXM Administrator 8
MXM Server 7
remote software upgrade 113 to 128
SQL Server 324
Installer Mode
HD3000/2000 464
Internet Location Server. See ILS, MXM
configuration
Invite, dialing code 69, 204
IP Precedence values 465
IPNexus
license 82
ISDN Call Routing properties
end points 100, 146
MXM 77, 144
zones 243
ISDN connection status 19
ISDN dialing, gateway properties 134
Item Attributes 337

K

key, license
MXM 11, 82
VCB 175

L

LDAP 3

LDAP directories 267 to 268

MXM configuration
in ADAM Server 311 to 313
in ILS 269 to 272
in Microsoft Exchange Server
273 to 277

in NDS 289 to 300

Index

LDAP directories>MXM config. (cont.)
in Netscape Directory Server
303 to 305
in OpenLDAP Directory Server
309 to 310
in Site Server ILS 301 to 302
in Sun ONE Directory Server
306 to 308
in Windows 2000 Active Di-
rectory 278 to 288
LDAP Group object configuration 297
LDAP properties
Accord Meeting Room 215
end points 104
hunting groups 58
MCU services 159
MXM Server 70, 251
Short Dial Numbers 62
VCB services 198
LDAP Servers View 17, 23
MXM configuration in ADAM Server
313
MXM configuration in ILS 271
MXM configuration in Microsoft
Exchange Server 276
MXM configuration in NDS 300, 301
MXM configuration in Netscape
Directory Server 305
MXM configuration in OpenLDAP
Directory Server 309
MXM configuration in Sun ONE
Directory Server 307
MXM configuration in Windows
2000 Active Directory 287
LDIF files 311
Idifde parameters 311
Least Cost Routing 143 to 148
Call Routing properties 145
cost rates 136, 137, 145, 232
rules 101, 146, 147, 244
license key
MXM 11, 82
VCB 175
License properties
VCB 174
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Lightweight Directory Access Protocol.
See LDAP directories
login 3
Closed mode 28, 80, 89, 235
deleting request 29, 30, 130, 150, 171
duplicate user 90
end points 89 to 90
gateway 129
granting permission 28, 37, 170
MCU 149
new MXM 13
Open mode 28, 80, 89, 234
rejecting 29, 30, 130, 150, 171
SIP user agents 318
VCB 170
zones 234
Login page, Software Upgrade 118
Login Status View 17, 22, 37

M
Main View 17 to 21
customizing 335 to 337
filtering 21
finding items 31
MCU 3, 149
Accord MGC configuration 205 to
210
adding neighbor MCU 264, 265
Closed mode 149
login 149
Open mode 28, 149
properties
Bandwidth control 152
General 151
H.323 Parameters 154
Product Info 153
MCU Service Permission Groups 160
adding 160
adding services 155, 178
end points receiving services 98, 240
properties
General 161
Permission Group 162
sharing services with other zones 263

MCU Services
end point properties 98
zone properties 240
MCU services 155
editing 155
properties
Additional 1Ds 159
Bandwidth control 157
General 156
LDAP 159
Session 158
sharing with other zones 262
Microsoft Exchange Server, MXM
configuration 273 to 277
in MXM Administrator 276
Mixing Parameters properties, VCB
services 182
Monitor System administration level 26
monitoring network status 36 to 46
Multicast Location Requests 85, 235,
252
Multicast properties, VCB services 186
Multipoint Control Unit. See MCU
multipoint videoconferences 167
MXM 1
Administrator application 2, 17 to 23
customizing 335 to 355
minimum system require-
ments 6
software upgrade 113
Gatekeeper 1
installation
Administrator 8
Clustered MXMs 326 to 328
Server 7
license key 11, 82
login to MXM Administrator 13
minimum system requirements 5
running application 12
Server properties 63 to 88
Ad-hoc Resources 74
Advanced settings 86
Bandwidth control 72
Billing 87
Call Settings 73
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MXM>Server properties (cont.)
Connection 64
Dial Plan 67 to 69, 251
Dialing Prefixes 77
Event Log 42, 88
ISDN Call Routing 77, 144
LDAP settings 70, 251
License 81
Non-registered devices 83
Security Mode 79, 234, 252
System Info 66
System Location 77
Zone settings 84, 234, 252
MXM attributes 290 to 292
MXM container 296
MXM Node 3
MXM Transfer Model
between zones 245, 260, 261
through gateway 133
through MCU 154
MXMNode class 293 to 296

N
NAT (Network Address Translation) 3,
368, 396, 439
NDS, MXM configuration 289 to 300
create MXM attributes 290 to 292
create MXM container 296
create MXMNode class 293 to 296
in MXM Administrator 300, 301
LDAP Group object 297
trustee 299
neighbor node 4
search properties 84, 234, 252
neighboring gatekeeper, Open mode 28
neighboring MXM, Open mode 28
neighboring zones 4, 233 to 265
Netscape Directory Server, MXM
configuration 303 to 305
in MXM Administrator 305
Network Address Translation. See NAT.
Network Settings properties
VCB 176
Node Status View 17, 22, 38 to 40

Index

nodes 4
adding 28 to 31
changing numbers 35
deleting 36
editing 28 to 36
editing multiple 34
setting properties 30, 34
templates 47
non-registered devices
adding 250
allowing calls with end points 96
allowing in multipoint
videoconferences 152, 157
Make Permanent 250
MXM Server properties 83
Novell Directory Services. See NDS,
MXM configuration

o
OLCs timeout 86, 319
online directories. See LDAP directories
Open mode 28, 80
end points 89
MCUs 149
VCBs 170
zones 234, 252
OpenLDAP Directory Server, MXM
configuration 309 to 310
in MXM Administrator 309

P
Parameters properties, VCB services
188
parent gatekeeper 249, 254, 257
password
Administrator 26
end point 92
permanent non-registered devices. See
non-registered devices
Permission Group
properties
Ad-hoc Permission Group 166
MCU Service 162
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point-to-point (ISDN) videoconference
hang up 111
initiating 109
properties 110
point-to-point (LAN) videoconference
hang up 111
initiating 107
properties 108
Product Info properties
end points 102
gateways 133
MCU 153
VCB 177

QoS
DiffServ values 466
HD3000 end point 415
HD5000 end point 453
IP Precedence values 465
VCB 196
vPoint end point 404
vPoint HD end point 377
Quality of Service. See QoS

R
Redundancy properties 247
registry, Cluster 331
rejecting login 29, 30, 130, 150, 171
replacing license key

MXM 11, 82

VCB 175
Requirements, minimum 5 to ??
Resources properties, Accord Gateway

230

Run page, Software Upgrade 119

S

searching for items 31 to 33
services 4

Session Initiation Protocol. See SIP

Session properties
Accord Meeting Room 213
MCU services 158
VCB services 181
Setup, MXM 7
Short Dial Number 61
adding 61
properties
Additional IDs 62
Call Forwarding 62
General 61
LDAP 62
shutdown Cluster service 333
SIP 315
Proxy 315, 316
OLCs timeout 86, 319
registering Windows XP Mes-
senger user 320
Registrar 317
user agents 315
adding 318
login 318
Open mode 28
Site Server ILS, MXM configuration 301
to 302
Software Upgrade
defining 114
properties 122 to 128
Impersonation 124
Update FTP 125
Update Parameters 126
Update Run 127
Update Version 123
Wizard 114 to 121
Confirmation page 121
Login page 118
Run page 119
Upload page 116
Versions page 114, 115
Specific Pickup, dialing code 69
Speed Matching 191
SQL Server 323
status monitoring 36 to 46
Status properties 93
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Sun ONE Directory Server, MXM
configuration 306 to 308
in MXM Administrator 307
Super User administration level 26
Support, Technical vi
Symmetric Video 192
system tree 18

T
takeover 332
TCP/IP

MXM connection port 65
Technical Support vi
templates 4, 47
Test Least Cost Routing Rules 147
toolbars 346 to 349
Tree Styles 335
trustee 299

U
Unconditional forwarding 94
dialing code 69
Update FTP properties 125
Update Parameters properties 126
Update Run properties 127
Update Version properties 123
upgrading HD software 459 to 464
upgrading videoconferencing software
Confirmation page 121
defining upgrade task 114
Login page 118
properties 122 to 128
Impersonation 124
Update FTP 125
Update Parameters 126
Update Run 127
Update Version 123
Run page 119
Software Upgrade Wizard 114 to 121
Upload page 116
Versions page 114, 115
Upload page, Software Upgrade 116

Index

vca file 13
VCB 167

adding to MXM 170
Chair Control
Chair Control, VCB 168
Closed mode 170
dual-video streams 184
license 82
license key 175
login 170
on same computer as MXM 5
Open mode 170
properties
General 173
H.323 Parameters 178
License 174
Network Settings 176
Product Info 177
setup 170 to 198
software upgrade 113
software upgrade indication 20

VCB services 179

adding 171
Dedicated Service for end point 98
Dedicated Service for end pointin
neighboring zone 241
in ad-hoc permission group 164, 166
properties
Additional I1Ds 198
Advanced 190
General 180
LDAP 198
Mixing Parameters 182
Multicast 186
Parameters 188
QoS 196
Session 181
Speed Matching 191
Symmetric Video 192

VCON Conference Bridge Option 167

VCON Conference Bridge. See VCB

Versions page, Software Upgrade 114,
115
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videoconference
hang up 111
initiating (ISDN) 109
initiating (LAN) 107
View
Event Log 17, 23, 41 to 46
filtering records 43 to 46
finding items in other views 33
Frontier Server 24
LDAP Servers 17, 23
Login Status 17, 22, 37
Main 17, 17 to 21
Node Status 17, 22, 38 to 40
View System Properties administration
level 26
Voice-activated Switching 159, 168, 182,
214
vPoint. See end points, vPoint
software upgrade 113
vPoint HD. See end points, vPoint HD
software upgrade 113

w
Windows 2000 Active Directory, MXM
configuration 278 to 288
adding MXM attributes 279 to 280
adding MXMNode class 281 to 282
creating organizational unit 287
granting full control for the
MXMNode class 278
in MXM Administrator 287
MXM attributes properties 286
Windows 2000 Active Directory, MXM
configuration granting full control for
the MXMNode class 285
Windows XP Messenger
dialing unlisted users 322
supported features 315
Workspace
customizing 335 to 355
display properties 350 to 351
Main View 335 to 337
table styles 352 to 355
toolbars 346 to 349

Workspace (cOnt.)
workspaces 339

deleting 345
filtering 21
Item Attributes 337
Main View 17, 17 to 21
opening 344
renaming 343
saving 341 to 342
toolbars 346 to 349
Tree Styles 335

Z
zone prefix 238, 252
dialing to non-Emblaze VCON
gatekeepers 238, 253
in LDAP entries 251
Zone Settings properties 237, 253
zones 4, 233 to 265
adding manually 235, 252
calls between zones 238, 253
CDR records 238
Closed mode 252
Directory Gatekeeper 254
configuration 257
diagram 255
inter-zone dialing 252, 254
Zone Settings 249, 257
inter-zone dialing 251 to 253
login 234
Open mode 28, 252
properties
Additional I1Ds 246
Advanced 248
Bandwidth control 239, 258
Gateway Services 241
General 236
H.323 Parameters 245
ISDN Call Routing 243
MCU Services 240
Redundancy 247
Zone Settings 237, 253
zone prefix 238, 252

476 Emblaze-VCON MXM Administrator’s Guide



	Top
	Limited Warranty
	About this Administrator’s Guide
	Emblaze-VCON Technical Support
	Table of Contents
	1 Welcome to Media Xchange Manager®
	1.1 About the MXM Server
	1.2 About the MXM Administrator
	1.3 Glossary of MXM Terms

	2 Getting Started
	2.1 Minimum System Requirements
	MXM Server
	MXM Administrator Application
	Conference Moderator

	2.2 Installing the MXM Server
	2.3 Installing the MXM Administrator
	2.4 Installing Conference Moderator
	Setup Parameters
	Running the Conference Moderator Installation Program
	Additional Configuration Issues

	2.5 Replacing the MXM License Key
	2.6 Running the MXM
	2.7 Basic MXM Operations

	3 A Quick Tour of the MXM Administrator
	3.1 The Main View
	Connected MXMs
	Registered Nodes
	Neighboring MXMs and Gatekeeper Zones
	Software Upgrade Indication
	Filtering the Main View

	3.2 The Node Status View
	3.3 The Login Status View
	3.4 The Event Log
	3.5 LDAP Servers
	3.6 The Frontier Server View

	4 Managing the MXM
	4.1 Setting Up Administrators
	Adding an Administrator
	Changing Administrator Properties

	4.2 Editing Nodes
	Adding Nodes
	Deleting a Login Request
	Setting a Node’s Properties
	Finding Nodes and Objects in the Administrator
	Editing Multiple Nodes
	Changing Directory Numbers
	Deleting a Node

	4.3 Status Monitoring
	Monitoring Nodes in the Main View
	Viewing the Login Status
	Viewing the Node Status
	Event Log Monitoring

	4.4 Setting Up Templates
	Editing a Template

	4.5 Bandwidth Groups
	General Properties
	Network Settings Properties
	Bandwidth Settings
	Pinning a Node to a Bandwidth Group

	4.6 Adding Hunting Groups
	General Properties
	Call Forwarding Properties
	Hunting Group Properties
	Hunting Group LDAP Properties
	Additional ID Properties

	4.7 Adding an Administrative Group
	Changing Group Member Properties

	4.8 Adding a Short Dial Number
	General Properties
	Call Forwarding Properties
	LDAP Properties
	Additional ID Properties


	5 Setting MXM System Properties
	5.1 MXM Properties
	Connection
	System Info
	Dial Plan
	LDAP Settings

	5.2 Call Control Properties
	Bandwidth Control
	Call Settings
	Ad-hoc Resources
	Number Manipulation

	5.3 ISDN Call Routing Properties
	System Location
	Dialing Prefixes

	5.4 Security Properties
	Security Mode
	License
	Non-Registered Devices

	5.5 H.323 & SIP Properties
	Zone Settings
	Advanced Settings

	5.6 Reporting Properties
	Billing
	Event Log


	6 Defining End Point Nodes
	6.1 Setting Up an End Point
	Login Attempt by Duplicate Users

	6.2 Setting End Point MXM Properties
	General
	Status
	Call Forwarding
	Bandwidth Control Properties
	Pickup Permissions
	MCU Services
	Gateway Services
	ISDN Call Routing
	Product Info
	H.323 Parameters
	LDAP
	Additional IDs


	7 Initiating Videoconferences From the MXM Administrator
	7.1 Administrator-Initiated LAN Dialing
	Setting Point-to-Point Videoconference Properties

	7.2 Administrator-Initiated ISDN Dialing
	Setting ISDN Videoconference Properties

	7.3 Administrator-Initiated Hang Up

	8 Remote Upgrade of Videoconferencing Devices Software
	8.1 Defining a Software Upgrade
	8.2 Setting Software Upgrade Properties
	Selecting a Software Version
	Setting a Target Location for the Upgrade
	Setting Up User Login
	Setting the Upgrade Schedule
	Confirm Upgrade Definition

	8.3 Selecting Nodes to Upgrade
	Node Software Upgrade Properties

	8.4 Monitoring Software Upgrade Status

	9 Registering Gateways
	9.1 Logging in a Gateway
	9.2 Setting Gateway Properties
	General
	Product Info
	ISDN Dialing
	Call Routing

	9.3 Setting Gateway Service Properties
	General
	Bandwidth Control

	9.4 Gateway Service Hunting Groups

	10 Least Cost Routing of Gateway Calls
	10.1 Setting ISDN Call Routing Properties
	10.2 Setting Gateway Call Routing Properties
	10.3 Setting Preference of Using Least Cost Routing or Bandwidth Rules
	10.4 Testing for the Optimal Gateway Service

	11 Registering an MCU
	11.1 Logging in a New MCU
	11.2 Setting MCU Properties
	General
	Bandwidth Control
	Product Info
	H.323 Parameters

	11.3 MCU Services
	General
	Bandwidth Control
	Session
	LDAP
	Additional ID

	11.4 MCU Service Permission Groups
	General
	Permission Group

	11.5 Dedicated MCU Services
	11.6 Ad-hoc Permission Groups
	General
	Permission Group


	12 Setting Up Multipoint Conferences Managed by a VCB
	12.1 Overview of the Emblaze-VCON VCB
	12.2 Logging in a New VCB
	12.3 Setting VCB Properties
	General
	License
	Network Settings
	Product Info
	H.323 Parameters

	12.4 Setting VCB Services Properties
	General
	Session
	Mixing Parameters
	Dual Video
	Multicast
	Parameters
	Advanced
	H.263 Annexes
	Enabled Audio Codecs
	QoS
	Network Settings
	LDAP
	Additional ID

	12.5 Setting the Ad-hoc Resources Table
	12.6 Dedicated VCB Service for End Points
	12.7 Dedicated VCB Service for a Zone
	12.8 Adding VCB Services to an Ad-hoc Permission Group
	12.9 Expanding to an Ad-hoc Videoconference

	13 Using Polycom® MGC™ with the MXM
	13.1 MGC Configuration
	Network Services Configuration
	H.323 Card Configuration

	13.2 Adding an Accord Meeting Room
	13.3 Setting Meeting Room Properties
	General
	Session
	Hunting Group
	LDAP
	Additional ID

	13.4 Adding an Accord Gateway
	Network Services Configuration

	13.5 Adding the Accord Gateway to the Main View
	13.6 Setting Accord Gateway Properties
	General
	Dialing
	Resources
	Call Routing

	13.7 Adding Accord Gateway Services

	14 Neighboring Zones
	14.1 The MXM’s Relationship with Neighboring Zones
	14.2 Logging in New Zones
	Adding Zones Automatically
	Adding Zones Manually

	14.3 Setting Zone Properties
	General
	Zone Settings
	Bandwidth Control
	MCU Services
	Gateway Services
	ISDN Call Routing
	H.323 Parameters
	Additional IDs
	Redundancy
	Advanced

	14.4 Permanent Non-Registered Devices
	Adding a Permanent Non-Registered Device

	14.5 Inter-Zone Videoconferencing Management
	Setting Up Inter-Zone Dialing
	Directory Gatekeepers
	Restricting Bandwidth Allotment
	Restricting H.450 Exchange Functions
	Sharing Gateway and MCU Services with Other Zones


	15 Registering with LDAP Directories
	15.1 Overview of LDAP
	15.2 Registering the MXM with an ILS
	Setting Up the ILS Configuration in the MXM Administrator

	15.3 Registering the MXM with Microsoft Exchange Server
	Setting Up the Exchange Server Configuration in the MXM Administrator

	15.4 Registering the MXM with Windows 2000 Active Directory
	Adding an Administrator with Full Configuration Rights
	Adding the MXM Attributes
	Adding the MXMNode Class
	Granting Full Control for the MXMNode Class to an Active Directory User
	Setting the Properties of the MXM Attributes
	Creating an Organizational Unit for Your MXM
	Setting Up the LDAP Configuration in the MXM Administrator

	15.5 Registering the MXM with Novell Directory Services (NDS)
	Creating MXM Attributes
	Creating the MXMNode Class
	Creating an MXM Container
	Setting Up the LDAP Group Object Configuration
	Adding a Trustee for the MXMNode Container
	Setting Up the LDAP Configuration in the MXM Administrator

	15.6 Registering the MXM with Site Server ILS on Windows 2000
	Setting Up the LDAP Configuration in the MXM Administrator

	15.7 Registering the MXM with Netscape Directory Server
	Setting Up the LDAP Configuration in the MXM Administrator

	15.8 Registering the MXM with Sun ONE Directory Server
	Generating a Database of MXM Users in the Directory Server
	Setting Up the LDAP Configuration in the MXM Administrator

	15.9 Registering the MXM with OpenLDAP Directory Server
	Setting Up the LDAP Configuration in the MXM Administrator

	15.10 Registering the MXM with ADAM Server
	Generating a Database of MXM Users in the Directory Server
	Setting Up the LDAP Configuration in the MXM Administrator


	16 Managing SIP Networks
	16.1 SIP User Agents
	16.2 SIP Servers
	SIP Proxy
	SIP Redirect Server
	SIP Registrar

	16.3 Logging in New SIP User Agents
	16.4 Setting the MXM SIP Advanced Settings
	16.5 Registering a Windows XP Messenger SIP User Agent to the MXM
	16.6 Dialing Unlisted Users in Windows XP Messenger

	17 Emblaze-VCON Cluster Module
	17.1 Installing SQL Server on an External Server
	17.2 Installing the MXM Servers
	Before Installing the MXMs
	Installing the Primary MXM
	Installing the Secondary MXM

	17.3 Verifying Correct Installation
	17.4 Installing the Cluster Application
	17.5 Customizing Cluster Operation
	Operational Registry Entries
	Setting Up E-mail Notification

	17.6 Takeover Events
	17.7 Shutting Down the Cluster Service
	17.8 Switching the Active MXM
	17.9 Licensing the Cluster MXMs

	18 Customizing the MXM Administrator
	18.1 Defining the Main View Options
	Tree Styles
	Item Attributes

	18.2 Setting Up the Workspace
	Defining Workspace Options
	Managing Workspaces

	18.3 Customizing the Toolbar
	Defining the Toolbar Display
	Adding and Removing Toolbar Buttons
	Creating a Custom Toolbar

	18.4 Customizing the Status Views
	Setting Table On-Screen Display Properties
	Style Formats for Table Elements or Types of Information
	Showing and Hiding Columns


	A vPoint HD End Point Properties
	A.1 Calls Properties
	General
	Outgoing Calls
	Ringing
	Broadcast

	A.2 User Data Properties
	A.3 Network Properties
	LAN
	Firewall
	Login
	SecureConnect

	A.4 Hardware Properties
	Audio
	Camera

	A.5 Advanced Properties
	System Info
	General Options
	QoS
	Advanced Video
	Advanced Audio
	H.264


	B vPoint™ End Point Properties
	B.1 Conversation Properties
	Video
	Data

	B.2 Calls Properties
	Incoming Calls
	Outgoing Calls
	Ringing
	3rd Party Viewer
	Interactive Multicast

	B.3 User Data Properties
	B.4 Communication Properties
	LAN
	Firewall
	Login

	B.5 Hardware Properties
	Audio
	Camera

	B.6 Advanced Properties
	System Info
	QoS
	Intras
	Advanced Video
	Advanced Audio


	C HD3000 End Point Properties
	C.1 Network Configuration
	LAN Connection and Registration
	Streaming
	Firewall
	H.323 Management
	QoS

	C.2 Camera Properties
	C.3 Audio Properties
	C.4 Options
	General Options
	Calls
	MCU Calls
	Monitor
	Security
	Version
	Upgrade


	D HD5000 End Point Properties
	D.1 Calls Properties
	Incoming Calls
	Outgoing Calls
	Ringing
	Broadcast

	D.2 User Data Properties
	D.3 Network Properties
	LAN
	Firewall
	Login
	SecureConnect

	D.4 Telephony Properties
	Phone Numbers
	Switch Type
	SPID Numbers
	MSN
	Subaddressing
	Dialing

	D.5 Hardware Properties
	Audio
	Camera

	D.6 Advanced Properties
	System Info
	General Options
	QoS
	Advanced Video
	Advanced Audio
	H.264


	E Upgrading HD3000/2000 Software Upgrade
	E.1 Upgrading From a Remote PC
	Before Downloading
	Enable Remote Upgrade
	Downloading the HD Upgrade Utility
	Downloading the New HD Software Version
	Installing the New Upgrade in the HD Device

	E.2 Confirming Successful Upgrade
	E.3 Installer Mode

	F QoS Priority Values
	F.1 IP Precedence Values
	F.2 DiffServ Values

	Index

