Appendix E

Rear Area and Base Security

The base commander’s plan of action must achieve adequate protec-
tion to ensure accomplishment of missions by base elements with as
small a force as necessary, since any drain of time and personnel from
operational activities will adversely affect the accomplishment of their
missions.

Preface, FM 31-81 (Test), Base Defense, March 1970

This appendix provides basic guidance for commanders and staff officers
on the organization of forces, control measures, and planning, preparing,
and executing considerations pertaining to rear area and base security
and route and convoy security operations. The tactics and techniques ex-
pressed in this appendix are applicable across the full spectrum of opera-
tions (offense, defense, stability, and support). However, commanders
must interpret them in accordance with the enemy’s capabilities. For ex-
ample, the physical layout of a base will be vastly different if the enemy
has a significant air capability than if the enemy has no air capability.
The purpose of rear area and base security operations is to prevent inter-
ruption of current and future operations. Rear area and base security op-
erations constitute one of the five elements that constitute sustaining op-
erations. (See FM 3-0 for a discussion of sustaining operations as part of
the battlefield framework.)

CONTENTS

Command Responsibilities ............cccueeemeue.e E-1 Preparing a Base Defense..................... E-23
DOD Civilians and Contractors............... E-2| Executing a Base Defense.................... E-25
Command Relationships ........c..ccccueemnueee E-3 | Route Security ........cccocceeemresmerssmmsesmeenanes E-31
Base ....cccoeiiiiemr e e s e s E-4| Passive SeCurity .........ccccuuimrriemmecemnenans E-32
(= : -0 0o (1153 (- E-6 Route Reconnaissance...........ccceeessmeeeens E-32

Control Exercised by US Area Cordon Security........ccueeemeeemsensmmsenemnennas E-32
Commanders. ... o ceieciein s e E-7| Combat Security........ccccuveiiricceinncen E-33
LI == L = E-7 | CONvoy SeCUrity ......ccooeeemmeimennsmmsmssmmnesnans E-33
Utility of Different Locations ................... E-8| Organization of a Convoy Escort.......... E-34
Political Considerations Impacting Convoy Control Measures.........cccoeueaes E-35
L T T T O — E-9| Planning Convoy Operations ................ E-36

Base and Base Cluster Defense ............... E-10 Preparing Convoy Security Measures..E-38
Organization of Forces ..........cccueeeeeeeas E-10| Executing Convoy Security
Control Measures .........occucumerssmmsesnsssanes E-15/[ Operations .o E-38
Planning Considerations ............ccceueuu... E-15
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COMMAND RESPONSIBILITIES
E-1. One of the fundamental

considerations in rear area ECHELON

and base security is the resolu- COMMANDER

tion of command authority. :

The echelon commander must rTT T

clearly define command rela- SUPPORT REAR AREA COMMANDER
tionships before initiating any COMMAND/ OR COMMANDER
operations. A conflict of in- | |FUNCTIONAL ASSIGNED AN
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ties for rear area and base 1 BASE/ COMBAT
security are not clearly identi- BASE CLUSTER FORCES
fied. All tenant units in a

specific geographical area are = = = OPCON
responsible to the commander TACTICAL CONTROL WHEN COMMITTED

TO SECURITY OPERATIONS
of that area for rear area and
base security. Therefore, a Figure E-1. OPCON versus TACON in
rear area commander has tac- Rear Area and Base Security
tical control (TACON) over
tenant units for conducting rear area and base security. The echelon com-
mander resolves conflicts between the tactical and functional command ele-
ments. (See Figure E-1.)

E-2. There are units subordinate to commanders other than the echelon com-
mander located throughout an echelon’s rear area. Many units operating in
the rear areas of a corps, division, or brigade are not organic to those eche-
lons. For example, units from the theater support command and other thea-
ter organizations, such as the theater signal command or theater engineer
command, operate within the corps rear area. The division has elements of
corps support groups (forward) and other corps organizations, such as a corps
signal battalion, operating within the division rear area. The brigade many
have elements of theater, corps, and division organizations operating within
its rear area.

E-3. However, an echelon rear area, base cluster, or base commander is re-
sponsible for the rear area and base security of all units in his assigned area.
The echelon rear area commander has the authority for terrain management
within the echelon rear area and assigns every unit to a base or base cluster.
All units assigned to a base or base cluster are TACON to the commander of
that base or base cluster when an emergency or tactical situation requires
the implementation of rear area and base security measures unless specifi-
cally exempted by order of the echelon commander.

E-4. The echelon commander establishes the relationships between the sub-
ordinate forces of different countries occupying the same geographical area.
This structure unifies the different forces to the maximum degree feasible.
Resulting language, doctrinal, and philosophical differences may be resolved
by—
¢ Recognizing national affinities and permitting homogenous elements to
operate together.



FM 3-90

Combining units of different nationalities only where a clear require-
ment exists.

¢ Cross-assigning liaison personnel to improve understanding.
¢ Organizing area responsibilities along national lines.
¢ Establishing a mutually supporting warning system.

E-5. Using host nation forces presents a distinct advantage to a commander
responsible for rear area and base security because of their knowledge of the
area, its language, and customs. Commanders involved in sustaining opera-
tions take all possible efforts to use these assets effectively.

DOD CIVILIANS AND CONTRACTORS

E-6. Civilian employees supporting US military forces are subject to hostile
action. Protecting DOD civilians and contractors providing battlefield support
to Army units is the responsibility of the commander of the host base. The
supported base or military unit assures the protection of its operations and
personnel. DOD civilians and contractor personnel cannot take an active role
in conducting security operations, but retain the inherent right to self-de-
fense.

E-7. Commanders and staff planners assess the need for protecting these in-
dividuals and designate forces to provide security when appropriate. The mis-
sion, threat, and location where DOD civilians or contractors operate deter-
mine the degree of security required.

E-8. Protecting DOD civilians and contractors involves not only active protec-
tion through the use of armed military forces to provide escort or perimeter
security, but also training and equipping of these personnel for self-protec-
tion. Base cluster commanders may train and equip DOD civilian and con-
tractor personnel, if they agree, to work in a nuclear, biological, and chemical
(NBC) environment and to carry individual, military specification weapons
for personal protection when the threat exists and the geographic combatant
commander grants approval.

E-9. The base commander identifies specific security and protection require-
ments for DOD civilians and contractors located on or transiting the base and
designates resources and forces to address those requirements. He includes
these decisions in the base’s OPLANs/OPORDs and their supporting plans
and standing operating procedures (SOP). This allows the base’s tenant units
and civilians to properly integrate these protection requirements into their
operational procedures.

E-10. DOD civilians and contractors are responsible for following all protec-
tion requirements and policies—as stated in the contractual agreement. This
includes ensuring they receive training in NBC protection and weapons fa-
miliarization, when authorized, and informing them of local threats, facility
and travel security requirements, and off-limits restrictions directed by the
base commander. Failure to adhere to protection requirements and policies
could result in disciplinary actions for DOD civilians and possible contract
termination for contractors.
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COMMAND RELATIONSHIPS

E-11. The success of rear area and base security hinges on binding together
diverse resources. The commander must meet the following requirements to
eliminate a potential confusion and to achieve a cohesive effort—

e There must be a single responsible commander.

¢ Geographical areas of operations (AOs) and thus responsibility must be
clearly defined.

E-12. Overall responsibility for conducting sustaining operations in a com-
mander’s AO rests with the commander. Because the commander cannot af-
ford to focus strictly on sustaining operations he assigns that responsibility to
another officer and gives that individual a staff to help him accomplish that
operation. The individual responsible for a tactical echelon’s sustaining op-
erations is called the rear area commander.

E-13. A corps commander normally assigns the mission of sustaining opera-
tion to the deputy corps commander. In a similar manner, the assistant divi-
sion commander (support) is responsible to the division commander for sus-
taining operations in the division rear area. The forward support battalion
commander supporting the brigade is normally responsible to the maneuver
brigade commander for sustaining operations in the brigade rear area. While
the echelon commander has the authority to designate someone else as the
echelon’s rear area commander, doing so complicates staff relationships.

E-14. The responsible rear area commander at each of these three echelons
uses the echelon rear command post to monitor the echelon’s sustaining op-
erations. This assures the synchronization of the five elements of sustaining
operations and an orderly, effective, and timely escalation when conducting
rear area and base security. This encompasses the use of host nation and or-
ganic combat support (CS) and combat service support (CSS) units through
employing a tactical combat force (TCF). The echelon rear command post de-
velops plans integrating the rear area and base security activities of all units
located within the echelon rear area. Each echelon rear area commander has
the authority to further divide the echelon rear area into subordinate AOs,
base clusters, and bases.

E-15. A rear operations center (ROC) provides the corps or division rear area
commander with the nucleus of an operations cell within the corps or division
rear command post. It is a reserve component organization since the func-
tions it performs are not required in garrison. It contains no organic life sup-
port capabilities, such as mess, supply, and maintenance, and relies on the
echelon headquarters’ commandant for those functions. The soldiers assigned
in peacetime to these organization lose their separate identity after being
activated and deployed. They are assigned to the corps or division head-
quarters company and become the rear command post representatives of the
echelon G2 and G3.

E-16. A corps rear area commander generally subdivides the corps rear area
into subordinate AOs that correspond to the AOs of his subordinate corps
support groups. A rear area operations center (RAOC) provides the corps sup-
port group commander with a greatly increased plans and operations capabil-
ity for his operations center to assist in conducting terrain management, rear
area and base defense, movement control and area damage control (ADC)

E-3
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BASE

E-4

within his AO. It also provides him a limited capability to conduct liaison
with subordinate base cluster defense operations centers (BCOCs) and base
defense operations centers (BDOCs). (See Figure E-2.)
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Figure E-2. Organization of C2 Facilities in a Corps Rear Area

E-17. Like a ROC, a RAOC is a reserve component organization that contains
no organic life support capabilities, such as mess, supply, and maintenance.
It must rely on its assigned CS/CSS brigade/group headquarters to which
they are assigned for those functions. The soldiers assigned to a RAOC main-
tain their separate identity after being activated and deployed, unlike those
assigned to a ROC. Therefore, the corps rear area commander can move them
as necessary to provide additional command and control (C2) capabilities
within the corps rear area.

E-18. Responsibility for overall rear area and base security, as well as de-
fense against large enemy attacks, belongs to the echelon rear area com-
mander. He charges each base and base cluster commander with responsibil-
ity for his local and internal security to safeguard the base/base cluster and
its facilities from infiltration and small-scale attacks. Each base and base
cluster defense plan is coordinated with, and becomes a part of, the echelon
rear area defense plan.

E-19. A base is a locality from which operations are projected or supported
(JP 1-02). It can contain one unit or multiple units. It has a defined peri-
meter, established access controls, and is situated and configured to take ad-
vantage of natural and man-made terrain features. Missions and security
considerations determine the selection of a base site. To nullify or reduce the
effectiveness of enemy attack, the rear area commander assigns all units lo-
cated in the rear area that are not actively involved in operations to a base.
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Bases may be further organized into base clusters or organized as a separate
bases that report directly to the ROC or RAOCs controlling rear area and
base security for the AO where the base is located. A commander may name
his base or use a mixture of alphanumeric characters to designate it.

Base Commander

E-20. In base defense operations, the base commander is the officer assigned
to command a base (JP 1-02). The base commander is responsible for de-
fending his base. He is normally the senior Army competitive category officer
on the base unless the base contains only medical units. He exercises C2 over
the base and necessary control of resident and transient units. The base com-
mander’s responsibilities include establishing the overall base defense org-
anization as well as planning, preparing, executing, and assessing all local
security measures. This includes the tactical control of US Navy, Air Force,
and Marine Corps forces assigned to the base primarily for the purpose of
local base defense, such as a US Air Force security flight. Forces of other ser-
vices or functional components assigned or attached to the base for primary
purposes other than local base defense will support local base defense during
an imminent attack or threat of an attack. For more information on joint rear
area and base security see JPs 3-10 and 3-10.1.

E-21. The base commander uses all assets within the base perimeter to create
the required level of local security. He has the authority to position units as-
signed to his base in mutually supporting positions. He directs employing of
obstacles, such as wire- and command-detonated antipersonnel mines, to de-
fend each base within the guidance of his rules of engagement (ROE). He
identifies shortages in materiel or weaknesses in required defensive capabili-
ties early and requests the necessary reinforcements and supplies to correct
those weaknesses.

E-22. A base commander is also usually a battalion commander, and the
BDOC forms around the nucleus provided by his battalion staff. The echelon
rear area commander normally does not assign the function of base command
to MP commanders because of their need to exercise command over MP ele-
ments responding to Level II threats within the echelon rear area.

Base Defense Operations Center

E-23. The base defense force (BDF) commander needs a BDOC to ensure the
integration of defense plans and maximum effectiveness of the total base de-
fense effort. A base defense operations center is a command and control
facility established by the base commander to serve as the focal point for base
security and defense. It plans, directs, integrates, coordinates, and controls
all base defense efforts, and coordinates and integrates into area security
operations with the rear area operations center/rear tactical operations
center (JP 3-10.1). The nature of the BDOC depends on the combination of
forces involved and may be joint, interagency, or multinational depending on
the combination of forces involved.

E-24. The BDOC is similar in many respects to the tactical operations center
found in maneuver brigades and battalions. Representatives of the intelli-
gence, maneuver, and fire support battlefield operating systems (BOS) staff
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