PART FOUR
Enabling Operations

Part Four discusses operational-level enabling operations. Commanders direct ena-
bling operations to support offensive, defensive, stability, and support operations.
Enabling operations are usually shaping or sustaining; they may be decisive in some
military operations other than war.

Chapter 11 addresses how Army forces conduct operations to gain and maintain
information superiority. It describes the necessity for Army forces to be able to see
their battlespace, understand the situation in their battlespace, and act before their
opponent. It outlines the characteristics of information superiority and the information
environment. It discusses the contributors to information superiority: intelligence,
surveillance, and reconnaissance operations; information management; and
information operations, to include its related activities. It describes the aspects of the
operations process important to achieving information superiority. It concludes by
outlining the impact of technology on the contributors to information superiority.

Chapter 12 addresses combat service support (CSS). It presents the purpose and
characteristics of CSS and lists the CSS functions. It describes the factors that affect
conducting CSS operations to support the four types of Army operations. The dis-
cussion addresses the support provided by national providers, CSS operations in
joint and multinational environments, and the factors affecting operational reach and
sustainability. Chapter 12 ends by describing the effect of technology on CSS opera-
tions.

Directing enabling operations is an intrinsic function of command and the art of op-
erations. Alone, enabling operations cannot assure success; however, neglecting
them can result in mission failure.
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Chapter 11
Information Superiority

To guess at the intention of the enemy; to divine his opinion of your-
self; to hide from both your intentions and opinion; to mislead him by
feigned manoeuvres; to invoke ruses, as well as digested schemes, so as
to fight under the best conditions—this is and always was the art of
war.
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mation while exploit-
ing or denying an adversary’s ability to do the same. Commanders ex-
ploit information superiority to accomplish missions. Information superiority
is not static. During operations, all sides attempt to secure its advantages
and deny them to adversaries and enemies. The operational advantages of
information superiority can take several forms, ranging from the ability to
create a better operational picture and understand it in context, to the ability
to shape the environment with offensive information operations (I10).

11-2. At its essence, information superiority is about Army forces being able
to see first, understand first, and act first. Army forces cannot develop
information superiority if they are constantly reacting to enemy operations.
Information superiority requires commanders who are proactive, view
information as an element of combat power, trust their subordinates to
provide relevant information, and conduct (plan, prepare, execute, and con-
tinuously assess) operations accordingly. To achieve information superiority,
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commanders synchronize and target information as intensely as they do fires
and maneuver. They seek to make better use of their information and
information systems than adversaries or enemies do of theirs. These
information systems include the analysis, procedures, and training necessary
to extract and exploit intelligence and other critical information from raw
data, and present it in a form in which it can be quickly understood.
Successful commanders are those who see, understand, and then exploit the
situation.

CHARACTERISTICS OF INFORMATION SUPERIORITY

11-3. Gaining and exploiting information superiority demands effective doc-
trine, training, leadership, organization, materiel, and soldiers. It puts a
premium on the commander’s ability to visualize, describe, and direct opera-
tions. Effective use of advanced information systems, procedures, and train-
ing allows commanders to achieve and maintain situational understanding.
Modern information technologies help commanders lead more effectively and
consistently make better decisions than those opposing them.

11-4. Commanders manage their information resources, combine their judg-
ment with the knowledge of their staffs and subordinates, and use informa-
tion systems to understand their battlespace better than their adversaries or
enemies do. Commanders require relevant information about the factors of
METT-TC to exercise effective command and control (C2). From the initial
warning order to completion of redeployment, Army forces use every means,
including force, to acquire that information. At the same time, they attempt
to deny adversaries and enemies information about friendly forces and ac-
tively degrade their ability to collect, process, store, display, and disseminate
information. Effective friendly use of information, complemented with active
measures that prevent enemies from using information effectively or coun-
tering friendly information use, creates conditions for achieving information
superiority. Army forces use the qualitative advantages of information supe-
riority as a springboard for decisive operations.

11-5. The operational and tactical implications of information superiority are
profound. Rapid seizure and retention of the initiative becomes the distin-
guishing characteristic of all operations. Information superiority allows com-
manders to make better decisions more quickly than their enemies and ad-
versaries. Unable to keep pace, enemies and adversaries must deal with new
problems before they can solve current ones. In combat, a rapid
tempo—sustained by information superiority—can outpace enemy’s ability to
make decisions contribute to his destruction. In stability operations and sup-
port operations, information superiority helps deploying forces anticipate
problems and requirements. It allows commanders to control events and
situations earlier and with less force, creating the conditions necessary to
achieve the end state.

11-6. Adversaries and enemies pursue their own relative information advan-
tages, very likely in asymmetric ways, while continually attempting to deny
information superiority to friendly forces. Because opposing forces constantly
adapt and situations continually evolve, information superiority is relative
and transitory. Absolute information superiority is not possible. Commanders
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assess the quality of their information against their decision making re-
quirements. Against that assessment, they estimate the quality of the
enemy’s operational picture. Commanders avoid any complacency associated
with relative levels of military technology. They are aware that their enemy
may, by chance or countermeasures, uncover the sources of friendly informa-
tional advantage, block them, or use them to deceive.

11-7. Commanders recognize that
unless they envision and direct oper-
ations designed to achieve and main-
tain information superiority, they
may lose it. Commanders exploit any
advaptageg in inforn}ation capability Richard M. Swain
and intelligence to increase the ef- Lucky War
fects of combat power. They constant-
ly seek to improve their situational understanding and to assess that of their
enemy. They know that losing information superiority may result in losing
the initiative.

Nations do not go to war because
they think war is safe. They go to
war because they think they will
win.

THE INFORMATION ENVIRONMENT

114

11-8. The information environment is the aggregate of individuals, organiza-
tions, or systems that collect, process, or disseminate information; also in-
cluded is the information itself. The climate, terrain, and weapons effects
(such as electromagnetic pulse or blackout) affect the information environ-
ment but are not part of it. The information environment includes the C2 sys-
tems of friendly and enemy forces and those of other organizations and
groups. Commanders consider the explosive growth of information and the
pervasive nature of the information environment when they visualize an op-
eration. They include that part of the information environment that affects
their operation in their battlespace.

11-9. Most of the information environment is not under military control,
adding to the challenges commanders face. While they cannot control the en-
tire information environment, they must be prepared to operate within it. In-
teraction with the information environment increases the complexity of Army
operations. More than ever, commanders consider how factors outside their
area of operations (AQ) may affect their operations. IO often requires coordi-
nation with governmental and nongovernmental agencies. Legal limitations
on 10 vary according to the situation. This interaction may affect the impact
of tactics on operations and strategy. Military actions that are tactically or
operationally insignificant may influence strategy, or even national policy,
when highlighted by the media. Therefore, operational commanders consider
more than the military conditions of the end state of a campaign. They con-
sider the comprehensive diplomatic, political, and social aspects of it as well.

11-10. Army forces increasingly rely on the unrestricted use of the informa-
tion environment. Commanders and staffs need to understand its effects on
operations and develop C2 systems that support their operational needs and
intelligence requirements. Distance has little meaning in the information en-
vironment. Army information systems are “in contact” with enemy informa-
tion systems before any operation starts. They remain in contact after the
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operation ends. Commanders understand that there is no sanctuary for
friendly information. Before Army forces arrive in theater, the battle for
information superiority begins. Commanders and staff conduct operations
accordingly.

Information Superiority in the Gulf

In the opinion of many observers, the Gulf War emphasized integrating infor-
mation systems, operations, and management in ways that heralded a new form
of warfare. Air operations struck C2 nodes throughout Iraq and occupied Kuwait,
disabling the air defense network and slowing operational and tactical response.
Until the air operation started, Third Army restricted preparations to areas well
south of the border. Under cover of intense air bombardment, Saudi and French
units secured areas along the border while the powerful US forces shifted west.
Even as the Third Army’s VIl and XVIII Corps moved into attack positions, the
US Central Command conducted military deception operations at sea and on
land, culminating with the feint by 1st Cavalry Division in the Wadi al-Batin area.

As the ground offensive neared, tactical reconnaissance and surveillance
confirmed that the Iragi Army had its right flank exposed to the west of Kuwait.
Special Operations Forces and tactical air reconnaissance complemented these
efforts. By 23 February 1991, both corps had secured the border area and
extended ground and air reconnaissance well inside Iraq. Intense air attacks
fixed and decimated the Iragi army. The Marine deception and 1st Cavalry
Division feint continued to draw Iragi attention eastward. Third Army moved to
attack positions west of the Wadi al-Batin to exploit the Iragi mistake. At 0400
hours on 24 February 1991, coalition ground forces struck into Kuwait and Iraq.
They ended their offensive four days later, having decisively defeated the once
fourth-largest army in the world.

Speaking after the war, LTG S. Bogdanov, Chief of the General Staff Center for
Operational and Strategic Studies of the former Soviet Union, stated, “Iraq lost
the war before it even began. This was a war of intelligence, electronic warfare,
command and control, and counterintelligence. Iragi troops were blinded and
deafened....”

CONTRIBUTORS TO INFORMATION SUPERIORITY

11-11. Commanders direct three interdependent contributors to achieve in-
formation superiority (see Figure 11-1, page 11-6):
¢ Intelligence, surveillance, and reconnaissance (ISR).
¢ Information management (IM).
¢ 10 (to include related activities).
These contributors enable and complement full spectrum operations. Specific
objectives that contribute to information superiority include the following:
e Develop and maintain a comprehensive picture of enemies and adver-
saries; forecast their likely actions.
¢ Deny enemies and adversaries information about friendly forces and
operations.
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Influence enemy and adversary leader perceptions, plans, actions, and
will to oppose friendly forces.

Influence noncombatants and neutrals to support friendly missions or
not to resist friendly activities.

Inform noncombatant and neutral organizations so they can better
support friendly policies, activities, and intentions.

Protect friendly decision making processes, information, and informa-
tion systems.

Continually provide relevant information (including intelligence) to the
commander and staff in a useable form.

Destroy, degrade, disrupt, deny, deceive, and exploit enemy decision
making processes, information, and information systems, and influence
those of adversaries and others.
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Figure 11-1. Information Superiority

11-12. Commanders wage the struggle for information superiority through-
out the information environment, not only in the AO. Superiority in one con-
tributor alone does not ensure information superiority. For example, Army
forces may have better IM than a less sophisticated enemy. However, super-
ior intelligence and better security may give the enemy commander more in-
formation about Army forces than they have about the enemy. Uncoordinated
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actions within single contributors are ineffective. Information superiority
results when commanders synchronize all three contributors. Figure 11-2
illustrates the nature of the struggle for information superiority.

When the effects produced by synchronizing friendly ISR, 10, and IM
are greater than those produced by the enemy, friendly forces gain
information superiority.
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Figure 11-2. Information Operations and Information Superiority

INTELLIGENCE, SURVEILLANCE, AND RECONNAISSANCE

11-13. ISR integration is fundamental to information superiority. Thoroughly
integrated ISR operations add many collection sources. ISR integration
eliminates unit and functional “stovepipes” for planning, reporting, and proc-
essing information and producing intelligence. It provides a common mecha-
nism for all units to conduct ISR operations in a coordinated, synergistic way.

11-14. ISR operations allow units to produce intelligence on the enemy and
environment (to include weather, terrain, and civil considerations) necessary
to make decisions. This intelligence answers requirements developed
throughout the operations process. Timely and accurate intelligence encour-
ages audacity and can facilitate actions that may negate enemy superiority in
soldiers and materiel. Normally, timely and accurate intelligence depends on
aggressive and continuous reconnaissance and surveillance.
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