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P
re

fa
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h
e
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a
c
ke

r C
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c
kd

o
w

n

January 1
, 1

9
9

4
 —

 A
ustin, T

exas

H
i, I'm

 B
ruce S

terling
, the autho

r o
f this electro

nic b
o
o
k.

O
ut in the trad

itio
nal w

o
rld

 o
f p

rint, *T
he H

acker C
rackd

o
w

n* is IS
B
N

0
-5

5
3

-0
8

0
5

8
-X

, an
d
 is fo

rm
ally catalo

g
u
e
d
 b

y th
e
 L

ib
rary o

f
C
ongress as "1

. C
om

puter crim
es —

 U
nited States.  2

. T
elephone —

U
nited

 S
tates —

 C
o
rrup

t p
ractices.  3

.  Pro
g
ram

m
ing

 (Electro
nic co

m
-

p
uters) —

 U
nited

 S
tates —

 C
o
rrup

t p
ractices."  'C

o
rrup

t p
ractices,' I

alw
ays g

et a kick o
ut o

f that d
escrip

tio
n.  Lib

rarians are very ing
enio

us
p
eo

p
le.

T
h
e p

ap
erb

ack is IS
B
N

 0
-5

5
3

-5
6

3
7

0
-X

.  If yo
u
 g

o
 an

d
 b

u
y a p

rin
t

versio
n o

f *T
he H

acker C
rackd

o
w

n,* an actio
n I enco

urag
e heartily, yo

u
m

ay notice that in the front of the book,  beneath the copyright notice  —
"C

o
p
yrig

ht (C
) 1

9
9

2
 b

y B
ruce S

terling
" —

 it has this little b
lo

ck o
f

p
rinted

 leg
al b

o
ilerp

late fro
m

 the p
ub

lisher.  It says, and
 I q

uo
te:

"N
o
 p

art o
f this b

o
o
k m

ay b
e rep

ro
d
uced

 o
r transm

itted
 in any fo

rm
 o

r
b
y any m

eans, electro
nic o

r m
echanical, includ

ing
 p

ho
to

co
p
ying

,
reco

rd
ing

, o
r b

y any info
rm

atio
n sto

rag
e and

 retrieval system
, w

itho
ut

p
erm

issio
n
 in

 w
ritin

g
 fro

m
 th

e p
u
b
lish

er. Fo
r in

fo
rm

atio
n
 ad

d
ress:

B
antam

 B
o
o
ks."

T
his is a p

retty g
o
o
d
 d

isclaim
er, as such d

isclaim
ers g

o
.  I co

llect intel-
lectual-p

ro
p
erty d

isclaim
ers, and

 I've seen d
o
zens o

f them
, and

 this o
ne

is at least p
retty straig

htfo
rw

ard
.  In this narro

w
 and

 p
articular case,

ho
w

ever, it isn't q
uite accurate. B

antam
 B

o
o
ks p

uts that d
isclaim

er o
n

every b
ook they pub

lish, b
ut B

antam
 B

ooks does not, in fact, ow
n the

electro
nic rig

hts to
 this b

o
o
k.  I d

o
, b

ecause o
f certain extensive co

n-
tract m

aneuvering
s m

y ag
ent and I w

ent throug
h b

efore this b
ook w

as
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w
ritten.  I w

ant to
 g

ive tho
se electro

nic p
ub

lishing
 rig

hts aw
ay thro

ug
h

certain no
t-fo

r-p
ro

fit channels, and
 I've co

nvinced
 B

antam
 that this is

a good idea.

Since B
antam

 has seen fit to peacably agree to this schem
e of m

ine,
B
antam

 B
ooks is not going to fuss about this.  Provided you don't try to

sell the book, they are not going to bother you for w
hat you do w

ith the
electro

nic co
p
y o

f this b
o
o
k. If yo

u w
ant to

 check this o
ut p

erso
nally,

yo
u can ask them

; they're at 1
5

4
0

 B
ro

ad
w

ay N
Y
 N

Y
 1

0
0

3
6

.  H
o
w

ever,
if yo

u w
ere so

 fo
o
lish as to

 p
rint this b

o
o
k and

 start retailing
 it fo

r
m

o
ney in vio

latio
n o

f m
y co

p
yrig

ht and
 the co

m
m

ercial interests o
f

B
antam

 B
o
o
ks, then B

antam
, a p

art o
f the g

ig
antic B

ertelsm
ann m

ulti-
natio

nal p
ub

lishing
 co

m
b
ine, w

o
uld

 ro
ust so

m
e o

f their heavy-d
uty

atto
rneys o

ut o
f hib

ernatio
n and

 crush yo
u like a b

ug
.  T

his is o
nly to

 b
e

expected.  I didn't w
rite this book so that you could m

ake m
oney out of it.

If anybody is gonna m
ake m

oney out of this book, it's gonna be m
e and m

y
p
u
b
lish

e
r.

M
y publisher deserves to m

ake m
oney out of this book.  N

ot only did the
folks at B

antam
 B

ooks com
m

ission m
e to w

rite the book, and pay m
e a

hefty sum
 to

 d
o
 so

, b
ut they b

ravely p
rinted

, in text, an electro
nic d

o
c-

um
ent the reproduction of w

hich w
as once alleged to be a federal felony.

B
antam

 B
o
o
ks and

 their num
ero

us atto
rneys w

ere very b
rave and

 fo
rth-

rig
ht ab

o
ut this b

o
o
k.  Furtherm

o
re, m

y fo
rm

er ed
ito

r at B
antam

 B
o
o
ks,

B
etsy M

itchell, g
enuinely cared

 ab
o
ut this p

ro
ject, and

 w
o
rked

 hard
 o

n
it, and had a lot of w

ise things to say about the m
anuscript.  B

etsy
d
eserves g

enuine cred
it fo

r this b
o
o
k, cred

it that ed
ito

rs to
o
 rarely g

et.

T
he critics w

ere very kind
 to

 *T
he H

acker C
rackd

o
w

n,* and
 co

m
m

er-
cially the b

o
o
k has d

o
ne w

ell.  O
n the o

ther hand
, I d

id
n't w

rite this b
o
o
k

in o
rd

er to
 sq

ueeze every last nickel and
 d

im
e o

ut o
f the m

itts o
f im

p
o
v-

erished
 sixteen-year-o

ld
 cyb

erp
unk hig

h-scho
o
l-stud

ents.  T
eenag

ers
don't have any m

oney —
 (no, not even enoug

h for the  six- dollar
*H

acker C
rackd

o
w

n
* p

ap
erb

ack, w
ith

 its attractive b
rig

h
t-red

 co
ver

and
 useful ind

ex).   T
hat's a m

ajo
r reaso

n w
hy teenag

ers so
m

etim
es

succum
b to the tem

ptation to do things they shouldn't, such as sw
iping

m
y b

o
o
ks o

ut o
f lib

raries.   K
id

s:  this o
ne is all yo

urs, all rig
ht?  G

o
g
ive

 th
e
 p

rin
t ve

rsio
n
 b

ack. *8
-)
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W
e
ll-m

e
an

in
g
, p

u
b
lic-sp

irite
d
 civil lib

e
rtarian

s d
o
n
't h

ave
 m

u
ch

m
oney, either.   A

nd it seem
s alm

ost crim
inal to snatch cash out of the

hand
s o

f A
m

erica's d
irely und

erp
aid

 electro
nic law

 enfo
rcem

ent co
m

-
m

unity.

If yo
u're a co

m
p
uter co

p
, a hacker, o

r an electro
nic civil lib

erties
activist, yo

u are the targ
et aud

ience fo
r this b

o
o
k.  I w

ro
te this b

o
o
k

because I w
anted to help you, and help other people understand you and

yo
ur uniq

ue, uhm
, p

ro
b
lem

s.  I w
ro

te this b
o
o
k to

 aid
 yo

ur activities,
and

 to
 co

ntrib
ute to

 the p
ub

lic d
iscussio

n o
f im

p
o
rtant p

o
litical issues.

In g
iving

 the text aw
ay in this fashio

n, I am
 d

irectly co
ntrib

uting
 to

 the
b
o
o
k's ultim

ate aim
:  to

 help
 civilize cyb

ersp
ace.

Info
rm

atio
n *w

ants* to
 b

e free.  A
nd

  the info
rm

atio
n insid

e this b
o
o
k

lo
ng

s fo
r freed

o
m

 w
ith a p

eculiar intensity.  I g
enuinely b

elieve that the
natural hab

itat o
f this b

o
o
k is insid

e an electro
nic netw

o
rk.  T

hat m
ay

not be the easiest direct m
ethod to generate revenue for the book's

autho
r, b

ut that d
o
esn't m

atter; this is w
here this b

o
o
k b

elo
ng

s b
y its

nature.  I've w
ritten o

ther b
o
o
ks —

 p
lenty o

f o
ther b

o
o
ks —

 and
 I'll

w
rite m

o
re and

 I am
 w

riting
 m

o
re, b

ut this o
ne is sp

ecial.  I am
 m

aking
*T

he H
acker C

rackd
o
w

n* availab
le electro

nically as w
id

ely as I can
co

nveniently m
anag

e, and
 if yo

u like the b
o
o
k, and

 think it is useful,
then I urge you to do the sam

e w
ith it.

You can copy this electronic book.   C
opy the heck out of it, be m

y guest,
and give those copies to anybody w

ho w
ants them

.  T
he nascent w

orld of
cyb

ersp
ace is fu

ll o
f sysad

m
in

s, teach
ers, train

ers, cyb
rarian

s, n
etg

u
-

rus, and
 vario

us sp
ecies o

f cyb
ernetic activist.  If yo

u're o
ne o

f tho
se

people,  I know
 about you, and I know

 the hassle you go through to try to
help

 p
eo

p
le learn ab

o
ut the electro

nic fro
ntier.  I ho

p
e that p

o
ssessing

this b
o
o
k in electro

nic fo
rm

 w
ill lessen yo

ur tro
ub

les.  G
ranted

, this
treatm

ent o
f o

ur electro
nic so

cial sp
ectrum

 is no
t the ultim

ate in acad
e-

m
ic rig

o
r.  A

nd
 p

o
litically, it has so

m
ething

 to
 o

ffend
 and

 tro
ub

le alm
o
st

everyo
ne.   B

ut hey, I'm
 to

ld
 it's read

ab
le, and

 at least the p
rice is rig

ht.

You can upload the book onto bulletin board system
s, or Internet nodes,

o
r electro

nic d
iscussio

n g
ro

up
s.  G

o
 rig

ht ahead
 and

 d
o
 that, I am

 g
iving
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yo
u exp

ress p
erm

issio
n rig

ht no
w

.  Enjo
y yo

urself.

You can put the book on disks and give the disks aw
ay, as long as you

don't take any m
oney for it.

B
ut this b

o
o
k is no

t p
ub

lic d
o
m

ain.  Y
o
u can't co

p
yrig

ht it in yo
ur o

w
n

nam
e.   I ow

n the copyright. A
ttem

pts to pirate this book and m
ake

m
o
n
ey fro

m
 sellin

g
 it m

ay in
vo

lve yo
u
 in

 a serio
u
s litig

ative sn
arl.

B
elieve m

e, fo
r the p

ittance yo
u m

ig
ht w

ring
 o

ut o
f such an actio

n, it's
really not w

orth it.  T
his b

ook don't "b
elong

" to you.  In an odd b
ut very

genuine w
ay, I feel it doesn't "belong" to m

e, either.  It's a book about
the p

eo
p
le o

f cyb
ersp

ace, and
 d

istrib
uting

 it in this w
ay is the b

est w
ay

I kno
w

 to
 actually m

ake this info
rm

atio
n availab

le, freely and
 easily, to

all the p
eo

p
le o

f cyb
ersp

ace —
 includ

ing
 p

eo
p
le far o

utsid
e the b

o
rd

ers
of the U

nited States, w
ho otherw

ise m
ay never have a chance to see any

ed
itio

n o
f the b

o
o
k, and

 w
ho

 m
ay p

erhap
s learn so

m
ething

 useful fro
m

this strang
e sto

ry o
f d

istant, o
b
scure, b

ut p
o
rtento

us events in so
-

called
 "A

m
erican cyb

ersp
ace."

T
his electro

nic b
o
o
k is no

w
 literary freew

are.  It no
w

 b
elo

ng
s to

 the
em

erg
ent realm

 o
f alternative info

rm
atio

n eco
no

m
ics.  Y

o
u have no

 rig
ht

to m
ake this electronic b

ook part of the conventional flow
 of com

m
erce.

Let it be part of the flow
 of know

ledge: there's a difference.   I've divided
the b

o
o
k into

 fo
ur sectio

ns, so
 that it is less ung

ainly fo
r up

lo
ad

 and
d
o
w

nlo
ad

; if there's a sectio
n o

f p
articular relevance to

 yo
u and

 yo
ur

colleagues, feel free to reproduce that one and skip the rest.

Just m
ake m

ore w
hen you need them

, and give them
 to w

hoever m
ight

w
ant them

.

N
o
w

 have fun.

B
ruce S

terling
 —

 b
ruces@

w
ell.sf.ca.us
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hicago prosecutors form
 C

om
puter Fraud and A

buse T
ask

Fo
rce.

1
9
8
8

July.  S
ecret S

ervice co
vertly vid

eo
tap

es "S
um

m
erC

o
n" hacker co

nven-
tio

n.

S
ep

tem
b
er.  "Pro

p
het" cracks B

ellS
o
uth A

IM
S
X
 co

m
p
uter netw

o
rk and

dow
nloads E9

1
1
 D

ocum
ent to his ow

n com
puter and to Jolnet.

S
ep

tem
b
er.  A

T
&

T
 C

o
rp

o
rate Info

rm
atio

n S
ecurity info

rm
ed

 o
f

Pro
p
het's actio

n.

O
cto

b
er.  B

ellco
re S

ecurity info
rm

ed
 o

f Pro
p
het's actio

n.

1
9
8
9

January.  Pro
p
het up

lo
ad

s E9
1

1
 D

o
cum

ent to
 K

nig
ht Lig

htning
.

Feb
ru

ary 2
5

.  K
n
ig

h
t L

ig
h
tn

in
g
 p

u
b
lish

es E9
1

1
D

o
cu

m
en

t in
 *P

h
rack*

electro
nic new

sletter.

M
ay.  C

hicag
o
 T

ask Fo
rce raid

s and
 arrests "K

yrie."

June.  "N
uPro

m
etheus Leag

ue" d
istrib

utes A
p
p
le C

o
m

p
uter p

ro
p
rietary

so
ftw

are.

June 1
3

.  Flo
rid

a p
ro

b
atio

n o
ffice cro

ssed
 w

ith p
ho

ne-sex line in
sw

itching
-statio

n stunt.
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July.  "Fry G
uy" raid

ed
 b

y U
S
S
S
 and

 C
hicag

o
 C

o
m

p
uter Fraud

 and
 A

b
use

T
ask Fo

rce.

Ju
ly.  S

ecret S
ervice raid

s "P
ro

p
h
et," "L

eftist," an
d
 "U

rvile" in
G

eo
rg

ia.

1
9
9
0

January 1
5

.  M
artin Luther K

ing
 D

ay C
rash strikes A

T
&

T
 lo

ng
-d

istance
netw

o
rk natio

nw
id

e.

January 1
8

-1
9

  C
hicag

o
 T

ask Fo
rce raid

s K
nig

ht Lig
htning

 in S
t. Lo

uis.

January 2
4

.  U
S
S
S
 and

 N
ew

 Y
o
rk S

tate Po
lice raid

 "Phib
er O

p
tik,"

"A
cid

 Phreak," and
 "S

co
rp

io
n" in N

ew
 Y

o
rk C

ity.

Fe
b
ru

ary 1
. U

S
S
S
 raid

s "T
e
rm

in
u
s" in

 M
arylan

d
.

Feb
ruary 3

.  C
hicag

o
 T

ask Fo
rce raid

s R
ichard

 A
nd

rew
s' ho

m
e.

Feb
ruary 6

.  C
hicag

o
 T

ask Fo
rce raid

s R
ichard

 A
nd

rew
s' b

usiness.

Feb
ru

ary 6
.  U

S
S
S
 arrests T

erm
in

u
s, P

ro
p
h
et, L

eftist, an
d
 U

rvile.

Feb
ruary 9

.  C
hicag

o
 T

ask Fo
rce arrests K

nig
ht Lig

htning
.

Feb
ruary 2

0
.  A

T
&

T
 S

ecurity shuts d
o
w

n p
ub

lic-access "attctc" co
m

-
p
u
te

r in
 D

allas.

Feb
ruary 2

1
.  C

hicag
o
 T

ask Fo
rce raid

s R
o
b
ert Izenb

erg
 in A

ustin.

M
arch 1

.  C
hicag

o
 T

ask Fo
rce raid

s S
teve Jackso

n G
am

es, Inc.,
"M

ento
r," and

 "Erik B
lo

o
d
axe" in A

ustin.

M
ay 7

,8
,9

.  U
S
S
S
 and

 A
rizo

na O
rg

anized
 C

rim
e and

 R
acketeering

 B
ureau

co
nd

uct "O
p
eratio

n S
und

evil" raid
s in C

incinnatti, D
etro

it, Lo
s A

ng
eles,

M
iam

i, N
ew

ark, Pho
enix, Pittsb

urg
h, R

ichm
o
nd

, T
ucso

n, S
an D

ieg
o
, S

an
Jo

se, and
 S

an Francisco
.
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M
ay.  FB

I in
terview

s Jo
h
n
 P

erry B
arlo

w
 re N

u
P
ro

m
eth

eu
s case.

June.  M
itch K

ap
o
r and

 B
arlo

w
 fo

und
 Electro

nic Fro
ntier Fo

und
atio

n;
B
arlo

w
 p

ub
lishes *C

rim
e and

 Puzzlem
ent* m

anifesto
.

Ju
ly

 2
4

-2
7

.  T
rial o

f K
n
ig

h
t L

ig
h
tn

in
g
.

1
9
9
1

Feb
ruary.  C

PS
R
 R

o
und

tab
le in W

ashing
to

n, D
.C

.

M
arch 2

5
-2

8
.  C

o
m

p
uters, Freed

o
m

 and
 Privacy co

nference in S
an

Francisco
.

M
ay 1

.  Electro
nic Fro

ntier Fo
und

atio
n, S

teve Jackso
n, and

 o
thers file

suit ag
ainst m

em
b
ers o

f C
hicag

o
 T

ask Fo
rce.

July 1
-2

.  S
w

itching
 statio

n p
ho

ne so
ftw

are crash affects W
ashing

to
n,

Lo
s A

ng
eles, Pittsb

urg
h, S

an Francisco
.

S
ep

tem
b
er 1

7
.  A

T
&

T
 p

ho
ne crash affects N

ew
 Y

o
rk C

ity and
 three air-

p
o
rts.

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
1 0



I
N

T
R

O
D

U
C

T
I
O

N

T
his is a b

o
o
k ab

o
ut co

p
s, and

  w
ild

 teenag
e w

hiz- kid
s, and

 law
yers, and

h
airy-eyed

 an
arch

ists, an
d
 in

d
u
strial tech

n
ician

s, an
d
 h

ip
p
ies, an

d
hig

h-tech m
illio

naires, and
 g

am
e ho

b
b
yists, and

 co
m

p
uter security

exp
erts, and

 S
ecret S

ervice ag
ents, and

 g
rifters, and

 thieves.

T
his b

o
o
k is ab

o
ut the electro

nic fro
ntier o

f the 1
9

9
0

s. It co
ncerns

activities that take p
lace insid

e co
m

p
uters and

 o
ver telep

ho
ne lines.

A
 science fictio

n w
riter co

ined
 the useful term

 "cyb
ersp

ace" in 1
9

8
2

.
B
ut the territo

ry in q
uestio

n, the electro
nic fro

ntier, is ab
o
ut a hund

red
and

 thirty years o
ld

. C
yb

ersp
ace is the "p

lace" w
here a telep

ho
ne co

n-
versatio

n ap
p
ears to

 o
ccur.  N

o
t insid

e yo
ur actual p

ho
ne, the p

lastic
device on your desk.  N

ot inside the other person's phone, in som
e other

city.  *T
he p

lace b
etw

een* the p
ho

nes.  T
he ind

efinite p
lace *o

ut there,*
w

here the tw
o
 o

f yo
u, tw

o
 hum

an b
eing

s, actually m
eet and

 co
m

m
uni-

cate.

A
ltho

ug
h it is no

t exactly  "real," "cyb
ersp

ace" is a g
enuine p

lace.
T
hings happen there that have very genuine consequences.  T

his "place"
is no

t "real," b
ut it is serio

us, it is earnest.  T
ens o

f tho
usand

s o
f p

eo
p
le

have d
ed

icated
 their lives to

 it, to
 the p

ub
lic service o

f p
ub

lic co
m

m
u-

nicatio
n b

y w
ire and

 electro
nics.

Peo
p
le have w

o
rked

 o
n this "fro

ntier" fo
r g

eneratio
ns no

w
.  S

o
m

e p
eo

p
le

b
ecam

e rich and
 fam

o
us fro

m
 their effo

rts there.  S
o
m

e just p
layed

 in
it, as ho

b
b
yists.  O

thers so
b
erly p

o
nd

ered
 it, and

 w
ro

te ab
o
ut it, and

reg
ulated

 it, and
 neg

o
tiated

 o
ver it in internatio

nal fo
rum

s, and
 sued

 o
ne

ano
ther ab

o
ut it, in g

ig
antic, ep

ic co
urt b

attles that lasted
 fo

r years.
A

nd alm
ost since the b

eg
inning

, som
e people have com

m
itted crim

es in
this p

lace.

B
ut in the p

ast tw
enty years, this electrical "sp

ace," w
hich w

as o
nce

thin and
 d

ark and
 o

ne-d
im

ensio
nal —

 little m
o
re than a narro

w
 sp

eak-
ing

-tub
e, stretching

 fro
m

 p
ho

ne to
 p

ho
ne —

 has flung
 itself o

p
en like a

g
ig

antic jack-in- the- b
o
x.  Lig

ht has flo
o
d
ed

 up
o
n it, the eerie lig

ht o
f

the g
lo

w
ing

 co
m

p
uter screen.   T

his d
ark electric netherw

o
rld

 has

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
1 1



b
ecom

e a vast flow
ering

 electronic landscape.   Since the 1
9
6
0
s, the

w
o
rld

 o
f the telep

ho
ne has cro

ss-b
red

 itself w
ith co

m
p
uters and

 televi-
sion, and thoug

h there is still no sub
stance to cyb

erspace,  nothing
 you

can handle, it has a strang
e kind of physicality now

.   It m
akes g

ood sense
today to talk of cyberspace  as a place all its ow

n.

B
ecause peo

ple live in it no
w

.   N
o
t just a few

 peo
ple, no

t just a few
technicians and eccentrics, b

ut thousands of people, quite norm
al people.

A
nd

 no
t just fo

r a little w
hile, either, b

ut fo
r ho

urs straig
ht, o

ver
w

eeks, and  m
onths, and years.   C

yberspace today is a "N
et," a

"M
atrix," internatio

nal in sco
p
e and

 g
ro

w
ing

 sw
iftly and

 stead
ily. It's

g
ro

w
ing

 in size, and
 w

ealth, and
  p

o
litical im

p
o
rtance.

Peo
p
le are m

aking
 entire careers in m

o
d
ern cyb

ersp
ace.   S

cientists and
technicians, o

f co
urse; they've b

een there fo
r tw

enty years no
w

.  B
ut

in
creasin

g
ly, cyb

ersp
ace is fillin

g
 w

ith
 jo

u
rn

alists an
d
 d

o
cto

rs an
d

law
yers and

 artists and
 clerks.   C

ivil servants m
ake their careers

there no
w

, "o
n-line" in vast g

o
vernm

ent d
ata- b

anks; and
 so

 d
o
 sp

ies,
ind

ustrial, p
o
litical, and

 just p
lain sno

o
p
s; and

 so
 d

o
 p

o
lice, at least a

few
 o

f them
.  A

nd
 there are child

ren living
 there no

w
.

Peo
p
le have m

et there and
 b

een m
arried

 there. T
here are entire living

co
m

m
unities in cyb

ersp
ace to

d
ay; chattering

, g
o
ssip

p
ing

, p
lanning

,
co

nferring
 and

 schem
ing

,  leaving
 o

ne ano
ther vo

ice-m
ail and

 electro
nic

m
ail, g

iving
 o

ne ano
ther b

ig
 w

eig
htless chunks o

f valuab
le d

ata,  b
o
th

leg
itim

ate and
 illeg

itim
ate.  T

hey b
usily p

ass o
ne ano

ther co
m

p
uter

so
ftw

are and
 the o

ccasio
nal festering

 co
m

p
uter virus.

W
e d

o
 no

t really und
erstand

 ho
w

 to
 live in cyb

ersp
ace yet.  W

e are feel-
ing

 o
ur w

ay into
 it, b

lund
ering

 ab
o
ut.   T

hat is no
t surp

rising
.  O

ur lives
in

 th
e p

h
ysical w

o
rld

, th
e "real" w

o
rld

, are also
 far fro

m
 p

erfect,
d
esp

ite a lo
t m

o
re p

ractice.   H
um

an lives, real lives,  are im
p
erfect b

y
their nature, and

 there are hum
an b

eing
s in cyb

ersp
ace.  T

he w
ay w

e
live in cyb

ersp
ace is a funho

use m
irro

r o
f the w

ay w
e live in the real

w
orld.   W

e take b
oth our advantag

es and our troub
les w

ith us.

T
his b

o
o
k is ab

o
ut tro

ub
le in cyb

ersp
ace. S

p
ecifically, this b

o
o
k is ab

o
ut

certain strang
e events in the year 1

9
9

0
, an unp

reced
ented

 and
 startling
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year fo
r the the g

ro
w

ing
 w

o
rld

 o
f co

m
p
uterized

 co
m

m
unicatio

ns.

In 1
9

9
0

 there cam
e a natio

nw
id

e crackd
o
w

n o
n illicit co

m
p
uter hack-

e
rs, w

ith
 arre

sts, crim
in

al ch
arg

e
s,  o

n
e
 d

ram
atic sh

o
w

-trial, se
ve

ral
guilty pleas,  and huge confiscations of data and equipm

ent all over the
U

S
A

.

T
he H

acker C
rackd

o
w

n o
f 1

9
9

0
 w

as larg
er, b

etter o
rg

anized
, m

o
re

d
elib

erate, and
 m

o
re reso

lute than any p
revio

us effo
rt in the b

rave new
w

o
rld

 o
f co

m
p
uter crim

e. T
he U

.S
.  S

ecret S
ervice, p

rivate telep
ho

ne
security, and state and local law

 enforcem
ent g

roups across the country
all joined forces in a determ

ined attem
pt to b

reak the b
ack of A

m
erica's

electro
nic und

erg
ro

und
.   It w

as a fascinating
 effo

rt, w
ith very m

ixed
results.

T
he H

acker C
rackdow

n had another unprecedented effect; it spurred the
creatio

n, w
ithin "the co

m
p
uter co

m
m

unity," o
f the Electro

nic Fro
ntier

Foundation, a new
 and very odd interest group, fiercely  dedicated to the

estab
lish

m
en

t an
d
 p

reservatio
n
 o

f electro
n
ic civil lib

erties. T
h
e crack-

d
o
w

n, rem
arkab

le in itself, has created
 a m

elee o
f d

eb
ate o

ver electro
nic

crim
e, p

unishm
ent, freed

o
m

 o
f the p

ress,  and
 issues o

f search and
seizure.   Po

litics has entered
 cyb

ersp
ace.   W

here p
eo

p
le g

o
, p

o
litics

fo
llo

w
.

T
his is the story of the people of cyberspace.
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P
A

R
T

 
O

N
E

C
ra

s
h
in

g
 th

e
 S

y
s
te

m

O
n January 1

5
, 1

9
9

0
, A

T
&

T
's lo

ng
-d

istance telep
ho

ne sw
itching

 sys-
tem

 crashed
.

T
his w

as a strang
e, d

ire, hug
e event.  S

ixty tho
usand

 p
eo

p
le lo

st their
telep

ho
ne service co

m
p
letely.   D

uring
 the nine lo

ng
 ho

urs o
f frantic

effo
rt that it to

o
k to

 resto
re service, so

m
e seventy m

illio
n telep

ho
ne

calls w
ent unco

m
p
leted

.

Losses of service, know
n as "outages" in the telco trade, are a know

n and
accepted hazard of the telephone business.    H

urricanes hit, and phone
cables get snapped by the thousands.   Earthquakes w

rench through
b
uried

 fib
er-o

p
tic lines.  S

w
itching

 statio
ns catch fire and

 b
urn to

 the
ground.  T

hese things do happen.  T
here are contingency plans for them

,
and decades of experience in dealing w

ith them
.   B

ut the C
rash of

January 1
5

 w
as unp

reced
ented

.  It w
as unb

elievab
ly hug

e, and
 it

o
ccurred

 fo
r no

 ap
p
arent p

hysical reaso
n.

T
he crash started

  o
n a M

o
nd

ay afterno
o
n in a sing

le sw
itching

-statio
n

in M
anhattan.  B

ut, unlike any m
erely p

hysical d
am

ag
e,  it sp

read
 and

sp
read

.   S
tatio

n after statio
n acro

ss A
m

erica co
llap

sed
 in a chain reac-

tio
n, until fully half o

f A
T
&

T
's  netw

o
rk had

 g
o
ne hayw

ire and
 the

rem
aining

 half w
as hard

-p
ut to

 hand
le the o

verflo
w

.

W
ithin nine ho

urs, A
T
&

T
 so

ftw
are eng

ineers m
o
re o

r less und
ersto

o
d

w
hat had

 caused
 the crash.  R

ep
licating

 the p
ro

b
lem

 exactly, p
o
ring

 o
ver

softw
are line b

y line, took them
 a couple of w

eeks.   B
ut b

ecause it w
as

hard
 to

 und
erstand

 technically, the full truth o
f the m

atter and
 its

im
p
licatio

ns w
ere no

t w
id

ely and
 tho

ro
ug

hly aired
 and

 exp
lained

.  T
he

ro
o
t cause o

f the crash rem
ained

 o
b
scure, surro

und
ed

 b
y rum

o
r and

fear.

T
he crash w

as a g
rave co

rp
o
rate em

b
arrassm

ent. T
he "culp

rit" w
as a

bug in A
T
&

T
's ow

n softw
are —

 not the sort of adm
ission the telecom

m
u-
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nicatio
ns g

iant w
anted

 to
 m

ake, esp
ecially in the face o

f increasing
 co

m
-

p
etitio

n. S
till, the truth *w

as*  to
ld

, in the b
affling

 technical term
s

necessary to
 exp

lain it.

Som
ehow

  the explanation failed to persuade A
m

erican law
 enforcem

ent
o
fficials and

 even telep
ho

ne co
rp

o
rate security p

erso
nnel.   T

hese p
eo

p
le

w
ere no

t technical exp
erts o

r so
ftw

are w
izard

s, and
 they had

 their o
w

n
susp

icio
ns ab

o
ut the cause o

f this d
isaster.

T
he p

o
lice and

 telco
 security  had

 im
p
o
rtant so

urces o
f info

rm
atio

n
denied to

 m
ere so

ftw
are eng

ineers.   T
hey had info

rm
ants in the co

m
put-

er und
erg

ro
und

 and
  years o

f exp
erience in d

ealing
 w

ith hig
h-tech ras-

cality that seem
ed to grow

 ever m
ore sophisticated.   For years they had

been expecting a direct and savage attack against the A
m

erican national
telephone system

.  A
nd w

ith the C
rash of January 1

5
 —

 the first m
onth

o
f a new

, hig
h-tech d

ecad
e —

 their p
red

ictio
ns, fears, and

 susp
icio

ns
seem

ed at last to have  entered the real w
orld.   A

 w
orld w

here the tele-
p
ho

ne system
 had

 no
t m

erely crashed
, b

ut, q
uite likely, *b

een* crashed
—

 b
y "hackers."

T
he  crash created

 a larg
e d

ark clo
ud

 o
f susp

icio
n that w

o
uld

 co
lo

r  cer-
tain people's assum

ptions and actions for m
onths.  T

he fact that it took
place in the realm

 of softw
are w

as suspicious on its face.   T
he fact that

it o
ccurred

 o
n M

artin Luther K
ing

 D
ay, still the m

o
st p

o
litically to

uchy
o
f A

m
erican ho

lid
ays, m

ad
e it m

o
re susp

icio
us yet.

T
he  C

rash of January 1
5
  gave the H

acker C
rackdow

n its sense of edge
and

  its sw
eaty urg

ency.   It m
ad

e p
eo

p
le, p

o
w

erful p
eo

p
le in p

o
sitio

ns o
f

p
ub

lic autho
rity, w

illing
 to

 b
elieve the w

o
rst.  A

nd
, m

o
st fatally, it

help
ed

 to
 g

ive investig
ato

rs a w
illing

ness to
 take extrem

e m
easures and

the d
eterm

inatio
n to

 p
reserve alm

o
st to

tal secrecy.

A
n o

b
scure so

ftw
are fault in an ag

ing
 sw

itching
 system

 in N
ew

 Y
o
rk  w

as
to

 lead
 to

 a chain reactio
n o

f leg
al and

 co
nstitutio

nal tro
ub

le all acro
ss

the co
untry.

_
_

_
_

_

Like the crash in the telep
ho

ne system
, this chain reactio

n w
as read

y
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and
 w

aiting
 to

 hap
p
en.  D

uring
 the 1

9
8

0
s, the A

m
erican leg

al system
w

as extensively patched to deal w
ith the novel issues of com

puter crim
e.

T
here w

as, fo
r instance, the Electro

nic  C
o
m

m
unicatio

ns Privacy A
ct o

f
1

9
8

6
  (elo

q
uently d

escrib
ed

 as "a stinking
 m

ess" b
y a p

ro
m

inent law
enfo

rcem
ent o

fficial).   A
nd

 there w
as the d

raco
nian C

o
m

p
uter Fraud

 and
A

buse A
ct of 1

9
8
6
, passed unanim

ously by the U
nited States Senate,

w
h
ich

 later w
o
u
ld

 reveal a larg
e n

u
m

b
er o

f flaw
s.   Exten

sive, w
ell-

m
eant efforts had been m

ade to keep the legal system
 up to date.  B

ut in
the d

ay-to
-d

ay g
rind

 o
f the real w

o
rld

, even the m
o
st eleg

ant so
ftw

are
tends to crum

b
le and suddenly reveal its hidden b

ug
s.

Like the advancing
 telephone system

, the A
m

erican leg
al system

 w
as

certainly no
t ruined

 b
y its tem

p
o
rary crash; b

ut fo
r tho

se caug
ht und

er
the w

eig
ht of the collapsing

 system
, life b

ecam
e a series of b

lackouts and
ano

m
alies.

In o
rd

er to
 und

erstand
 w

hy these w
eird

 events o
ccurred

, b
o
th in the

w
orld of technology and in the w

orld of law
, it's not enough to understand

the m
erely technical p

ro
b
lem

s.  W
e w

ill g
et to

 tho
se; b

ut first and
 fo

re-
m

ost, w
e m

ust try to understand the telephone, and the business of tele-
phones, and the com

m
unity of hum

an beings that telephones have creat-
ed

.
_

_
_

_
_

T
echno

lo
g
ies have life cycles, like cities d

o
, like institutio

ns d
o
, like

law
s and governm

ents do.

T
he first stage of  any technology is  the Q

uestion M
ark, often know

n as
the "G

olden V
aporw

are" stage.   A
t this early point, the technology is

o
nly a p

hanto
m

, a m
ere g

leam
 in the invento

r's eye.   O
ne such invento

r
w

as a sp
eech teacher and

 electrical tinkerer nam
ed

 A
lexand

er G
raham

B
ell.

B
ell's early inventio

ns, w
hile ing

enio
us, failed

 to
 m

o
ve the w

o
rld

.   In
1

8
6

3
, th

e teen
ag

e B
ell an

d
 h

is b
ro

th
er M

elville m
ad

e an
 artificial talk-

ing
 m

echanism
 o

ut o
f w

o
o
d
, rub

b
er, g

utta-p
ercha, and

 tin.  T
his w

eird
device had a rubber-covered "tongue" m

ade of m
ovable w

ooden seg-
m

ents, w
ith vib

rating
 rub

b
er "vo

cal co
rd

s," and
 rub

b
er "lip

s" and
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"cheeks."  W
hile M

elville p
uffed

 a b
ello

w
s into

 a tin tub
e, im

itating
 the

lung
s,  yo

ung
 A

lec  B
ell w

o
uld

 m
anip

ulate the "lip
s," "teeth," and

"to
ng

ue," causing
 the thing

 to
 em

it hig
h-p

itched
 falsetto

 g
ib

b
erish.

A
no

ther w
o
uld

-b
e technical b

reakthro
ug

h w
as the B

ell "p
ho

nauto
g
rap

h"
of 1

8
7
4
, actually m

ade out of a hum
an cadaver's ear.  C

lam
ped into place

on a tripod, this g
risly g

adg
et drew

 sound-w
ave im

ag
es on sm

oked g
lass

thro
ug

h a thin straw
 g

lued
 to

 its vib
rating

 earb
o
nes.

B
y 1

8
7

5
, B

ell had
 learned

 to
 p

ro
d
uce aud

ib
le so

und
s —

 ug
ly shrieks and

sq
uaw

ks —
 b

y using
 m

ag
nets, d

iap
hrag

m
s, and

 electrical current.

M
ost "G

olden V
aporw

are" technologies go now
here.

B
ut the second stage of technology is the Rising Star, or, the "G

oofy
Prototype," stage.   T

he telephone, B
ell's m

ost am
bitious gadget yet,

reached this stag
e on M

arch 1
0
, 1

8
7
6
.  O

n that g
reat day, A

lexander
G

raham
 B

ell b
ecam

e the first p
erso

n to
 transm

it intellig
ib

le hum
an

sp
eech electrically.   A

s it hap
p
ened

, yo
ung

 Pro
fesso

r B
ell, ind

ustrio
us-

ly tinkering
 in his B

o
sto

n lab
,  had

 sp
attered

 his tro
users w

ith acid
.

H
is assistan

t, M
r. W

atso
n
, h

eard
 h

is cry fo
r h

elp
 —

 o
ver B

ell's exp
eri-

m
ental aud

io
- teleg

rap
h.  T

his w
as an event w

itho
ut p

reced
ent.

T
echno

lo
g
ies in their "G

o
o
fy Pro

to
typ

e" stag
e rarely w

o
rk very w

ell.
T
hey're exp

erim
ental, and

 therefo
re half- b

aked
 and

 rather frazzled
.

T
he prototype m

ay be attractive and novel, and it does look as if it ought
to

 b
e g

o
o
d
 fo

r so
m

ething
-o

r-o
ther.  B

ut no
b
o
d
y, includ

ing
 the invento

r,
is q

uite sure w
hat.  Invento

rs, and
 sp

eculato
rs, and

 p
und

its m
ay have

very firm
 id

eas ab
o
ut its p

o
tential use, b

ut tho
se id

eas are o
ften very

w
ro

ng
.

T
he natural hab

itat of the G
oofy Prototype is in trade show

s and in the
p
o
p
ular p

ress.   Infant techno
lo

g
ies need

 p
ub

licity and
 investm

ent
m

o
ney like a to

ttering
 calf need

 m
ilk.  T

his w
as very true o

f B
ell's

m
achine.   T

o
 raise research and

 d
evelo

p
m

ent m
o
ney,  B

ell to
ured

 w
ith

his device as a stage attraction.

C
ontem

porary press reports of the stage debut of the telephone show
ed
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p
leased

 asto
nishm

ent m
ixed

 w
ith co

nsid
erab

le d
read

.   B
ell's stag

e tele-
phone w

as a larg
e w

ooden b
ox w

ith a crude speaker-nozzle, the w
hole

contraption ab
out the size and shape of an overg

row
n B

row
nie cam

era.
Its b

uzzing
 steel so

und
p
late, p

um
p
ed

 up
 b

y p
o
w

erful electro
m

ag
nets,

w
as lo

ud
 eno

ug
h to

 fill an aud
ito

rium
.  B

ell's assistant M
r. W

atso
n, w

ho
co

uld
 m

anag
e o

n the keyb
o
ard

s fairly w
ell, kicked

 in b
y p

laying
 the

o
rg

an fro
m

 d
istant ro

o
m

s, and
, later, d

istant cities. T
his feat w

as co
n-

sid
ered

 m
arvello

us, b
ut very eerie ind

eed
.

B
ell's o

rig
inal no

tio
n fo

r the telep
ho

ne, an id
ea p

ro
m

o
ted

 fo
r a co

up
le o

f
years, w

as that it w
ould becom

e a m
ass m

edium
.  W

e m
ight recognize

B
ell's idea today as som

ething close to m
odern "cable radio."

T
elep

ho
nes  at a central so

urce w
o
uld

 transm
it m

usic, S
und

ay serm
o
ns,

and
 im

p
o
rtant p

ub
lic sp

eeches to
 a p

aying
 netw

o
rk o

f w
ired

-up
 sub

-
scrib

e
rs.

A
t the tim

e, m
ost people thought this notion m

ade good sense.    In fact,
B
ell's id

ea  w
as w

o
rkab

le.  In H
ung

ary, this p
hilo

so
p
hy o

f the telep
ho

ne
w

as successfully p
ut into

 everyd
ay p

ractice.  In B
ud

ap
est, fo

r d
ecad

es,
fro

m
 1

8
9

3
 u

n
til after W

o
rld

 W
ar I, th

ere w
as a g

o
vern

m
en

t-ru
n

info
rm

atio
n  service called

 "T
elefo

n H
irm

o
nd

o
=

."   H
irm

o
nd

o
=

 w
as a

centralized
 so

urce o
f new

s and
 entertainm

ent and
 culture, includ

ing
sto

ck rep
o
rts, p

lays, co
ncerts, and

 no
vels read

 alo
ud

.  A
t certain ho

urs
o
f the d

ay, the p
ho

ne w
o
uld

 ring
, yo

u w
o
uld

 p
lug

 in a lo
ud

sp
eaker fo

r the
use o

f the fam
ily, and

 T
elefo

n H
irm

o
nd

o
=

 w
o
uld

 b
e o

n the air —
 o

r
rather, o

n the p
ho

ne.

H
irm

ondo=
 is dead tech today, but  H

irm
ondo=

 m
ight be considered a

sp
iritual ancesto

r o
f the m

o
d
ern telep

ho
ne-accessed

 co
m

p
uter d

ata ser-
vices, such as C

o
m

p
uS

erve, G
Enie o

r Pro
d
ig

y.  T
he p

rincip
le b

ehind
H

irm
o
nd

o
=

 is also
 no

t to
o
 far fro

m
 co

m
p
uter "b

ulletin- b
o
ard

 system
s"

o
r B

B
S
's, w

h
ich

 arrived
 in

 th
e late 1

9
7

0
s, sp

read
 rap

id
ly acro

ss
A

m
erica, an

d
 w

ill fig
u
re larg

ely in
 th

is b
o
o
k.

W
e are used

 to
 using

 telep
ho

nes fo
r ind

ivid
ual p

erso
n-to

-p
erso

n
speech, because w

e are used to the B
ell system

.  B
ut this w

as just one
p
o
ssib

ility am
o
ng

 m
any. C

o
m

m
unicatio

n netw
o
rks are very flexib

le and
p
ro

tean, esp
ecially w

hen their hard
w

are b
eco

m
es sufficiently ad

vanced
.
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T
hey can be put to all kinds of uses.   A

nd they have been —
 and they w

ill
b
e.

B
ell's telep

ho
ne w

as b
o
und

 fo
r g

lo
ry, b

ut this w
as a co

m
b
inatio

n o
f

p
o
litical d

e
cisio

n
s, can

n
y in

fig
h
tin

g
 in

 co
u
rt, in

sp
ire

d
 in

d
u
strial le

ad
-

ership
, recep

tive lo
cal co

nd
itio

ns and
 o

utrig
ht g

o
o
d
 luck.  M

uch the sam
e

is true of com
m

unications system
s today.

A
s B

ell and
 his b

ackers strug
g
led

 to
 install their new

fang
led

 system
 in

the real w
o
rld

 o
f nineteenth-century N

ew
 Eng

land
, they had

 to
 fig

ht
ag

ainst skep
ticism

 and
 ind

ustrial rivalry.  T
here w

as alread
y a stro

ng
electrical co

m
m

unicatio
ns netw

o
rk p

resent in A
m

erica: the teleg
rap

h.
T
he head

 o
f the W

estern U
nio

n teleg
rap

h system
 d

ism
issed

 B
ell's p

ro
to

-
type as "an electrical toy" and refused to b

uy the rig
hts to B

ell's  patent.
T
he telep

ho
ne, it seem

ed
,  m

ig
ht b

e all rig
ht as a p

arlo
r entertainm

ent
—

 b
ut no

t fo
r serio

us b
usiness.

T
eleg

ram
s, unlike m

ere telep
ho

nes, left a p
erm

anent p
hysical reco

rd
 o

f
their m

essag
es.  T

eleg
ram

s, unlike telep
ho

nes,  co
uld

 b
e answ

ered
w

henever the recipient had tim
e and convenience.  A

nd the telegram
 had

a m
uch lo

ng
er d

istance-rang
e than B

ell's early telep
ho

ne.  T
hese facto

rs
m

ade telegraphy seem
 a m

uch m
ore sound and businesslike technology —

at least to som
e.

T
he teleg

rap
h system

 w
as hug

e, and
 w

ell-entrenched
. In 1

8
7

6
, the

U
nited

 S
tates had

 2
1

4
,0

0
0

 m
iles o

f teleg
rap

h w
ire, and

 8
5

0
0

 teleg
rap

h
o
ffices.  T

here w
ere sp

ecialized
 teleg

rap
hs fo

r b
usinesses and

 sto
ck

trad
ers, g

o
vernm

ent, p
o
lice and

 fire d
ep

artm
ents.  A

nd
 B

ell's "to
y" w

as
b
est kno

w
n as a stag

e-m
ag

ic m
usical d

evice.

T
he third stage of technology is know

n as the "C
ash C

ow
" stage.   In the

"cash cow
" stag

e, a technolog
y finds its place in the w

orld, and m
atures,

and becom
es settled and productive.   A

fter a year or so,  A
lexander

G
raham

 B
ell and

 his cap
italist b

ackers co
nclud

ed
 that eerie m

usic p
ip

ed
fro

m
 nineteenth-century cyb

ersp
ace w

as no
t the real selling

-p
o
int o

f
his inventio

n.  Instead
, the telep

ho
ne w

as ab
o
ut sp

eech —
 ind

ivid
ual,

personal speech, the hum
an voice, hum

an conversation and  hum
an

interaction.   T
he telephone w

as not to be m
anaged from

 any centralized
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broadcast center.  It w
as to be a personal, intim

ate technology.

W
hen you picked up a telephone, you w

ere not absorbing the cold output
of a m

achine —
 you w

ere speaking to another hum
an being.   O

nce people
realized

 this, their instinctive d
read

 o
f the telep

ho
ne as an eerie,

unnatural d
evice, sw

iftly vanished
.   A

 "telep
ho

ne call" w
as no

t a "call"
fro

m
 a "telep

ho
ne" itself,  b

ut a call fro
m

 ano
ther hum

an b
eing

, so
m

e-
one you w

ould g
enerally know

 and recog
nize.   T

he real point w
as not

w
hat the m

achine co
uld

 d
o
 fo

r yo
u (o

r to
 yo

u), b
ut w

hat yo
u yo

urself, a
p
erso

n and
 citizen, co

uld
 d

o
 *thro

ug
h* the m

achine.  T
his d

ecisio
n o

n
the p

art o
f the yo

ung
 B

ell C
o
m

p
any w

as ab
so

lutely vital.

T
he first telephone netw

orks w
ent up around B

oston —
 m

ostly am
ong the

technically curio
us and

 the w
ell-to

-d
o
 (m

uch the sam
e seg

m
ent o

f the
A

m
erican p

o
p
ulace that, a hund

red
 years later, w

o
uld

 b
e b

uying
 p

erso
n-

al com
puters).  Entrenched backers of the telegraph continued to scoff.

B
ut in January 1

8
7

8
, a d

isaster m
ad

e the telep
ho

ne fam
o
us.   A

 train
crash

ed
 in

 T
arriffville, C

o
n
n
ecticu

t. Fo
rw

ard
-lo

o
kin

g
 d

o
cto

rs in
 th

e
nearb

y city o
f H

artfo
rd

 had
 had

 B
ell's "sp

eaking
 telep

ho
ne" installed

.
A

n alert lo
cal d

rug
g
ist w

as ab
le to

 telep
ho

ne an entire co
m

m
unity o

f
local doctors, w

ho rushed to the site to g
ive aid.  T

he disaster, as disas-
ters do, aroused intense press coverag

e. T
he phone had proven its use-

fu
ln

ess in
 th

e real w
o
rld

.

A
fter T

arriffville, the telep
ho

ne netw
o
rk sp

read
 like crab

g
rass.  B

y
1

8
9

0
 it w

as all o
ver N

ew
 Eng

land
.  B

y '9
3

, o
ut to

 C
hicag

o
.  B

y '9
7

, into
M

inneso
ta, N

eb
raska and

 T
exas. B

y 1
9

0
4

 it w
as all o

ver the co
ntinent.

T
he telephone had becom

e a m
ature technology. Professor B

ell  (now
g
enerally kno

w
n as "D

r. B
ell" d

esp
ite his lack o

f a fo
rm

al d
eg

ree)
b
ecam

e q
uite w

ealthy.   H
e lo

st interest in the ted
io

us d
ay-to

-d
ay b

usi-
ness m

uddle of the b
oom

ing
 telephone netw

ork, and g
ratefully returned

h
is atten

tio
n
 to

 creatively h
ackin

g
-aro

u
n
d
 in

 h
is  vario

u
s lab

o
rato

ries,
w

h
ich

 w
ere n

o
w

 m
u
ch

 larg
er, b

etter- ven
tilated

,  an
d
 g

ratifyin
g
ly b

et-
ter-eq

uip
p
ed

.   B
ell w

as never to
 have ano

ther g
reat inventive success,

tho
ug

h his sp
eculatio

ns and
 p

ro
to

typ
es anticip

ated
 fib

er-o
p
tic trans-

m
issio

n
, m

an
n
ed

 flig
h
t, so

n
ar, h

yd
ro

fo
il sh

ip
s, tetrah

ed
ral co

n
stru

c-
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tio
n, and

 M
o
ntesso

ri ed
ucatio

n.   T
he "d

ecib
el," the stand

ard
 scientific

m
easure o

f so
und

 intensity, w
as nam

ed
 after B

ell.

N
o
t all B

ell's vap
o
rw

are no
tio

ns w
ere insp

ired
.  H

e w
as fascinated

 b
y

hum
an eug

enics.   H
e also

 sp
ent m

any years d
evelo

p
ing

 a w
eird

 p
erso

nal
system

 o
f astro

p
hysics in w

hich g
ravity d

id
 no

t exist.

B
ell w

as a definite eccentric.  H
e w

as som
ething

 of a hypochondriac, and
thro

ug
ho

ut his life he hab
itually stayed

 up
 until fo

ur A
.M

., refusing
 to

rise b
efore noon. B

ut B
ell had accom

plished a g
reat feat; he w

as an idol
o
f m

illio
ns and

 his influence, w
ealth, and

 g
reat p

erso
nal charm

, co
m

-
b
ined w

ith his eccentricity, m
ade him

 som
ething

 of a loose cannon on
d
eck.   B

ell m
aintained

 a thriving
 scientific salo

n in his w
inter m

ansio
n

in W
ashing

to
n, D

.C
., w

hich g
ave him

 co
nsid

erab
le b

ackstag
e influence in

g
o
vernm

ental and
 scientific circles.   H

e w
as a m

ajo
r financial b

acker o
f

the the m
ag

azines *S
cience* and

 *N
atio

nal G
eo

g
rap

hic,* b
o
th still

flo
urishing

 to
d
ay as im

p
o
rtant o

rg
ans o

f the A
m

erican scientific estab
-

lishm
ent.

B
ell's co

m
p
anio

n T
ho

m
as W

atso
n, sim

ilarly w
ealthy and

 sim
ilarly o

d
d
,

b
ecam

e the ard
ent p

o
litical d

iscip
le o

f a 1
9

th-century science-fictio
n

w
riter and

 w
o
uld

-b
e so

cial refo
rm

er, Ed
w

ard
 B

ellam
y.  W

atso
n also

tro
d
 the b

o
ard

s b
riefly as a S

hakesp
earian acto

r.

T
here w

o
uld

 never b
e ano

ther A
lexand

er G
raham

 B
ell, b

ut in years to
co

m
e there w

o
uld

 b
e surp

rising
 num

b
ers o

f p
eo

p
le like him

.  B
ell w

as a
p
ro

to
typ

e o
f the hig

h-tech entrep
reneur.   H

ig
h-tech entrep

reneurs
w

ill p
lay a very p

ro
m

inent ro
le in this b

o
o
k: no

t m
erely as technicians

and
 b

usinessm
en, b

ut as p
io

neers o
f the technical fro

ntier, w
ho

 can
carry the p

o
w

er and
 p

restig
e they d

erive fro
m

 hig
h-techno

lo
g
y into

 the
p
o
litical and

 so
cial arena.

Like later entrep
reneurs, B

ell w
as fierce in d

efense o
f his o

w
n techno

-
lo

g
ical territo

ry.  A
s the telep

ho
ne b

eg
an to

 flo
urish, B

ell w
as so

o
n

invo
lved

 in vio
lent law

suits in the d
efense o

f his p
atents.  B

ell's B
o
sto

n
law

yers w
ere excellent, ho

w
ever, and

 B
ell him

self, as an elecutio
n

teacher and
 g

ifted
 p

ub
lic sp

eaker, w
as a d

evastating
ly effective leg

al
w

itness.  In the eig
hteen years o

f  B
ell's p

atents, the B
ell co

m
p
any w

as
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invo
lved

 in six hund
red

 sep
arate law

suits.  T
he leg

al reco
rd

s p
rinted

filled
 1

4
9

 vo
lum

es.   T
he B

ell C
o
m

p
any w

o
n every sing

le suit.

A
fter B

ell's exclusive p
atents exp

ired
, rival telep

ho
ne co

m
p
anies

sp
rang

 up
 all o

ver A
m

erica.  B
ell's co

m
p
any, A

m
erican B

ell T
elep

ho
ne,

w
as so

o
n in d

eep
 tro

ub
le.  In 1

9
0

7
, A

m
erican B

ell T
elep

ho
ne fell into

th
e h

an
d
s o

f th
e rath

er sin
ister J.P

. M
o
rg

an
 fin

an
cial cartel, ro

b
b
er-

b
aro

n sp
eculato

rs w
ho

 d
o
m

inated
 W

all S
treet.

A
t this p

o
int, histo

ry m
ig

ht have taken a d
ifferent turn.  A

m
erican

m
ig

ht w
ell have b

een served
 fo

rever b
y a p

atchw
o
rk o

f lo
cally o

w
ned

telep
ho

ne co
m

p
anies.   M

any state p
o
liticians and

 lo
cal b

usinessm
en

co
nsid

ered
 this an excellent so

lutio
n.

B
ut the new

 B
ell ho

ld
ing

 co
m

p
any, A

m
erican T

elep
ho

ne and
 T

eleg
rap

h o
r

A
T
&

T
, p

ut in a new
 m

an at the helm
, a visio

nary ind
ustrialist nam

ed
T
heo

d
o
re V

ail. V
ail, a fo

rm
er Po

st O
ffice m

anag
er, und

ersto
o
d
 larg

e
o
rg

anizatio
ns and

 had
 an innate feeling

 fo
r the nature o

f larg
e-scale

co
m

m
unicatio

ns.   V
ail q

uickly saw
 to

 it that A
T
&

T
 seized

 the techno
lo

g
i-

cal edge once again.   T
he Pupin and C

am
pbell "loading coil," and the

deForest "audion," are both extinct technology today, but in 1
9
1
3
 they

g
ave V

ail's co
m

p
any the b

est *lo
ng

-d
istance*  lines ever b

uilt.  B
y co

n-
tro

lling
 lo

ng
-d

istance —
 the links b

etw
een, and

 o
ver, and

 ab
o
ve the

sm
aller lo

cal p
ho

ne co
m

p
anies —

 A
T
&

T
 sw

iftly g
ained

 the w
hip

-hand
over them

, and w
as soon devouring

 them
 rig

ht and left.

V
ail p

lo
w

ed
 the p

ro
fits b

ack into
 research and

 d
evelo

p
m

ent, starting
 the

B
e
ll trad

itio
n
 o

f h
u
g
e
-scale

 an
d
 b

rillian
t in

d
u
strial re

se
arch

.

T
echnically and

 financially, A
T
&

T
 g

rad
ually steam

ro
llered

 the o
p
p
o
si-

tio
n.  Ind

ep
end

ent telep
ho

ne co
m

p
anies never b

ecam
e entirely extinct,

and hundreds of them
 flourish today.  B

ut V
ail's  A

T
&

T
 becam

e the
suprem

e com
m

unications com
pany.   A

t one point, V
ail's A

T
&

T
 bought

W
estern U

nio
n itself, the very co

m
p
any that had

 d
erid

ed
 B

ell's tele-
phone as a "toy."   V

ail thoroug
hly reform

ed W
estern U

nion's hideb
ound

b
usiness alo

ng
 his m

o
d
ern p

rincip
les;  b

ut w
hen the fed

eral g
o
vernm

ent
g
rew

 anxio
us at this centralizatio

n o
f p

o
w

er, V
ail p

o
litely  g

ave W
estern

U
nio

n b
ack.
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T
his centralizing

 p
ro

cess w
as no

t uniq
ue.  V

ery sim
ilar  events had

 hap
-

p
ened

 in A
m

erican steel, o
il, and

 railro
ad

s.   B
ut A

T
&

T
, unlike the o

ther
co

m
p
anies, w

as to
 rem

ain sup
rem

e.  T
he m

o
no

p
o
ly ro

b
b
er-b

aro
ns o

f
those other industries w

ere hum
b
led and shattered b

y g
overnm

ent
tru

st-b
u
stin

g
.

V
ail, the fo

rm
er Po

st O
ffice o

fficial, w
as q

uite w
illing

 to
 acco

m
m

o
d
ate

the U
S
 g

o
vernm

ent; in fact he w
o
uld

 fo
rg

e an active alliance w
ith it.

A
T
&

T
 w

ould becom
e alm

ost a w
ing of the A

m
erican governm

ent, alm
ost

another Post O
ffice —

 thoug
h not quite.   A

T
&

T
 w

ould w
illing

ly sub
m

it to
fed

eral reg
ulatio

n, b
ut in return, it w

o
uld

 use the g
o
vernm

ent's reg
ula-

tors as its ow
n police, w

ho w
ould keep out com

petitors and assure the
B
ell system

's p
ro

fits and
 p

reem
inence.

T
his w

as the seco
nd

 b
irth —

 the p
o
litical b

irth —
 o

f the A
m

erican tele-
p
ho

ne system
.  V

ail's arrang
em

ent w
as to

 p
ersist, w

ith vast success, fo
r

m
any decades, until 1

9
8
2
. H

is system
 w

as an odd kind of A
m

erican
ind

ustrial so
cialism

.  It w
as b

o
rn at ab

o
ut the sam

e tim
e as Leninist

C
om

m
unism

, and it lasted alm
ost as long —

 and, it m
ust be adm

itted, to
co

nsid
erab

ly b
etter effect.

V
ail's system

 w
orked.  Except perhaps for aerospace, there has b

een no
technology m

ore thoroughly dom
inated by A

m
ericans than the telephone.

T
he telephone w

as seen from
 the b

eg
inning

 as a quintessentially
A

m
erican techno

lo
g
y.   B

ell's p
o
licy, and

 the p
o
licy o

f T
heo

d
o
re V

ail, w
as

a p
ro

fo
und

ly d
em

o
cratic p

o
licy o

f *universal access.* V
ail's fam

o
us

co
rp

o
rate slo

g
an, "O

ne Po
licy, O

ne S
ystem

, U
niversal S

ervice," w
as a

p
o
litical slo

g
an, w

ith a very A
m

erican ring
 to

 it.

T
he A

m
erican telephone w

as not to becom
e the specialized tool of gov-

ernm
ent o

r b
usiness, b

ut a g
eneral p

ub
lic utility.  A

t first, it w
as true,

o
nly the w

ealthy co
uld

 affo
rd

 p
rivate telep

ho
nes, and

 B
ell's co

m
p
any

p
ursued

 the b
usiness m

arkets p
rim

arily.   T
he A

m
erican p

ho
ne system

w
as a capitalist effo

rt, m
eant to

 m
ake m

o
ney; it w

as no
t a charity.  B

ut
fro

m
 the first, alm

o
st all co

m
m

unities w
ith telep

ho
ne service had

 p
ub

-
lic telep

ho
nes.  A

nd
 m

any sto
res —

 esp
ecially d

rug
sto

res —
 o

ffered
 p

ub
-

lic use of their phones.  You m
ight not ow

n a telephone —
 but you could
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alw
ays get into the system

, if you really needed to.

T
here w

as nothing
 inevitab

le ab
out this decision to m

ake telephones
"p

ub
lic" and

 "universal."   V
ail's system

 invo
lved

 a p
ro

fo
und

 act o
f trust

in the p
ub

lic.  T
his d

ecisio
n w

as a p
o
litical o

ne, info
rm

ed
 b

y the b
asic

values o
f the A

m
erican rep

ub
lic.  T

he situatio
n m

ig
ht have b

een very
d
ifferent;  and

 in o
ther co

untries, und
er o

ther system
s, it certainly

w
as.

Joseph Stalin, for instance, vetoed plans for a Soviet phone system
 soon

after the B
o
lshevik revo

lutio
n.  S

talin w
as certain that p

ub
licly acces-

sib
le telep

ho
nes w

o
uld

 b
eco

m
e instrum

ents o
f anti-S

o
viet co

unterrevo
-

lutio
n and

 co
nsp

iracy.   (H
e w

as p
ro

b
ab

ly rig
ht.)  W

hen telep
ho

nes d
id

arrive in the S
o
viet U

nio
n, they w

o
uld

 b
e instrum

ents o
f Party autho

ri-
ty, and

 alw
ays heavily tap

p
ed

.  (A
lexand

er S
o
lzhenitsyn's  p

riso
n-cam

p
no

vel *T
he First C

ircle* d
escrib

es effo
rts to

 d
evelo

p
 a p

ho
ne system

m
o
re suited

 to
 S

talinist p
urp

o
ses.)

France, w
ith its trad

itio
n o

f ratio
nal centralized

 g
o
vernm

ent, had
 fo

ug
ht

b
itterly even ag

ainst the electric teleg
rap

h, w
hich seem

ed
 to

 the French
entirely to

o
 anarchical and

 frivo
lo

us.   Fo
r d

ecad
es, nineteenth- century

France co
m

m
unicated

 via the "visual teleg
rap

h," a natio
n-sp

anning
,

governm
ent-ow

ned  sem
aphore system

 of huge stone tow
ers that sig-

n
alle

d
 fro

m
 h

illto
p
s, acro

ss vast d
istan

ce
s, w

ith
 b

ig
 w

in
d
m

ill-like
arm

s.  In 1
8

4
6

, o
ne D

r. B
arb

ay, a sem
ap

ho
re enthusiast, m

em
o
rab

ly
uttered

 an early versio
n o

f w
hat m

ig
ht b

e called
 "the security exp

ert's
argum

ent" against the open m
edia.

"N
o
, the electric teleg

rap
h is no

t a so
und

 inventio
n. It w

ill alw
ays b

e at
the m

ercy o
f the slig

htest d
isrup

tio
n, w

ild
 yo

uths, d
runkard

s, b
um

s,
etc....  T

he electric teleg
raph m

eets those destructive elem
ents w

ith only
a few

 m
eters o

f w
ire o

ver w
hich sup

ervisio
n is im

p
o
ssib

le.  A
 sing

le
m

an co
uld

, w
itho

ut b
eing

 seen, cut the teleg
rap

h w
ires lead

ing
 to

 Paris,
and

 in tw
enty-fo

ur ho
urs cut in ten d

ifferent p
laces the w

ires o
f the

sam
e line, w

itho
ut b

eing
 arrested

. T
he visual teleg

rap
h, o

n the co
n-

trary, h
as its to

w
ers, its h

ig
h
 w

alls, its g
ates w

ell-g
u
ard

ed
 fro

m
 in

sid
e

b
y stro

ng
 arm

ed
 m

en.  Y
es, I d

eclare, sub
stitutio

n o
f the electric tele-

g
rap

h fo
r the visual o

ne is a d
read

ful m
easure, a truly id

io
tic act."
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D
r. B

arb
ay and

 his hig
h-security sto

ne m
achines w

ere eventually
unsuccessful, b

ut his arg
um

ent —
 that co

m
m

unicatio
n  exists fo

r the
safety and convenience of the state, and m

ust be carefully protected from
the w

ild boys and the gutter rabble  w
ho m

ight w
ant to crash the system

—
 w

ould be heard again and again.

W
hen the French telep

ho
ne system

 finally d
id

 arrive, its snarled
 inad

e-
quacy w

as to be notorious.  D
evotees of the A

m
erican B

ell System
 often

reco
m

m
end

ed
 a trip

 to
 France, fo

r skep
tics.

In
 E

d
w

ard
ian

 B
ritain

, issu
e
s o

f class an
d
 p

rivacy w
e
re

 a b
all-an

d
-ch

ain
for telephonic progress.   It w

as considered outrageous that anyone —
any w

ild
 fo

o
l o

ff the street —
 co

uld
 sim

p
ly b

arg
e b

ello
w

ing
 into

 o
ne's

o
ffice o

r ho
m

e, p
reced

ed
 o

nly b
y the ring

ing
 o

f a telep
ho

ne b
ell. In

B
ritain, p

ho
nes w

ere to
lerated

 fo
r the use o

f b
usiness, b

ut p
rivate

phones tended be stuffed aw
ay into closets, sm

oking room
s, or servants'

q
uarters.  T

elep
ho

ne o
p
erato

rs w
ere resented

 in B
ritain b

ecause they
did not seem

 to "know
 their place."   A

nd no one of breeding w
ould print a

telephone num
ber on a business card; this seem

ed a crass attem
pt to

m
ake the acquaintance of strangers.

B
ut phone access in A

m
erica w

as to b
ecom

e a popular rig
ht; som

ething
like universal suffrag

e, o
nly m

o
re so

.  A
m

erican w
o
m

en co
uld

 no
t yet

vote w
hen the phone system

 cam
e through; yet from

 the beginning
A

m
erican w

om
en doted on the telephone.  T

his "fem
inization" of the

A
m

erican telephone w
as often com

m
ented on by foreigners.   Phones in

A
m

erica w
ere no

t censo
red

 o
r stiff o

r  fo
rm

alized
; they w

ere so
cial,

p
rivate, intim

ate, and
 d

o
m

estic.   In A
m

erica, M
o
ther's D

ay is b
y far the

busiest day of the year for the phone netw
ork.

T
he early telephone com

panies, and especially A
T
&

T
, w

ere am
ong

 the
forem

ost em
ployers of A

m
erican w

om
en.  T

hey em
ployed the daughters

o
f the A

m
erican m

id
d
le-class in g

reat arm
ies: in 1

8
9

1
, eig

ht tho
usand

w
o
m

en; b
y 1

9
4

6
, alm

o
st a q

uarter o
f a m

illio
n.   W

o
m

en seem
ed

 to
enjo

y telep
ho

ne w
o
rk; it w

as resp
ectab

le, it w
as stead

y, it p
aid

 fairly
w

ell as w
om

en's w
ork w

ent, and —
 not least —

 it seem
ed a genuine con-

tribution to the social good of the com
m

unity.   W
om

en found V
ail's ideal
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o
f p

u
b
lic service attractive.  T

h
is w

as esp
ecially tru

e in
 ru

ral areas,
w

h
ere w

o
m

en
 o

p
erato

rs, ru
n
n
in

g
 exten

sive ru
ral p

arty- lin
es, en

jo
yed

co
nsid

erab
le so

cial p
o
w

er.   T
he o

p
erato

r knew
 everyo

ne o
n the p

arty-
line, and

 everyo
ne knew

 her.

A
ltho

ug
h B

ell him
self w

as an ard
ent suffrag

ist, the telep
ho

ne co
m

p
any

did not em
ploy w

om
en for the sake of advancing fem

ale liberation.  A
T
&

T
d
id

 this fo
r so

und
 co

m
m

ercial reaso
ns.  T

he first telep
ho

ne o
p
erato

rs o
f

the B
ell system

 w
ere not w

om
en, but teenage A

m
erican boys. T

hey w
ere

teleg
raphic  m

esseng
er b

oys (a g
roup ab

out to b
e rendered technically

obsolescent), w
ho sw

ept up around the phone office, dunned custom
ers

fo
r b

ills, and
 m

ad
e p

ho
ne co

nnectio
ns o

n the sw
itchb

o
ard

, all o
n the

cheap
.

W
ithin the very first  year o

f o
p
eratio

n, 1
8

7
8

, B
ell's co

m
p
any learned

a sharp lesson about com
bining teenage boys and telephone sw

itchboards.
Putting teenage boys in charge of the phone system

 brought sw
ift and

co
nsistent d

isaster.  B
ell's chief eng

ineer d
escrib

ed
 them

 as "W
ild

Indians."  T
he boys w

ere openly rude to custom
ers.  T

hey talked back to
sub

scrib
ers, saucing

 o
ff, uttering

 facetio
us rem

arks, and
 g

enerally
g
iving

 lip
.  T

he rascals to
o
k S

aint Patrick's D
ay o

ff w
itho

ut p
erm

issio
n.

A
nd

 w
o
rst o

f all they p
layed

 clever tricks w
ith the sw

itchb
o
ard

 p
lug

s:
d
isco

nnecting
 calls, cro

ssing
 lines so

 that custo
m

ers fo
und

 them
selves

talking
 to

 strang
ers, and

 so
 fo

rth.

T
his co

m
b
inatio

n o
f p

o
w

er, technical m
astery, and

 effective ano
nym

ity
seem

ed to act like catnip on teenage boys.

T
his w

ild
-kid

-o
n-the-w

ires p
heno

m
eno

n w
as no

t co
nfined

 to
 the U

S
A

;
from

 the b
eg

inning
, the sam

e w
as true of the B

ritish phone system
.   A

n
early B

ritish co
m

m
entato

r kind
ly rem

arked
:  "N

o
 d

o
ub

t b
o
ys in their

teens fo
und

 the w
o
rk no

t a little irkso
m

e, and
 it is also

 hig
hly p

ro
b
ab

le
that under the early conditions of em

ploym
ent the adventurous and

inq
uisitive sp

irits o
f w

hich the averag
e healthy b

o
y o

f that ag
e is p

o
s-

sessed, w
ere not alw

ays conducive to the best attention being given to the
w

ants o
f the telep

ho
ne sub

scrib
ers."

So the boys w
ere flung off the system

 —
 or at least, deprived of control
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o
f the sw

itchb
o
ard

.  B
ut the "ad

venturo
us and

 inq
uisitive sp

irits" o
f the

teenage boys w
ould be heard from

 in the w
orld of telephony, again and

ag
ain.

T
he fourth stag

e in the technolog
ical life-cycle is death:  "the D

og
," dead

tech.   T
he telephone has so far avoided this fate.  O

n the contrary, it is
th

rivin
g
, still sp

read
in

g
, still evo

lvin
g
, an

d
 at in

creasin
g
 sp

eed
.

T
he telephone has achieved a rare and exalted state for a technological

artifact:  it has b
ecom

e a *household ob
ject.*    T

he telephone, like the
clo

ck, like p
en and

 p
ap

er, like kitchen utensils and
  running

 w
ater, has

b
ecom

e a technolog
y that is visib

le only b
y its ab

sence. T
he telephone is

techno
lo

g
ically transp

arent.  T
he g

lo
b
al telep

ho
ne system

 is the larg
est

and
 m

o
st co

m
p
lex m

achine in the w
o
rld

, yet it is easy to
 use.  M

o
re

rem
arkab

le yet,  the telep
ho

ne is alm
o
st entirely p

hysically safe fo
r the

user.

Fo
r the averag

e citizen in the 1
8

7
0

s, the telep
ho

ne w
as w

eird
er, m

o
re

sho
cking

, m
o
re "hig

h-tech" and
 hard

er to
 co

m
p
rehend

, than the m
o
st

outrageous stunts of advanced com
puting for us A

m
ericans in the 1

9
9
0
s.

In trying
 to

 und
erstand

 w
hat is hap

p
ening

 to
 us to

d
ay, w

ith o
ur b

ul-
le

tin
-b

o
ard

 sy
ste

m
s, d

ire
ct o

ve
rse

as d
iallin

g
, fib

e
r- o

p
tic tran

sm
is-

sio
ns, co

m
p
uter viruses, hacking

 stunts, and
 a vivid

 tang
le o

f new
 law

s
and

 new
 crim

es, it is im
p
o
rtant to

 realize that o
ur so

ciety has b
een

thro
ug

h a sim
ilar challeng

e b
efo

re —
 and

 that, all in all, w
e d

id
 rather

w
ell b

y it.

B
ell's stag

e telephone seem
ed b

izarre at first.  B
ut the sensations of

w
eird

ness vanished
 q

uickly, o
nce p

eo
p
le b

eg
an to

 hear the fam
iliar

vo
ices o

f relatives and
 friend

s, in their o
w

n ho
m

es o
n their o

w
n tele-

phones.   T
he telephone changed from

 a fearsom
e high-tech totem

 to an
everyd

ay p
illar o

f hum
an co

m
m

unity.

T
his has also

 hap
p
ened

, and
 is still hap

p
ening

, to
 co

m
p
uter netw

o
rks.

C
o
m

p
uter netw

o
rks  such as N

S
Fnet, B

IT
net,  U

S
EN

ET
, JA

N
ET

,  are
technically ad

vanced
, intim

id
ating

, and
 m

uch hard
er to

 use than tele-
p
ho

nes.  Even the p
o
p
ular, co

m
m

ercial co
m

p
uter netw

o
rks, such as

G
Enie, Pro

d
ig

y, and
 C

o
m

p
uS

erve, cause m
uch head

-scratching
 and

 have
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b
een d

escrib
ed

 as "user-hateful."   N
evertheless they to

o
 are chang

ing
fro

m
 fancy hig

h-tech item
s into

 everyd
ay so

urces o
f hum

an co
m

m
unity.

T
he w

ords "com
m

unity" and "com
m

unication" have the sam
e root.

W
herever yo

u p
ut a co

m
m

unicatio
ns netw

o
rk, yo

u p
ut a co

m
m

unity as
w

ell.  A
nd

 w
henever yo

u *take aw
ay*  that netw

o
rk —

 co
nfiscate it, o

ut-
law

 it, crash it, raise its p
rice b

eyo
nd

 affo
rd

ab
ility —

 then yo
u hurt

that co
m

m
unity.

C
o
m

m
unities  w

ill fig
ht to

 d
efend

 them
selves.  Peo

p
le w

ill fig
ht hard

er
and

 m
o
re b

itterly to
 d

efend
 their co

m
m

unities,  than they w
ill fig

ht to
d
efend

 their o
w

n ind
ivid

ual selves.   A
nd

 this is very true o
f the "elec-

tro
nic co

m
m

unity" that aro
se aro

und
 co

m
p
uter netw

o
rks in the 1

9
8

0
s

—
 o

r rath
er, th

e *vario
u
s* electro

n
ic co

m
m

u
n
ities, in

 telep
h
o
n
y, law

enforcem
ent, com

puting
, and the dig

ital underg
round that, b

y  the year
1

9
9

0
, w

e
re

 raid
in

g
, rally

in
g
, arre

stin
g
, su

in
g
, jailin

g
, fin

in
g
 an

d
issuing

 ang
ry m

anifesto
s.

N
one of the events of 1

9
9
0
 w

ere entirely new
. N

othing
 happened in

1
9

9
0

 that d
id

 no
t have so

m
e kind

 o
f earlier and

 m
o
re und

erstand
ab

le
precedent.   W

hat gave the H
acker C

rackdow
n its new

 sense of gravity
and im

portance w
as the feeling

 —
 the *com

m
unity* feeling

 —
 that the

p
o
litical stakes had

 b
een raised

; that tro
ub

le in cyb
ersp

ace w
as no

lo
n
g
er m

ere m
isch

ief o
r in

co
n
clu

sive skirm
ish

in
g
, b

u
t a g

en
u
in

e fig
h
t

o
ver g

enuine issues, a fig
ht fo

r co
m

m
unity survival and

 the shap
e o

f the
future.

T
hese electro

nic co
m

m
unities, having

 flo
urished

 thro
ug

ho
ut the 1

9
8

0
s,

w
ere b

eco
m

ing
 aw

are o
f them

selves, and
 increasing

ly, b
eco

m
ing

 aw
are

o
f o

ther, rival co
m

m
unities.   W

o
rries w

ere sp
ro

uting
 up

 rig
ht and

 left,
w

ith co
m

p
laints, rum

o
rs, uneasy sp

eculatio
ns.   B

ut it w
o
uld

 take a cat-
alyst, a sho

ck, to
 m

ake the new
 w

o
rld

 evid
ent.   Like B

ell's g
reat p

ub
lic-

ity b
re

ak, th
e
 T

arriffville
 R

ail D
isaste

r o
f Jan

u
ary 1

8
7

8
, it w

o
u
ld

 take
a cause celeb

re.

T
hat cause w

as the A
T
&

T
 C

rash o
f January 1

5
, 1

9
9

0
. A

fter the C
rash,

the w
ounded and anxious telephone com

m
unity w

ould com
e out fighting

hard
.
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_
_

_
_

_

T
he co

m
m

unity o
f telep

ho
ne technicians, eng

ineers, o
p
erato

rs and
researchers is the o

ld
est co

m
m

unity in cyb
ersp

ace.   T
hese are the vet-

erans, the m
ost developed g

roup,  the richest, the m
ost respectab

le, in
m

ost w
ays the m

ost pow
erful.   W

hole generations  have com
e and gone

since A
lexand

er G
raham

 B
ell's d

ay, b
ut the co

m
m

unity he fo
und

ed
 sur-

vives; p
eo

p
le w

o
rk fo

r the p
ho

ne system
 to

d
ay w

ho
se g

reat-g
rand

p
ar-

ents w
orked for the phone system

. Its specialty m
ag

azines, such as
*T

elep
ho

ny,*  *A
T
&

T
 T

echnical Jo
urnal,*   *T

elep
ho

ne Eng
ineer and

M
anag

em
ent,*  are d

ecad
es o

ld
; they m

ake co
m

p
uter p

ub
licatio

ns like
*M

acw
o
rld

* an
d
 *P

C
 W

e
e
k*  lo

o
k like

 am
ate

u
r jo

h
n
n
y-co

m
e
-late

lie
s.

A
nd the phone com

panies take no back seat in high- technology, either.
O

ther co
m

p
anies' ind

ustrial researchers m
ay have w

o
n new

 m
arkets;

b
ut the researchers o

f B
ell Lab

s have w
o
n *seven  N

o
b
el Prizes.* O

ne
p
o
tent d

evice that B
ell Lab

s o
rig

inated
, the transisto

r, has created
en

tire *g
ro

u
p
s* o

f in
d
u
stries.  B

ell L
ab

s are w
o
rld

-fam
o
u
s fo

r g
en

er-
ating

 "a patent a day," and have even m
ade vital discoveries in astrono-

m
y, p

hysics and
 co

sm
o
lo

g
y.

T
hro

ug
ho

ut its seventy-year histo
ry, "M

a B
ell" w

as no
t so

 m
uch a co

m
-

p
any as a w

ay o
f life.  U

ntil the cataclysm
ic d

ivestiture o
f the 1

9
8

0
s,

M
a B

ell w
as p

erhap
s the ultim

ate m
aternalist m

eg
a-em

p
lo

yer.   T
he

A
T
&

T
 corporate im

ag
e w

as the "g
entle g

iant,"  "the voice w
ith a sm

ile,"
a vag

u
ely so

cialist-realist w
o
rld

 o
f clean

sh
aven

 lin
em

en
 in

 sh
in

y h
el-

m
ets and

 b
land

ly p
retty p

ho
ne-g

irls in head
sets and

 nylo
ns.   B

ell
S
ystem

 em
p
lo

yees w
ere fam

o
us as ro

ck-rib
b
ed

 K
iw

anis and
 R

o
tary

m
em

b
ers, Little-Leag

ue enthusiasts, scho
o
l-b

o
ard

 p
eo

p
le.

D
uring

 the lo
ng

 heyd
ay o

f M
a B

ell, the B
ell em

p
lo

yee co
rp

s w
ere nur-

tured
 to

p
-to

-b
o
tto

n o
n a co

rp
o
rate etho

s o
f p

ub
lic service.   T

here w
as

g
o
o
d
 m

o
ney in B

ell, b
ut B

ell w
as no

t *ab
o
ut* m

o
ney; B

ell used
 p

ub
lic

relatio
ns, b

ut never m
ere m

arketeering
.   Peo

p
le w

ent into
 the B

ell
System

 for a good life, and they had a good life. B
ut it w

as not m
ere

m
oney that led B

ell people out in the m
idst of storm

s and earthquakes to
fig

ht w
ith toppled phone-poles, to w

ade in flooded m
anholes, to pull the

red
- eyed

 g
raveyard

-sh
ift o

ver co
llap

sin
g
 sw

itch
in

g
-system

s. T
h
e B

ell
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ethic w
as the electrical eq

uivalent o
f the p

o
stm

an's: neither rain, no
r

sno
w

, no
r g

lo
o
m

 o
f nig

ht w
o
uld

 sto
p
 these co

uriers.

It is easy to b
e cynical ab

out this, as it is easy to b
e cynical ab

out any
political or social system

;  b
ut cynicism

 does not chang
e the fact that

thousands of people took these ideals very seriously.   A
nd som

e still do.

T
he B

ell etho
s w

as ab
o
ut p

ub
lic service; and

 that w
as g

ratifying
; b

ut it
w

as also
 ab

o
ut p

rivate *p
o
w

er,* and
 that w

as g
ratifying

 to
o
.   A

s a co
r-

p
o
ratio

n, B
ell w

as very sp
ecial. B

ell w
as p

rivileg
ed

.  B
ell had

 snug
g
led

up close to the state.  In fact, B
ell w

as as close to governm
ent as you

co
uld

 g
et in A

m
erica and

 still m
ake a w

ho
le lo

t o
f leg

itim
ate m

o
ney.

B
ut unlike o

ther co
m

p
anies,  B

ell w
as ab

o
ve and

 b
eyo

nd
 the vulg

ar co
m

-
m

ercial fray.  T
hro

ug
h its reg

io
nal o

p
erating

 co
m

p
anies, B

ell w
as

o
m

nip
resent, lo

cal, and
 intim

ate, all o
ver A

m
erica;  b

ut the central
ivo

ry to
w

ers at its co
rp

o
rate heart w

ere the tallest and
 the ivo

riest
aro

und
.

T
here w

ere o
ther p

ho
ne co

m
p
anies in A

m
erica, to

 b
e sure;  the so

-called
ind

ep
end

ents.  R
ural co

o
p
eratives, m

o
stly; sm

all fry, m
o
stly to

lerated
,

som
etim

es w
arred upon.  For m

any decades, "independent" A
m

erican
p
ho

ne co
m

p
anies lived

 in fear and
 lo

athing
 o

f the o
fficial B

ell m
o
no

p
o
ly

(o
r the "B

ell O
cto

p
us," as M

a B
ell's nineteenth- century enem

ies
describ

ed her in m
any ang

ry new
spaper m

anifestos).  Som
e few

 of these
ind

ep
end

ent entrep
reneurs,  w

hile leg
ally in the w

ro
ng

,  fo
ug

ht so
 b

it-
terly ag

ainst the O
cto

p
us that their illeg

al p
ho

ne netw
o
rks w

ere cast
into

 the street b
y B

ell ag
ents and

 p
ub

licly b
urned

.

T
he p

ure technical sw
eetness o

f the B
ell S

ystem
 g

ave its o
p
erato

rs,
inventors and eng

ineers a deeply satisfying
 sense of pow

er and m
astery.

T
hey had

 d
evo

ted
 their lives to

 im
p
ro

ving
 this vast natio

n-sp
anning

m
achine; o

ver years, w
ho

le hum
an lives, they had

 w
atched

 it im
p
ro

ve
and

 g
ro

w
.   It w

as like a g
reat techno

lo
g
ical  tem

p
le.  T

hey w
ere an elite,

and they knew
 it —

 even if others did not; in fact, they felt even m
ore

p
o
w

erful *b
ecause* o

thers d
id

 no
t und

erstand
.

T
he deep attraction of this sensation  of elite technical pow

er should
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never b
e und

erestim
ated

. "T
echnical p

o
w

er" is no
t fo

r everyb
o
d
y; fo

r
m

any p
eo

p
le it sim

p
ly has no

 charm
 at all.  B

ut fo
r so

m
e p

eo
p
le, it

b
eco

m
es the co

re o
f their lives.  Fo

r a few
, it is o

verw
helm

ing
, o

b
ses-

sive;  it becom
es som

ething close to an addiction.   People —
 especially

clever teenag
e b

o
ys w

ho
se lives are o

therw
ise m

o
stly p

o
w

erless and
p
ut-up

o
n —

  lo
ve this sensatio

n o
f secret p

o
w

er, and
 are w

illing
 to

 d
o

all so
rts o

f am
azing

 thing
s to

 achieve it.  T
he technical *p

o
w

er* o
f elec-

tro
nics has m

o
tivated

 m
any  strang

e acts d
etailed

 in this b
o
o
k, w

hich
w

o
uld

 o
therw

ise b
e inexp

licab
le.

S
o
 B

ell had
 p

o
w

er b
eyo

nd
 m

ere cap
italism

.  T
he B

ell service  etho
s

w
o
rked

, and
 w

as o
ften p

ro
p
ag

and
ized

, in a rather saccharine fashio
n.

O
ver the decades,  people slow

ly g
rew

 tired of this.   A
nd then, openly

im
p
atient w

ith it.  B
y the early 1

9
8

0
s, M

a B
ell w

as to
 find

 herself w
ith

scarcely a real frien
d
 in

 th
e w

o
rld

.   V
ail's in

d
u
strial so

cialism
 h

ad
b
eco

m
e ho

p
elessly o

ut-o
f-fashio

n p
o
litically.  B

ell w
o
uld

 b
e p

unished
for that.  A

nd that punishm
ent w

ould fall harshly upon the people of the
telep

ho
ne co

m
m

unity.
_

_
_

_
_

In 1
9

8
3

, M
a B

ell w
as d

ism
antled

 b
y fed

eral co
urt actio

n.  T
he p

ieces o
f

B
ell are now

 separate corporate entities.  T
he core of the com

pany
b
ecam

e A
T
&

T
 C

o
m

m
unicatio

ns, and
 also

 A
T
&

T
  Ind

ustries (fo
rm

erly
W

estern Electric, B
ell's m

anufacturing
 arm

).  A
T
&

T
 B

ell Lab
s b

eco
m

e
B
ell C

o
m

m
unicatio

ns R
esearch, B

ellco
re. T

hen there are the R
eg

io
nal

B
ell O

p
erating

 C
o
m

p
anies, o

r  R
B
O

C
s, p

ro
no

unced
 "arb

o
cks."

B
ell w

as a titan and
 even these reg

io
nal chunks are g

ig
antic enterp

rises:
Fo

rtune 5
0

 co
m

p
anies w

ith p
lenty o

f w
ealth and

 p
o
w

er b
ehind

 them
.

B
ut the clean lines o

f "O
ne Po

licy, O
ne S

ystem
, U

niversal S
ervice" have

b
een shattered

, ap
p
arently fo

rever.

T
he "O

ne Policy" of the early Reag
an A

dm
inistration w

as to shatter a
system

 that sm
acked of noncom

petitive socialism
.  Since that tim

e, there
has b

een no real telephone "policy" on the federal level.  D
espite the

b
reakup, the rem

nants of B
ell have never b

een set free to com
pete in the

o
p
en m

arketp
lace.
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T
he R

B
O

C
s are still very heavily reg

ulated
, b

ut no
t fro

m
 the to

p
.

Instead
, they strug

g
le p

o
litically, eco

no
m

ically and
 leg

ally, in w
hat

seem
s an end

less turm
o
il, in a p

atchw
o
rk o

f o
verlap

p
ing

 fed
eral and

state
 ju

risd
ictio

n
s.   In

cre
asin

g
ly, like

 o
th

e
r m

ajo
r A

m
e
rican

 co
rp

o
ra-

tio
ns, the R

B
O

C
s  are b

eco
m

ing
 m

ultinatio
nal, acq

uiring
 im

p
o
rtant

co
m

m
ercial interests in Euro

p
e, Latin A

m
erica, and

 the Pacific R
im

.
B
ut this, to

o
, ad

d
s to

 their leg
al and

 p
o
litical p

red
icam

ent.

T
he people of w

hat used to be M
a B

ell are not happy about their fate.
T
hey feel ill-used

.  T
hey m

ig
ht have b

een g
rud

g
ing

ly w
illing

 to
 m

ake a
full transitio

n to
 the free m

arket; to
 b

eco
m

e just co
m

p
anies am

id
 o

ther
com

panies. B
ut this never happened.   Instead,  A

T
&

T
 and the RB

O
C
S

("the B
ab

y B
ells")  feel them

selves w
renched

 fro
m

 sid
e to

 sid
e b

y state
reg

ulato
rs, b

y C
o
ng

ress, b
y the FC

C
,  and

 esp
ecially b

y the fed
eral co

urt
of Judg

e H
arold G

reene, the m
ag

istrate w
ho ordered the B

ell b
reakup and

w
ho has been the de facto czar of A

m
erican telecom

m
unications ever

since 1
9

8
3

.

B
ell p

eo
p
le feel that they exist in a kind

 o
f p

araleg
al lim

b
o
 to

d
ay.   T

hey
don't understand w

hat's dem
anded of them

.   If it's "service," w
hy aren't

they treated
 like a p

ub
lic service?  A

nd
 if it's m

o
ney, then w

hy aren't
they free to com

pete for it?  N
o one seem

s to know
, really.   T

hose w
ho

claim
 to

 kno
w

  keep
 chang

ing
 their m

ind
s.  N

o
b
o
d
y in autho

rity seem
s

w
illing

 to
 g

rasp
 the nettle fo

r o
nce and

 all.

T
elephone people from

 other countries are am
azed b

y the A
m

erican
telephone system

 today.  N
ot that it w

orks so w
ell; for now

adays even the
French telephone system

 w
orks, m

ore or less.  T
hey are am

azed that the
A

m
erican telep

ho
ne system

 *still*  w
o
rks *at all,* und

er these strang
e

co
nd

itio
ns.

B
ell's  "O

ne S
ystem

" o
f lo

ng
-d

istance service is no
w

 o
nly ab

o
ut eig

hty
p
ercent o

f a system
, w

ith the rem
aind

er held
 b

y S
p
rint, M

C
I, and

 the
m

id
g
et lo

ng
-d

istance co
m

p
anies.   U

g
ly w

ars o
ver d

ub
io

us co
rp

o
rate

practices such as "slam
m

ing
" (an underhanded m

ethod of snitching
clien

ts fro
m

 rivals) b
reak o

u
t w

ith
 so

m
e reg

u
larity in

 th
e realm

 o
f

lo
ng

-d
istance service.  T

he b
attle to

 b
reak B

ell's lo
ng

-d
istance m

o
no

p
-

oly w
as long

 and ug
ly, and since the b

reakup the b
attlefield has not
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b
eco

m
e m

uch p
rettier. A

T
&

T
's fam

o
us sham

e-and
-b

lam
e ad

vertise-
m

ents, w
hich em

p
hasized

 the sho
d
d
y w

o
rk and

 p
urp

o
rted

 ethical shad
i-

ness o
f their co

m
p
etito

rs,  w
ere m

uch rem
arked

 o
n fo

r their stud
ied

p
sycho

lo
g
ical cruelty.

T
here is m

uch b
ad

 b
lo

o
d
 in this ind

ustry, and
 m

uch lo
ng

-treasured
resentm

ent.  A
T
&

T
's p

o
st-b

reakup
 co

rp
o
rate lo

g
o
, a strip

ed
 sp

here, is
kno

w
n in the ind

ustry as the "D
eath S

tar"  (a reference fro
m

 the m
o
vie

*S
tar W

ars,* in w
hich the "D

eath S
tar" w

as the sp
herical  hig

h- tech
fo

rtress o
f th

e h
arsh

-b
reath

in
g
  im

p
erial u

ltra-b
ad

d
ie, D

arth
 V

ad
er.)

Even A
T
&

T
 em

p
lo

yees are less than thrilled
 b

y the D
eath S

tar.   A
 p

o
p
u-

lar (tho
ug

h b
anned

) T
- shirt am

o
ng

 A
T
&

T
 em

p
lo

yees b
ears the o

ld
-

fashio
ned

 B
ell lo

g
o
 o

f the B
ell S

ystem
, p

lus the new
fang

led
 strip

ed
sp

here, w
ith the b

efo
re-and

-after co
m

m
ents:  "T

his is yo
ur b

rain —
T
his is yo

ur b
rain o

n d
rug

s!"   A
T
&

T
 m

ad
e a very w

ell-financed
 and

d
eterm

ined
 effo

rt to
 b

reak into
 the p

erso
nal co

m
p
uter m

arket;  it w
as

d
isastro

us, and
 telco

 co
m

p
uter exp

erts are d
erisively kno

w
n b

y their
co

m
p
etito

rs as "the p
o
le-clim

b
ers."  A

T
&

T
 and

 the B
ab

y B
ell arb

o
cks

still seem
 to

 have few
 friend

s.

U
nd

er co
nd

itio
ns o

f sharp
 co

m
m

ercial co
m

p
etitio

n, a crash like that o
f

January 1
5

, 1
9

9
0

 w
as a m

ajo
r em

b
arrassm

ent to
 A

T
&

T
.  It w

as a d
irect

b
lo

w
 ag

ain
st th

e
ir m

u
ch

-tre
asu

re
d
 re

p
u
tatio

n
 fo

r re
liab

ility.   W
ith

in
d
ays o

f the crash A
T
&

T
's C

hief Executive O
fficer, B

o
b
 A

llen, o
fficially

ap
o
lo

g
ized

, in term
s o

f d
eep

ly p
ained

  hum
ility:

"A
T
&

T
 had

 a m
ajo

r service d
isrup

tio
n last M

o
nd

ay. W
e d

id
n't live up

 to
o
ur o

w
n stand

ard
s o

f q
uality, and

 w
e d

id
n't live up

 to
 yo

urs. It's as sim
-

ple as that.  A
nd that's not acceptable to us.  O

r to you.... W
e understand

how
 m

uch people have com
e to depend upon A

T
&

T
 service, so our A

T
&

T
B
ell Lab

o
rato

ries scientists and
 o

ur netw
o
rk eng

ineers are d
o
ing

 every-
thing

 p
o
ssib

le to
 g

uard
 ag

ainst a recurrence.... W
e kno

w
 there's no

 w
ay

to m
ake up for the inconvenience this prob

lem
 m

ay have caused you."

M
r A

llen's "o
p
en letter to

 custo
m

ers" w
as p

rinted
 in lavish ad

s all o
ver

the co
untry:  in the *W

all S
treet Jo

urnal,*  *U
S
A

 T
o
d
ay,*  *N

ew
 Y

o
rk

T
im

e
s,* *L

o
s A

n
g
e
le

s T
im

e
s,*  *C

h
icag

o
 T

rib
u
n
e
,* *P

h
ilad

e
lp

h
ia

In
q
u
ire

r,*  *S
an

 Fran
cisco

 C
h
ro

n
icle

 E
xam

in
e
r,* *B

o
sto

n
 G

lo
b
e
,*
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*D
allas M

o
rn

in
g
 N

e
w

s,* *D
e
tro

it Fre
e
 P

re
ss,* *W

ash
in

g
to

n
 P

o
st,*

*H
o
u
sto

n
 C

h
ro

n
icle

,* *C
le

ve
lan

d
 P

lain
 D

e
ale

r,* *A
tlan

ta Jo
u
rn

al
C

o
n
stitu

tio
n
,* *M

in
n
e
ap

o
lis S

tar T
rib

u
n
e
,* *S

t. P
au

l P
io

n
e
e
r P

re
ss

D
isp

atch,*  *S
eattle T

im
es/Po

st Intellig
encer,* *T

aco
m

a N
ew

s
T

rib
u
n
e
,* *M

iam
i H

e
rald

,* *P
ittsb

u
rg

h
 P

re
ss,*  *S

t. L
o
u
is P

o
st

D
isp

atch,* *D
enver Po

st,* *Pho
enix R

ep
ub

lic G
azette* and

 *T
am

p
a

T
rib

u
n
e
.*

In another press release, A
T
&

T
 w

ent to som
e pains to suggest that this

"so
ftw

are g
litch" *m

ig
ht* have hap

p
ened

 just as easily to
 M

C
I,

altho
ug

h, in fact, it had
n't.  (M

C
I's sw

itching
 so

ftw
are w

as q
uite d

iffer-
ent from

 A
T
&

T
's —

 thoug
h not necessarily any safer.)   A

T
&

T
 also

announced their plans to offer a reb
ate of service on V

alentine's D
ay to

m
ake up

 fo
r the lo

ss d
uring

 the C
rash.

"Every technical reso
urce availab

le, includ
ing

 B
ell Lab

s scientists and
eng

ineers, has b
een d

evo
ted

 to
 assuring

 it w
ill no

t o
ccur ag

ain," the
pub

lic w
as told. T

hey w
ere further assured that "T

he chances of a
recurrence are sm

all —
 a p

ro
b
lem

 o
f this m

ag
nitud

e never o
ccurred

b
efo

re."

In the m
eantim

e, ho
w

ever, p
o
lice and

 co
rp

o
rate security m

aintained
their o

w
n susp

icio
ns ab

o
ut "the chances o

f recurrence" and
 the real

reason w
hy a "prob

lem
 of this m

ag
nitude" had appeared, seem

ing
ly out

o
f no

w
here.   Po

lice and
 security knew

 fo
r a fact that hackers o

f
unp

reced
ented

 so
p
histicatio

n w
ere illeg

ally entering
, and

 rep
ro

g
ram

-
m

ing
, certain d

ig
ital sw

itching
 statio

ns.  R
um

o
rs o

f hid
d
en "viruses"

and
 secret "lo

g
ic b

o
m

b
s" in the sw

itches ran ram
p
ant in the und

er-
g
ro

und
, w

ith m
uch cho

rtling
 o

ver A
T
&

T
's p

red
icam

ent, and
 id

le sp
ecu-

latio
n o

ver w
hat unsung

 hacker g
enius w

as resp
o
nsib

le fo
r it.  S

o
m

e
hackers, includ

ing
 p

o
lice info

rm
ants, w

ere trying
 hard

 to
 fing

er o
ne

ano
ther as the true culp

rits  o
f the C

rash.

T
elco

 p
eo

p
le fo

und
 little co

m
fo

rt in o
b
jectivity w

hen they co
ntem

p
lated

these possib
ilities.   It w

as just too close to the b
one for them

; it w
as

em
b
arrassing

; it hurt so
 m

uch, it w
as hard

 even to
 talk ab

o
ut.

T
here has alw

ays b
een thieving

 and
 m

isb
ehavio

r in the p
ho

ne system
.
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T
here has alw

ays b
een tro

ub
le w

ith the rival ind
ep

end
ents, and

 in the
local loops.  B

ut to have such troub
le in the core of the system

, the long
-

d
istance sw

itching
 statio

ns, is a ho
rrifying

 affair.   T
o
 telco

 p
eo

p
le, this

is all the d
ifference b

etw
een find

ing
 ro

aches in yo
ur kitchen and

 b
ig

h
o
rrid

 se
w

e
r-rats in

 yo
u
r b

e
d
ro

o
m

.

From
 the outside, to the averag

e citizen, the telcos still seem
 g

ig
antic

and
 im

p
erso

nal.  T
he A

m
erican p

ub
lic seem

s to
 reg

ard
 them

 as so
m

e-
thing

 akin to Soviet apparats.  Even w
hen the telcos  do their b

est corpo-
rate- citizen ro

utine,  sub
sid

izing
 m

ag
net hig

h-scho
o
ls and

 sp
o
nso

ring
new

s-sho
w

s o
n p

ub
lic televisio

n, they seem
 to

 w
in little excep

t p
ub

lic
susp

icio
n.

B
ut fro

m
 the insid

e, all this lo
o
ks very d

ifferent. T
here's harsh co

m
p
e-

tition.  A
 leg

al and political system
 that seem

s b
affled  and b

ored, w
hen

not actively hostile to telco interests.  T
here's a loss of m

orale, a deep
sensation of having som

ehow
 lost the upper hand.  T

echnological change
has caused a loss of data and revenue to other, new

er form
s of transm

is-
sion.   T

here's theft, and new
 form

s of theft, of g
row

ing
 scale and b

old-
ness and

 so
p
histicatio

n.  W
ith all these facto

rs, it w
as no

 surp
rise to

 see
the telco

s, larg
e and

 sm
all, b

reak o
ut in a litany o

f b
itter co

m
p
laint.

In late '8
8

 and
 thro

ug
ho

ut 1
9

8
9

, telco
 rep

resentatives g
rew

 shrill in
their co

m
p
laints to

 tho
se few

 A
m

erican law
 enfo

rcem
ent o

fficials w
ho

m
ake it their b

usiness to
 try to understand w

hat telephone people are
talking

 ab
o
ut. T

elco
 security o

fficials had
 d

isco
vered

 the co
m

p
uter-

hacker und
erg

ro
und

, infiltrated
 it tho

ro
ug

hly, and
 b

eco
m

e d
eep

ly
alarm

ed at its g
row

ing
 expertise.  H

ere they had found a targ
et that w

as
no

t o
nly lo

athso
m

e o
n its face, b

ut clearly rip
e fo

r co
unterattack.

T
ho

se b
itter rivals: A

T
&

T
, M

C
I and

 S
p
rint —

 and
 a cro

w
d
 o

f B
ab

y B
ells:

PacB
ell, B

ell S
o
uth, S

o
uthw

estern B
ell, N

Y
N

EX
, U

S
W

est, as w
ell as the

B
ell research co

nso
rtium

 B
ellco

re, and
 the ind

ep
end

ent lo
ng

-d
istance

carrier  M
id

-A
m

erican
  —

 all w
ere to

 h
ave th

eir ro
le in

 th
e g

reat h
ack-

er dragnet of 1
9
9
0
.   A

fter years of being battered and pushed around,
the telco

s had
, at least in a sm

all w
ay, seized

 the initiative ag
ain.  A

fter
years o

f turm
o
il, telco

s and
 g

o
vernm

ent o
fficials w

ere o
nce ag

ain to
w

ork sm
oothly in concert in defense of the System

. O
ptim

ism
 b

lossom
ed;
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enthusiasm
 grew

 on all sides; the prospective taste of vengeance w
as

sw
eet.

_
_

_
_

_

From
 the beginning —

 even before the crackdow
n had a nam

e —
 secrecy

w
as a b

ig
 prob

lem
.  T

here w
ere m

any g
ood reasons for secrecy in the

hacker crackd
o
w

n. H
ackers and

 co
d
e-thieves w

ere w
ily p

rey, slinking
b
ack to

 their b
ed

ro
o
m

s and
 b

asem
ents and

 d
estro

ying
 vital incrim

inat-
ing

 evid
ence at the first hint o

f tro
ub

le. Furtherm
o
re, the crim

es them
-

selves w
ere heavily technical and

 d
ifficult to

 d
escrib

e, even to
 p

o
lice —

m
uch less to

 the g
eneral p

ub
lic.

W
hen such crim

es *had
* b

een d
escrib

ed
 intellig

ib
ly to

 the p
ub

lic, in
the p

ast, that very p
ub

licity had
 tend

ed
 to

 *increase* the crim
es eno

r-
m

o
u
sly.   T

elco
 o

fficials, w
h
ile p

ain
fu

lly aw
are o

f th
e vu

ln
erab

ilities o
f

their system
s, w

ere anxio
us no

t to
 p

ub
licize tho

se w
eaknesses.

Experience show
ed them

 that those w
eaknesses, once discovered, w

ould
b
e p

itilessly exp
lo

ited
 b

y tens o
f tho

usand
s o

f p
eo

p
le —

 no
t o

nly b
y p

ro
-

fessio
nal g

rifters and
 b

y und
erg

ro
und

 hackers and
 p

ho
ne p

hreaks, b
ut

b
y m

any o
therw

ise m
o
re-o

r-less ho
nest everyd

ay fo
lks, w

ho
 reg

ard
ed

stealing
 service fro

m
 the faceless, so

ulless "Pho
ne C

o
m

p
any" as a kind

o
f harm

less ind
o
o
r sp

o
rt. W

hen it cam
e to

 p
ro

tecting
 their interests,

telcos had long
 since g

iven up on g
eneral pub

lic sym
pathy for "the V

oice
w

ith a S
m

ile."  N
o
w

ad
ays the telco

's "V
o
ice" w

as very likely to
 b

e a
co

m
p
uter's; and

 the A
m

erican p
ub

lic sho
w

ed
 m

uch less o
f the p

ro
p
er

respect and g
ratitude due the fine pub

lic service b
equeathed them

 b
y D

r.
B
ell and

 M
r. V

ail. T
he m

o
re efficient, hig

h-tech, co
m

p
uterized

, and
im

personal the telcos becam
e, it seem

ed, the m
ore they w

ere m
et by

sullen p
ub

lic resentm
ent and

 am
o
ral g

reed
.

T
elco

 o
fficials w

anted
 to

 p
unish the p

ho
ne-p

hreak und
erg

ro
und

,  in as
p
ub

lic and
 exem

p
lary a m

anner as p
o
ssib

le.  T
hey w

anted
 to

 m
ake d

ire
exam

p
les o

f the w
o
rst o

ffend
ers, to

 seize the ring
lead

ers and
 intim

id
ate

the sm
all fry, to

 d
isco

urag
e and

 frig
hten the w

acky ho
b
b
yists, and

 send
th

e p
ro

fessio
n
al g

rifters to
 jail.  T

o
 d

o
 all th

is, p
u
b
licity w

as vital.

Yet operational secrecy w
as even m

ore so.  If w
ord got out that a nation-

w
id

e crackd
o
w

n w
as co

m
ing

, the hackers m
ig

ht sim
p
ly vanish; d

estro
y
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the evid
ence, hid

e their co
m

p
uters, g

o
 to

 earth, and
 w

ait fo
r the cam

-
p
aig

n to
 b

lo
w

 o
ver.  Even the yo

ung
  hackers w

ere crafty and
 susp

icio
us,

and
 as fo

r the p
ro

fessio
nal g

rifters, they tend
ed

 to
 sp

lit fo
r the nearest

state-line at the first sig
n o

f tro
ub

le.  Fo
r the crackd

o
w

n to
 w

o
rk w

ell,
they w

ould all have to be caught red-handed, sw
ept upon suddenly, out of

the b
lue, fro

m
 every co

rner o
f the co

m
p
ass.

A
nd

 there w
as ano

ther stro
ng

 m
o
tive fo

r secrecy.  In the w
o
rst-case

scenario, a blow
n cam

paign m
ight leave the telcos open to a devastating

hacker co
unter-attack.   If there w

ere ind
eed

 hackers lo
o
se in A

m
erica

w
ho

 had
 caused

 the January 1
5

 C
rash —

 if there w
ere truly g

ifted
 hack-

ers, lo
o
se in the natio

n's lo
ng

-d
istance sw

itching
 system

s, and
 enrag

ed
o
r frig

htened
 b

y the crackd
o
w

n —
 then they m

ig
ht react unp

red
ictab

ly
to an attem

pt to collar them
.   Even if caught, they m

ight have talented
and

 veng
eful friend

s still running
 aro

und
 lo

o
se.   C

o
nceivab

ly, it co
uld

turn ug
ly.  V

ery ug
ly.  In fact, it w

as hard
 to

 im
ag

ine just ho
w

 ug
ly

thing
s m

ig
ht turn, g

iven that p
o
ssib

ility.

C
o
unter-attack fro

m
 hackers w

as a g
enuine co

ncern fo
r the telco

s.  In
p
o
int o

f fact, they w
o
uld

 never suffer any such co
unter-attack.  B

ut in
m

onths to com
e, they w

ould be at som
e pains to publicize this notion and

to
 utter g

rim
 w

arning
s ab

o
ut it.

S
till, that risk seem

ed
 w

ell w
o
rth running

.  B
etter to

 run the risk o
f

veng
eful attacks, than to

 live at the m
ercy o

f po
tential crashers.  A

ny
co

p
 w

o
uld

 tell yo
u that a p

ro
tectio

n racket had
 no

 real future.

A
nd

 p
ub

licity w
as such a useful thing

.   C
o
rp

o
rate security o

fficers,
includ

ing
 telco

 security,  g
enerally w

o
rk und

er co
nd

itio
ns o

f g
reat d

is-
cretio

n.  A
nd

 co
rp

o
rate security o

fficials d
o
 no

t m
ake m

o
ney fo

r their
co

m
p
anies. T

heir jo
b
 is to

 *p
revent the lo

ss* o
f m

o
ney, w

hich is m
uch

less g
lam

o
ro

us than actually w
inning

 p
ro

fits.

If yo
u
 are a co

rp
o
rate secu

rity o
fficial, an

d
 yo

u
 d

o
 yo

u
r jo

b
 b

rillian
tly,

then nothing bad happens to your com
pany at all.  B

ecause of this, you
ap

p
ear co

m
p
letely sup

erfluo
us.   T

his is o
ne o

f the m
any unattractive

aspects of security w
ork.   It's rare that these folks have the chance to

draw
 som

e healthy attention to their ow
n efforts.
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Pub
licity also

 served
 the interest o

f their friend
s in law

 enfo
rcem

ent.
P
u
b
lic o

fficials, in
clu

d
in

g
 law

 en
fo

rcem
en

t o
fficials,  th

rive b
y attract-

ing
 favo

rab
le p

ub
lic interest.  A

 b
rilliant p

ro
secutio

n in a m
atter o

f
vital p

ub
lic interest  can m

ake the career o
f a p

ro
secuting

 atto
rney.  A

nd
fo

r a p
o
lice o

fficer, g
o
o
d
 p

ub
licity o

p
ens the p

urses o
f the leg

islature; it
m

ay b
ring

 a citatio
n, o

r a p
ro

m
o
tio

n, o
r at least a rise in status and

 the
resp

ect o
f o

ne's p
eers.

B
ut to have both publicity and secrecy is to have one's cake and eat it too.

In m
o
nths to

 co
m

e, as w
e w

ill sho
w

, this im
p
o
ssib

le act w
as to

 cause
g
reat pain to the ag

ents of the crackdow
n.  B

ut early on, it seem
ed possi-

b
le —

 m
ayb

e even likely —
 that the crackd

o
w

n co
uld

 successfully co
m

-
b
ine the b

est o
f b

o
th w

o
rld

s.   T
he *arrest* o

f hackers w
o
uld

 b
e heavily

p
ub

licized
.  T

he actual *d
eed

s* o
f the hackers, w

hich w
ere technically

hard
 to

 exp
lain and

 also
 a security risk, w

o
uld

 b
e left d

ecently o
b
scured

.
T
he *threat* hackers p

o
sed

 w
o
uld

 b
e heavily trum

p
eted

; the likeliho
o
d

o
f their actually co

m
m

itting
 such fearso

m
e crim

es w
o
uld

 b
e left to

 the
p
ub

lic's im
ag

inatio
n.  T

he sp
read

 o
f the co

m
p
uter und

erg
ro

und
, and

 its
g
ro

w
ing

 technical so
p
histicatio

n, w
o
uld

 b
e heavily p

ro
m

o
ted

;  the actual
hackers them

selves, m
o
stly b

esp
ectacled

 m
id

d
le-class w

hite sub
urb

an
teenag

ers, w
o
uld

 b
e d

enied
 any p

erso
nal p

ub
licity.

It does not seem
 to have occurred to any telco official that the hackers

accused
 w

o
uld

 d
em

and
 a d

ay in co
urt; that jo

urnalists w
o
uld

 sm
ile up

o
n

the hackers as "g
o
o
d
 co

p
y;"  that w

ealthy hig
h-tech entrep

reneurs
w

o
uld

 o
ffer m

o
ral and

 financial sup
p
o
rt to

 crackd
o
w

n victim
s; that co

n-
stitutio

nal law
yers w

o
uld

 sho
w

 up
 w

ith b
riefcases, fro

w
ning

 m
ig

htily.
T
his possib

ility does not seem
 to have ever entered the g

am
e-plan.

A
nd

 even if it had
, it p

ro
b
ab

ly w
o
uld

 no
t have slo

w
ed

 the fero
cio

us p
ur-

suit o
f a sto

len p
ho

ne-co
m

p
any d

o
cum

ent, m
ellifluo

usly kno
w

n as
"C

o
ntro

l O
ffice A

d
m

inistratio
n o

f Enhanced
 9

1
1

 S
ervices fo

r S
p
ecial

S
ervices and

 M
ajo

r A
cco

unt C
enters."

In the chap
ters to

 fo
llo

w
, w

e w
ill exp

lo
re the w

o
rld

s o
f p

o
lice and

 the
co

m
p
uter und

erg
ro

und
, and

 the larg
e shad

o
w

y area w
here they o

verlap
.

B
ut first, w

e m
ust exp

lo
re the b

attleg
ro

und
.  B

efo
re w

e leave the w
o
rld
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of the telcos, w
e m

ust understand w
hat a sw

itching
 system

 actually is
and

 ho
w

 yo
ur telep

ho
ne actually w

o
rks.

_
_

_
_

_

T
o the averag

e citizen, the idea of the telephone is represented b
y, w

ell,
a *telep

ho
ne:*  a d

evice that yo
u talk into

.  T
o
 a telco

 p
ro

fessio
nal, ho

w
-

ever, the telep
ho

ne itself is kno
w

n, in lo
rd

ly fashio
n, as a "sub

set."
T
he "sub

set" in yo
ur ho

use is a m
ere ad

junct, a d
istant nerve end

ing
, o

f
the central sw

itching
 statio

ns, w
hich are ranked

 in levels o
f heirarchy,

up
 to

 the  lo
ng

-d
istance electro

nic sw
itching

 statio
ns, w

hich are so
m

e o
f

the larg
est co

m
p
uters o

n earth.

Let us im
ag

ine that it is, say, 1
9

2
5

,  b
efo

re the intro
d
uctio

n o
f co

m
p
ut-

ers, w
hen the phone system

 w
as sim

pler and som
ew

hat easier to g
rasp.

Let's further im
ag

ine that yo
u are M

iss Leticia Lutho
r, a fictio

nal o
p
er-

ato
r fo

r M
a B

ell in N
ew

 Y
o
rk C

ity o
f the 2

0
s.

B
asically, yo

u, M
iss Lutho

r, *are* the "sw
itching

 system
."  Y

o
u are

sitting
 in fro

nt o
f a larg

e vertical sw
itchb

o
ard

, kno
w

n as a "co
rd

b
o
ard

,"
m

ad
e o

f shiny w
o
o
d
en p

anels, w
ith ten tho

usand
 m

etal-rim
m

ed
 ho

les
p
unched

 in them
, kno

w
n as jacks.  T

he eng
ineers w

o
uld

 have p
ut m

o
re

holes into your sw
itchb

oard, b
ut ten thousand is as m

any as you can
reach w

itho
ut actually having

 to
 g

et up
 o

ut o
f yo

ur chair.

Each o
f these ten tho

usand
 ho

les has its o
w

n little electric lig
htb

ulb
,

kno
w

n as a "lam
p
," and

 its o
w

n neatly p
rinted

 num
b
er co

d
e.

W
ith the ease o

f lo
ng

 hab
it, yo

u are scanning
 yo

ur b
o
ard

 fo
r lit-up

bulbs.  T
his is w

hat you do m
ost of the tim

e, so you are used to it.

A
 lam

p lights up.  T
his m

eans that the phone at the end of that line has
been taken off the hook.   W

henever a handset is taken off the hook, that
clo

ses a circuit insid
e the p

ho
ne w

hich then sig
nals the lo

cal o
ffice, i.e.

yo
u, auto

m
atically.  T

here m
ig

ht b
e so

m
eb

o
d
y calling

, o
r then ag

ain the
phone m

ight be sim
ply off the hook, but this does not m

atter to you yet.
T
he first thing

 yo
u d

o
, is reco

rd
 that num

b
er in yo

ur lo
g
b
o
o
k, in yo

ur
fin

e A
m

erican
 p

u
b
lic-sch

o
o
l h

an
d
w

ritin
g
.   T

h
is co

m
es first, n

atu
rally,

since it is d
o
ne fo

r b
illing

 p
urp

o
ses.
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Y
o
u no

w
 take the p

lug
 o

f yo
ur answ

ering
 co

rd
, w

hich g
o
es d

irectly to
yo

ur head
set, and

 p
lug

 it into
 the lit-up

 ho
le.  "O

p
erato

r," yo
u anno

unce.

In o
p
erato

r's classes, b
efo

re taking
 this jo

b
, yo

u have b
een issued

 a
larg

e p
am

p
hlet full o

f canned
 o

p
erato

r's resp
o
nses fo

r all kind
s o

f co
n-

ting
encies, w

hich you had to m
em

orize.  Y
ou have also b

een trained in a
p
ro

p
er no

n- reg
io

nal, no
n-ethnic p

ro
nunciatio

n and
 to

ne o
f vo

ice.  Y
o
u

rarely  have the occasion to m
ake any spontaneous rem

ark to a cus-
to

m
er, and

 in fact this is fro
w

ned
 up

o
n (excep

t o
ut o

n the rural lines
w

here p
eo

p
le  have tim

e o
n their hand

s and
 g

et up
 to

 all kind
s o

f m
is-

chief).

A
 tough-sounding user's voice at the end of the line gives you a num

ber.
Im

m
ed

iately, yo
u w

rite that num
b
er d

o
w

n in yo
ur lo

g
b
o
o
k, next to

 the
caller's num

b
er, w

hich yo
u just w

ro
te earlier.  Y

o
u then lo

o
k and

 see if
the num

b
er this g

uy w
ants is in fact o

n yo
ur sw

itchb
o
ard

, w
hich it g

en-
erally is, since it's g

enerally a lo
cal call. Lo

ng
 d

istance co
sts so

 m
uch

that p
eo

p
le use it sp

aring
ly.

O
nly then do you pick up a calling

-cord from
 a shelf at the b

ase of the
sw

itchb
oard.  T

his is a long
 elastic cord m

ounted on a kind of reel so that
it w

ill zip
 b

ack in w
hen yo

u unp
lug

 it.  T
here are a lo

t o
f co

rd
s d

o
w

n
there, and w

hen a bunch of them
 are out at once they look like a nest of

snakes.  S
o
m

e o
f the g

irls think there are b
ug

s living
 in tho

se cab
le-

holes.  T
hey're called "cable m

ites" and are supposed to bite your hands
and

 g
ive yo

u rashes.  Y
o
u d

o
n't b

elieve this, yo
urself.

G
rip

p
ing

 the head
 o

f yo
ur calling

-co
rd

, yo
u slip

 the tip
 o

f it d
eftly into

the sleeve of the jack for the called person.  N
ot all the w

ay in, thoug
h.

Y
o
u just to

uch it.  If yo
u hear a clicking

 so
und

, that m
eans the line is

b
usy and yo

u can't put the call thro
ug

h.  If the line is b
usy, yo

u have to
stick the calling

-co
rd

 into
 a "b

usy-to
ne jack," w

hich w
ill g

ive the g
uy a

b
usy-to

ne.  T
his w

ay yo
u do

n't have to
 talk to

 him
 yo

urself and ab
so

rb
h
is n

atu
ral h

u
m

an
 fru

stratio
n
.

B
ut the line isn't b

usy.  S
o
 yo

u p
o
p
 the co

rd
 all the w

ay in.   R
elay cir-

cuits in yo
ur b

o
ard

 m
ake the d

istant p
ho

ne ring
, and

 if so
m

eb
o
d
y p

icks
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it up off the hook, then a phone conversation starts.   You can hear this
co

nversatio
n o

n yo
ur answ

ering
 co

rd
, until yo

u unp
lug

 it. In fact yo
u

co
uld

 listen to
 the w

ho
le co

nversatio
n if yo

u w
anted

, b
ut this is sternly

fro
w

ned
 up

o
n b

y m
anag

em
ent, and

 frankly, w
hen yo

u've o
verheard

 o
ne,

yo
u've p

retty m
uch heard

 'em
 all.

Y
o
u can tell ho

w
 lo

ng
 the co

nversatio
n lasts b

y the g
lo

w
 o

f the calling
-

co
rd

's lam
p
, d

o
w

n o
n the calling

-co
rd

's shelf.   W
hen it's o

ver, yo
u

unp
lug

 and
 the calling

-co
rd

 zip
s b

ack into
 p

lace.

H
aving done this stuff a few

 hundred thousand tim
es, you becom

e quite
good at it.  In fact you're plugging, and connecting, and disconnecting,
ten, tw

enty, fo
rty co

rd
s at a tim

e.  It's a m
anual hand

icraft, really,
q
uite satisfying

 in a w
ay, rather like w

eaving
 o

n an up
rig

ht lo
o
m

.

S
ho

uld
 a lo

ng
-d

istance call co
m

e up
, it w

o
uld

 b
e d

ifferent, b
ut no

t all
that different.  Instead of connecting

 the call throug
h your ow

n local
sw

itchb
oard, you have to g

o up the hierarchy, onto the long
-distance

lines, kno
w

n as "trunklines."  D
ep

end
ing

 o
n ho

w
 far the call g

o
es, it m

ay
have to

 w
o
rk its w

ay thro
ug

h a w
ho

le series o
f o

p
erato

rs, w
hich can

take q
uite a w

hile.   T
he caller d

o
esn't w

ait o
n the line w

hile this co
m

-
plex process is negotiated across the country by the gaggle of operators.
Instead

, the caller hang
s up

, and
 yo

u call him
 b

ack yo
urself w

hen the
call has finally w

o
rked

 its w
ay thro

ug
h.

A
fter fo

ur o
r five years o

f this w
o
rk, yo

u g
et m

arried
, and

 yo
u have to

q
uit yo

ur jo
b
, this b

eing
 the natural o

rd
er o

f w
o
m

anho
o
d
 in the

A
m

erican 1
9
2
0
s.  T

he phone com
pany has to train som

ebody else —
m

aybe tw
o people, since the phone system

 has grow
n som

ew
hat in the

m
eantim

e.  A
nd this costs m

oney.

In fact, to
 use any kind

 o
f hum

an b
eing

 as a sw
itching

 system
 is a very

exp
ensive p

ro
p
o
sitio

n.   Eig
ht tho

usand
 Leticia Lutho

rs w
o
uld

 b
e b

ad
en

o
u
g
h
, b

u
t a q

u
arter o

f a m
illio

n
 o

f th
em

 is a m
ilitary-scale p

ro
p
o
si-

tio
n and

 m
akes d

rastic m
easures in auto

m
atio

n financially w
o
rthw

hile.

A
lthough the phone system

 continues to grow
 today, the num

ber of
hum

an b
eing

s em
ployed b

y telcos has b
een dropping

 steadily for years.
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Pho
ne "o

p
erato

rs" no
w

 d
eal w

ith no
thing

 b
ut unusual co

nting
encies, all

routine operations having
 been shrugged off onto m

achines.
C
o
nseq

uently, telep
ho

ne o
p
erato

rs are co
nsid

erab
ly less m

achine-like
now

adays,  and have been know
n to have accents and actual character in

their vo
ices.  W

hen yo
u reach a hum

an o
p
erato

r to
d
ay, the o

p
erato

rs are
rather m

o
re "hum

an" than they w
ere in Leticia's d

ay —
 b

ut o
n the o

ther
hand

, hum
an b

eing
s in the p

ho
ne system

 are m
uch hard

er to
 reach in the

first p
lace.

O
ver the first half o

f the tw
entieth century, "electro

m
echanical"

sw
itching

 system
s o

f g
ro

w
ing

 co
m

p
lexity w

ere cautio
usly intro

d
uced

into
 the p

ho
ne system

.  In certain b
ackw

aters, so
m

e o
f these hyb

rid
system

s are still in use.  B
ut after 1

9
6
5
, the phone system

 b
eg

an to g
o

com
pletely electronic, and this is b

y far the dom
inant m

ode today.
Electro

m
echanical system

s have "cro
ssb

ars," and
 "b

rushes," and
 o

ther
larg

e m
o
ving

 m
echanical p

arts, w
hich, w

hile faster and
 cheap

er than
Leticia, are still slo

w
, and

 tend
 to

 w
ear o

ut fairly q
uickly.

B
ut fully electro

nic system
s are inscrib

ed
 o

n silico
n chip

s, and
 are

lig
htning

-fast, very cheap
, and

 q
uite d

urab
le.   T

hey are m
uch cheap

er
to m

aintain than even the b
est electrom

echanical system
s, and they fit

into
 half the sp

ace.   A
nd

 w
ith every year, the silico

n chip
 g

ro
w

s sm
all-

er, faster, and
 cheap

er yet.  B
est o

f all,  auto
m

ated
 electro

nics w
o
rk

aro
und

 the clo
ck and

 d
o
n't have salaries o

r health insurance.

T
here are, ho

w
ever, q

uite serio
us d

raw
b
acks to

 the use o
f co

m
p
uter-

chips.   W
hen they do b

reak dow
n, it is a daunting

 challeng
e to fig

ure out
w

hat the heck has gone w
rong w

ith them
.  A

 broken cordboard generally
had

 a p
ro

b
lem

 in it b
ig

 eno
ug

h to
 see.  A

 b
ro

ken chip
 has invisib

le,
m

icroscopic faults.  A
nd the faults in bad softw

are can be so subtle as to
b
e p

ractically theo
lo

g
ical.

If you w
ant a m

echanical system
 to do som

ething new
, then you m

ust
travel to

 w
here it is, and

 p
ull p

ieces o
ut o

f it, and
 w

ire in new
 p

ieces.
T
his costs m

oney.  H
ow

ever, if you w
ant a chip to do som

ething
 new

, all
yo

u have to
 d

o
 is chang

e its so
ftw

are, w
hich is easy, fast and

 d
irt-cheap

.
You don't even have to see the chip to change its program

. Even if you did
see the chip

, it w
o
uld

n't lo
o
k like m

uch.  A
 chip

 w
ith p

ro
g
ram

 X
 d

o
esn't
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lo
o
k o

ne w
hit d

ifferent fro
m

 a chip
 w

ith p
ro

g
ram

 Y
.

W
ith the proper codes and sequences, and access to specialized phone-

lines, yo
u can chang

e electro
nic sw

itching
 system

s all o
ver A

m
erica

fro
m

 anyw
here yo

u p
lease.

A
nd so can other people.  If they know

 how
, and if they w

ant to, they can
sneak into

 a  m
icro

chip
 via the sp

ecial p
ho

nelines and
 d

id
d
le w

ith it,
leaving

 no
 p

hysical trace at all.  If they b
ro

ke into
 the o

p
erato

r's statio
n

and
 held

 Leticia at g
unp

o
int, that w

o
uld

 b
e very o

b
vio

us.  If they b
ro

ke
into

 a telco
 b

uild
ing

 and
 w

ent after an electro
m

echanical sw
itch w

ith a
toolbelt, that w

ould at least leave m
any traces.  B

ut people can do all
m

anner o
f am

azing
 thing

s to
 co

m
p
uter sw

itches just b
y typ

ing
 o

n a key-
b
o
ard

, and
 keyb

o
ard

s are everyw
here to

d
ay.  T

he extent o
f this vulnera-

b
ility is d

eep
, d

ark, b
ro

ad
, alm

o
st m

ind
-b

o
g
g
ling

, and
 yet this is a

b
asic, p

rim
al fact o

f life ab
o
ut any co

m
p
uter o

n a netw
o
rk.

S
ecurity exp

erts o
ver the p

ast tw
enty years have insisted

, w
ith g

ro
w

ing
urg

ency, that this b
asic vulnerab

ility o
f co

m
p
uters rep

resents an
entirely new

 level o
f risk, o

f unkno
w

n b
ut o

b
vio

usly d
ire p

o
tential to

so
ciety.   A

nd
 they are rig

ht.

A
n electro

nic sw
itching

 statio
n d

o
es p

retty m
uch everything

 Letitia d
id

,
except in nanoseconds and on a m

uch larger scale.  C
om

pared to M
iss

Lutho
r's ten tho

usand
 jacks, even a p

rim
itive 1

ES
S
 sw

itching
 co

m
p
uter,

6
0

s vintag
e,  has a 1

2
8

,0
0

0
 lines.   A

nd
 the current A

T
&

T
 system

 o
f

cho
ice is the m

o
nstro

us fifth-g
eneratio

n 5
ES

S
.

A
n Electro

nic S
w

itching
 S

tatio
n can scan every line o

n its "b
o
ard

" in a
tenth of a second, and it does this over and over, tirelessly, around the
clock.  Instead of eyes, it uses "ferrod scanners" to check the condition of
lo

cal lines and
 trunks.  Instead

 o
f hand

s, it has "sig
nal d

istrib
uto

rs,"
"central p

ulse d
istrib

uto
rs," "m

ag
netic latching

 relays," and
 "reed

sw
itches," w

hich co
m

p
lete and

 b
reak the calls. Instead

 o
f a b

rain, it has
a "central p

ro
cesso

r."   Instead
 o

f an instructio
n m

anual, it has a p
ro

-
g
ram

.   Instead
 o

f a hand
w

ritten lo
g
b
o
o
k fo

r reco
rd

ing
 and

 b
illing

 calls,
it has m

agnetic tapes. A
nd it never has to talk to anybody. Everything a

custo
m

er m
ig

ht say to
 it is d

o
ne b

y p
unching

 the d
irect-d

ial to
ne b

ut-
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to
ns o

n yo
ur sub

set.

A
lthoug

h an Electronic Sw
itching

 Station can't talk, it does need an
interface, so

m
e w

ay to
 relate to

 its, er, em
p
lo

yers.   T
his interface is

kno
w

n as the "m
aster co

ntro
l center."  (T

his interface m
ig

ht b
e b

etter
kno

w
n sim

p
ly as "the interface," since it d

o
esn't actually "co

ntro
l"

p
ho

ne calls d
irectly.  H

o
w

ever, a term
 like "M

aster C
o
ntro

l C
enter" is

just the kind
 o

f rheto
ric that telco

 m
aintenance eng

ineers  —
 and

 hack-
e
rs —

 fin
d
 p

articu
larly

 satisfy
in

g
.)

U
sing

 the m
aster control center, a phone eng

ineer can test local and
tru

n
k lin

es fo
r m

alfu
n
ctio

n
s.  H

e (rarely sh
e) can

 ch
eck vario

u
s alarm

d
isp

lays, m
easure traffic o

n the lines, exam
ine the reco

rd
s o

f telep
ho

ne
usage and the charges for those calls, and change the program

m
ing.

A
nd, of course, anybody else w

ho gets into the m
aster control center by

rem
o
te co

ntro
l can also

 d
o
 these thing

s, if he (rarely she) has m
anag

ed
to

 fig
ure them

 o
ut, o

r, m
o
re likely, has so

m
eho

w
 sw

ip
ed

 the kno
w

led
g
e

fro
m

 p
eo

p
le w

ho
 alread

y kno
w

.

In
 1

9
8

9
 an

d
 1

9
9

0
, o

n
e p

articu
lar R

B
O

C
, B

ellS
o
u
th

, w
h
ich

 felt p
artic-

ularly tro
ub

led
, sp

ent a p
urp

o
rted

 $
1

.2
 m

illio
n o

n co
m

p
uter security.

S
o
m

e think it sp
ent as m

uch as tw
o
 m

illio
n, if yo

u co
unt all the asso

ci-
ated

 co
sts. T

w
o
 m

illio
n d

o
llars is still very little co

m
p
ared

 to
 the g

reat
co

st-saving
 utility o

f telep
ho

nic co
m

p
uter system

s.

U
nfo

rtunately, co
m

p
uters are also

 stup
id

.  U
nlike hum

an b
eing

s, co
m

-
p
uters  p

o
ssess the truly p

ro
fo

und
 stup

id
ity o

f the inanim
ate.

In the 1
9

6
0

s, in the first sho
cks o

f sp
read

ing
 co

m
p
uterizatio

n, there
w

as m
uch easy talk about the stupidity of com

puters —
 how

 they could
"o

nly fo
llo

w
 the p

ro
g
ram

" and
 w

ere rig
id

ly req
uired

 to
 d

o
 "o

nly w
hat

they w
ere told."   T

here has b
een rather less talk ab

out the stupidity of
com

puters since they began to achieve grandm
aster status in chess

to
urnam

ents, and
 to

 m
anifest m

any o
ther im

p
ressive fo

rm
s o

f ap
p
arent

cleverness.

N
evertheless, co

m
p
uters *still* are p

ro
fo

und
ly b

rittle and
 stup

id
; they
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are sim
p
ly vastly m

o
re sub

tle in their stup
id

ity and
 b

rittleness.   T
he

co
m

p
uters o

f the 1
9

9
0

s are m
uch m

o
re reliab

le in their co
m

p
o
nents

than earlier co
m

p
uter system

s, b
ut they are also

 called
 up

o
n to

 d
o
 far

m
o
re co

m
p
lex thing

s, und
er far m

o
re challeng

ing
 co

nd
itio

ns.

O
n a b

asic m
athem

atical level, every sing
le line o

f a so
ftw

are p
ro

g
ram

o
ffers a chance fo

r so
m

e p
o
ssib

le screw
up

.   S
o
ftw

are d
o
es no

t sit still
w

hen it w
o
rks; it "runs," it interacts w

ith itself and
 w

ith its o
w

n inp
uts

and
 o

utp
uts. B

y analo
g
y, it stretches like p

utty into
 m

illio
ns o

f p
o
ssib

le
shapes and conditions, so m

any shapes that they can never all b
e suc-

cessfully tested, not even in the lifespan of the universe.  Som
etim

es the
p
utty snap

s.

T
he stuff w

e call "so
ftw

are" is no
t like anything

 that hum
an so

ciety is
used

 to
 thinking

 ab
o
ut.  S

o
ftw

are is so
m

ething
 like a m

achine, and
 so

m
e-

thing
 like m

athem
atics, and

 so
m

ething
 like lang

uag
e, and

 so
m

ething
 like

thoug
ht, and art, and inform

ation....  b
ut softw

are is not in fact any of
those other things.   T

he protean quality of softw
are is one of the great

so
urces o

f its fascinatio
n.  It also

 m
akes so

ftw
are very p

o
w

erful, very
su

b
tle, very u

n
p
red

ictab
le, an

d
 very risky.

Som
e softw

are is b
ad and b

ug
g
y.  Som

e is "rob
ust," even "b

ulletproof."
T
he best softw

are is that w
hich has been tested by thousands of users

und
er tho

usand
s o

f d
ifferent co

nd
itio

ns, o
ver years.  It is then kno

w
n as

"stab
le."   T

his d
o
es *no

t* m
ean that the so

ftw
are is no

w
 flaw

less, free
o
f b

ug
s.  It g

enerally m
eans that there are p

lenty o
f b

ug
s in it, b

ut the
b
ug

s are w
ell-id

entified
 and

 fairly w
ell und

ersto
o
d
.

T
here is sim

p
ly no

 w
ay to

 assure that so
ftw

are is free o
f flaw

s.  T
ho

ug
h

so
ftw

are is m
athem

atical in nature, it canno
t b

y "p
ro

ven" like a m
athe-

m
atical theo

rem
; so

ftw
are is m

o
re like lang

uag
e, w

ith inherent am
b
i-

g
u
ities, w

ith
 d

ifferen
t d

efin
itio

n
s, d

ifferen
t assu

m
p
tio

n
s, d

ifferen
t lev-

els o
f m

eaning
 that can co

nflict.

H
um

an b
eing

s can m
anag

e, m
ore or less, w

ith hum
an lang

uag
e b

ecause
w

e can catch the gist of it.

C
o
m

p
uters, d

esp
ite years o

f effo
rt in "artificial intellig

ence," have
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p
ro

ven sp
ectacularly b

ad
 in "catching

 the g
ist" o

f anything
 at all.  T

he
tiniest b

it o
f sem

antic g
rit m

ay still b
ring

 the m
ig

htiest co
m

p
uter tum

-
bling dow

n. O
ne of the m

ost hazardous things you can do to a com
puter

p
ro

g
ram

 is try to
 im

p
ro

ve it —
 to

 try to
 m

ake it safer.  S
o
ftw

are
"p

atches" rep
resent new

, untried
 un- "stab

le" so
ftw

are, w
hich is b

y
d
e
fin

itio
n
 riskie

r.

T
he m

o
d
ern telep

ho
ne system

 has co
m

e to
 d

ep
end

, utterly and
 irretriev-

ab
ly, up

o
n so

ftw
are.  A

nd
 the S

ystem
 C

rash o
f January 1

5
, 1

9
9

0
, w

as
caused

 b
y an *im

p
ro

vem
ent* in so

ftw
are.  O

r rather, an *attem
p
ted

*
im

p
ro

vem
ent.

A
s it happened, the prob

lem
 itself —

 the prob
lem

 per se  —
  took this

form
.  A

 piece of telco softw
are had b

een w
ritten in C

 lang
uag

e, a stan-
dard language of the telco field.  W

ithin the C
 softw

are w
as a long "do...

w
hile" co

nstruct.  T
he "d

o
... w

hile" co
nstruct co

ntained
 a "sw

itch" state-
m

ent.  T
he "sw

itch" statem
ent contained an "if" clause.  T

he "if" clause
co

ntained
 a "b

reak."  T
he "b

reak" w
as *sup

p
o
sed

* to
 "b

reak" the "if
clause."  Instead, the "b

reak" b
roke the "sw

itch" statem
ent.

T
hat w

as the prob
lem

, the actual reason w
hy people picking

 up phones
o
n January 1

5
, 1

9
9

0
, co

uld
 no

t talk to
 o

ne ano
ther.

O
r at least, that w

as the sub
tle, ab

stract, cyb
ersp

atial seed
 o

f the p
ro

b
-

lem
.  T

his is ho
w

 the p
ro

b
lem

 m
anifested

 itself fro
m

 the realm
 o

f p
ro

-
g
ram

m
ing

 into
 the realm

 o
f real life.

T
he S

ystem
 7

 so
ftw

are fo
r A

T
&

T
's 4

ES
S
 sw

itching
 statio

n, the "G
eneric

4
4

E1
4

 C
entral O

ffice S
w

itch S
o
ftw

are," had
 b

een extensively tested
, and

w
as considered very stable.   B

y the end of 1
9
8
9
, eighty of A

T
&

T
's

sw
itching

 system
s natio

nw
id

e had
 b

een p
ro

g
ram

m
ed

 w
ith the new

 so
ft-

w
are.  C

autio
usly, thirty- fo

ur statio
ns w

ere left to
 run the slo

w
er,

less-capab
le System

 6
, b

ecause A
T
&

T
 suspected there m

ig
ht b

e shake-
dow

n prob
lem

s w
ith the new

 and unprecedently sophisticated System
 7

netw
o
rk.

T
he stations w

ith System
 7

 w
ere prog

ram
m

ed to sw
itch over to a b

ackup
net in case o

f any p
ro

b
lem

s.  In m
id

-D
ecem

b
er 1

9
8

9
, ho

w
ever, a new
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hig
h-velo

city, hig
h- security so

ftw
are p

atch w
as d

istrib
uted

 to
 each o

f
the 4

ESS sw
itches that w

ould enable them
 to sw

itch over even m
ore

q
uickly, m

aking
 the S

ystem
 7

 netw
o
rk that m

uch m
o
re secure.

U
nfo

rtunately, every o
ne o

f these 4
ES

S
 sw

itches w
as no

w
 in p

o
ssessio

n
o
f a sm

all b
ut d

ead
ly flaw

.

In o
rd

er to
 m

aintain the netw
o
rk, sw

itches m
ust m

o
nito

r the co
nd

itio
n

o
f o

ther sw
itches —

 w
hether they are up

 and
 running

, w
hether they

have tem
porarily shut dow

n, w
hether they are overloaded and in need of

assistance, and so forth.  T
he new

 softw
are helped control this b

ook-
keep

ing
 functio

n b
y m

o
nito

ring
 the status calls fro

m
 o

ther sw
itches.

It o
nly takes fo

ur to
 six seco

nd
s fo

r a tro
ub

led
 4

ES
S
 sw

itch to
 rid

 itself
o
f all its calls, d

ro
p
 everything

 tem
p
o
rarily, and

 re-b
o
o
t its so

ftw
are

fro
m

 scratch
. S

tartin
g
 o

ver fro
m

 scratch
 w

ill g
en

erally rid
 th

e sw
itch

o
f any so

ftw
are p

ro
b
lem

s that m
ay have d

evelo
p
ed

 in the co
urse o

f run-
ning

 the system
.   B

ug
s that arise w

ill b
e sim

p
ly w

ip
ed

 o
ut b

y this
p
ro

cess.  It is a clever id
ea. T

his p
ro

cess o
f auto

m
atically re-b

o
o
ting

fro
m

 scratch is kno
w

n as the "no
rm

al fault reco
very ro

utine."   S
ince

A
T
&

T
's so

ftw
are is in fact excep

tio
nally stab

le, system
s rarely have to

g
o
 into

 "fault reco
very" in the first p

lace;  b
ut A

T
&

T
 has alw

ays b
o
asted

o
f its "real w

o
rld

" reliab
ility, an

d
 th

is tactic is a b
elt-an

d
-su

sp
en

d
ers

ro
utine.

T
he 4

ES
S
 sw

itch used
 its new

 so
ftw

are to
 m

o
nito

r its fello
w

 sw
itches as

they recovered from
 faults.   A

s other sw
itches cam

e b
ack on line after

reco
very, they w

o
uld

 send
 their "O

K
" sig

nals to
 the sw

itch.   T
he sw

itch
w

ould m
ake a little note to that effect in its "status m

ap," recog
nizing

that the fellow
 sw

itch w
as back and ready to go, and should be sent som

e
calls and

 p
ut b

ack to
 reg

ular w
o
rk.

U
nfo

rtunately, w
hile it w

as b
usy b

o
o
kkeep

ing
 w

ith the status m
ap

, the
tiny flaw

 in the b
rand

-new
 so

ftw
are cam

e into
 p

lay.  T
he flaw

 caused
 the

4
ES

S
 sw

itch to
 interacted

, sub
tly b

ut d
rastically, w

ith inco
m

ing
 tele-

p
ho

ne calls fro
m

 hum
an users.  If —

 and
 o

nly if —
 tw

o
 inco

m
ing

 p
ho

ne-
calls happened to hit the sw

itch w
ithin a hundredth of a second,  then a

sm
all patch of data w

ould be garbled by the flaw
.

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
4 7



B
ut the sw

itch had
 b

een p
ro

g
ram

m
ed

 to
 m

o
nito

r itself co
nstantly fo

r any
possible dam

age to its data. W
hen the sw

itch perceived that its data had
b
een som

ehow
  g

arb
led, then it too w

ould g
o dow

n, for sw
ift repairs to

its so
ftw

are.  It w
o
uld

 sig
nal its fello

w
 sw

itches no
t to

 send
 any m

o
re

w
o
rk.  It w

o
uld

 g
o
 into

 the fault- reco
very m

o
d
e fo

r fo
ur to

 six seco
nd

s.
A

nd then the sw
itch w

ould be fine again, and w
ould send out its "O

K
,

read
y fo

r w
o
rk" sig

nal.

H
o
w

ever, the "O
K
, read

y fo
r w

o
rk" sig

nal w
as the *very thing

 that had
caused the   sw

itch to g
o dow

n in the first place.*  A
nd *all* the System

7
 sw

itches had the sam
e flaw

 in their status-m
ap softw

are.  A
s soon as

they stopped to m
ake  the bookkeeping note that their fellow

 sw
itch w

as
"O

K
," then they too w

ould becom
e vulnerable to the slight chance that

tw
o
 p

ho
ne-calls w

o
uld

 hit them
 w

ithin a hund
red

th o
f a seco

nd
.

A
t ap

p
ro

xim
ately 2

:2
5

 p
.m

. ES
T
 o

n M
o
nd

ay, January 1
5

, o
ne o

f A
T
&

T
's

4
ES

S
 to

ll sw
itching

 system
s in N

ew
 Y

o
rk C

ity had
 an actual, leg

itim
ate,

m
ino

r p
ro

b
lem

.  It w
ent into

 fault reco
very ro

utines, anno
unced

 "I'm
g
oing

 dow
n," then announced, "I'm

 b
ack, I'm

 O
K
."   A

nd this cheery m
es-

sage then blasted throughout the netw
ork to m

any of its fellow
 4

ESS
sw

itches.

M
any o

f the sw
itches, at first, co

m
p
letely escap

ed
 tro

ub
le.  T

hese lucky
sw

itches w
ere no

t hit b
y the co

incid
ence o

f tw
o
 p

ho
ne calls w

ithin a
hundredth of a second.   T

heir softw
are did not fail —

 at first.  B
ut three

sw
itches —

 in A
tlanta, S

t. Lo
uis, and

 D
etro

it —
  w

ere unlucky, and
 w

ere
caught w

ith their hands full.  A
nd they w

ent dow
n.  A

nd they cam
e back

up, alm
ost im

m
ediately. A

nd they too began to broadcast the lethal m
es-

sag
e that they, too, w

ere "O
K
" ag

ain, activating
 the lurking

 softw
are b

ug
in yet o

ther sw
itches.

A
s m

ore and m
ore sw

itches did have that bit of bad luck and collapsed,
the call-traffic b

ecam
e m

o
re and

 m
o
re d

ensely p
acked

 in the rem
aining

sw
itches, w

hich w
ere g

roaning
 to keep up w

ith the load.   A
nd of course,

as the calls b
ecam

e m
ore densely packed, the sw

itches w
ere *m

uch m
ore

likely* to
 b

e hit tw
ice w

ithin a hund
red

th o
f a seco

nd
.
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It o
nly to

o
k fo

ur seco
nd

s fo
r a sw

itch to
 g

et w
ell. T

here w
as no

 *p
hysi-

cal* d
am

ag
e o

f any kind
 to

 the sw
itches, after all.   Physically, they

w
ere w

o
rking

 p
erfectly. T

his situatio
n w

as "o
nly" a so

ftw
are p

ro
b
lem

.

B
ut the 4

ES
S
 sw

itches w
ere leap

ing
 up

 and
 d

o
w

n every fo
ur to

 six sec-
o
nd

s, in a virulent sp
read

ing
 w

ave all o
ver A

m
erica,  in utter, m

anic,
m

echanical stup
id

ity.  T
hey kep

t *kno
cking

*  o
ne ano

ther d
o
w

n w
ith

their contagious "O
K
" m

essages.

It to
o
k ab

o
ut ten m

inutes fo
r the chain reactio

n to
 crip

p
le the netw

o
rk.

Even then, sw
itches w

o
uld

 p
erio

d
ically luck-o

ut and
 m

anag
e to

 resum
e

their no
rm

al w
o
rk.  M

any calls —
 m

illio
ns o

f them
 —

 w
ere m

anag
ing

 to
g
et thro

ug
h.  B

ut m
illio

ns w
eren't.

T
he sw

itching stations that used System
 6

 w
ere not directly affected.

T
hanks to these old-fashioned sw

itches, A
T
&

T
's national system

 avoided
com

plete collapse.  T
his fact also m

ade it clear to engineers that System
7

 w
as at fault.

B
e
ll L

ab
s e

n
g
in

e
e
rs, w

o
rkin

g
 fe

ve
rish

ly
 in

 N
e
w

 Je
rse

y
, Illin

o
is, an

d
O

hio
, first tried

 their entire rep
erto

ire o
f stand

ard
 netw

o
rk rem

ed
ies

on the m
alfunctioning System

 7
.  N

one of the rem
edies w

orked, of
course, because nothing like this had ever happened to any phone system
b
efo

re.

B
y cutting

 o
ut the b

ackup
 safety netw

o
rk entirely, they w

ere ab
le to

reduce the frenzy of "O
K
" m

essages by about half.  T
he system

 then
b
eg

an to recover, as the chain reaction slow
ed.   B

y 1
1
:3

0
 pm

 on M
onday

January 1
5

, sw
eating

 eng
ineers o

n the m
id

nig
ht shift b

reathed
 a sig

h o
f

relief as the last sw
itch cleared

-up
.

B
y T

uesd
ay they w

ere p
ulling

 all the b
rand

-new
 4

ES
S
 so

ftw
are and

rep
lacin

g
 it w

ith
 an

 earlier versio
n
 o

f S
ystem

 7
.

If these had
 b

een hum
an o

p
erato

rs, rather than co
m

p
uters at w

o
rk,

som
eone w

ould sim
ply have eventually stopped scream

ing
.  It w

ould have
been *obvious* that the situation w

as not "O
K
," and com

m
on sense w

ould
have kicked in.   H

um
ans possess com

m
on sense —

 at least to som
e
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extent.   C
o
m

p
uters sim

p
ly d

o
n't.

O
n the other hand, com

puters can handle hundreds of calls per second.
H

um
ans sim

p
ly can't.   If every sing

le hum
an b

eing
 in A

m
erica w

o
rked

for the phone com
pany, w

e couldn't m
atch the perform

ance of digital
sw

itch
e
s: d

ire
ct-d

iallin
g
, th

re
e
-w

ay
 callin

g
, sp

e
e
d
-callin

g
, call- w

ait-
ing

, C
aller ID

, all the rest o
f the co

rnuco
p
ia o

f d
ig

ital b
o
unty.

R
ep

lacing
 co

m
p
uters w

ith o
p
erato

rs is sim
p
ly no

t an o
p
tio

n any m
o
re.

A
nd

 yet w
e still, anachro

nistically,  exp
ect hum

ans to
 b

e running
 o

ur
phone system

.   It is hard for us to understand that w
e have sacrificed

hug
e am

o
unts o

f initiative and
 co

ntro
l to

 senseless yet p
o
w

erful
m

achines. W
hen the phones fail, w

e w
ant som

eb
ody to b

e responsib
le.

W
e w

ant som
ebody to blam

e.

W
hen the C

rash o
f January 1

5
 hap

p
ened

, the A
m

erican p
o
p
ulace w

as
sim

p
ly no

t p
rep

ared
 to

 und
erstand

 that eno
rm

o
us land

slid
es in cyb

er-
sp

ace, like the C
rash itself, can hap

p
en, and

 can b
e no

b
o
d
y's fault in

p
articular.   It w

as easier to
 b

elieve, m
ayb

e even in so
m

e o
d
d
 w

ay m
o
re

reassuring
 to

 b
elieve, that so

m
e evil p

erso
n, o

r evil g
ro

up
, had

 d
o
ne

this to
 us.  "H

ackers" had
 d

o
ne it. W

ith a virus.   A
 tro

jan ho
rse.  A

 so
ft-

w
are b

o
m

b
.  A

 d
irty p

lo
t o

f so
m

e kind
.   Peo

p
le b

elieved
 this, resp

o
nsi-

b
le p

eo
p
le.  In 1

9
9

0
, they w

ere lo
o
king

 hard
 fo

r evid
ence to

 co
nfirm

th
eir h

eartfelt su
sp

icio
n
s.

A
nd they w

ould look in a lot of places.

C
o
m

e 1
9

9
1

, ho
w

ever, the o
utlines o

f an ap
p
arent new

 reality w
o
uld

begin to em
erge from

 the fog.

O
n July 1

 and
 2

, 1
9

9
1

, co
m

p
uter-so

ftw
are co

llap
ses in telep

ho
ne

sw
itching

 statio
ns d

isrup
ted

 service in W
ashing

to
n D

C
, Pittsb

urg
h, Lo

s
A

ng
eles and San Francisco.   O

nce ag
ain, seem

ing
ly m

inor m
aintenance

p
ro

b
lem

s had
 crip

p
led

 the d
ig

ital S
ystem

 7
.  A

b
o
ut tw

elve m
illio

n p
eo

-
p
le w

ere affected
 in the C

rash o
f July 1

, 1
9

9
1

.

Said the N
ew

 Y
ork T

im
es Service:  "T

elephone com
pany executives and

fed
eral reg

ulato
rs said

 they w
ere no

t ruling
 o

ut the p
o
ssib

ility o
f sab

o
-
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tage by com
puter hackers, but m

ost seem
ed to think the problem

s
stem

m
ed from

 som
e unknow

n defect in the softw
are running

 the net-
w

o
rks."

A
nd sure enoug

h, w
ithin the w

eek, a red-faced softw
are com

pany, D
SC

C
o
m

m
unicatio

ns C
o
rp

o
ratio

n o
f Plano

, T
exas, o

w
ned

 up
 to

 "g
litches" in

the "sig
nal transfer p

o
int" so

ftw
are that D

S
C
 had

 d
esig

ned
 fo

r B
ell

A
tlantic and

 Pacific B
ell.  T

he im
m

ed
iate cause o

f the July 1
 C

rash w
as a

sing
le m

istyp
ed

 character:  o
ne tiny typ

o
g
rap

hical flaw
 in o

ne sing
le

line o
f the so

ftw
are.  O

ne m
istyp

ed
 letter, in o

ne sing
le line, had

d
ep

rived
 the natio

n's cap
ital o

f p
ho

ne service.  It w
as no

t p
articularly

surp
rising

 that this tiny flaw
 had

 escap
ed

 attentio
n: a typ

ical S
ystem

 7
statio

n req
uires *ten m

illio
n* lines o

f co
d
e.

O
n T

uesday, Septem
ber 1

7
, 1

9
9
1
, cam

e the m
ost spectacular outage yet.

T
his case had

 no
thing

 to
 d

o
 w

ith so
ftw

are failures —
 at least, no

t d
irect-

ly.  Instead
, a g

ro
up

 o
f A

T
&

T
's sw

itching
 statio

ns in N
ew

 Y
o
rk C

ity had
sim

p
ly run o

ut o
f electrical p

o
w

er and
 shut d

o
w

n co
ld

.  T
heir b

ack-up
b
atteries had failed.  A

utom
atic w

arning
 system

s w
ere supposed to w

arn
of the loss of battery pow

er, but those autom
atic system

s had failed as
w

ell.

T
his tim

e, K
enned

y, La G
uard

ia, and
 N

ew
ark airp

o
rts all had

 their vo
ice

and
 d

ata co
m

m
unicatio

ns cut.   T
his ho

rrifying
 event w

as p
articularly

iro
nic, as attacks o

n airp
o
rt co

m
p
uters b

y hackers had
 lo

ng
 b

een a stan-
d
ard

 nig
htm

are scenario
, m

uch trum
p
eted

 b
y co

m
p
uter- security

experts w
ho feared the com

puter underground. T
here had even been a

H
o
llyw

o
o
d
 th

riller ab
o
u
t sin

ister h
ackers ru

in
in

g
 airp

o
rt co

m
p
u
ters —

*D
ie

 H
a
rd

 II.*

N
o
w

 A
T
&

T
 itself had

 crip
p
led

 airp
o
rts w

ith co
m

p
uter m

alfunctio
ns  —

no
t just o

ne airp
o
rt, b

ut three at o
nce, so

m
e o

f the b
usiest in the w

o
rld

.

A
ir traffic cam

e to
 a stand

still thro
ug

ho
ut the G

reater N
ew

 Y
o
rk area,

causing
 m

o
re than 5

0
0

 flig
hts to

 b
e cancelled

, in a sp
read

ing
 w

ave all
o
ver A

m
erica and

 even into
 Euro

p
e.  A

no
ther 5

0
0

 o
r so

 flig
hts w

ere
d
elayed

, affecting
, all in all, ab

o
ut 8

5
,0

0
0

 p
asseng

ers.  (O
ne o

f these
p
asseng

ers w
as the chairm

an o
f the Fed

eral C
o
m

m
unicatio

ns
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C
o
m

m
issio

n.)

S
trand

ed
 p

asseng
ers in N

ew
 Y

o
rk and

 N
ew

 Jersey w
ere further infuri-

ated to discover that they could not even m
anage to m

ake a long distance
p
ho

ne call, to
 exp

lain their d
elay to

 lo
ved

 o
nes o

r b
usiness asso

ciates.
T
hanks to

 the crash, ab
o
ut fo

ur and
 a half m

illio
n d

o
m

estic calls, and
half a m

illio
n internatio

nal calls, failed
 to

 g
et thro

ug
h.

T
he S

ep
tem

b
er 1

7
 N

Y
C
 C

rash, unlike the p
revio

us o
nes, invo

lved
 no

t a
w

hisp
er o

f "hacker" m
isd

eed
s.  O

n the co
ntrary,  b

y 1
9

9
1

, A
T
&

T
 itself

w
as suffering

 m
uch o

f the vilificatio
n that had

 fo
rm

erly b
een d

irected
 at

hackers. C
o
ng

ressm
en w

ere g
rum

b
ling

.  S
o
 w

ere state and
 fed

eral reg
u-

lato
rs.  A

nd
 so

 w
as the p

ress.

Fo
r their p

art, ancient rival M
C

I to
o
k o

ut snid
e full- p

ag
e new

sp
ap

er
ad

s in N
ew

 Y
o
rk, o

ffering
 their o

w
n lo

ng
- d

istance services fo
r the

"next tim
e that A

T
&

T
 goes dow

n."

"Y
o
u w

o
uld

n't find
 a classy co

m
p
any like A

T
&

T
 using

 such ad
vertising

,"
p
ro

tested
 A

T
&

T
 C

hairm
an R

o
b
ert A

llen, unco
nvincing

ly.  O
nce ag

ain, o
ut

cam
e the full-p

ag
e A

T
&

T
 ap

o
lo

g
ies in new

sp
ap

ers, ap
o
lo

g
ies fo

r "an
inexcusab

le culm
inatio

n o
f b

o
th hum

an and
 m

echanical failure."   (T
his

tim
e, ho

w
ever, A

T
&

T
 o

ffered
 no

 d
isco

unt o
n later calls.  U

nkind
 critics

suggested that A
T
&

T
 w

ere w
orried about setting any precedent for

refund
ing

 the financial lo
sses caused

 b
y telep

ho
ne crashes.)

Ind
ustry jo

urnals asked
  p

ub
licly if A

T
&

T
 w

as "asleep
 at the sw

itch."
T
he telep

ho
ne netw

o
rk, A

m
erica's p

urp
o
rted

 m
arvel o

f hig
h-tech relia-

b
ility,  had

 g
o
ne d

o
w

n three tim
es in 1

8
 m

o
nths.  *Fo

rtune* m
ag

azine
listed the C

rash of Septem
ber 1

7
 am

ong the "B
iggest B

usiness G
oofs of

1
9

9
1

,"  cruelly p
aro

d
ying

 A
T
&

T
's ad

 cam
p
aig

n in an article entitled
"A

T
&

T
 W

ants Y
o
u B

ack (S
afely O

n the G
ro

und
, G

o
d
 W

illing
)."

W
hy had

 tho
se N

ew
 Y

o
rk sw

itching
 system

s sim
p
ly run o

ut o
f p

o
w

er?
B
ecause no hum

an being had attended to the alarm
 system

.  W
hy did the

alarm
 system

s b
lare auto

m
atically, w

itho
ut any hum

an b
eing

 no
ticing

?
B
ecause the three telco

 technicians w
ho

 *sho
uld

* have b
een listening

w
ere ab

sent fro
m

 their statio
ns in the p

o
w

er-ro
o
m

, o
n ano

ther flo
o
r o

f
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the b
uild

ing
 —

 attend
ing

 a training
 class.  A

 training
 class ab

o
ut the

alarm
 system

s fo
r the p

o
w

er ro
o
m

!

"C
rashing the System

" w
as no longer "unprecedented" by late 1

9
9
1
.   O

n
the co

ntrary, it no
 lo

ng
er even seem

ed
 an o

d
d
ity.   B

y 1
9

9
1

, it w
as clear

that all the policem
en in the w

orld could no long
er "protect" the phone

system
 fro

m
 crashes.   B

y far the w
o
rst crashes the system

 had
 ever

had
, had

 b
een inflicted

, b
y the system

, up
o
n *itself.*  A

nd
 this tim

e
nobody w

as m
aking cocksure statem

ents that this w
as an anom

aly,
som

ething that w
ould never happen again.   B

y 1
9
9
1
 the System

's
defenders had m

et their nebulous Enem
y, and the Enem

y w
as —

 the
S
ystem

.

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
5 3



P
A

R
T

 
T

W
O

T
H
E
 D

IG
IT

A
L
 U

N
D
E
R
G
R
O
U
N
D

T
he d

ate w
as M

ay 9
, 1

9
9

0
.  T

he Po
p
e w

as to
uring

 M
exico

 C
ity.

H
u
stlers fro

m
 th

e M
ed

ellin
 C

artel w
ere tryin

g
 to

 b
u
y b

lack-m
arket

S
ting

er m
issiles in Flo

rid
a.  O

n the co
m

ics p
ag

e, D
o
o
nesb

ury character
A

ndy w
as dying

 of A
ID

S.   A
nd then.... a hig

hly unusual item
 w

hose novel-
ty and

 calculated
 rheto

ric w
o
n it head

scratching
 attentio

n in new
sp

ap
ers

all o
ver A

m
erica.

T
he U

S
 A

tto
rney's o

ffice in Pho
enix, A

rizo
na, had

 issued
 a p

ress release
anno

uncing
 a natio

nw
id

e law
 enfo

rcem
ent crackd

o
w

n ag
ainst "illeg

al
co

m
p
uter hacking

 activities."  T
he sw

eep
 w

as o
fficially kno

w
n as

"O
p
eratio

n S
und

evil."

Eig
ht p

arag
rap

hs in the p
ress release g

ave the b
are facts:  tw

enty-seven
search w

arrants carried
 o

ut o
n M

ay 8
, w

ith three arrests, and
 a hun-

d
red

 and
 fifty ag

ents o
n the p

ro
w

l in "tw
elve" cities acro

ss A
m

erica.
(D

ifferent co
unts in lo

cal p
ress rep

o
rts yield

ed
 "thirteen," "fo

urteen,"
and

 "sixteen" cities.)   O
fficials estim

ated
 that crim

inal lo
sses o

f rev-
enue to

 telep
ho

ne co
m

p
anies "m

ay run into
 m

illio
ns o

f d
o
llars."   C

red
it

fo
r the S

und
evil investig

atio
ns w

as taken b
y the U

S
 S

ecret S
ervice,

A
ssistant U

S A
ttorney T

im
 H

oltzen of Phoenix, and the A
ssistant

A
tto

rney G
eneral o

f A
rizo

na,  G
ail T

hackeray.

T
he p

rep
ared

 rem
arks o

f G
arry M

. Jenkins, ap
p
earing

 in a U
.S

.
D

ep
artm

ent o
f Justice p

ress release, w
ere o

f p
articular interest.  M

r.
Jenkins w

as the A
ssistant D

irecto
r o

f the U
S
 S

ecret S
ervice, and

 the
hig

hest-ranking
 fed

eral o
fficial to

 take any d
irect p

ub
lic ro

le in  the
hacker crackd

o
w

n o
f 1

9
9

0
.

"T
oday, the Secret Service is sending a clear m

essage to those com
puter

hackers w
ho

 have d
ecid

ed
 to

 vio
late the law

s o
f this natio

n in the m
is-

taken b
elief that they can successfully avoid detection b

y hiding
 b

ehind
the relative ano

nym
ity o

f their co
m

p
uter term

inals.(...) "U
nd

erg
ro

und
g
ro

up
s have b

een fo
rm

ed
 fo

r the p
urp

o
se o

f exchang
ing

 info
rm

atio
n rel-

evant to
 their crim

inal activities.  T
hese g

ro
up

s o
ften co

m
m

unicate w
ith
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each other through m
essage system

s betw
een com

puters called 'bulletin
b
o
ard

s.' "O
ur exp

erience sho
w

s that m
any co

m
p
uter hacker susp

ects are
no

 lo
ng

er m
isg

uid
ed

 teenag
ers, m

ischievo
usly p

laying
 g

am
es w

ith their
co

m
p
uters in their b

ed
ro

o
m

s.  S
o
m

e are no
w

 hig
h tech co

m
p
uter o

p
era-

tors using
 com

puters to eng
ag

e in unlaw
ful conduct."

W
ho

 w
ere these "und

erg
ro

und
 g

ro
up

s" and
 "hig

h- tech o
p
erato

rs?"
W

here had
 they co

m
e fro

m
?  W

hat d
id

 they w
ant?  W

ho
 *w

ere*   they?
W

ere they "m
ischievo

us?"  W
ere they d

ang
ero

us?  H
o
w

 had
 "m

isg
uid

ed
teenagers" m

anaged to alarm
 the U

nited States Secret Service?  A
nd just

ho
w

 w
id

esp
read

 w
as this so

rt o
f thing

?

O
f all the m

ajo
r p

layers in the H
acker C

rackd
o
w

n: the p
ho

ne co
m

p
anies,

law
 enfo

rcem
ent, the civil lib

ertarians, and
 the "hackers" them

selves —
the "hackers" are b

y far the m
o
st m

ysterio
us, b

y far the hard
est to

und
erstand

, b
y far the *w

eird
est.*

N
o
t o

nly are "hackers"  no
vel in their activities, b

ut they co
m

e in a
variety o

f o
d
d
 sub

cultures, w
ith a variety o

f lang
uag

es, m
o
tives and

values.

T
he earliest p

ro
to

-hackers w
ere p

ro
b
ab

ly tho
se unsung

 m
ischievo

us
teleg

rap
h b

o
ys w

ho
 w

ere sum
m

arily fired
 b

y the B
ell C

o
m

p
any in

1
8

7
8

.

Leg
itim

ate "hackers," tho
se co

m
p
uter enthusiasts w

ho
 are ind

ep
end

ent-
m

in
d
ed

 b
u
t law

-ab
id

in
g
, g

en
erally trace th

eir sp
iritu

al an
cestry to

elite technical universities, esp
ecially M

.I.T
. and

 S
tanfo

rd
, in the

1
9

6
0

s.

B
ut the g

enuine ro
o
ts o

f the m
o
d
ern hacker *und

erg
ro

und
* can p

ro
b
ab

ly
b
e traced

 m
o
st successfully to

 a no
w

 m
uch-o

b
scured

 hip
p
ie anarchist

m
ovem

ent know
n as the Y

ippies.   T
he  Y

ippies, w
ho took their nam

e
fro

m
 the larg

ely fictio
nal "Y

o
uth Internatio

nal Party," carried
 o

ut a
lo

u
d
 an

d
 lively p

o
licy o

f su
rrealistic su

b
versio

n
 an

d
 o

u
trag

eo
u
s p

o
liti-

cal m
ischief.  T

heir b
asic tenets w

ere flag
rant sexual p

ro
m

iscuity, o
p
en

and
 co

p
io

us d
rug

 use, the p
o
litical o

verthro
w

 o
f any p

o
w

erm
o
ng

er o
ver

thirty years of ag
e, and an im

m
ediate end to the w

ar in V
ietnam

, b
y any
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m
eans necessary, includ

ing
 the p

sychic levitatio
n o

f the Pentag
o
n.

T
he tw

o
 m

o
st visib

le Y
ip

p
ies w

ere A
b
b
ie H

o
ffm

an and
 Jerry R

ub
in.

R
ub

in eventually  b
ecam

e a W
all S

treet b
ro

ker.  H
o
ffm

an, ard
ently

so
ug

ht b
y fed

eral autho
rities, w

ent into
 hid

ing
 fo

r seven years, in
M

exico
, France, and

 the U
nited

 S
tates.   W

hile o
n the lam

, H
o
ffm

an co
n-

tinued
 to

 w
rite and

 p
ub

lish, w
ith help

 fro
m

 sym
p
athizers in the

A
m

erican anarcho
-leftist und

erg
ro

und
.   M

o
stly, H

o
ffm

an survived
thro

ug
h false ID

 and
 o

d
d
 jo

b
s.  Eventually he und

erw
ent facial p

lastic
surg

ery and
 ad

o
p
ted

 an entirely new
 id

entity as o
ne "B

arry Freed
."

A
fter surrend

ering
 him

self to
 autho

rities in 1
9

8
0

, H
o
ffm

an  sp
ent a

year in p
riso

n o
n a co

caine co
nvictio

n.

H
o
ffm

an's w
o
rld

view
 g

rew
 m

uch d
arker as the g

lo
ry d

ays o
f the 1

9
6

0
s

faded.  In 1
9
8
9
, he purportedly com

m
itted suicide, under odd and, to

so
m

e, rather susp
icio

us circum
stances.

A
b
b
ie H

offm
an is said to have caused the Federal B

ureau of Investig
ation

to
 am

ass the sing
le larg

est investig
atio

n file ever o
p
ened

 o
n an ind

ivid
-

u
al A

m
erican

 citizen
.  (If th

is is tru
e, it is still q

u
estio

n
ab

le w
h
eth

er
the FB

I reg
ard

ed
 A

b
b
ie H

o
ffm

an a serio
us p

ub
lic threat  —

 q
uite p

o
ssi-

b
ly, his file w

as eno
rm

o
us sim

p
ly b

ecause H
o
ffm

an left co
lo

rful leg
-

end
ry w

herever he w
ent).   H

e w
as a g

ifted
 p

ub
licist, w

ho
 reg

ard
ed

electronic m
edia as both playground and w

eapon.  H
e actively enjoyed

m
anip

ulating
 netw

o
rk T

V
 and

 o
ther g

ullib
le, im

ag
e- hung

ry m
ed

ia,
w

ith
 vario

u
s w

eird
 lies, m

in
d
b
o
g
g
lin

g
 ru

m
o
rs, im

p
erso

n
atio

n
 scam

s,
and

 o
ther sinister d

isto
rtio

ns, all ab
so

lutely g
uaranteed

 to
 up

set co
p
s,

Presidential candidates, and federal judg
es.    H

offm
an's m

ost fam
ous

w
o
rk w

as a b
o
o
k self-reflexively kn

o
w

n
 as *S

teal T
h
is B

o
o
k,* w

h
ich

p
ub

licized
 a num

b
er o

f m
etho

d
s b

y w
hich yo

ung
, p

enniless hip
p
ie ag

ita-
tors m

ig
ht live off the fat of a system

 supported b
y hum

orless drones.
*S

teal T
his B

o
o
k,* w

ho
se title urg

ed
 read

ers to
 d

am
ag

e the very m
eans

o
f d

istrib
utio

n w
hich had

 p
ut it into

 their hand
s, m

ig
ht b

e d
escrib

ed
 as a

sp
iritual ancesto

r o
f a co

m
p
uter virus.

H
o
ffm

an, like m
any a later co

nsp
irato

r, m
ad

e extensive use o
f p

ay-
p
ho

nes fo
r his ag

itatio
n w

o
rk —

 in his case, g
enerally thro

ug
h the use o

f
cheap

 b
rass w

ashers as co
in-slug

s.

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 

H
A

C
K

E
R

 C
R

A
C

K
D

O
W

N
 

N
O

T
 F

O
R

 C
O

M
M

E
R

C
IA

L
 U

S
E

5 6



D
uring

 the V
ietnam

 W
ar, there w

as a fed
eral surtax im

p
o
sed

 o
n tele-

phone service; H
offm

an and his cohorts could, and did,  arg
ue that in

system
atically stealing

 p
ho

ne service they w
ere eng

ag
ing

 in civil d
is-

o
b
ed

ience: virtuo
usly d

enying
 tax fund

s to
 an illeg

al and
 im

m
o
ral w

ar.

B
ut this thin veil o

f d
ecency w

as so
o
n d

ro
p
p
ed

 entirely.  R
ip

p
ing

-o
ff the

S
ystem

  fo
und

 its o
w

n justificatio
n in d

eep
 alienatio

n and
 a b

asic o
utlaw

co
ntem

p
t fo

r  co
nventio

nal b
o
urg

eo
is values.  Ing

enio
us, vag

uely p
o
liti-

cized
 varieties o

f rip
-o

ff, w
hich m

ig
ht b

e d
escrib

ed
 as "anarchy b

y
co

nvenience," b
ecam

e very p
o
p
ular in Y

ip
p
ie circles, and

 b
ecause rip

-
o
ff w

as so
 useful, it w

as to
 survive the Y

ip
p
ie m

o
vem

ent itself.

In
 th

e early 1
9

7
0

s, it req
u
ired

 fairly lim
ited

 exp
ertise an

d
 in

g
en

u
ity to

cheat p
ayp

ho
nes, to

 d
ivert "free" electricity and

 g
as service, o

r to
 ro

b
vending

 m
achines and parking

 m
eters for handy pocket chang

e.   It also
req

uired
 a co

nsp
iracy to

 sp
read

 this kno
w

led
g
e, and

 the g
all and

 nerve
actually to com

m
it petty theft, b

ut the Y
ippies had these qualifications

in p
lenty.  In June 1

9
7

1
, A

b
b
ie H

o
ffm

an and
 a telep

ho
ne enthusiast sar-

castically kno
w

n as "A
l B

ell"  b
eg

an p
ub

lishing
 a new

sletter called
*Y

o
uth Internatio

nal Party Line.*  T
his new

sletter w
as d

ed
icated

 to
 co

l-
lating

 and
 sp

read
ing

 Y
ip

p
ie rip

-o
ff techniq

ues, esp
ecially o

f p
ho

nes, to
the joy of the freew

heeling
 underg

round and the insensate rag
e of all

straig
ht p

eo
p
le.

A
s a p

o
litical tactic, p

ho
ne-service theft ensured

 that Y
ip

p
ie ad

vo
cates

w
ould alw

ays have ready access to the long-distance telephone as a
m

ed
ium

, d
esp

ite the Y
ip

p
ies' chro

nic lack o
f o

rg
anizatio

n, d
iscip

line,
m

oney, or even a steady hom
e address.

*Party Line* w
as run o

ut o
f G

reenw
ich V

illag
e fo

r a co
up

le o
f years,

then "A
l B

ell" m
o
re o

r less d
efected

 fro
m

 the faltering
 ranks o

f
Y
ip

p
ied

o
m

, chang
ing

 the new
sletter's nam

e to
 *T

A
P* o

r *T
echnical

A
ssistance Program

.*  A
fter the V

ietnam
 W

ar ended, the steam
 began

leaking
 rap

id
ly o

ut o
f A

m
erican rad

ical d
issent. B

ut  b
y this tim

e, "B
ell"

and his dozen or so core contributors  had the bit betw
een their teeth,

and
 had

 b
eg

un to
 d

erive trem
end

o
us g

ut-level satisfactio
n fro

m
 the sen-

satio
n o

f p
ure *technical p

o
w

er.*

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 

H
A

C
K

E
R

 C
R

A
C

K
D

O
W

N
 

N
O

T
 F

O
R

 C
O

M
M

E
R

C
IA

L
 U

S
E

5 7



*T
A

P
* articles, o

n
ce h

ig
h
ly p

o
liticized

, b
ecam

e p
itilessly jarg

o
n
ized

and
 technical, in ho

m
ag

e o
r p

aro
d
y to

 the B
ell S

ystem
's o

w
n technical

d
o
cum

ents, w
hich *T

A
P* stud

ied
 clo

sely, g
utted

, and
 rep

ro
d
uced

 w
itho

ut
p
erm

issio
n.   T

he *T
A

P* elite revelled
 in g

lo
ating

 p
o
ssessio

n o
f the sp

e-
cialized know

ledge necessary to beat the system
.

"A
l B

ell" dropped out of the gam
e by the late 7

0
s, and "T

om
 Edison" took

o
ver; T

A
P  read

ers (so
m

e 1
4

0
0

 o
f them

, all to
ld

) no
w

 b
eg

an to
 sho

w
m

o
re interest in telex sw

itches and
 the g

ro
w

ing
 p

heno
m

eno
n o

f co
m

p
ut-

er system
s.

In 1
9

8
3

, "T
o
m

 Ed
iso

n" had
 his co

m
p
uter sto

len and
 his ho

use set o
n fire

b
y an arso

nist.  T
his w

as an eventually m
o
rtal b

lo
w

 to
 *T

A
P* (tho

ug
h

the leg
endary nam

e w
as to b

e resurrected in 1
9
9
0
 b

y a young
K

entuckian co
m

p
uter- o

utlaw
 nam

ed
 "Pred

at0
r.")

_
_

_
_

_

Ever since telephones began to m
ake m

oney, there have been people
w

illing to rob and defraud phone com
panies.   T

he legions of petty phone
thieves vastly o

utnum
b
er tho

se "p
ho

ne p
hreaks" w

ho
  "exp

lo
re the sys-

tem
" fo

r the sake o
f the intellectual challeng

e.   T
he N

ew
 Y

o
rk m

etro
p
o
l-

itan area  (lo
ng

 in the vang
uard

 o
f A

m
erican crim

e) claim
s o

ver
1

5
0

,0
0

0
 p

hysical attacks o
n p

ay telep
ho

nes every year!  S
tud

ied
 care-

fu
lly, a m

o
d
ern

 p
ayp

h
o
n
e reveals itself as a little fo

rtress, carefu
lly

desig
ned and redesig

ned over g
enerations,  to resist coin- slug

s, zaps of
electricity, chunks o

f co
in-shap

ed
 ice, p

ryb
ars, m

ag
nets, lo

ckp
icks,

b
lastin

g
 cap

s.  P
u
b
lic p

ay- p
h
o
n
es m

u
st su

rvive in
 a w

o
rld

 o
f u

n
frien

d
-

ly, g
reedy people,  and a m

odern payphone is as exquisitely evolved as a
cactus.

B
ecause the phone netw

ork pre-dates the com
puter netw

ork, the
sco

fflaw
s kno

w
n as "p

ho
ne p

hreaks" p
re-d

ate the sco
fflaw

s kno
w

n as
"co

m
p
uter hackers."   In p

ractice, to
d
ay, the line b

etw
een "p

hreaking
"

and
 "hacking

" is very b
lurred

, just as the d
istinctio

n b
etw

een tele-
phones and com

puters has blurred.  T
he phone system

 has been digitized,
and

 co
m

p
uters have learned

 to
 "talk" o

ver p
ho

ne-lines.   W
hat's w

o
rse

—
 and this w

as the point of the M
r. Jenkins of the Secret Service —

 som
e
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hackers have learned to steal, and som
e thieves have learned to hack.

D
esp

ite th
e b

lu
rrin

g
, o

n
e can

 still d
raw

 a few
 u

sefu
l b

eh
avio

ral d
istin

c-
tio

ns b
etw

een "p
hreaks" and

 "hackers." H
ackers are intensely interested

in the "system
" p

er se, and
 enjo

y relating
 to

 m
achines.  "Phreaks" are

m
o
re so

cial,  m
anip

ulating
 the system

 in a ro
ug

h-and
-read

y fashio
n in

order to get through to other hum
an beings, fast, cheap and under the

tab
le.

Pho
ne p

hreaks lo
ve no

thing
 so

 m
uch as "b

rid
g
es," illeg

al co
nference

calls o
f ten o

r tw
elve chatting

 co
nsp

irato
rs, seab

o
ard

 to
 seab

o
ard

, last-
ing

 for m
any hours —

 and running
, of course, on som

eb
ody else's tab

,
p
referab

ly a larg
e co

rp
o
ratio

n's.

A
s p

ho
ne-p

hreak co
nferences w

ear o
n, p

eo
p
le d

ro
p
 o

ut (o
r sim

p
ly leave

the phone off the hook, w
hile they sashay off to w

ork or school or
b
ab

ysitting
), and

 new
 p

eo
p
le are p

ho
ned

 up
 and

 invited
 to

 jo
in in, fro

m
so

m
e o

ther co
ntinent, if p

o
ssib

le.  T
echnical trivia, b

o
asts, b

rag
s, lies,

h
ead

-trip
 d

ecep
tio

n
s, w

eird
 ru

m
o
rs, an

d
 cru

el g
o
ssip

 are all freely
exchang

ed
.

T
he low

est rung
 of phone-phreaking

 is the theft of telephone access
codes.   C

harging a phone call to som
ebody else's stolen num

ber is, of
co

urse, a p
ig

-easy w
ay o

f stealing
 p

ho
ne service, req

uiring
 p

ractically
no

 technical exp
ertise.  T

his p
ractice has b

een very w
id

esp
read

, esp
e-

cially am
o
ng

 lo
nely p

eo
p
le w

itho
ut m

uch m
o
ney w

ho
 are far fro

m
 ho

m
e.

C
o
d
e theft has flo

urished
 esp

ecially in co
lleg

e d
o
rm

s, m
ilitary b

ases,
and, notoriously, am

ong roadies for rock bands.   O
f late, code theft has

sp
read

 very rap
id

ly am
o
n
g
 T

h
ird

 W
o
rld

ers in
 th

e U
S
, w

h
o
 p

ile u
p
 en

o
r-

m
o
us unp

aid
 lo

ng
-d

istance b
ills to

 the C
arib

b
ean, S

o
uth A

m
erica, and

Pakistan.

T
he sim

p
lest w

ay to
 steal p

ho
ne-co

d
es is sim

p
ly to

 lo
o
k o

ver a victim
's

sho
uld

er as he p
unches-in his o

w
n co

d
e-num

b
er o

n a p
ub

lic p
ayp

ho
ne.

T
his techniq

ue is kno
w

n as "sho
uld

er-surfing
," and

 is esp
ecially co

m
-

m
o
n in airp

o
rts, b

us term
inals, and

 train statio
ns.  T

he co
d
e is then so

ld
b
y the thief for a few

 dollars.  T
he b

uyer ab
using

 the code has no com
-

p
uter exp

ertise, b
ut calls his M

o
m

 in N
ew

 Y
o
rk,  K

ing
sto

n o
r C

aracas
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an
d
 ru

n
s u

p
 a h

u
g
e b

ill w
ith

 im
p
u
n
ity.  T

h
e lo

sses fro
m

 th
is p

rim
itive

p
hreaking

 activity are far, far g
reater than the m

o
netary lo

sses caused
b
y co

m
p
u
ter-in

tru
d
in

g
 h

ackers.

In the m
id

-to
-late 1

9
8

0
s, until the intro

d
uctio

n o
f sterner telco

 secu-
rity m

easures, *co
m

p
uterized

* co
d
e theft w

o
rked

 like a charm
, and

 w
as

virtually o
m

nip
resent thro

ug
ho

ut the d
ig

ital und
erg

ro
und

, am
o
ng

p
hreaks and

 hackers alike.   T
his w

as acco
m

p
lished

 thro
ug

h p
ro

g
ram

-
m

ing one's com
puter to try random

 code num
bers over the telephone

until o
ne o

f them
 w

o
rked

. S
im

p
le p

ro
g
ram

s to
 d

o
 this w

ere w
id

ely
availab

le in the und
erg

ro
und

; a co
m

p
uter running

 all nig
ht w

as likely to
com

e up w
ith a dozen or so useful hits.  T

his could be repeated w
eek

after w
eek until o

ne had
 a larg

e lib
rary o

f sto
len co

d
es.

N
ow

adays, the com
puterized dialling

 of hundreds of num
b
ers can b

e
detected w

ithin hours and sw
iftly traced. If a stolen code is repeatedly

abused, this too can be detected w
ithin a few

 hours.  B
ut for years in the

1
9

8
0

s, the p
ub

licatio
n o

f sto
len co

d
es w

as a kind
 o

f elem
entary eti-

q
uette fo

r fled
g
ling

 hackers.   T
he sim

p
lest w

ay to
 estab

lish yo
ur b

o
na-

fides as a raider w
as to steal a code through repeated random

 dialling and
offer it to the "com

m
unity" for use.   C

odes could be both stolen, and
used

, sim
p
ly and

 easily fro
m

 the safety o
f o

ne's o
w

n b
ed

ro
o
m

, w
ith very

little fear o
f d

etectio
n o

r p
unishm

ent.

B
efo

re co
m

p
uters and

 their p
ho

ne-line m
o
d
em

s entered
 A

m
erican ho

m
es

in g
ig

antic num
b
ers, p

ho
ne p

hreaks had
 their o

w
n sp

ecial teleco
m

m
uni-

cations hardw
are g

adg
et, the fam

ous "b
lue b

ox."  T
his fraud device (now

rend
ered

 increasing
ly useless b

y the d
ig

ital evo
lutio

n o
f the p

ho
ne sys-

tem
) co

uld
 trick sw

itching
 system

s into
 g

ranting
 free access to

 lo
ng

-
d
istance lines. It d

id
 this b

y m
im

icking
 the system

's o
w

n sig
nal, a to

ne
o
f 2

6
0

0
 hertz.

Steven Job
s and Steve W

ozniak, the founders of A
pple C

om
puter, Inc.,

o
nce d

ab
b
led

 in selling
 b

lue-b
o
xes in co

lleg
e d

o
rm

s in C
alifo

rnia.  Fo
r

m
an

y, in
 th

e early d
ays o

f p
h
reakin

g
, b

lu
e-b

o
xin

g
 w

as scarcely p
er-

ceived
 as "theft," b

ut rather as a fun (if sneaky) w
ay to

 use excess
p
ho

ne cap
acity harm

lessly.  A
fter all, the lo

ng
-d

istance lines w
ere

*ju
st sittin

g
 th

ere*....   W
h
o
m

 d
id

 it h
u
rt, really? If yo

u
're n

o
t *d

am
-
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ag
ing

* the system
, and

  yo
u're no

t *using
 up

 any tang
ib

le reso
urce,*

and
 if no

b
o
d
y *find

s o
ut* w

hat yo
u d

id
, then w

hat real harm
 have yo

u
d
o
ne? W

hat exactly *have* yo
u "sto

len," anyw
ay?   If a tree falls in the

fo
rest and

 no
b
o
d
y hears it, ho

w
 m

uch is the no
ise w

o
rth?  Even no

w
 this

rem
ains a rather d

icey q
uestio

n.

B
lue-b

o
xing

 w
as no

 jo
ke to

 the p
ho

ne co
m

p
anies, ho

w
ever.  Ind

eed
,

w
h
en

 *R
am

p
arts* m

ag
azin

e, a rad
ical p

u
b
licatio

n
 in

 C
alifo

rn
ia, p

rin
ted

the w
iring

 schem
atics necessary to

 create a  m
ute b

o
x in June 1

9
7

2
,

the m
ag

azine w
as seized

 b
y p

o
lice and

 Pacific B
ell p

ho
ne- co

m
p
any o

ffi-
cials.   T

he m
ute b

o
x, a b

lue-b
o
x variant, allo

w
ed

 its user to
 receive

lo
ng

-d
istance calls free o

f charg
e to

 the caller.  T
his d

evice w
as clo

sely
d
escrib

ed
 in a *R

am
p
arts* article w

ryly titled
 "R

eg
ulating

 the Pho
ne

C
o
m

p
any In Y

o
ur H

o
m

e."  Pub
licatio

n o
f this article w

as held
 to

 b
e in

vio
latio

n o
f C

alifo
rnian S

tate Penal C
o
d
e sectio

n 5
0

2
.7

, w
hich o

utlaw
s

o
w

n
ersh

ip
 o

f w
ire-frau

d
 d

evices an
d
 th

e sellin
g
 o

f "p
lan

s o
r in

stru
c-

tio
ns fo

r any instrum
ent, ap

p
aratus, o

r d
evice intend

ed
 to

 avo
id

 tele-
p
ho

ne to
ll charg

es."

Issues o
f *R

am
p
arts* w

ere recalled
 o

r seized
 o

n the new
sstand

s, and
 the

resultant loss of incom
e helped put the m

ag
azine out of b

usiness.  T
his

w
as an o

m
ino

us p
reced

ent fo
r free-exp

ressio
n issues, b

ut the telco
's

crushing
 o

f a rad
ical-fring

e m
ag

azine p
assed

 w
itho

ut serio
us challeng

e
at the tim

e.  Even in the freew
heeling

 C
alifo

rnia 1
9

7
0

s, it w
as w

id
ely

felt that there w
as som

ething sacrosanct about w
hat the phone com

pany
knew

; that the telco
 had

 a leg
al and

 m
o
ral rig

ht to
 p

ro
tect itself b

y shut-
ting

 o
ff the flo

w
 o

f such illicit info
rm

atio
n. M

o
st telco

 info
rm

atio
n w

as
so "specialized" that it w

ould scarcely be understood by any honest
m

em
b
er o

f the p
ub

lic.   If no
t p

ub
lished

, it w
o
uld

 no
t b

e m
issed

.   T
o

p
rint such m

aterial d
id

 no
t seem

 p
art o

f the leg
itim

ate ro
le o

f a free
p
ress.

In 1
9

9
0

 there w
o
uld

 b
e a sim

ilar telco
-insp

ired
 attack o

n the electro
n-

ic p
h
reak/h

ackin
g
 "m

ag
azin

e" *P
h
rack.* T

h
e *P

h
rack* leg

al case
b
ecam

e a central issue in the H
acker C

rackdow
n, and g

ave rise to g
reat

co
ntro

versy. *Phrack* w
o
uld

 also
 b

e shut d
o
w

n, fo
r a  tim

e, at least,
b
ut this tim

e b
o
th the telco

s and
 their law

-enfo
rcem

ent allies w
o
uld

 p
ay

a m
u
ch

 larg
er p

rice fo
r th

eir actio
n
s.  T

h
e *P

h
rack* case w

ill b
e
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exam
ined

 in d
etail, later.

P
h
o
n
e-p

h
reakin

g
 as a so

cial p
ractice is still very m

u
ch

 alive at th
is

m
o
m

ent.  T
o
d
ay, p

ho
ne-p

hreaking
 is thriving

 m
uch m

o
re vig

o
ro

usly
than the b

etter-kno
w

n and
 w

o
rse-feared

 p
ractice o

f "co
m

p
uter hack-

ing
."  N

ew
 fo

rm
s o

f p
hreaking

 are sp
read

ing
 rap

id
ly, fo

llo
w

ing
 new

vulnerab
ilities in so

p
histicated

 p
ho

ne services.

C
e
llu

lar p
h
o
n
e
s are

 e
sp

e
cially

 vu
ln

e
rab

le
; th

e
ir ch

ip
s can

 b
e
 re

-p
ro

-
g
ram

m
ed

 to
 p

resent a false caller ID
 and

 avo
id

 b
illing

.   D
o
ing

 so
 also

avo
id

s p
o
lice tap

p
ing

, m
aking

 cellular-p
ho

ne ab
use a favo

rite am
o
ng

d
ru

g
-d

ealers. "C
all-sell o

p
eratio

n
s" u

sin
g
 p

irate cellu
lar p

h
o
n
es can

,
and

 have, b
een run rig

ht o
ut o

f the b
acks o

f cars, w
hich m

o
ve fro

m
"cell" to

 "cell" in the lo
cal p

ho
ne system

, retailing
 sto

len lo
ng

-d
istance

service, like so
m

e kind
 o

f d
em

ented
 electro

nic versio
n o

f the neig
hb

o
r-

ho
o
d
 ice-cream

 truck.

Private b
ranch-exchang

e p
ho

ne system
s in larg

e co
rp

o
ratio

ns can b
e

p
enetrated

; p
hreaks d

ial-up
 a lo

cal co
m

p
any, enter its internal p

ho
ne-

system
, hack it, then use the com

pany's ow
n PB

X system
 to dial back out

over the pub
lic netw

ork, causing
 the com

pany to b
e stuck w

ith the
resulting

 lo
ng

-d
istance b

ill.  T
his techniq

ue is kno
w

n as "d
iverting

."
"D

iverting
"  can b

e very co
stly, esp

ecially b
ecause p

hreaks tend
 to

travel in p
acks and

 never sto
p
 talking

.   Perhap
s the w

o
rst b

y-p
ro

d
uct

of this "PB
X
 fraud" is that victim

 com
panies and telcos have sued one

ano
ther o

ver the financial resp
o
nsib

ility fo
r the sto

len calls, thus
en

rich
in

g
 n

o
t o

n
ly sh

ab
b
y p

h
reaks b

u
t w

ell-p
aid

 law
yers.

"V
o
ice-m

ail system
s" can also

 b
e ab

used
; p

hreaks can seize their o
w

n
sections of these sophisticated electronic answ

ering
 m

achines, and use
them

 fo
r trad

ing
 co

d
es o

r kno
w

led
g
e o

f illeg
al techniq

ues.   V
o
ice-m

ail
ab

use does not hurt the com
pany directly, b

ut finding
 supposedly em

pty
slo

ts in yo
ur co

m
p
any's answ

ering
 m

achine all cram
m

ed
 w

ith p
hreaks

eag
erly chattering

 and
 hey-d

ud
ing

 o
ne ano

ther in im
p
enetrab

le jarg
o
n

can cause sensations of alm
ost m

ystical repulsion and dread.

W
o
rse yet, p

hreaks have so
m

etim
es b

een kno
w

n to
 react truculently to

attem
p
ts to

 "clean up
" the vo

ice-m
ail system

.  R
ather than hum

b
ly
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acq
uiescing

 to
 b

eing
 thro

w
n o

ut o
f their p

layg
ro

und
, they m

ay very w
ell

call up
 the co

m
p
any o

fficials at w
o
rk (o

r at ho
m

e) and
 lo

ud
ly d

em
and

free vo
ice-m

ail ad
d
resses o

f their very o
w

n.  S
uch b

ullying
 is taken

very serio
usly b

y sp
o
o
ked

 victim
s.

A
cts o

f p
hreak reveng

e ag
ainst straig

ht p
eo

p
le are rare, b

ut vo
ice-m

ail
system

s are esp
ecially tem

p
ting

 and
 vulnerab

le, and
 an infestatio

n o
f

ang
ry p

hreaks in o
ne's vo

ice-m
ail system

 is no
 jo

ke.  T
hey can erase

leg
itim

ate m
essag

es; o
r sp

y o
n p

rivate m
essag

es; o
r harass users w

ith
recorded taunts and  obscenities.   T

hey've even been know
n to seize con-

tro
l o

f vo
ice-m

ail security, and
 lo

ck o
ut leg

itim
ate users, o

r even shut
d
o
w

n the system
 entirely.

C
ellu

lar p
h
o
n
e-calls, co

rd
less p

h
o
n
es, an

d
 sh

ip
-to

- sh
o
re telep

h
o
n
y

can all b
e m

o
nito

red
 b

y vario
us fo

rm
s o

f rad
io

; this kind
 o

f "p
assive

m
o
nito

ring
" is sp

read
ing

 exp
lo

sively to
d
ay.  T

echnically eavesd
ro

p
p
ing

o
n o

ther p
eo

p
le's co

rd
less and

 cellular p
ho

ne-calls is the fastest-
g
ro

w
ing

 area in p
hreaking

 to
d
ay.   T

his p
ractice stro

ng
ly ap

p
eals to

 the
lust fo

r p
o
w

er and
 co

nveys g
ratifying

 sensatio
ns o

f technical sup
erio

ri-
ty o

ver the eavesd
ro

p
p
ing

 victim
.  M

o
nito

ring
 is rife w

ith all m
anner o

f
tem

p
ting

 evil m
ischief.  S

im
p
le p

rurient sno
o
p
ing

 is b
y far the m

o
st

co
m

m
o
n activity.   B

ut cred
it-card

 num
b
ers unw

arily sp
o
ken o

ver the
phone can be recorded, stolen and used. A

nd tapping people's phone-calls
(w

hether thro
ug

h active telep
ho

ne tap
s o

r p
assive rad

io
 m

o
nito

rs) d
o
es

le
n
d
 itse

lf co
n
ve

n
ie

n
tly to

 activitie
s like

 b
lackm

ail, in
d
u
strial e

sp
i-

o
nag

e, and
 p

o
litical d

irty tricks.

It should be repeated that telecom
m

unications fraud,  the theft of phone
service,  causes vastly g

reater m
o
netary lo

sses than the p
ractice o

f
entering

 into
 co

m
p
uters b

y stealth.   H
ackers are m

o
stly yo

ung
 sub

ur-
b
an A

m
erican w

hite m
ales, and

 exist in their hund
red

s —
 b

ut "p
hreaks"

com
e from

 both sexes and from
 m

any nationalities, ages and ethnic
b
ackg

ro
und

s, and
 are flo

urishing
 in the tho

usand
s.

_
_

_
_

_

T
he term

 "hacker" has had
 an unfo

rtunate histo
ry. T

his b
o
o
k, *T

he
H

acker C
rackd

o
w

n
,* h

as little to
 say ab

o
u
t "h

ackin
g
" in

 its fin
er, o

rig
i-

nal sense.  T
he term

  can sig
nify the free-w

heeling
 intellectual exp

lo
-
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ration of the highest and deepest potential of com
puter system

s.
H

acking can describe  the determ
ination to m

ake access to com
puters and

info
rm

atio
n as free and

 o
p
en as p

o
ssib

le.  H
acking

 can invo
lve the

heartfelt conviction that b
eauty can b

e found in com
puters, that the fine

aesthetic in a p
erfect p

ro
g
ram

 can lib
erate the m

ind
 and

 sp
irit.  T

his is
"hacking

" as it w
as d

efined
 in S

teven Levy's m
uch-p

raised
 histo

ry o
f the

p
io

n
e
e
r co

m
p
u
te

r m
ilie

u
, *H

acke
rs,* p

u
b
lish

e
d
 in

 1
9

8
4

.

H
ackers o

f all kind
s are ab

so
lutely so

aked
 thro

ug
h w

ith hero
ic anti-

b
ureaucratic sentim

ent.  H
ackers lo

ng
 fo

r reco
g
nitio

n as a p
raisew

o
rthy

cultural archetyp
e, the p

o
stm

o
d
ern electro

nic eq
uivalent o

f the co
w

b
o
y

and
 m

o
untain m

an.   W
hether  they d

eserve such a rep
utatio

n is so
m

e-
thing

 fo
r histo

ry to
 d

ecid
e.  B

ut m
any hackers —

 includ
ing

 tho
se o

utlaw
hackers w

ho
 are co

m
p
uter intrud

ers, and
 w

ho
se activities are d

efined
 as

crim
inal —

 actually attem
p
t to

 *live up
 to

* this techno
-co

w
b
o
y rep

uta-
tio

n.   A
nd

 g
iven that electro

nics and
 teleco

m
m

unicatio
ns are still larg

e-
ly u

n
e
xp

lo
re

d
 te

rrito
rie

s, th
e
re

 is sim
p
ly *n

o
 te

llin
g
* w

h
at h

acke
rs

m
ig

ht unco
ver.

Fo
r so

m
e p

eo
p
le, this freed

o
m

 is the very b
reath o

f o
xyg

en, the inven-
tive sp

o
ntaneity that m

akes life w
o
rth living

  and
 that fling

s o
p
en d

o
o
rs

to
 m

arvello
us p

o
ssib

ility and
 ind

ivid
ual em

p
o
w

erm
ent.  B

ut fo
r m

any
p
eo

p
le —

 and
 increasing

ly so
 —

 the hacker is an o
m

ino
us fig

ure, a
sm

art- aleck so
cio

p
ath read

y to
 b

urst o
ut o

f his b
asem

ent w
ild

erness
and

 savag
e o

ther p
eo

p
le's lives fo

r his o
w

n anarchical co
nvenience.

A
ny fo

rm
 o

f p
o
w

er w
itho

ut resp
o
nsib

ility, w
itho

ut d
irect and

 fo
rm

al
checks and b

alances, is frig
htening

 to people —
 and reasonab

ly so.  It
sho

uld
 b

e frankly ad
m

itted
 that hackers *are* frig

htening
, and

 that the
b
asis o

f th
is fear is n

o
t irratio

n
al.

Fear o
f hackers g

o
es w

ell b
eyo

nd
 the fear o

f m
erely crim

inal activity.

S
ub

versio
n and

 m
anip

ulatio
n o

f the p
ho

ne system
 is an act w

ith d
is-

turb
ing

 p
o
litical o

verto
nes.  In A

m
erica, co

m
p
uters and

 telep
ho

nes are
potent sym

bols of organized authority and the technocratic business
elite.
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B
ut there is an elem

ent in A
m

erican culture that has alw
ays stro

ng
ly

reb
elled

  ag
ainst these sym

b
o
ls; reb

elled
 ag

ainst all larg
e ind

ustrial
co

m
p
uters and

 all p
ho

ne co
m

p
anies.    A

 certain anarchical ting
e d

eep
 in

the A
m

erican so
ul d

elig
hts in causing

 co
nfusio

n and
 p

ain to
 all b

ureau-
cracies, includ

ing
 techno

lo
g
ical o

nes.

T
here is so

m
etim

es m
alice and

 vand
alism

 in this attitud
e, b

ut it is a
deep and cherished part o

f the A
m

erican natio
nal character.  T

he o
utlaw

,
the reb

el, the rug
g
ed

 ind
ivid

ual, the p
io

neer, the sturd
y Jefferso

nian
yeo

m
an, the p

rivate citizen resisting
 interference in his p

ursuit o
f

hap
p
iness —

  these are fig
ures that all A

m
ericans reco

g
nize, and

 that
m

any w
ill stro

ng
ly ap

p
laud

 and
 d

efend
.

M
any scrup

ulo
usly law

-ab
id

ing
 citizens to

d
ay d

o
 cutting

-ed
g
e w

o
rk

w
ith electro

nics —
 w

o
rk that has alread

y had
 trem

end
o
us so

cial influ-
ence and

 w
ill have m

uch m
o
re in years to

 co
m

e.    In all truth, these tal-
ented

, hard
w

o
rking

, law
-ab

id
ing

, m
ature, ad

ult p
eo

p
le are far m

o
re

disturbing  to the peace and order of the current status quo  than any
sco

fflaw
 g

ro
up

 o
f ro

m
antic teenag

e p
unk kid

s.  T
hese law

-ab
id

ing
 hack-

ers  have the p
o
w

er, ab
ility, and

 w
illing

ness to
 influence o

ther p
eo

p
le's

lives q
uite unp

red
ictab

ly.  T
hey have m

eans, m
o
tive, and

 o
p
p
o
rtunity to

m
ed

d
le d

rastically w
ith the A

m
erican so

cial o
rd

er.    W
hen co

rralled
into

 g
o
vernm

ents, universities, o
r larg

e m
ultinatio

nal co
m

p
anies, and

forced to follow
 ruleb

ooks and w
ear suits and ties, they at least have

som
e conventional halters on their freedom

 of action.  B
ut w

hen loosed
alo

ne, o
r in sm

all g
ro

up
s, and

 fired
 b

y im
ag

inatio
n and

 the entrep
re-

neurial sp
irit, they can m

o
ve m

o
untains —

 causing
 land

slid
es that w

ill
likely crash

 d
irectly in

to
 yo

u
r o

ffice an
d
 livin

g
 ro

o
m

.

T
hese p

eo
p
le, as a class, instinctively reco

g
nize that a p

ub
lic, p

o
liti-

cized attack on hackers w
ill eventually spread to them

 —
 that the term

"hacker,"  once dem
onized, m

ight be used to knock their hands off the
levers of pow

er and choke them
 out of existence.  T

here are hackers
to

d
ay w

ho
 fiercely and

 p
ub

licly resist any b
esm

irching
 o

f the no
b
le title

o
f hacker.   N

aturally and
 und

erstand
ab

ly, they d
eep

ly resent the attack
o
n their values im

p
licit in using

 the w
o
rd

 "hacker" as a syno
nym

 fo
r

co
m

p
u
te

r-crim
in

a
l.
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T
his b

o
o
k, sad

ly b
ut in m

y o
p
inio

n unavo
id

ab
ly, rather ad

d
s to

 the
d
eg

rad
atio

n o
f the term

.  It co
ncerns itself m

o
stly w

ith "hacking
" in its

co
m

m
o
nest latter-d

ay d
efinitio

n, i.e., intrud
ing

 into
 co

m
p
uter system

s
b
y stealth and

 w
itho

ut p
erm

issio
n.

T
he term

 "hacking
" is used

 ro
utinely to

d
ay  b

y alm
o
st all law

 enfo
rce-

m
ent o

fficials w
ith any p

ro
fessio

nal interest in co
m

p
uter fraud

  and
ab

use.   A
m

erican p
o
lice d

escrib
e alm

o
st any crim

e co
m

m
itted

 w
ith, b

y,
thro

ug
h, o

r ag
ainst a co

m
p
uter as hacking

.

M
o
st im

p
o
rtantly, "hacker" is w

hat co
m

p
uter- intrud

ers cho
o
se to

 call
*them

selves.*  N
o
b
o
d
y w

ho
 "hacks" into

 system
s w

illing
ly d

escrib
es

h
im

se
lf (rare

ly, h
e
rse

lf) as a "co
m

p
u
te

r in
tru

d
e
r," "co

m
p
u
te

r tre
s-

p
asser," "cracker," "w

o
rm

er," "d
arksid

e hacker" o
r "hig

h tech street
gangster."   Several other dem

eaning term
s have been invented  in the

ho
p
e that the p

ress and
 p

ub
lic w

ill leave the o
rig

inal sense o
f the w

o
rd

alone.   B
ut few

 people actually use these term
s.  (I exem

pt the term
"cyb

erp
unk," w

hich a few
 hackers and

 law
 enfo

rcem
ent p

eo
p
le actually

d
o
 use.  T

he term
 "cyb

erp
unk" is d

raw
n fro

m
 literary criticism

 and
 has

so
m

e o
d
d
  and

 unlikely reso
nances, b

ut, like hacker, cyb
erp

unk to
o
 has

b
eco

m
e a crim

inal p
ejo

rative to
d
ay.)

In any case, b
reaking

 into
 co

m
p
uter system

s w
as hard

ly alien to
 the

o
rig

inal hacker trad
itio

n.   T
he first to

ttering
 system

s o
f the 1

9
6

0
s

re
q
u
ire

d
 fairly e

xte
n
sive

 in
te

rn
al su

rg
e
ry m

e
re

ly to
 fu

n
ctio

n
 d

ay-b
y-

day.   T
heir users "invaded" the deepest, m

ost arcane recesses of their
o
p
erating

 so
ftw

are alm
o
st as a m

atter o
f ro

utine. "C
o
m

p
uter security"

in these early, p
rim

itive system
s w

as at b
est an aftertho

ug
ht.  W

hat
security there w

as, w
as entirely p

hysical, fo
r it w

as assum
ed

 that any-
o
ne allo

w
ed

 near this exp
ensive, arcane hard

w
are w

o
uld

 b
e a fully q

ual-
ified

 p
ro

fessio
nal exp

ert.

In a cam
p
us enviro

nm
ent, tho

ug
h, this m

eant that g
rad

 stud
ents, teach-

ing
 assistants, und

erg
rad

uates, and
 eventually, all m

anner o
f d

ro
p
o
uts

and hangers-on ended up accessing and often running the w
orks.

U
niversities, even m

o
d
ern universities, are no

t in the b
usiness o

f
m

ain
tain

in
g
 secu

rity o
ver in

fo
rm

atio
n
.  O

n
 th

e co
n
trary, u

n
iversities,
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as institutio
ns, p

re-d
ate the "info

rm
atio

n eco
no

m
y" b

y m
any centuries

and
 are no

t- fo
r-p

ro
fit cultural entities, w

ho
se reaso

n fo
r existence

(p
urp

o
rted

ly) is to
 d

isco
ver truth, co

d
ify it thro

ug
h techniq

ues o
f

scho
larship

, and
 then teach it.   U

niversities are m
eant to

 *p
ass the

to
rch o

f civilizatio
n,* no

t just d
o
w

nlo
ad

 d
ata into

 stud
ent skulls, and

 the
values of the academ

ic com
m

unity are strongly at odds w
ith those of all

w
o
u
ld

-b
e in

fo
rm

atio
n
 em

p
ires.   T

each
ers at all levels, fro

m
 kin

d
er-

garten up, have proven to be sham
eless and persistent softw

are and data
p
irates.   U

niversities d
o
 no

t m
erely "leak info

rm
atio

n" b
ut vig

o
ro

usly
broadcast free thought.

T
his clash o

f values has b
een fraug

ht w
ith co

ntro
versy.  M

any hackers
o
f the 1

9
6

0
s rem

em
b
er their p

ro
fessio

nal ap
p
renticeship

 as a lo
ng

g
uerilla w

ar ag
ainst the up

tig
ht m

ainfram
e-co

m
p
uter "info

rm
atio

n
p
riestho

o
d
."  T

hese co
m

p
uter-hung

ry yo
ung

sters had
 to

 strug
g
le hard

for access to com
puting pow

er, and m
any of them

 w
ere not above cer-

tain, er, sho
rtcuts.   B

ut, o
ver the years,  this p

ractice freed
 co

m
p
uting

fro
m

 the sterile reserve o
f lab

-co
ated

 techno
crats and

 w
as larg

ely
resp

o
nsib

le fo
r the exp

lo
sive g

ro
w

th o
f co

m
p
uting

 in g
eneral so

ciety —
esp

ecially *p
erso

n
al* co

m
p
u
tin

g
.

A
ccess to technical pow

er acted like catnip on certain of these young
-

sters.  M
o
st o

f the b
asic techniq

ues o
f co

m
p
uter intrusio

n: p
assw

o
rd

cracking
, trap

d
o
o
rs, b

ackd
o
o
rs, tro

jan ho
rses —

  w
ere invented

 in co
l-

leg
e enviro

nm
ents in the 1

9
6

0
s, in the early d

ays o
f netw

o
rk co

m
p
ut-

ing
.   S

o
m

e o
ff-the-cuff exp

erience at co
m

p
uter intrusio

n w
as to

 b
e in

the info
rm

al resum
e o

f m
o
st "hackers" and

 m
any future ind

ustry g
iants.

O
utside of the tiny cult of com

puter enthusiasts, few
 people thought

m
uch ab

o
ut  the im

p
licatio

ns o
f "b

reaking
 into

" co
m

p
uters.  T

his so
rt o

f
activity had

 no
t yet b

een p
ub

licized
, m

uch less crim
inalized

.

In the 1
9

6
0

s, d
efinitio

ns o
f "p

ro
p
erty" and

 "p
rivacy" had

 no
t yet b

een
extended to cyberspace.  C

om
puters w

ere not yet indispensable to soci-
ety.  T

here w
ere no

 vast d
atab

anks o
f vulnerab

le, p
ro

p
rietary info

rm
a-

tio
n sto

red
 in co

m
p
uters, w

hich m
ig

ht b
e accessed

, co
p
ied

 w
itho

ut p
er-

m
issio

n, erased
, altered

, o
r sab

o
tag

ed
.   T

he stakes w
ere lo

w
 in the early

d
ays —

 b
ut they g

rew
 every year, exp

o
nentially, as co

m
p
uters them

-
selves g

rew
.
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B
y the 1

9
9

0
s, co

m
m

ercial and
 p

o
litical p

ressures had
 b

eco
m

e o
ver-

w
helm

ing
, and

 they b
ro

ke the so
cial b

o
und

aries o
f the hacking

 sub
cul-

ture.   H
acking had becom

e too im
portant to be left to the  hackers.

Society w
as now

 forced to tackle the intang
ib

le nature of cyb
erspace-

as-p
ro

p
erty, cyb

ersp
ace as p

rivately-o
w

ned
 unreal-estate.   In the

new
, severe, resp

o
nsib

le, hig
h- stakes co

ntext o
f the "Info

rm
atio

n
S
o
ciety" o

f the 1
9

9
0

s, "hacking
" w

as called
 into

 q
uestio

n.

W
hat d

id
 it m

ean to
 b

reak into
 a co

m
p
uter w

itho
ut p

erm
issio

n and
 use

its co
m

p
utatio

nal p
o
w

er, o
r lo

o
k aro

und
 insid

e its files w
itho

ut hurting
anything

?  W
hat w

ere co
m

p
uter-intrud

ing
 hackers, anyw

ay —
 ho

w
sho

uld
 so

ciety, and
 the law

,  b
est d

efine their actio
ns?    W

ere they just
*b

ro
w

se
rs,* h

arm
le

ss in
te

lle
ctu

al e
xp

lo
re

rs?
 W

e
re

 th
e
y
 *vo

y
e
u
rs,*

sno
o
p
s, invad

ers o
f p

rivacy?  S
ho

uld
 they b

e sternly treated
 as p

o
tential

*ag
ents o

f esp
io

nag
e,* o

r p
erhap

s as *ind
ustrial sp

ies?* O
r w

ere they
b
est d

efined
 as *tresp

assers,* a very co
m

m
o
n teenag

e m
isd

em
eano

r?
W

as hacking
  *theft o

f service?*  (A
fter all, intrud

ers w
ere g

etting
so

m
eo

ne else's co
m

p
uter to

 carry o
ut their o

rd
ers, w

itho
ut p

erm
issio

n
and

 w
itho

ut p
aying

).   W
as hacking

 *fraud
?*  M

ayb
e it w

as b
est

d
escrib

ed
 as *im

p
erso

natio
n.*  T

he co
m

m
o
nest m

o
d
e o

f co
m

p
uter intru-

sion w
as (and is) to sw

ipe or snoop som
ebody else's passw

ord, and then
enter the com

puter in the g
uise of another person —

 w
ho is com

m
only

stuck w
ith the b

lam
e and

 the b
ills.

Perhaps a m
edical m

etaphor w
as b

etter —
 hackers should b

e defined as
"sick," as *co

m
p
uter ad

d
icts* unab

le to
 co

ntro
l their irresp

o
nsib

le,
co

m
p
ulsive b

ehavio
r.

B
ut these w

eighty assessm
ents m

eant little to the people w
ho w

ere actu-
ally b

eing
 jud

g
ed

.   Fro
m

 insid
e the und

erg
ro

und
 w

o
rld

 o
f hacking

 itself,
all these p

ercep
tio

ns seem
 q

uaint, w
ro

ng
head

ed
, stup

id
, o

r m
eaning

less.
T
he m

o
st im

p
o
rtant self-p

ercep
tio

n o
f und

erg
ro

und
 hackers —

 fro
m

 the
1

9
6

0
s, rig

ht thro
ug

h to
 the p

resent d
ay —

  is that they are an *elite.*
T
he d

ay-to
-d

ay strug
g
le in the und

erg
ro

und
 is no

t o
ver so

cio
lo

g
ical d

ef-
initions —

 w
ho cares? —

 b
ut for pow

er, know
ledg

e, and  status am
ong

o
ne's p

eers.
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W
hen yo

u are a hacker, it is yo
ur o

w
n inner co

nvictio
n o

f yo
ur elite

status that enab
les yo

u to
 b

reak, o
r let us say "transcend

," the rules.   It
is no

t that *all* rules g
o
 b

y the b
o
ard

.   T
he rules hab

itually b
ro

ken  b
y

hackers are *unim
p
o
rtant* rules —

 the rules o
f d

o
p
ey g

reed
head

 telco
b
ureaucrats and

 p
ig

-ig
no

rant g
o
vernm

ent p
ests.

H
ackers have their *o

w
n* rules,  w

hich sep
arate b

ehavio
r w

hich is co
o
l

and
 elite, fro

m
 b

ehavio
r w

hich is ro
d
entlike, stup

id
 and

 lo
sing

.   T
hese

"rules," ho
w

ever, are m
o
stly unw

ritten and
  enfo

rced
 b

y p
eer p

ressure
and

 trib
al feeling

.   Like all rules that d
ep

end
 o

n the unsp
o
ken co

nvictio
n

that everyb
ody else is a g

ood old b
oy, these rules are ripe for ab

use.  T
he

m
echanism

s o
f hacker p

eer- p
ressure, "teletrials" and

 o
stracism

, are
rarely u

sed
 an

d
 rarely w

o
rk.  B

ack-stab
b
in

g
 slan

d
er, th

reats, an
d
 elec-

tro
n
ic h

arassm
en

t are also
 freely em

p
lo

yed
 in

 d
o
w

n
- an

d
-d

irty in
tra-

hacker feud
s, b

ut this rarely fo
rces a rival o

ut o
f the scene entirely.

T
he o

nly real so
lutio

n fo
r the p

ro
b
lem

 o
f an utterly lo

sing
, treachero

us
and

 ro
d
entlike hacker is to

 *turn him
 in to

 the p
o
lice.*   U

nlike the
M

afia o
r M

ed
ellin C

artel, the hacker elite canno
t sim

p
ly execute the

b
ig

m
o
uths, creep

s and
 tro

ub
lem

akers am
o
ng

 their ranks, so
 they turn

o
ne ano

ther in w
ith asto

nishing
 freq

uency.

T
here is no

 trad
itio

n o
f silence o

r *o
m

erta* in the hacker und
erw

o
rld

.
H

ackers can b
e shy, even reclusive, b

ut w
hen they d

o
 talk, hackers tend

to
 b

rag
, b

o
ast and

 strut.   A
lm

o
st everything

 hackers d
o
 is *invisib

le;*
if they d

o
n't b

rag
, b

o
ast, and

 strut ab
o
ut it, then *no

b
o
d
y w

ill ever
know

.*  If you don't have som
ething to brag, boast, and strut about, then

no
b
o
d
y in the und

erg
ro

und
 w

ill reco
g
nize yo

u and
 favo

r yo
u w

ith vital
co

o
p
eratio

n and
 resp

ect.

T
he w

ay to
 w

in a so
lid

 rep
utatio

n in the und
erg

ro
und

 is b
y telling

 o
ther

hackers thing
s that co

uld
 o

nly have b
een learned

 b
y excep

tio
nal cunning

and
 stealth. Fo

rb
id

d
en kno

w
led

g
e, therefo

re, is the b
asic currency o

f the
d
ig

ital und
erg

ro
und

, like seashells am
o
ng

 T
ro

b
riand

 Island
ers.   H

ackers
ho

ard
 this kno

w
led

g
e, and

 d
w

ell up
o
n it o

b
sessively, and

 refine it, and
b
arg

ain w
ith it, and

 talk and
 talk ab

o
ut it.

M
any hackers even suffer from

 a strang
e ob

session to *teach* —
 to

spread the ethos and the know
ledge of the digital underground.  T

hey'll do
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this even w
hen it g

ains them
 no particular advantag

e and presents a
g
rave

 p
e
rso

n
al risk.

A
nd

 w
hen that risk catches up

 w
ith them

, they w
ill g

o
 rig

ht o
n teaching

and
 p

reaching
 —

 to
 a new

 aud
ience this tim

e, their interro
g
ato

rs fro
m

law
 enfo

rcem
ent.   A

lm
o
st every hacker arrested

 tells everything
 he

kno
w

s —
  all ab

o
ut his friend

s, his m
ento

rs, his d
iscip

les —
 leg

end
s,

th
re

ats, h
o
rro

r sto
rie

s, d
ire

 ru
m

o
rs, g

o
ssip

, h
allu

cin
atio

n
s. T

h
is is, o

f
course, convenient for law

 enforcem
ent —

 except w
hen law

 enforcem
ent

b
eg

ins to
 b

elieve hacker leg
end

ry.

P
h
o
n
e p

h
reaks are u

n
iq

u
e am

o
n
g
 crim

in
als in

 th
eir w

illin
g
n
ess to

 call
up

 law
 enfo

rcem
ent o

fficials —
 in the o

ffice, at their ho
m

es —
 and

 g
ive

them
 an extend

ed
 p

iece o
f their m

ind
.  It is hard

 no
t to

 interp
ret this as

*b
eg

g
ing

 fo
r arrest,* and

 in fact it is an act o
f incred

ib
le fo

o
lhard

iness.
Po

lice are naturally nettled
 b

y these acts o
f chutzp

ah and
 w

ill g
o
 w

ell
o
ut o

f their w
ay to

 b
ust these flaunting

 id
io

ts.   B
ut it can also

 b
e inter-

p
reted

 as a p
ro

d
uct o

f a w
o
rld

-view
 so

 elitist, so
 clo

sed
 and

 herm
etic,

that electro
nic p

o
lice are sim

p
ly  no

t p
erceived

 as "p
o
lice," b

ut rather
as *enem

y phone phreaks* w
ho should b

e scolded into b
ehaving

 "decent-
ly."

H
ackers at their m

o
st g

rand
ilo

q
uent p

erceive them
selves as the elite

pioneers of a new
 electronic w

orld. A
ttem

pts to m
ake them

 obey the
d
em

o
cratically estab

lished
 law

s o
f co

ntem
p
o
rary A

m
erican so

ciety are
seen as rep

ressio
n and

 p
ersecutio

n.   A
fter all, they arg

ue, if A
lexand

er
G

raham
 B

ell had
 g

o
ne alo

ng
 w

ith the rules o
f the W

estern U
nio

n tele-
graph com

pany, there w
ould have been no telephones.  If Jobs and

W
o
zniak had

 b
elieved

 that IB
M

 w
as the b

e-all and
 end

-all, there w
o
uld

have b
een no

 p
erso

nal co
m

p
uters.  If B

enjam
in Franklin and

 T
ho

m
as

Jefferso
n had

 tried
 to

 "w
o
rk w

ithin the system
" there w

o
uld

 have b
een

no
 U

nited
 S

tates.

N
o
t o

nly d
o
 hackers p

rivately b
elieve this as an article o

f faith, b
ut they

have been know
n to w

rite ardent m
anifestos about it.  H

ere are som
e

revealing
 excerp

ts fro
m

 an esp
ecially vivid

 hacker m
anifesto

:  "T
he

T
echno

- R
evo

lutio
n" b

y  "D
r. C

rash,"  w
hich ap

p
eared

 in electro
nic

fo
rm

 in
 *P

h
rack* V

o
lu

m
e
 1

, Issu
e
 6

, P
h
ile

 3
.
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"T
o
 fully exp

lain the true m
o
tives b

ehind
 hacking

, w
e m

ust first take a
q
uick lo

o
k into

 the p
ast.  In the 1

9
6

0
s, a g

ro
up

 o
f M

IT
 stud

ents b
uilt the

first m
o
d
ern co

m
p
uter system

.  T
his w

ild
, reb

ellio
us g

ro
up

 o
f yo

ung
m

en w
ere the first to bear the nam

e 'hackers.'  T
he system

s that they
developed w

ere intended to be used to solve w
orld problem

s and to bene-
fit all of m

ankind. "A
s w

e can see, this has not been the case.  T
he com

-
puter system

 has b
een solely in the hands of b

ig
 b

usinesses and the g
ov-

ernm
ent.  T

he w
onderful device m

eant to enrich life has b
ecom

e a
w

eapon w
hich dehum

anizes people.  T
o the g

overnm
ent and larg

e b
usi-

nesses, people are no m
ore than disk space, and the governm

ent doesn't
use com

puters to arrang
e aid for the poor, b

ut to control nuclear death
w

eapons.  T
he averag

e A
m

erican can only have access to a sm
all m

icro-
co

m
p
uter w

hich is w
o
rth o

nly a fractio
n o

f w
hat they p

ay fo
r it.  T

he
b
usinesses keep

 the true state-o
f-the-art eq

uip
m

ent aw
ay fro

m
 the

p
eo

p
le b

ehind
 a steel w

all o
f incred

ib
ly hig

h p
rices and

 b
ureaucracy.  It

is b
ecause o

f this state o
f affairs that hacking

 w
as b

o
rn.(...) "O

f co
urse,

the governm
ent doesn't w

ant the m
onopoly of technology broken, so they

have outlaw
ed hacking and arrest anyone w

ho is caught.(...) T
he phone

com
pany is another exam

ple of technology abused and kept from
 people

w
ith hig

h p
rices.(...) "H

ackers o
ften find

 that their existing
 eq

uip
m

ent,
due to the m

onopoly tactics of com
puter com

panies, is inefficient for
their p

urp
o
ses.  D

ue to
 the exo

rb
itantly hig

h p
rices, it is im

p
o
ssib

le to
leg

ally p
urchase the necessary eq

uip
m

ent.  T
his need

 has g
iven still

another segm
ent of the fight:  C

redit C
arding.  C

arding is a w
ay of

obtaining the necessary goods w
ithout paying for them

.  It is again due to
the com

panies' stupidity that C
arding is so easy, and show

s that the
w

o
rld

's b
usinesses are in the hand

s o
f tho

se w
ith co

nsid
erab

ly less
technical kno

w
-ho

w
 than w

e, the hackers. (...) "H
acking

 m
ust co

ntinue.
W

e m
ust train new

co
m

ers to
 the art o

f hacking
.(....)  A

nd
 w

hatever yo
u

d
o
, co

ntinue the fig
ht.  W

hether yo
u kno

w
 it o

r no
t, if yo

u are a hacker,
yo

u are a revo
lutio

nary.  D
o
n't w

o
rry, yo

u're o
n the rig

ht sid
e."

T
he  d

efense o
f "card

ing
" is rare.  M

o
st hackers reg

ard
 cred

it-card
 theft

as "p
o
iso

n" to
 the und

erg
ro

und
, a sleazy and

 im
m

o
ral effo

rt that, w
o
rse

yet, is hard to g
et aw

ay w
ith.   N

evertheless, m
anifestos advocating

cred
it- card

 theft, the d
elib

erate crashing
 o

f co
m

p
uter system

s, and
even acts of violent physical destruction such as vandalism

 and arson do
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exist in the und
erg

ro
und

.  T
hese b

o
asts and

 threats are taken q
uite seri-

o
usly b

y the p
o
lice. A

nd
 no

t every hacker is an ab
stract, Plato

nic co
m

-
p
uter- nerd

.  S
o
m

e few
 are q

uite exp
erienced

 at p
icking

 lo
cks, ro

b
b
ing

p
ho

ne-trucks, and
 b

reaking
 and

 entering
 b

uild
ing

s.

H
ackers  vary in their d

eg
ree o

f hatred
 fo

r autho
rity and

 the vio
lence o

f
their rheto

ric.  B
ut, at a b

o
tto

m
 line, they are sco

fflaw
s.  T

hey d
o
n't

reg
ard

 the current rules o
f electro

nic b
ehavio

r as resp
ectab

le effo
rts to

p
reserve law

 and
 o

rd
er and

 p
ro

tect p
ub

lic safety.  T
hey reg

ard
 these

law
s as im

m
o
ral effo

rts b
y so

ulless co
rp

o
ratio

ns to
 p

ro
tect their p

ro
fit

m
arg

ins and
 to

 crush d
issid

ents.   "S
tup

id
" p

eo
p
le, includ

ing
 p

o
lice,

b
usinessm

en, p
o
liticians, and

 jo
urnalists, sim

p
ly have no

 rig
ht to

 jud
g
e

the actio
ns o

f tho
se p

o
ssessed

 o
f g

enius, techno
-revo

lutio
nary inten-

tio
ns, and

 technical exp
ertise.

_
_

_
_

_

H
ackers are g

enerally teenag
ers and colleg

e kids not eng
ag

ed in earning
 a

livin
g
.   T

h
ey o

ften
 co

m
e fro

m
 fairly w

ell-to
-d

o
 m

id
d
le-class b

ack-
g
ro

und
s, and

 are m
arked

ly anti-m
aterialistic (excep

t, that is, w
hen it

com
es to com

puter equipm
ent).   A

nyone m
otivated by greed for m

ere
m

oney (as opposed to the greed for pow
er, know

ledge and status)  is
sw

iftly w
ritten-o

ff as a narro
w

- m
ind

ed
 b

read
head

 w
ho

se interests can
o
nly b

e co
rrup

t and
 co

ntem
p
tib

le.   H
aving

 g
ro

w
n up

 in the 1
9

7
0

s and
1

9
8

0
s, the yo

ung
 B

o
hem

ians o
f the d

ig
ital und

erg
ro

und
 reg

ard
 straig

ht
so

ciety as aw
ash in p

luto
cratic co

rrup
tio

n, w
here everyo

ne fro
m

 the
Presid

ent d
o
w

n is fo
r sale and

 w
ho

ever has the g
o
ld

 m
akes the rules.

Interesting
ly, there's a funho

use-m
irro

r im
ag

e o
f this attitud

e o
n the

other side of the conflict.  T
he police are also one of the m

ost m
arkedly

anti-m
aterialistic g

ro
up

s in A
m

erican so
ciety, m

o
tivated

 no
t b

y m
ere

m
o
ney b

ut b
y id

eals o
f service, justice, esp

rit-d
e-co

rp
s, and

, o
f

co
urse, their o

w
n b

rand
 o

f sp
ecialized

 kno
w

led
g
e and

 p
o
w

er.
R
em

arkab
ly, the p

ro
p
ag

and
a w

ar b
etw

een co
p
s and

 hackers has alw
ays

invo
lved

 ang
ry alleg

atio
ns that the o

ther sid
e is trying

 to
 m

ake a sleazy
b
uck.  H

ackers co
nsistently sneer that anti-p

hreak p
ro

secuto
rs are

ang
ling

 fo
r cushy jo

b
s as telco

 law
yers and

 that co
m

p
uter- crim

e p
o
lice

are aim
ing

 to
 cash in later as w

ell-p
aid

 co
m

p
uter-security co

nsultants
in the p

rivate secto
r.
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Fo
r th

eir p
art, p

o
lice p

u
b
licly co

n
flate all h

ackin
g
 crim

es w
ith

 ro
b
b
in

g
p
ayp

ho
nes w

ith cro
w

b
ars.  A

lleg
atio

ns o
f "m

o
netary lo

sses" fro
m

 co
m

-
p
uter intrusio

n are no
to

rio
usly inflated

.  T
he act o

f illicitly co
p
ying

 a
d
o
cum

ent fro
m

 a co
m

p
uter is m

o
rally eq

uated
 w

ith d
irectly ro

b
b
ing

 a
co

m
p
any o

f, say, half a m
illio

n d
o
llars. T

he teenag
e co

m
p
uter intrud

er
in p

o
ssessio

n o
f this "p

ro
p
rietary"  d

o
cum

ent has certainly no
t so

ld
 it

fo
r such a sum

, w
o
uld

 likely have little id
ea ho

w
 to

 sell it at all, and
quite probably doesn't even understand w

hat he has.  H
e has not m

ade a
cent in p

ro
fit fro

m
 his felo

ny b
ut is still m

o
rally eq

uated
 w

ith a thief
w

ho
 has ro

b
b
ed

 the church p
o
o
rb

o
x and

 lit o
ut fo

r B
razil.

Po
lice w

ant to
 b

elieve that all hackers are thieves. It is a to
rtuo

us and
alm

o
st unb

earab
le act fo

r the A
m

erican justice system
 to

 p
ut p

eo
p
le in

jail b
ecause they w

ant to
 learn thing

s w
hich are fo

rb
id

d
en fo

r them
 to

kno
w

.   In an A
m

erican co
ntext, alm

o
st any p

retext fo
r p

unishm
ent is

b
etter than jailing

 p
eo

p
le to

 p
ro

tect certain restricted
 kind

s o
f info

r-
m

atio
n.  N

evertheless, *p
o
licing

 info
rm

atio
n* is p

art and
 p

arcel o
f the

strug
g
le ag

ainst hackers.

T
h
is d

ilem
m

a is w
ell exem

p
lified

 b
y th

e rem
arkab

le activities o
f

"Em
m

anuel G
o
ld

stein," ed
ito

r and
 p

ub
lisher o

f a p
rint m

ag
azine kno

w
n

as *2
6

0
0

: T
he H

acker Q
uarterly.*  G

o
ld

stein w
as an Eng

lish m
ajo

r at
Lo

ng
 Island

's S
tate U

niversity o
f N

ew
 Y

o
rk in the '7

0
s, w

hen he b
ecam

e
invo

lved
 w

ith the lo
cal co

lleg
e rad

io
 statio

n.  H
is g

ro
w

ing
 interest in

electro
nics caused

 him
 to

 d
rift into

 Y
ip

p
ie *T

A
P* circles and

 thus into
the d

ig
ital und

erg
ro

und
, w

here he b
ecam

e a self-d
escrib

ed
 techno

- rat.
H

is m
ag

azine p
ub

lishes techniq
ues o

f co
m

p
uter intrusio

n and
 telep

ho
ne

"exploration" as w
ell as g

loating
 exposes of telco m

isdeeds and g
overn-

m
ental failing

s.

G
o
ld

stein
 lives q

u
ietly an

d
 very p

rivately in
 a larg

e, cru
m

b
lin

g
V

icto
rian m

ansio
n in S

etauket, N
ew

 Y
o
rk.   T

he seasid
e ho

use is d
eco

rat-
ed

 w
ith telco

 d
ecals, chunks o

f d
riftw

o
o
d
, and

 the b
asic b

ric-a-b
rac o

f a
h
ip

p
ie

 crash
-p

ad
. H

e
 is u

n
m

arrie
d
, m

ild
ly u

n
ke

m
p
t, an

d
 su

rvive
s

m
ostly on T

V
 dinners and turkey-stuffing

 eaten straig
ht out of the b

ag
.

G
o
ld

stein is a m
an o

f co
nsid

erab
le charm

 and
 fluency, w

ith a b
rief, d

is-
arm

ing
 sm

ile and
 the kind

 o
f p

itiless, stub
b
o
rn, tho

ro
ug

hly recid
ivist
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integ
rity that A

m
erica's electro

nic p
o
lice find

 g
enuinely alarm

ing
.

G
o
ld

stein to
o
k his no

m
-d

e-p
lum

e, o
r "hand

le," fro
m

 a character in
O

rw
ell's *1

9
8

4
,*  w

hich m
ay b

e taken, co
rrectly, as a sym

p
to

m
 o

f the
g
ravity o

f his so
cio

p
o
litical w

o
rld

view
.   H

e is no
t him

self a p
racticing

co
m

p
uter intrud

er, tho
ug

h he vig
o
ro

usly ab
ets these actio

ns, esp
ecially

w
hen they are p

ursued
 ag

ainst larg
e co

rp
o
ratio

ns o
r g

o
vernm

ental
ag

encies.   N
o
r is he a thief, fo

r he lo
udly sco

rns m
ere theft o

f pho
ne

service, in favo
r o

f 'exp
lo

ring
 and

 m
anip

ulating
 the system

.'  H
e is

p
ro

b
ab

ly b
est d

escrib
ed

 and
 und

ersto
o
d
 as a *d

issid
ent.*

W
eird

ly, G
o
ld

stein
 is livin

g
 in

 m
o
d
ern

 A
m

erica u
n
d
er co

n
d
itio

n
s very

sim
ilar to

 tho
se o

f fo
rm

er East Euro
p
ean intellectual d

issid
ents.  In

o
ther w

o
rd

s, he flag
rantly esp

o
uses a value-system

 that is d
eep

ly and
irrevocably opposed to the system

 of those in pow
er and the police.  T

he
valu

es in
 *2

6
0

0
* are g

en
erally exp

ressed
 in

 term
s th

at are iro
n
ic,

sarcastic, p
arad

o
xical, o

r just d
o
w

nrig
ht co

nfused
.  B

ut there's no
 m

is-
takin

g
 th

e
ir rad

ically an
ti-au

th
o
ritarian

 te
n
o
r.  *2

6
0

0
* h

o
ld

s th
at

technical p
o
w

er and
 sp

ecialized
 kno

w
led

g
e, o

f any kind
 o

b
tainab

le,
b
elong

 b
y rig

ht in the hands of those individuals b
rave and b

old enoug
h

to
 d

isco
ver them

 —
 b

y w
hatever m

eans necessary.  D
evices, law

s, o
r

system
s that forb

id access, and the free spread of know
ledg

e, are provo-
catio

ns that any free and
 self-resp

ecting
 hacker sho

uld
 relentlessly

attack.  T
he "p

rivacy" o
f g

o
vernm

ents, co
rp

o
ratio

ns and
 o

ther so
ulless

technocratic organizations should never be protected at the expense of
the lib

erty and
 free initiative o

f the ind
ivid

ual techno
-rat.

H
o
w

ever, in o
ur co

ntem
p
o
rary w

o
rkad

ay w
o
rld

,  b
o
th g

o
vernm

ents and
co

rp
o
ratio

ns are very anxio
us ind

eed
 to

 p
o
lice info

rm
atio

n w
hich is

secret, p
ro

p
rietary, restricted

, co
nfid

ential, co
p
yrig

hted
, p

atented
,

h
azard

o
u
s, illeg

al, u
n
eth

ical, em
b
arrassin

g
, o

r o
th

erw
ise sen

sitive.
T
his m

akes G
o
ld

stein p
erso

na no
n g

rata, and
 his p

hilo
so

p
hy a threat.

V
ery little ab

o
ut the co

nd
itio

ns o
f G

o
ld

stein's d
aily life w

o
uld

 asto
nish,

say, V
aclav H

avel.  (W
e m

ay no
te in p

assing
 that Presid

ent H
avel o

nce
had

 his w
o
rd

-p
ro

cesso
r co

nfiscated
 b

y the C
zecho

slo
vak p

o
lice.)

G
o
ld

stein lives b
y *sam

izd
at,* acting

 sem
i-o

p
enly as a d

ata-center fo
r

the und
erg

ro
und

, w
hile challeng

ing
 the p

o
w

ers-that-b
e to

 ab
id

e b
y

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 

H
A

C
K

E
R

 C
R

A
C

K
D

O
W

N
 

N
O

T
 F

O
R

 C
O

M
M

E
R

C
IA

L
 U

S
E

7 4



their ow
n stated rules:  freedom

 of speech and the First A
m

endm
ent.

G
o
ld

stein tho
ro

ug
hly lo

o
ks and

 acts the p
art o

f techno
-rat, w

ith sho
ul-

d
er-len

g
th

 rin
g
lets an

d
 a p

iratical b
lack fish

erm
an

's-cap
 set at a rak-

ish angle.  H
e often show

s up like B
anquo's ghost at m

eetings of com
puter

p
ro

fessio
n
als, w

h
ere h

e listen
s q

u
ietly, h

alf-sm
ilin

g
 an

d
 takin

g
 th

o
r-

ough notes.

C
o
m

p
u
ter p

ro
fessio

n
als g

en
erally m

eet p
u
b
licly,  an

d
 fin

d
 it very d

iffi-
cult to

 rid
 them

selves o
f G

o
ld

stein and
 his ilk  w

itho
ut extraleg

al and
unco

nstitutio
nal actio

ns. S
ym

p
athizers, m

any o
f them

 q
uite resp

ectab
le

p
eo

p
le w

ith resp
o
nsib

le jo
b
s, ad

m
ire G

o
ld

stein's attitud
e and

 surrep
ti-

tio
usly p

ass him
 info

rm
atio

n.  A
n unkno

w
n b

ut p
resum

ab
ly larg

e p
ro

-
p
o
rtio

n
 o

f G
o
ld

stein
's  2

,0
0

0
-p

lu
s read

ersh
ip

 are telco
 secu

rity p
er-

so
nnel and

 p
o
lice, w

ho
 are fo

rced
 to

 sub
scrib

e to
 *2

6
0

0
*  to

 stay
ab

reast of new
 developm

ents in hacking
.  T

hey thus find them
selves

*p
ayin

g
 th

is g
u
y's ren

t* w
h
ile g

rin
d
in

g
 th

eir teeth
 in

 an
g
u
ish

, a situ
a-

tion that w
ould have delighted A

bbie H
offm

an (one of G
oldstein's few

id
o
ls).

G
o
ld

stein is p
ro

b
ab

ly the b
est-kno

w
n p

ub
lic rep

resentative o
f the

hacker und
erg

ro
und

 to
d
ay, and

 certainly the b
est-hated

.  Po
lice reg

ard
him

 as a Fag
in, a co

rrup
ter o

f yo
uth, and

 sp
eak o

f him
 w

ith untem
p
ered

lo
athing

.  H
e is q

uite an acco
m

p
lished

 g
ad

fly.

A
fter the  M

artin Luther K
ing

 D
ay C

rash o
f 1

9
9

0
, G

o
ld

stein, fo
r

instance, ad
ep

tly rub
b
ed

 salt into
 the w

o
und

 in the p
ag

es o
f *2

6
0

0
.*

"Yeah, it w
as fun for the phone phreaks as w

e w
atched the netw

ork
crum

b
le," he ad

m
itted

 cheerfully.   "B
ut it w

as also
 an o

m
ino

us sig
n o

f
w

hat's to com
e...  Som

e A
T
&

T
 people, aided b

y w
ell-m

eaning
 b

ut ig
no-

rant m
edia, w

ere spreading the notion that m
any com

panies had the sam
e

softw
are and therefore could face the sam

e problem
 som

eday.  W
rong.

T
his w

as entirely an A
T
&

T
 so

ftw
are d

eficiency.  O
f co

urse, o
ther co

m
p
a-

nies co
uld

 face entirely *d
ifferent* so

ftw
are p

ro
b
lem

s.  B
ut then, so

 to
o

co
uld

 A
T
&

T
."

A
fter a technical d

iscussio
n o

f the system
's failing

s, the Lo
ng

 Island
techno

-rat w
ent o

n to
 o

ffer tho
ug

htful criticism
 to

 the g
ig

antic m
ulti-
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natio
nal's hund

red
s o

f p
ro

fessio
nally q

ualified
 eng

ineers.  "W
hat w

e
d
o
n't kno

w
 is ho

w
 a m

ajo
r fo

rce in co
m

m
unicatio

ns like A
T
&

T
 co

uld
 b

e
so sloppy.  W

hat happened to backups?  Sure, com
puter system

s go dow
n

all the tim
e, b

ut people m
aking

 phone calls are not the sam
e as people

logging on to com
puters.  W

e m
ust m

ake that distinction.  It's not
acceptable for the phone system

 or any other essential service to 'go
dow

n.'  If w
e continue to trust technolog

y w
ithout understanding

 it, w
e

can look forw
ard to m

any variations on this them
e. "A

T
&

T
 ow

es it to its
custo

m
ers to

 b
e p

rep
ared

 to
 *instantly* sw

itch to
 ano

ther netw
o
rk if

so
m

ething
 strang

e and
 unp

red
ictab

le starts o
ccurring

.  T
he new

s here
isn't so

 m
uch the failure o

f a co
m

p
uter p

ro
g
ram

, b
ut the failure o

f
A

T
&

T
's entire structure."

T
he very id

ea o
f this.... this *p

erso
n*....  o

ffering
 "ad

vice" ab
o
ut

"A
T
&

T
's entire structure" is m

o
re than so

m
e p

eo
p
le can easily b

ear.
H

o
w

 d
are this near-crim

inal d
ictate w

hat is o
r isn't "accep

tab
le"

b
ehavio

r fro
m

 A
T
&

T
? Esp

ecially w
hen he's p

ub
lishing

, in the very sam
e

issue, d
etailed

 schem
atic d

iag
ram

s fo
r creating

 vario
us sw

itching
-net-

w
o
rk sig

nalling
 to

nes unavailab
le to

 the p
ub

lic.

"See w
hat happens w

hen you drop a 'silver box' tone or tw
o dow

n your
lo

cal exchang
e o

r thro
ug

h d
ifferent lo

ng
 d

istance service carriers,"
ad

vises *2
6

0
0

* co
ntrib

uto
r "M

r. U
p
setter" in "H

o
w

 T
o
 B

uild
 a S

ig
nal

B
o
x."  "If yo

u exp
erim

ent system
atically and

 keep
 g

o
o
d
 reco

rd
s, yo

u w
ill

surely d
isco

ver so
m

ething
 interesting

."

T
his is, o

f co
urse, the scientific m

etho
d
, g

enerally reg
ard

ed
 as a p

raise-
w

o
rthy activity and

 o
ne o

f the flo
w

ers o
f m

o
d
ern civilizatio

n.   O
ne can

ind
eed

 learn a g
reat d

eal w
ith this so

rt o
f structured

 intellectual activi-
ty.   T

elco
 em

p
lo

yees reg
ard

 this m
o
d
e o

f "exp
lo

ratio
n" as akin to

 fling
-

ing sticks of dynam
ite into their pond to see w

hat lives on the bottom
.

*2
6

0
0

* has b
een p

ub
lished

 co
nsistently since 1

9
8

4
.  It has also

 run a
b
u
lletin

 b
o
ard

 co
m

p
u
ter system

, p
rin

ted
 *2

6
0

0
* T

-sh
irts, taken

 fax
calls...  T

he S
p
ring

 1
9

9
1

 issue has an interesting
 anno

uncem
ent o

n p
ag

e
4

5
:  "W

e just d
isco

vered
 an extra set o

f w
ires attached

 to
 o

ur fax line
and heading up the pole.  (T

hey've since been clipped.) Your faxes to us
and to anyone else could be m

onitored."
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In the w
o
rld

view
 o

f *2
6

0
0

,* the tiny b
and

 o
f techno

- rat b
ro

thers
(rarely, sisters) are a b

eseig
ed

 vang
uard

 o
f the truly free and

 ho
nest.

T
he rest o

f the w
o
rld

 is a m
aelstro

m
 o

f co
rp

o
rate crim

e and
 hig

h-level
g
o
vernm

ental co
rrup

tio
n, o

ccasio
nally tem

p
ered

 w
ith w

ell-m
eaning

ig
no

rance.   T
o
 read

 a few
 issues in a ro

w
 is to

 enter a nig
htm

are akin to
S
o
lzhenitsyn's, so

m
ew

hat tem
p
ered

 b
y the fact that *2

6
0

0
* is o

ften
extrem

ely funny.

G
oldstein did not becom

e a target of the H
acker C

rackdow
n, though he

p
ro

tested
 lo

ud
ly, elo

q
uently, and

 p
ub

licly ab
o
ut it, and

 it ad
d
ed

 co
nsid

-
erably to his fam

e. It w
as not that he is not regarded as dangerous,

b
ecause he is so reg

arded.  G
oldstein has had b

rushes w
ith the law

 in the
p
ast:  in 1

9
8

5
, a *2

6
0

0
* b

ulletin b
o
ard

 co
m

p
uter w

as seized
 b

y the
FB

I, and
 so

m
e so

ftw
are o

n it w
as fo

rm
ally d

eclared
 "a b

urg
lary to

o
l in

the fo
rm

 o
f a co

m
p
uter p

ro
g
ram

."  B
ut G

o
ld

stein escap
ed

 d
irect rep

res-
sio

n in 1
9

9
0

, b
ecause his m

ag
azine is p

rinted
 o

n p
ap

er, and
 reco

g
nized

as subject to C
onstitutional freedom

 of the press protection.  A
s w

as seen
in the *R

am
p
arts* case, this is far fro

m
 an ab

so
lute g

uarantee.  S
till,

as a p
ractical m

atter, shutting
 d

o
w

n *2
6

0
0

* b
y co

urt-o
rd

er w
o
uld

create so
 m

uch leg
al hassle that it is sim

p
ly unfeasib

le, at least fo
r the

present.   T
hroug

hout 1
9
9
0
, b

oth G
oldstein and his m

ag
azine w

ere
p
e
e
vish

ly
 th

rivin
g
.

Instead
, the C

rackd
o
w

n o
f 1

9
9

0
 w

o
uld

 co
ncern itself w

ith the co
m

p
ut-

erized
 versio

n o
f fo

rb
id

d
en d

ata.  T
he crackd

o
w

n itself, first and
 fo

re-
m

o
st, w

as ab
o
ut *b

ulletin b
o
ard

 system
s.*  B

ulletin B
o
ard

 S
ystem

s,
m

o
st o

ften kno
w

n b
y the ug

ly and
 un-p

luralizab
le acro

nym
 "B

B
S
," are

the life-b
lo

o
d
 o

f the d
ig

ital und
erg

ro
und

.  B
o
ard

s w
ere also

 central to
law

 enforcem
ent's tactics and strateg

y in the H
acker C

rackdow
n.

A
 "b

ulletin b
o
ard

 system
" can b

e fo
rm

ally d
efined

 as a co
m

p
uter w

hich
serves as an info

rm
atio

n and
 m

essag
e- p

assing
 center fo

r users d
ialing

-
up over the phone-lines through the use of  m

odem
s.   A

 "m
odem

," or
m

o
d
ulato

r- d
em

o
d
ulato

r, is a d
evice w

hich translates the d
ig

ital
im

p
ulses o

f co
m

p
uters into

 aud
ib

le analo
g
 telep

ho
ne sig

nals, and
 vice

versa.   M
odem

s connect com
puters to phones and thus to each other.
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Larg
e-scale m

ainfram
e com

puters have b
een connected since the

1
9

6
0

s, b
u
t *p

erso
n
al* co

m
p
u
ters, ru

n
 b

y in
d
ivid

u
als o

u
t o

f th
eir

ho
m

es, w
ere first netw

o
rked

 in the late 1
9

7
0

s.   T
he "b

o
ard

" created
 b

y
W

ard
 C

hristensen and
 R

and
y S

uess in Feb
ruary 1

9
7

8
, in C

hicag
o
,

Illin
o
is, is g

e
n
e
rally re

g
ard

e
d
 as th

e
 first p

e
rso

n
al-co

m
p
u
te

r b
u
lle

tin
board system

 w
orthy of the nam

e.

B
o
ard

s run o
n m

any d
ifferent m

achines, em
p
lo

ying
 m

any d
ifferent kind

s
o
f so

ftw
are.  Early b

o
ard

s w
ere crud

e and
 b

ug
g
y, and

 their m
anag

ers,
kno

w
n as "system

 o
p
erato

rs" o
r "syso

p
s," w

ere hard
-w

o
rking

 technical
exp

erts w
ho

 w
ro

te their o
w

n so
ftw

are.  B
ut like m

o
st everything

 else in
the w

o
rld

 o
f electro

nics, b
o
ard

s b
ecam

e faster, cheap
er, b

etter-
d
esig

ned
, and

 g
enerally far m

o
re so

p
histicated

 thro
ug

ho
ut the 1

9
8

0
s.

T
hey also m

oved sw
iftly out of the hands of pioneers and into those of the

g
eneral p

ub
lic.   B

y 1
9

8
5

 there w
ere so

m
ething

 in the neig
hb

o
rho

o
d
 o

f
4

,0
0

0
 b

o
ard

s in A
m

erica.  B
y 1

9
9

0
 it w

as calculated
, vag

uely, that
there w

ere ab
out 3

0
,0

0
0
 b

oards in the U
S, w

ith uncounted thousands
o
verseas.

C
o
m

p
uter b

ulletin b
o
ard

s are unreg
ulated

 enterp
rises.  R

unning
 a b

o
ard

is a ro
u
g
h
-an

d
-re

ad
y, catch

- as-catch
-can

 p
ro

p
o
sitio

n
.   B

asically,
anyb

ody w
ith a com

puter, m
odem

, softw
are and a phone-line can start a

b
o
ard

.   W
ith seco

nd
-hand

 eq
uip

m
ent and

 p
ub

lic-d
o
m

ain free so
ftw

are,
the price of a b

oard m
ig

ht b
e quite sm

all —
 less than it w

ould take to
p
ub

lish a m
ag

azine o
r even a d

ecent p
am

p
hlet.   Entrep

reneurs eag
erly

sell b
ulletin- b

o
ard

 so
ftw

are, and
 w

ill co
ach no

ntechnical am
ateur

syso
p
s in its use.

B
o
ard

s are no
t "p

resses."  T
hey are no

t m
ag

azines, o
r lib

raries, o
r

p
ho

nes, o
r C

B
 rad

io
s, o

r trad
itio

nal co
rk b

ulletin b
o
ard

s d
o
w

n at the
lo

cal laund
ry, tho

ug
h they have so

m
e p

assing
 resem

b
lance to

 tho
se ear-

lier m
ed

ia. B
o
ard

s are a new
 m

ed
ium

 —
 they m

ay even b
e a *larg

e num
-

b
er* o

f new
 m

ed
ia.

C
onsider these unique characteristics:  b

oards are cheap, yet they  can
have a national, even g

lob
al reach. B

oards can b
e contacted from

 any-
w

here in the g
lo

b
al telep

ho
ne netw

o
rk, at *no

 co
st* to

 the p
erso

n run-
ning

 the b
o
ard

 —
 the caller p

ays the p
ho

ne b
ill, and

 if the caller is lo
cal,
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the call is free.  B
o
ard

s d
o
 no

t invo
lve an ed

ito
rial elite ad

d
ressing

 a
m

ass aud
ience.   T

he "syso
p
" o

f a b
o
ard

 is no
t an exclusive p

ub
lisher o

r
w

riter —
 he is m

anag
ing

 an electro
nic salo

n, w
here ind

ivid
uals can

ad
d
ress the g

eneral p
ub

lic,  p
lay the p

art o
f the g

eneral p
ub

lic, and
 also

exchang
e p

rivate m
ail w

ith o
ther ind

ivid
uals.  A

nd
 the "co

nversatio
n" o

n
b
o
ard

s, tho
ug

h fluid
, rap

id
, and

 hig
hly interactive, is no

t sp
o
ken, b

ut
w

ritten.  It is also
 relatively ano

nym
o
us, so

m
etim

es co
m

p
letely so

.

A
nd b

ecause b
oards are cheap and ub

iquitous, reg
ulations and licensing

req
uirem

ents w
o
uld

 likely b
e p

ractically unenfo
rceab

le.  It w
o
uld

alm
ost be easier to "regulate"  "inspect" and "license" the content of

p
rivate m

ail —
 p

ro
b
ab

ly m
o
re so

, since the m
ail system

 is o
p
erated

 b
y

the fed
eral g

o
vernm

ent.  B
o
ard

s are run b
y ind

ivid
uals, ind

ep
end

ently,
en

tirely at th
eir o

w
n
 w

h
im

.

Fo
r the syso

p
, the co

st o
f o

p
eratio

n is no
t the p

rim
ary lim

iting
 facto

r.
O

nce the investm
ent in a com

puter and m
odem

 has been m
ade, the only

stead
y co

st is the charg
e fo

r m
aintaining

 a p
ho

ne line (o
r several p

ho
ne

lines).   T
he p

rim
ary lim

its fo
r syso

p
s are tim

e and
 energ

y.  B
o
ard

s
req

uire up
keep

.  N
ew

 users are g
enerally "valid

ated
" —

 they m
ust b

e
issued

 ind
ivid

ual p
assw

o
rd

s, and
 called

 at ho
m

e b
y vo

ice-p
ho

ne, so
 that

their id
entity can b

e verified
.  O

b
no

xio
us users, w

ho
 exist in p

lenty,
m

ust be chided or purged.  Proliferating m
essages m

ust be deleted w
hen

they grow
 old, so that the capacity of the system

 is not overw
helm

ed.
A

nd
 so

ftw
are p

ro
g
ram

s (if such thing
s are kep

t o
n the b

o
ard

)  m
ust b

e
exam

ined
 fo

r p
o
ssib

le co
m

p
uter viruses.   If there is a financial charg

e
to

 use the b
o
ard

 (increasing
ly co

m
m

o
n, esp

ecially in larg
er and

 fancier
system

s) then accounts m
ust b

e kept, and users m
ust b

e b
illed.  A

nd if
the b

oard crashes —
 a very com

m
on occurrence —

 then repairs m
ust b

e
m

ad
e.

B
oards can b

e disting
uished b

y the am
ount of effort spent in reg

ulating
them

.  First, w
e have the com

pletely open b
oard, w

hose sysop is off
chug

g
ing

 b
rew

s and
 w

atching
 re-runs w

hile his users g
enerally d

eg
en-

erate over tim
e into peevish anarchy and eventual silence. Second com

es
the sup

ervised
 b

o
ard

, w
here the syso

p
 b

reaks in every o
nce in a w

hile
to

 tid
y up

, calm
 b

raw
ls, issue anno

uncem
ents, and

 rid
 the co

m
m

unity o
f

d
o
lts and

 tro
ub

lem
akers.   T

hird
 is the heavily sup

ervised
 b

o
ard

,  w
hich
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sternly urg
es ad

ult and
 resp

o
nsib

le b
ehavio

r and
 sw

iftly ed
its any m

es-
sag

e co
nsid

ered
 o

ffensive, im
p
ertinent, illeg

al o
r irrelevant.  A

nd
 last

co
m

es the co
m

p
letely  ed

ited
 "electro

nic p
ub

licatio
n,"  w

hich is p
re-

sented
 to

 a silent aud
ience w

hich is no
t allo

w
ed

 to
 resp

o
nd

 d
irectly in

any w
ay.

B
oards can also b

e g
rouped b

y their deg
ree of anonym

ity.  T
here is the

com
pletely anonym

ous b
oard, w

here everyone uses pseudonym
s —

 "han-
dles" —

 and even the sysop is unaw
are of the user's true identity.  T

he
syso

p
 him

self is likely p
seud

o
nym

o
us o

n a b
o
ard

 o
f this typ

e. S
eco

nd
,

and
 rather m

o
re co

m
m

o
n, is the b

o
ard

 w
here the syso

p
 kno

w
s (o

r
thinks he kno

w
s) the true nam

es and
 ad

d
resses o

f all users, b
ut the

users don't know
 one another's nam

es and m
ay not know

 his.  T
hird is

the b
o
ard

 w
here everyo

ne has to
 use real nam

es, and
 ro

lep
laying

 and
p
seud

o
nym

o
us p

o
sturing

 are fo
rb

id
d
en.

B
o
ard

s can b
e g

ro
up

ed
 b

y their im
m

ed
iacy.  "C

hat- lines" are b
o
ard

s
lin

kin
g
 several u

sers to
g
eth

er o
ver several d

ifferen
t p

h
o
n
e-lin

es
sim

ultaneously, so that people exchange m
essages at the very m

om
ent

that they typ
e.  (M

any larg
e b

o
ard

s feature "chat" cap
ab

ilities alo
ng

w
ith o

ther services.)   Less im
m

ed
iate b

o
ard

s, p
erhap

s w
ith a sing

le
phoneline, store m

essag
es serially, one at a tim

e.  A
nd som

e b
oards are

o
nly o

p
en fo

r b
usiness in d

aylig
ht ho

urs o
r o

n w
eekend

s, w
hich g

reatly
slo

w
s resp

o
nse.  A

 *netw
o
rk* o

f b
o
ard

s, such as "Fid
o
N

et," can carry
electro

nic m
ail fro

m
 b

o
ard

 to
 b

o
ard

, co
ntinent to

 co
ntinent, acro

ss hug
e

distances —
 but at a relative snail's pace, so that a m

essage can take
several d

ays to
 reach its targ

et aud
ience and

 elicit a rep
ly.

B
oards can be grouped by their degree of com

m
unity.  Som

e boards
em

p
hasize the exchang

e o
f p

rivate, p
erso

n-to
-p

erso
n electro

nic m
ail.

O
thers em

phasize pub
lic posting

s and m
ay even purg

e people w
ho

"lurk," m
erely read

ing
 p

o
sts b

ut refusing
 to

 o
p
enly p

articip
ate.  S

o
m

e
b
o
ard

s are intim
ate and

 neig
hb

o
rly. O

thers are fro
sty and

 hig
hly tech-

nical.  S
o
m

e are little m
o
re than sto

rag
e d

um
p
s fo

r so
ftw

are, w
here

users "dow
nload" and "upload" prog

ram
s, b

ut interact am
ong

 them
selves

little
 if at all.

B
oards can be grouped by their ease of access.  Som

e boards are entirely
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p
ub

lic.  O
thers are p

rivate and
 restricted

 o
nly to

 p
erso

nal friend
s o

f the
sysop.   Som

e boards divide users by status.   O
n these boards, som

e
u
sers, esp

ecially b
eg

in
n
ers, stran

g
ers o

r ch
ild

ren
, w

ill b
e restricted

 to
g
eneral topics, and perhaps forb

idden to post. Favored users, thoug
h,

are g
ranted the ab

ility to post as they please, and to stay "on-line" as
long as they like, even to the disadvantage of other people trying to call
in.  H

ig
h- status users can b

e g
iven access to

 hid
d
en areas in the b

o
ard

,
such as o

ff-co
lo

r to
p
ics, p

rivate d
iscussio

ns, and
/o

r valuab
le so

ftw
are.

Favored users m
ay even becom

e "rem
ote sysops" w

ith the pow
er to take

rem
ote control of the board through their ow

n hom
e com

puters.  Q
uite

o
ften "rem

o
te syso

p
s" end

 up
 d

o
ing

 all the w
o
rk and

 taking
 fo

rm
al co

n-
tro

l o
f the enterp

rise, d
esp

ite the fact that it's p
hysically lo

cated
 in

som
eone else's house. Som

etim
es several "co-sysops" share pow

er.

A
nd b

oards can also b
e g

rouped b
y size.  M

assive, nationw
ide com

m
ercial

netw
o
rks, such as C

o
m

p
uS

erve, D
elp

hi, G
Enie and

 Pro
d
ig

y, are run o
n

m
ainfram

e co
m

p
uters and

 are g
enerally no

t co
nsid

ered
 "b

o
ard

s," tho
ug

h
they share m

any o
f their characteristics, such as electro

nic m
ail, d

is-
cussio

n to
p
ics, lib

raries o
f so

ftw
are, and

 p
ersistent and

 g
ro

w
ing

 p
ro

b
-

lem
s w

ith civil-lib
erties issues. S

o
m

e p
rivate b

o
ard

s have as m
any as

thirty p
ho

ne-lines and
 q

uite so
p
histicated

 hard
w

are.   A
nd

 then there
are tiny b

o
ard

s.

B
o
ard

s vary in p
o
p
ularity.  S

o
m

e b
o
ard

s are hug
e and

 cro
w

d
ed

, w
here

users m
ust claw

 their w
ay in ag

ainst a co
nstant b

usy-sig
nal.  O

thers are
hug

e and
 em

p
ty —

 there are few
 thing

s sad
d
er than a fo

rm
erly flo

urish-
ing board w

here no one posts any longer, and the dead conversations of
vanished

 users lie ab
o
ut g

athering
 d

ig
ital d

ust.  S
o
m

e b
o
ard

s are tiny
and

 intim
ate, their telep

ho
ne num

b
ers intentio

nally kep
t co

nfid
ential so

that o
nly a sm

all num
b
er can lo

g
 o

n.

A
nd

 so
m

e b
o
ard

s are *und
erg

ro
und

.*

B
o
ard

s can b
e m

ysterio
us entities.  T

he activities o
f their users can b

e
hard

 to
 d

ifferentiate fro
m

 co
nsp

iracy. S
o
m

etim
es they *are* co

nsp
ira-

cies.  B
o
ard

s have harb
o
red

, o
r have b

een accused
 o

f harb
o
ring

, all
m

anner of fringe groups, and have abetted, or been accused of abetting,
every m

an
n
er o

f fro
w

n
ed

-u
p
o
n
, sleazy, rad

ical, an
d
 crim

in
al activity.
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T
here are S

atanist b
o
ard

s.  N
azi b

o
ard

s.  Po
rno

g
rap

hic b
o
ard

s.
Ped

o
p
hile b

o
ard

s.  D
rug

- d
ealing

 b
o
ard

s.  A
narchist b

o
ard

s.  C
o
m

m
unist

b
o
ard

s. G
ay and

 Lesb
ian b

o
ard

s (these exist in g
reat p

ro
fusio

n, m
any o

f
th

e
m

 q
u
ite

 live
ly w

ith
 w

e
ll-e

stab
lish

e
d
 h

isto
rie

s). R
e
lig

io
u
s cu

lt
b
o
ard

s.  Evang
elical b

o
ard

s.  W
itchcraft b

o
ard

s, hip
p
ie b

o
ard

s, p
unk

b
o
ard

s, skateb
o
ard

er b
o
ard

s. B
o
ard

s fo
r U

FO
 b

elievers.   T
here m

ay w
ell

b
e
 b

o
ard

s fo
r se

rial kille
rs, airlin

e
 te

rro
rists an

d
 p

ro
fe

ssio
n
al assas-

sins. T
here is sim

p
ly no

 w
ay to

 tell.   B
o
ard

s sp
ring

 up
, flo

urish, and
d
isap

p
ear in larg

e num
b
ers, in m

o
st every co

rner o
f the d

evelo
p
ed

w
o
rld

.  Even ap
p
arently inno

cuo
us p

ub
lic b

o
ard

s can, and
 so

m
etim

es d
o
,

harb
or secret areas know

n only to a few
.  A

nd even on the vast, pub
lic,

co
m

m
ercial services, p

rivate m
ail is very p

rivate —
 an

d
 q

u
ite p

o
ssib

ly
c
rim

in
a
l.

B
oards cover m

ost every topic im
ag

inab
le and som

e that are hard to
im

ag
ine.  T

hey co
ver a vast sp

ectrum
 o

f so
cial activity.   H

o
w

ever, all
b
oard users do have som

ething
 in com

m
on:  their possession of com

put-
ers and

 p
ho

nes.  N
aturally, co

m
p
uters and

 p
ho

nes are p
rim

ary to
p
ics o

f
co

nversatio
n o

n alm
o
st every b

o
ard

.

A
nd hackers and phone phreaks, those utter devotees of com

puters and
p
ho

nes, live b
y b

o
ard

s.  T
hey sw

arm
 b

y b
o
ard

s.  T
hey are b

red
 b

y
b
o
ard

s.  B
y the late 1

9
8

0
s, p

ho
ne-p

hreak g
ro

up
s and

 hacker g
ro

up
s,

united
 b

y b
o
ard

s, had
 p

ro
liferated

 fantastically.

A
s evid

ence, here is a list o
f hacker g

ro
up

s co
m

p
iled

 b
y the ed

ito
rs o

f
*P

h
rack* o

n
 A

u
g
u
st 8

, 1
9

8
8

.

T
he A

dm
inistration.  A

dvanced T
elecom

m
unications, Inc.  A

LIA
S.

A
m

erican T
o
ne T

ravelers.  A
narchy Inc. A

p
p
le M

afia.  T
he A

sso
ciatio

n.
A

tlan
tic P

irates G
u
ild

.

B
ad

 A
ss M

o
ther Fuckers.  B

ellco
re.  B

ell S
ho

ck Fo
rce. B

lack B
ag

.

C
am

o
rra.  C

&
M

 Pro
d
uctio

ns.  C
atho

lics A
no

nym
o
us. C

hao
s C

o
m

p
uter

C
lub

.  C
hief Executive O

fficers.  C
ircle O

f D
eath.  C

ircle O
f D

eneb
.  C

lub
X
.  C

o
alitio

n o
f H

i-T
ech Pirates.  C

o
ast-T

o
-C

o
ast.  C

o
rrup

t C
o
m

p
uting

.
C
ult O

f T
he D

ead C
ow

.  C
ustom

 Retaliations.
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D
am

age Inc.  D
&

B
 C

om
m

unications. T
he D

ange G
ang.  D

ec H
unters.

D
ig

ital G
ang

.  D
PA

K
.

Eastern A
lliance. T

he Elite H
ackers G

uild
.  Elite Phreakers and

 H
ackers

C
lub

.  T
he Elite S

o
ciety O

f A
m

erica.  EPG
.  Executives O

f C
rim

e. Extasyy
Elite.

Farg
o
 4

A
.  Farm

ers O
f D

o
o
m

.  T
he Fed

eratio
n.  Fed

s R
 U

s.  First C
lass.

Five O
.  Five S

tar.   Fo
rce H

ackers. T
he 4

1
4

s.

H
ack-A

-T
rip

.  H
ackers O

f A
m

erica.   H
ig

h M
o
untain H

ackers.  H
ig

h
S
o
ciety.  T

he H
itchhikers.

IB
M

 S
yn

d
icate

.  T
h
e
 Ice

 P
irate

s.   Im
p
e
rial W

arlo
rd

s. In
n
e
r C

ircle
.

In
n
er C

ircle II.  In
san

ity In
c.  In

tern
atio

n
al C

o
m

p
u
ter U

n
d
erg

ro
u
n
d

B
and

its.

Justice Leag
ue o

f A
m

erica.

K
aos Inc.  K

nights O
f Shadow

.  K
nights O

f T
he Round T

able.

League O
f A

depts.  Legion O
f D

oom
.  Legion O

f H
ackers.  Lords O

f C
haos.

Lunatic Lab
s, U

nlim
ited

.

M
aster H

ackers.  M
A

D
!  T

he M
araud

ers.  M
D

/PhD
. M

etal
C

o
m

m
u
n
icatio

n
s, In

c.  M
etalliB

ash
ers, In

c.  M
B
I. M

etro
C
o
m

m
unicatio

ns.  M
id

w
est Pirates G

uild
.

N
A

S
A

 Elite.  T
he N

A
T
O

 A
sso

ciatio
n.  N

eo
n K

nig
hts. N

ihilist O
rd

er.
O

rder O
f T

he Rose.  O
SS.

Pacific Pirates G
uild

.  Phanto
m

 A
ccess A

sso
ciates. PH

id
o
 PH

reaks. T
he

Phirm
.  Phlash.  Pho

neLine Phanto
m

s.  Pho
ne Phreakers O

f A
m

erica.
Pho

rtune 5
0

0
. Phreak H

ack D
elinq

uents.  Phreak H
ack D

estro
yers.

Phreakers, H
ackers, A

nd
 Laund

ro
m

at Em
p
lo

yees G
ang

 (PH
A

LS
E G

ang
).

Phreaks A
g
ainst G

eeks.  Phreaks A
g
ainst Phreaks A

g
ainst G

eeks.
Phreaks and

 H
ackers o

f A
m

erica.  Phreaks A
no

nym
o
us W

o
rld

 W
id

e.

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
8 3



Pro
ject G

enesis.  T
he Punk M

afia.

T
he Racketeers.  Red D

aw
n T

ext Files.  Roscoe G
ang.

S
A

B
R
E.  S

ecret C
ircle o

f Pirates.  S
ecret S

ervice.  7
0

7
 C

lub
.  S

had
o
w

B
ro

therho
o
d
.  S

harp
 Inc.  6

5
C
0

2
 Elite. S

p
ectral Fo

rce. S
tar Leag

ue.
S
to

w
aw

ays.   S
trata-C

rackers.

T
eam

 H
ackers '8

6
.  T

eam
 H

ackers '8
7
. T

eleC
om

putist N
ew

sletter Staff.
T
rib

unal O
f K

no
w

led
g
e. T

rip
le Entente.  T

urn O
ver A

nd
 D

ie S
ynd

ro
m

e
(T

O
A

D
S
). 3

0
0

 C
lub

.  1
2

0
0

 C
lub

.  2
3

0
0

 C
lub

.  2
6

0
0

 C
lub

.  2
6

0
1

 C
lub

.
2

A
F.

T
he U

nited
 S

o
ft W

areZ Fo
rce.  U

nited
 T

echnical U
nd

erg
ro

und
.

W
are B

rig
ad

e.  T
he W

arelo
rd

s.  W
A

S
P.

C
o
ntem

p
lating

 this list is  an im
p
ressive, alm

o
st hum

b
ling

 b
usiness.

A
s a cultural artifact, the thing

 ap
p
ro

aches p
o
etry.

U
nd

erg
ro

und
 g

ro
up

s —
 sub

cultures —
 can b

e d
isting

uished
 fro

m
 ind

e-
p
end

ent cultures b
y their  hab

it o
f referring

 co
nstantly to

 the p
arent

so
ciety.  U

nd
erg

ro
und

s b
y their nature co

nstantly  m
ust m

aintain a
m

em
b
rane o

f d
ifferentiatio

n.   Funny/d
istinctive clo

thes and
 hair, sp

e-
cialized

 jarg
o
n, sp

ecialized
 g

hetto
ized

 areas in cities, d
ifferent ho

urs o
f

rising
, w

o
rking

, sleep
ing

....  T
he d

ig
ital und

erg
ro

und
, w

hich sp
ecializes

in info
rm

atio
n, relies very heavily o

n lang
uag

e to
 d

isting
uish itself.   A

s
can b

e seen from
 this list, they m

ake heavy use of parody and m
ockery.

It's revealing to see w
ho they choose to m

ock.

First,  larg
e co

rp
o
ratio

ns.  W
e have the Pho

rtune 5
0

0
, T

he C
hief

Executive O
fficers,  B

ellco
re,  IB

M
 S

ynd
icate, S

A
B
R
E (a co

m
p
uterized

reservatio
n service m

aintained
 b

y airlines).  T
he co

m
m

o
n use o

f "Inc."
is telling

 —
 no

ne o
f these g

ro
up

s are actual co
rp

o
ratio

ns, b
ut take clear

d
elig

ht in m
im

icking
 them

.

Second,  governm
ents and police.  N

A
SA

 Elite, N
A

T
O

 A
ssociation.  "Feds R

U
s" and

 "S
ecret S

ervice" are fine b
its o

f fleering
 b

o
ld

ness.  O
S
S
 —

 the
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O
ffice o

f S
trateg

ic S
ervices w

as the fo
rerunner o

f the C
IA

.

T
hird

, crim
inals.  U

sing
 stig

m
atizing

 p
ejo

ratives as a p
erverse b

ad
g
e o

f
ho

no
r is a tim

e-ho
no

red
 tactic fo

r sub
cultures:   p

unks, g
ang

s, d
elin-

q
uents, m

afias, p
irates, b

and
its, racketeers.

S
p
ecialized

 o
rtho

g
rap

hy, esp
ecially the use o

f "p
h" fo

r "f" and
 "z" fo

r
the p

lural "s," are instant reco
g
nitio

n sym
b
o
ls.  S

o
 is the use o

f the
num

eral "0
" fo

r the letter "O
" —

 co
m

p
uter-so

ftw
are o

rtho
g
rap

hy g
en-

erally features a slash thro
ug

h the zero
, m

aking
 the d

istinctio
n o

b
vio

us.

S
o
m

e term
s are p

o
etically d

escrip
tive o

f co
m

p
uter intrusio

n:  the
S
to

w
aw

ays,  the H
itchhikers, the Pho

neLine Phanto
m

s, C
o
ast-to

-C
o
ast.

O
thers are sim

p
le b

ravad
o
 and

 vaing
lo

rio
us p

uffery.  (N
o
te the insistent

use o
f the term

s "elite" and
 "m

aster.")  S
o
m

e term
s are b

lasp
hem

o
us,

so
m

e o
b
scene, o

thers m
erely cryp

tic —
 anything

 to
 p

uzzle, o
ffend

, co
n-

fuse, and keep the straights at bay.

M
any hacker g

ro
up

s further re-encryp
t their nam

es b
y the use o

f
acro

nym
s:  U

nited
 T

echnical U
nd

erg
ro

und
 b

eco
m

es U
T
U

, Farm
ers o

f
D

oom
 becom

e FoD
,  the U

nited SoftW
areZ Force becom

es, at its ow
n

insistence, "T
uSw

F," and w
oe to the ig

norant rodent w
ho capitalizes the

w
ro

ng
 letters.

It should b
e further recog

nized that the m
em

b
ers of these g

roups are
them

selves p
seud

o
nym

o
us.  If yo

u d
id

, in fact, run acro
ss the

"Pho
neLine Phanto

m
s," yo

u w
o
uld

 find
 them

 to
 co

nsist o
f  "C

arrier
C

u
lp

rit,"  "T
h
e Execu

tio
n
er," "B

lack M
ajik,"  "Eg

yp
tian

 L
o
ver,"  "S

o
lid

S
tate

," an
d
  "M

r Ico
m

."  "C
arrie

r C
u
lp

rit" w
ill like

ly b
e
 re

fe
rre

d
 to

 b
y

his friend
s as "C

C
," as in, "I g

o
t these d

ialup
s fro

m
 C

C
 o

f PLP."

It's q
uite p

o
ssib

le that this entire list refers to
 as few

 as a tho
usand

people.   It is not a com
plete list of underg

round g
roups —

 there has
never b

een such a list, and
 there never w

ill b
e.   G

ro
up

s rise, flo
urish,

d
ecline, share m

em
b
ership

, m
aintain a clo

ud
 o

f w
annab

es and
 casual

hang
ers-o

n.  Peo
p
le p

ass in and
 o

ut, are o
stracized

, g
et b

o
red

, are b
ust-

ed
 b

y p
o
lice, o

r are co
rnered

 b
y telco

 security and
 p

resented
 w

ith hug
e

b
ills.  M

any "und
erg

ro
und

 g
ro

up
s" are so

ftw
are p

irates, "w
arez d

0
0

d
z,"
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w
ho

 m
ig

ht b
reak co

p
y p

ro
tectio

n and
 p

irate p
ro

g
ram

s, b
ut likely

w
o
uld

n't d
are to

 intrud
e o

n a co
m

p
uter-system

.

It is hard
 to

 estim
ate the true p

o
p
ulatio

n o
f the d

ig
ital und

erg
ro

und
.

T
here is constant turnover.  M

ost hackers start young
, com

e and g
o, then

drop out at age 2
2
 —

 the age of college graduation.  A
nd a large m

ajority
of "hackers" access pirate boards, adopt a handle,  sw

ipe softw
are and

p
erhap

s ab
use a p

ho
ne-co

d
e o

r tw
o
, w

hile never actually jo
ining

 the
elite.

S
o
m

e p
ro

fessio
nal info

rm
ants, w

ho
 m

ake it their b
usiness to

 retail
kno

w
led

g
e o

f the und
erg

ro
und

 to
 p

aym
asters in p

rivate co
rp

o
rate secu-

rity, have estim
ated

 the hacker p
o
p
ulatio

n at as hig
h as fifty tho

usand
.

T
his is likely hig

hly inflated
, unless o

ne co
unts every sing

le teenag
e

softw
are pirate  and petty phone-booth thief.  M

y best guess is about
5
,0

0
0
 people.   O

f these, I w
ould guess that as few

 as a hundred are
truly "elite"  —

 active co
m

p
uter intrud

ers, skilled
 eno

ug
h to

 p
enetrate

so
p
histicated

 system
s and

 truly to
 w

o
rry co

rp
o
rate security and

 law
enfo

rcem
ent.

A
no

ther interesting
 sp

eculatio
n is w

hether this g
ro

up
 is g

ro
w

ing
 o

r no
t.

Young teenage hackers are often convinced that hackers exist in vast
sw

arm
s and

 w
ill so

o
n d

o
m

inate the cyb
ernetic universe.  O

ld
er and

w
iser veterans, p

erhap
s as w

izened
 as 2

4
 o

r 2
5

 years o
ld

, are co
n-

vinced that the glory days are long gone, that the cops have the under-
g
ro

und
's num

b
er no

w
, and

 that kid
s these d

ays are d
irt-stup

id
 and

 just
w

ant to
 p

lay N
intend

o
.

M
y o

w
n assessm

ent is that co
m

p
uter intrusio

n, as a no
n-p

ro
fit act o

f
intellectual exp

lo
ratio

n and
 m

astery, is in slo
w

 d
ecline, at least in the

U
nited

 S
tates; b

ut that electro
nic fraud

, esp
ecially teleco

m
m

unicatio
n

crim
e, is g

ro
w

ing
 b

y leap
s and

 b
o
und

s.

O
ne m

ig
ht find

 a useful p
arallel to

 the d
ig

ital und
erg

ro
und

 in  the d
rug

und
erg

ro
und

.   T
here w

as a tim
e, no

w
 m

uch-o
b
scured

 b
y histo

rical
revisio

nism
, w

hen B
o
hem

ians freely shared
 jo

ints at co
ncerts, and

 hip
,

sm
all- scale m

arijuana d
ealers m

ig
ht turn p

eo
p
le o

n just fo
r the sake o

f
enjoying a long stoned conversation about the D

oors and A
llen G

insberg.
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N
o
w

 d
rug

s are increasing
ly verb

o
ten, excep

t in a hig
h-stakes, hig

hly-
crim

inal w
o
rld

 o
f hig

hly ad
d
ictive d

rug
s.  O

ver years o
f d

isenchantm
ent

and
 p

o
lice harassm

ent, a vag
uely id

eo
lo

g
ical, free-w

heeling
 d

rug
und

erg
ro

und
 has relinq

uished
 the b

usiness o
f d

rug
- d

ealing
 to

 a  far
m

o
re savag

e crim
inal hard

-co
re.   T

his is no
t a p

leasant p
ro

sp
ect to

co
ntem

p
late, b

ut the analo
g
y is fairly co

m
p
elling

.

W
hat d

o
es an und

erg
ro

und
 b

o
ard

 lo
o
k like?   W

hat d
isting

uishes it fro
m

a stand
ard

 b
o
ard

?  It isn't necessarily the co
nversatio

n —
 hackers o

ften
talk ab

o
ut co

m
m

o
n b

o
ard

 to
p
ics, such as hard

w
are, so

ftw
are, sex, sci-

ence fictio
n, current events, p

o
litics, m

o
vies, p

erso
nal g

o
ssip

.
U

nd
erg

ro
und

 b
o
ard

s can b
est b

e d
isting

uished
 b

y their files, o
r

"philes,"  pre-com
posed texts w

hich teach the techniques and ethos of
the und

erg
ro

und
.   T

hese are p
rized

 reservo
irs o

f fo
rb

id
d
en kno

w
led

g
e.

Som
e are anonym

ous, but m
ost proudly bear the handle of the "hacker"

w
ho

 has created
 them

, and
 his g

ro
up

 affiliatio
n, if he has o

ne.

H
ere is a p

artial tab
le-o

f-co
ntents o

f p
hiles fro

m
 an und

erg
ro

und
b
o
ard

, so
m

ew
here in the heart o

f m
id

d
le A

m
erica, circa 1

9
9

1
.  T

he
d
escrip

tio
n
s are m

o
stly self- exp

lan
ato

ry.
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T
he files ab

o
ve are d

o
-it-yo

urself m
anuals ab

o
ut co

m
p
uter intrusio

n.
T
he ab

o
ve is o

nly a sm
all sectio

n o
f a m

uch larg
er lib

rary o
f hacking

 and
phreaking

 techniques and history.  W
e now

 m
ove into a different and

p
e
rh

ap
s su

rp
risin

g
 are

a.
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-
-
-
-
-
-
-
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-
-
-
+
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c
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|
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R
O
C
K
E
T
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Z
I
P
 
 
 
 
 
 
2
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9
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H
o
w
 
T
o
 
S
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*H
o
ly C

o
w

!*  T
he d

am
ned

 thing
 is full o

f stuff ab
o
ut b

o
m

b
s!

W
hat are w

e to
 m

ake o
f this?

First, it sho
uld

 b
e ackno

w
led

g
ed

 that sp
read

ing
 kno

w
led

g
e ab

o
ut d

em
o
li-

tio
ns to

 teenag
ers is a hig

hly and
 d

elib
erately antiso

cial act.   It is no
t,

h
o
w

e
ve

r, ille
g
al.

Second, it should be recognized that m
ost of these philes w

ere in fact
*w

ritten* b
y teenag

ers.  M
o
st ad

ult A
m

erican m
ales w

ho
 can rem

em
b
er

their teenag
e years w

ill reco
g
nize that the no

tio
n o

f b
uild

ing
 a

flam
eth

ro
w

er in
 yo

u
r g

arag
e is an

 in
cred

ib
ly n

eat-o
 id

ea.  *A
ctu

ally*
b
u
ild

in
g
 a flam

eth
ro

w
er in

 yo
u
r g

arag
e, h

o
w

ever, is frau
g
h
t w

ith
 d

is-
co

urag
ing

 d
ifficulty.  S

tuffing
 g

unp
o
w

d
er into

 a b
o
o
b
y-trap

p
ed

 flash-
lig

ht, so
 as to

 b
lo

w
 the arm

 o
ff yo

ur hig
h-scho

o
l vice-p

rincip
al, can b

e
a thing of dark beauty to contem

plate.   A
ctually com

m
itting assault by

exp
lo

sives  w
ill earn yo

u the sustained
 attentio

n o
f the fed

eral B
ureau o

f
A

lco
ho

l, T
o
b
acco

 and
 Firearm

s.

S
o
m

e p
eo

p
le, ho

w
ever, w

ill actually try these p
lans.  A

 d
eterm

ined
ly

m
urd

ero
us A

m
erican teenag

er can p
ro

b
ab

ly b
uy o

r steal a hand
g
un far

m
o
re easily than he can b

rew
 fake "nap

alm
" in the kitchen sink.

N
evertheless, if tem

p
tatio

n is sp
read

 b
efo

re p
eo

p
le a certain num

b
er

w
ill succum

b
, and

 a sm
all m

ino
rity w

ill actually attem
p
t these stunts.

A
 larg

e
 m

in
o
rity

 o
f th

at sm
all m

in
o
rity

 w
ill e

ith
e
r fail o

r, q
u
ite

 like
ly

,
m

aim
 them

selves, since these "p
hiles" have no

t b
een checked

 fo
r accu-

racy, are no
t the p

ro
d
uct o

f p
ro

fessio
nal exp

erience, and
 are o

ften hig
h-

ly fanciful.  B
ut the g

lo
ating

 m
enace o

f these p
hiles is no

t to
 b

e entirely
d
ism

issed
.

H
ackers m

ay no
t b

e "serio
us" ab

o
ut b

o
m

b
ing

; if they w
ere, w

e w
o
uld

hear far m
ore ab

out exploding
 flashlig

hts, hom
em

ade b
azookas, and g

ym
teachers p

o
iso

ned
 b

y chlo
rine and

 p
o
tassium

.  H
o
w

ever, hackers are
*very* serious ab

out forb
idden know

ledg
e.  T

hey are possessed not
m

erely b
y curio

sity, b
ut b

y a p
o
sitive *lust to

 kno
w

.* T
he d

esire to
kno

w
 w

hat o
thers d

o
n't is scarcely new

.  B
ut the *intensity* o

f this
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desire, as m
anifested by these young technophilic denizens of the

Info
rm

atio
n A

g
e, m

ay in fact *b
e* new

, and
 m

ay rep
resent so

m
e b

asic
shift in so

cial values —
 a harb

ing
er o

f w
hat the w

o
rld

 m
ay co

m
e to

, as
so

ciety lays m
o
re and

 m
o
re value o

n the p
o
ssessio

n, assim
ilatio

n and
retailing

 o
f *info

rm
atio

n* as a b
asic co

m
m

o
d
ity o

f d
aily life.

T
here have alw

ays b
een young

 m
en w

ith ob
sessive interests in these

topics.  N
ever b

efore, how
ever, have they b

een ab
le to netw

ork so
extensively and

 easily, and
 to

 p
ro

p
ag

and
ize their interests w

ith
im

p
unity to

 rand
o
m

 p
assers-b

y.   H
ig

h-scho
o
l teachers w

ill reco
g
nize

that there's alw
ays one in a crow

d, but w
hen the one in a crow

d escapes
co

ntro
l b

y jum
p
ing

 into
 the p

ho
ne-lines, and

 b
eco

m
es a hund

red
 such

kid
s all to

g
ether o

n a b
o
ard

, then tro
ub

le is b
rew

ing
 visib

ly.  T
he urg

e
o
f autho

rity to
 *d

o
 so

m
ething

,*  even so
m

ething
 d

rastic, is hard
 to

resist. A
nd

 in 1
9

9
0

, autho
rity d

id
 so

m
ething

.  In fact autho
rity d

id
 a

g
reat d

eal.
_

_
_

_
_

T
he process b

y w
hich b

oards create hackers g
oes som

ething
 like this.  A

young
ster b

ecom
es interested in com

puters —
 usually, com

puter g
am

es.
H

e hears fro
m

 friend
s that "b

ulletin b
o
ard

s" exist w
here g

am
es can b

e
o
b
tained

 fo
r free.  (M

any co
m

p
uter g

am
es are "freew

are," no
t co

p
y-

rig
hted

 —
 invented

 sim
p
ly fo

r the lo
ve o

f it and
 g

iven aw
ay to

 the p
ub

-
lic; som

e of these gam
es are quite good.)  H

e bugs his parents for a
m

odem
, or quite often, uses his parents' m

odem
.

T
he w

orld of boards suddenly opens up.  C
om

puter gam
es can be quite

exp
ensive, real b

ud
g
et-b

reakers fo
r a kid

, b
ut p

irated
 g

am
es, strip

p
ed

o
f co

p
y p

ro
tectio

n,  are cheap
 o

r free.  T
hey are also

 illeg
al, b

ut it is
very rare, alm

o
st unheard

 o
f, fo

r a sm
all-scale so

ftw
are p

irate to
 b

e
prosecuted.  O

nce "cracked" of its copy protection, the program
, being

d
ig

ital d
ata, b

eco
m

es infinitely rep
ro

d
ucib

le.  Even the instructio
ns to

the gam
e, any m

anuals that accom
pany it, can be reproduced as text

files, o
r p

ho
to

co
p
ied

 fro
m

 leg
itim

ate sets.  O
ther users  o

n b
o
ard

s can
g
ive m

any useful hints in g
am

e-p
laying

 tactics. A
nd

 a yo
ung

ster w
ith an

infinite sup
p
ly o

f free co
m

p
uter g

am
es can certainly cut q

uite a sw
ath

am
o
ng

 his m
o
d
em

- less friend
s.
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A
nd boards are pseudonym

ous.  N
o one need know

 that you're fourteen
years o

ld
 —

 w
ith a little p

ractice at sub
terfug

e, yo
u can talk to

 ad
ults

about adult things, and be accepted and taken seriously!  You can even
p
retend

 to
 b

e a g
irl, o

r an o
ld

 m
an, o

r anyb
o
d
y yo

u can im
ag

ine.  If yo
u

find
 this kind

 o
f d

ecep
tio

n g
ratifying

, there is am
p
le o

p
p
o
rtunity to

 ho
ne

yo
ur ab

ility o
n b

o
ard

s.

B
ut lo

cal b
o
ard

s can g
ro

w
 stale.  A

nd
 alm

o
st every b

o
ard

 m
aintains a list

o
f p

ho
ne-num

b
ers to

 o
ther b

o
ard

s, so
m

e in d
istant, tem

p
ting

, exo
tic

lo
cales.   W

ho
 kno

w
s w

hat they're up
 to

, in O
reg

o
n o

r A
laska o

r Flo
rid

a
o
r C

alifo
rnia?  It's very easy to

 find
 o

ut —
 just  o

rd
er the m

o
d
em

 to
 call

thro
ug

h its so
ftw

are —
 no

thing
 to

 this, just typ
ing

 o
n a keyb

o
ard

, the
sam

e thing you w
ould do for m

ost any com
puter gam

e.   T
he m

achine
reacts sw

iftly and
 in a few

 seco
nd

s yo
u are talking

 to
 a b

unch o
f inter-

esting people on another seaboard.

A
nd

 yet the *b
ills* fo

r this trivial actio
n can b

e stag
g
ering

!  Just b
y

g
o
ing

 tip
p
ety-tap

 w
ith yo

ur fing
ers, yo

u m
ay have sad

d
led

 yo
ur p

arents
w

ith four hundred b
ucks in long

-distance charg
es, and g

otten chew
ed out

b
ut g

o
o
d
. T

hat hard
ly seem

s fair.

H
ow

 horrifying
 to have m

ade friends in another state and to b
e deprived

of their com
pany —

 and their softw
are —

  just b
ecause telephone com

-
panies dem

and ab
surd am

ounts of m
oney!   H

ow
 painful, to b

e restricted
to boards in one's ow

n *area code* —
   w

hat the heck is an "area code"
anyw

ay, and
 w

hat m
akes it so

 sp
ecial?   A

 few
 g

rum
b
les, co

m
p
laints,

and
 inno

cent q
uestio

ns o
f this so

rt w
ill o

ften elicit a sym
p
athetic rep

ly
from

 another board user  —
  som

eone w
ith som

e stolen codes to hand.
Y
o
u d

ither a w
hile,  kno

w
ing

 this isn't q
uite rig

ht, then yo
u m

ake up
yo

ur m
ind

 to
 try them

 anyho
w

 —
 *and

 they w
o
rk!* S

ud
d
enly yo

u're
doing som

ething even your parents can't do.  Six m
onths ago you w

ere
just so

m
e kid

 —
 no

w
, yo

u're the C
rim

so
n Flash o

f A
rea C

o
d
e 5

1
2

!
Y
o
u're b

ad
 —

 yo
u're natio

nw
id

e!

M
aybe you'll stop at a few

 abused codes.  M
aybe you'll decide that boards

aren't all that interesting
 after all, that it's w

ro
ng

, no
t w

o
rth the risk

—
 b

ut m
ayb

e you w
on't. T

he next step is to pick up your ow
n repeat-

d
ialling

 p
ro

g
ram

 —
  to

 learn to
 g

enerate yo
ur o

w
n sto

len co
d
es. (T

his
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w
as dead easy five years ago, m

uch harder to get aw
ay w

ith now
adays,

b
ut no

t yet im
p
o
ssib

le.)   A
nd

 these d
ialling

 p
ro

g
ram

s are no
t co

m
p
lex

o
r intim

id
ating

 —
 so

m
e are as sm

all as tw
enty lines o

f so
ftw

are.

N
ow

, you too can share codes.   You can trade codes to learn other tech-
niques.   If you're sm

art enough to catch on, and obsessive enough to
w

ant to
 b

o
ther,  and

 ruthless eno
ug

h to
 start serio

usly b
end

ing
 rules,

then you'll get better, fast.  You start to develop a rep.  You  m
ove up to a

heavier class of board —
 a board w

ith a bad attitude, the kind of board
that naive d

o
p
es like yo

ur classm
ates and

 yo
ur fo

rm
er self have never

even heard
 o

f!  Y
o
u p

ick up
 the jarg

o
n o

f p
hreaking

 and
 hacking

 fro
m

 the
board.   You read a few

 of those anarchy philes —
 and m

an, you never
realized

 yo
u co

uld
 b

e a real *o
utlaw

* w
itho

ut ever leaving
 yo

ur b
ed

-
ro

o
m

.

Y
ou still play other com

puter g
am

es, b
ut now

 you have a new
 and b

ig
g
er

g
am

e.   T
his o

ne w
ill b

ring
 yo

u a d
ifferent kind

 o
f status than d

estro
ying

even eig
ht zillio

n lo
usy sp

ace invad
ers.

H
acking

 is p
erceived

 b
y hackers as a "g

am
e."  T

his is no
t an entirely

unreaso
nab

le o
r so

cio
p
athic p

ercep
tio

n. Y
o
u can w

in o
r lo

se at hacking
,

succeed
 o

r fail, b
ut it never feels "real."  It's no

t sim
p
ly that im

ag
ina-

tive yo
ung

sters so
m

etim
es have a hard

 tim
e telling

 "m
ake-b

elieve"
fro

m
 "real life."  C

yb
ersp

ace is *n
o
t real!*  "R

eal" th
in

g
s are p

h
ysical

objects like trees and  shoes and cars.  H
acking takes place on a screen.

W
o
rd

s aren't p
hysical, num

b
ers (even telep

ho
ne num

b
ers and

 cred
it

card
 num

b
ers) aren't p

hysical.  S
ticks and

 sto
nes m

ay b
reak m

y b
o
nes,

b
u
t d

ata w
ill n

ever h
u
rt m

e.  C
o
m

p
u
ters *sim

u
late* reality, like co

m
-

puter g
am

es that sim
ulate tank b

attles or dog
fig

hts or spaceships.
S
im

ulatio
ns are just m

ake- b
elieve, and

 the stuff in co
m

p
uters is *no

t
re

a
l.*

C
o
nsid

er this:  if "hacking
" is sup

p
o
sed

 to
 b

e so
 serio

us and
 real-life and

d
ang

ero
us, then ho

w
 co

m
e *nine-year-o

ld
 kid

s* have co
m

p
uters and

m
o
d
em

s?  Y
o
u w

o
uld

n't g
ive a nine year o

ld
 his o

w
n car, o

r his o
w

n
rifle, o

r his o
w

n chainsaw
 —

 tho
se thing

s are "real."

Peo
ple underg

ro
und are perfectly aw

are that the "g
am

e" is fro
w

ned upo
n
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by the pow
ers that be.   W

ord gets around about busts in the under-
g
ro

und
.   Pub

licizing
 b

usts is o
ne o

f the p
rim

ary functio
ns o

f p
irate

boards,  but they also prom
ulgate an attitude about them

, and their ow
n

id
io

syncratic id
eas o

f justice.   T
he users o

f und
erg

ro
und

 b
o
ard

s w
o
n't

co
m

p
lain if so

m
e g

uy is b
usted

 fo
r crashing

 system
s, sp

read
ing

 viruses,
o
r stealing

 m
o
ney b

y w
ire- fraud

.   T
hey m

ay shake their head
s w

ith a
sneaky grin, but they w

on't openly defend these practices.   B
ut w

hen a
kid

 is charg
ed

 w
ith so

m
e theo

retical am
o
unt o

f theft: $
2

3
3

,8
4

6
.1

4
, fo

r
instance, because he sneaked into a com

puter and copied som
ething, and

kep
t it in his ho

use o
n a flo

p
p
y d

isk —
 this is reg

ard
ed

 as a sig
n o

f near-
insanity fro

m
 p

ro
secuto

rs, a sig
n that they've d

rastically m
istaken the

im
m

aterial g
am

e o
f co

m
p
uting

 fo
r their real and

 b
o
ring

 everyd
ay w

o
rld

of fatcat corporate m
oney.

It's as if b
ig

 co
m

p
anies and

 their suck-up
 law

yers think that co
m

p
uting

b
elo

ng
s to

 them
, and

 they can retail it w
ith p

rice stickers, as if it w
ere

b
o
xes o

f laund
ry so

ap
! B

ut p
ricing

 "info
rm

atio
n"  is like trying

 to
 p

rice
air o

r p
rice d

ream
s.  W

ell, anyb
o
d
y o

n a p
irate b

o
ard

 kno
w

s that co
m

-
p
uting

 can b
e, and

 o
ug

ht to
 b

e, *free.*  Pirate b
o
ard

s are little ind
ep

en-
dent w

orlds in cyberspace, and they don't belong to anybody but the
und

erg
ro

und
.   U

nd
erg

ro
und

 b
o
ard

s aren't "b
ro

ug
ht to

 yo
u b

y Pro
cter &

G
am

b
le."

T
o log on to an underground board can m

ean to experience liberation, to
enter a w

o
rld

 w
here, fo

r o
nce, m

o
ney isn't everything

 and
 ad

ults d
o
n't

have all the answ
ers.

Let's sam
p
le ano

ther vivid
 hacker m

anifesto
.  H

ere are so
m

e excerp
ts

fro
m

 "T
he C

o
nscience o

f a H
acker," b

y "T
he M

ento
r," fro

m
 *Phrack*

V
o
lum

e O
ne, Issue 7

, Phile 3
.

"I m
ade a discovery today.  I found a com

puter.  W
ait a second, this is

cool.  It does w
hat I w

ant it to.  If it m
akes a m

istake, it's b
ecause I

screw
ed

 it up
.  N

o
t b

ecause it d
o
esn't like m

e.(...) "A
nd

 then it hap
-

pened... a door opened to a w
orld... rushing

 throug
h the phone line like

hero
in thro

ug
h an ad

d
ict's veins, an electro

nic p
ulse is sent o

ut, a
refug

e fro
m

 d
ay-to

-d
ay inco

m
p
etencies is so

ug
ht... a b

o
ard

 is fo
und

.
'T

his is it...  this is w
here I b

elo
ng

...' "I kno
w

 everyo
ne here... even if
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I've never m
et them

, never talked
 to

 them
, m

ay never hear fro
m

 them
ag

ain... I kno
w

 yo
u all...(...) "T

his is o
ur w

o
rld

 no
w

....  the w
o
rld

 o
f the

electron and the sw
itch, the beauty of the baud.  W

e m
ake use of a ser-

vice alread
y existing

 w
itho

ut p
aying

 fo
r w

hat co
uld

 b
e d

irt-cheap
 if it

w
asn't run b

y p
ro

fiteering
 g

lutto
ns, and

 yo
u call us crim

inals.  W
e

exp
lo

re... and
 yo

u call us crim
inals. W

e seek after kno
w

led
g
e... and

 yo
u

call u
s crim

in
als.  W

e exist w
ith

o
u
t skin

 co
lo

r, w
ith

o
u
t n

atio
n
ality,

w
itho

ut relig
io

us b
ias... and

 yo
u call us crim

inals.  Y
o
u b

uild
 ato

m
ic

b
om

b
s, you w

ag
e w

ars, you m
urder, cheat and lie to us and try to m

ake
us b

elieve that it's fo
r o

ur o
w

n g
o
o
d
, yet w

e're the crim
inals. "Y

es, I am
a crim

in
al.  M

y crim
e is th

at o
f cu

rio
sity. M

y crim
e is th

at o
f ju

d
g
in

g
p
eo

p
le b

y w
hat they say and

 think, no
t w

hat they lo
o
k like.  M

y crim
e is

that o
f o

utsm
arting

 yo
u, so

m
ething

 that yo
u w

ill never fo
rg

ive m
e fo

r."
_

_
_

_
_

T
here have been underground boards alm

ost as long as there have been
boards.  O

ne of the first w
as 8

B
B
S, w

hich becam
e a stronghold of the

W
est C

o
ast p

ho
ne- p

hreak elite.   A
fter g

o
ing

 o
n-line in M

arch 1
9

8
0

,
8

B
B
S
 sp

o
nso

red
 "S

usan T
hund

er," and
 "T

uc,"  and
, m

o
st no

to
rio

usly,
"the C

ondor."  "T
he C

ondor"  b
ore the sing

ular distinction of b
ecom

ing
the m

o
st vilified

 A
m

erican p
hreak and

 hacker ever.   A
ng

ry und
erg

ro
und

asso
ciates, fed

 up
 w

ith C
o
nd

o
r's p

eevish b
ehavio

r, turned
 him

 in to
p
o
lice, alo

ng
 w

ith a heap
ing

 d
o
ub

le-help
ing

 o
f  o

utrag
eo

us hacker leg
-

end
ry.  A

s a result, C
o
nd

o
r w

as kep
t in so

litary co
nfinem

ent fo
r seven

m
o
nths,  fo

r fear that he m
ig

ht start W
o
rld

 W
ar T

hree b
y trig

g
ering

m
issile silo

s fro
m

 the p
riso

n p
ayp

ho
ne.  (H

aving
 served

 his tim
e,

C
o
nd

o
r is no

w
 w

alking
 aro

und
 lo

o
se;  W

W
III has thus far co

nsp
icuo

usly
failed

 to
 o

ccur.)

T
he syso

p
 o

f 8
B
B
S
 w

as an ard
ent free-sp

eech enthusiast w
ho

 sim
p
ly felt

that *any* attem
p
t to

 restrict the exp
ressio

n o
f his users w

as unco
n-

stitutio
nal and

 im
m

o
ral.   S

w
arm

s o
f the technically curio

us entered
8

B
B
S
 and

 em
erg

ed
 as p

hreaks and
 hackers, until, in 1

9
8

2
, a friend

ly
8
B
B
S alum

nus passed the sysop a new
 m

odem
 w

hich had been purchased
b
y cred

it-card
 fraud

.  Po
lice to

o
k this o

p
p
o
rtunity to

 seize the entire
board and rem

ove w
hat they considered an attractive nuisance.

Plovernet w
as a pow

erful East C
oast pirate b

oard that operated in b
oth
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N
ew

 York and Florida.  O
w

ned and operated by teenage hacker "Q
uasi

M
o
to

,"  Plo
vernet attracted

 five hund
red

 eag
er users in 1

9
8

3
.

"Em
m

anuel G
o
ld

stein" w
as o

ne-tim
e co

-syso
p
 o

f Plo
vernet, alo

ng
 w

ith
"Lex Luthor,"  founder of the "Leg

ion of D
oom

" g
roup. Plovernet  b

ore
the signal honor of being the original hom

e of the "Legion of D
oom

,"
ab

o
ut w

hich the read
er w

ill b
e hearing

 a g
reat d

eal, so
o
n.

"P
irate-8

0
," o

r "P
-8

0
," ru

n
 b

y a syso
p
 kn

o
w

n
 as "S

can
- M

an
," g

o
t

into
 the g

am
e very early in C

harlesto
n, and

 co
ntinued

 stead
ily fo

r years.
P-8

0
 flo

urished
 so

 flag
rantly that even its m

o
st hard

ened
 users b

ecam
e

nervous, and som
e slanderously speculated that "Scan M

an" m
ust have

ties to
 co

rp
o
rate security, a charg

e he vig
o
ro

usly d
enied

.

"4
1

4
 Private" w

as the ho
m

e b
o
ard

 fo
r the first *g

ro
up

* to
 attract co

n-
sp

icuo
us tro

ub
le, the teenag

e "4
1

4
 G

ang
," w

ho
se intrusio

ns into
 S

lo
an-

K
ettering

 C
ancer C

enter and
 Lo

s A
lam

o
s m

ilitary co
m

p
uters w

ere to
 b

e a
n
in

e
-d

ay
s- w

o
n
d
e
r in

 1
9

8
2

.

A
t ab

out this tim
e, the first softw

are piracy b
oards b

eg
an to open up,

trading cracked gam
es for the A

tari 8
0
0
 and the C

om
m

odore C
6
4
.

N
aturally these b

o
ard

s w
ere heavily freq

uented
 b

y teenag
ers.  A

nd
 w

ith
the 1

9
8

3
 release o

f the hacker-thriller m
o
vie *W

ar G
am

es,* the scene
exploded.   It seem

ed that every kid in A
m

erica had dem
anded and  gotten

a m
odem

 for C
hristm

as.  M
ost of these dab

b
ler w

annab
es put their

m
odem

s in the attic after a few
 w

eeks, and m
ost of the rem

ainder m
inded

their P's and Q
's and stayed w

ell out of hot w
ater.  B

ut som
e stubborn

and
 talented

 d
iehard

s had
 this hacker kid

 in *W
ar G

am
es* fig

ured
 fo

r a
happening dude.   T

hey sim
ply could not rest until they had contacted the

und
erg

ro
und

 —
 o

r, failing
 that, created

 their o
w

n.

In the m
id

-8
0

s, und
erg

ro
und

 b
o
ard

s sp
rang

 up
 like d

ig
ital fung

i.
S
had

o
w

S
p
aw

n Elite.  S
herw

o
o
d
 Fo

rest I, II, and
 III. D

ig
ital Lo

g
ic D

ata
S
ervice in Flo

rid
a, syso

p
ed

 b
y no

 less a m
an than "D

ig
ital Lo

g
ic" him

-
self; Lex Luthor of the Leg

ion of D
oom

 w
as prom

inent on this b
oard,

since it w
as in his area co

d
e.  Lex's o

w
n b

o
ard

,  "Leg
io

n o
f D

o
o
m

," start-
ed

 in 1
9

8
4

.  T
he N

eo
n K

nig
hts ran a netw

o
rk o

f A
p
p
le- hacker b

o
ard

s:
N

eo
n K

nig
hts N

o
rth, S

o
uth, East and

 W
est.   Free W

o
rld

 II w
as run b

y
"M

ajo
r H

avo
c."  Lunatic Lab

s is still in o
p
eratio

n as o
f this w

riting
.

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
9 5



D
r. R

ip
co

 in C
hicag

o
, an anything

-g
o
es anarchist b

o
ard

 w
ith an exten-

sive and
 rauco

us histo
ry, w

as seized
 b

y S
ecret S

ervice ag
ents in 1

9
9

0
o
n S

und
evil d

ay, b
ut up

 ag
ain alm

o
st im

m
ed

iately, w
ith new

 m
achines

and
 scarcely d

im
inished

  vig
o
r.

T
he S

t. Lo
uis scene w

as no
t to

 rank w
ith m

ajo
r centers o

f A
m

erican
hacking

 such as N
ew

 Y
o
rk and

 L.A
.  B

ut S
t. Lo

uis d
id

 rejo
ice in p

o
sses-

sion of "K
nig

ht Lig
htning

" and "T
aran K

ing
,"  tw

o of the forem
ost

*jo
u
rn

alists* n
ative to

 th
e u

n
d
erg

ro
u
n
d
.   M

isso
u
ri b

o
ard

s like M
etal

S
ho

p
, M

etal S
ho

p
 Private, M

etal S
ho

p
 B

rew
ery, m

ay no
t have b

een the
heaviest b

o
ard

s aro
und

 in term
s o

f illicit exp
ertise.  B

ut they b
ecam

e
b
oards w

here hackers could exchang
e social g

ossip and try to fig
ure out

w
hat the heck w

as g
o
ing

 o
n natio

nally —
 and

 internatio
nally.   G

o
ssip

fro
m

 M
etal S

ho
p
 w

as p
ut into

 the fo
rm

 o
f new

s files, then assem
b
led

into
 a g

eneral electro
nic p

ub
licatio

n, *Phrack,* a p
o
rtm

anteau title
co

ined
 fro

m
 "p

hreak" and
 "hack."  T

he *Phrack* ed
ito

rs w
ere as o

b
ses-

sively curio
us ab

o
ut o

ther hackers as hackers w
ere ab

o
ut m

achines.

*Phrack,* b
eing

 free o
f charg

e and
 lively read

ing
, b

eg
an to

 circulate
throug

hout the underg
ro

und.   A
s T

aran K
ing

 and K
nig

ht Lig
htning

 left
hig

h scho
o
l fo

r co
lleg

e, *Phrack* b
eg

an to
 ap

p
ear o

n m
ainfram

e
m

achines linked
 to

 B
IT

N
ET

, and
, thro

ug
h B

IT
N

ET
 to

 the "Internet,"  that
lo

o
se b

ut extrem
ely p

o
tent no

t-fo
r-p

ro
fit netw

o
rk w

here acad
em

ic,
governm

ental and corporate m
achines trade data through the U

N
IX

T
C

P/IP p
ro

to
co

l.   (T
he "Internet W

o
rm

"  o
f  N

o
vem

b
er 2

-3
,1

9
8

8
,

created
 b

y C
o
rnell g

rad
 stud

ent R
o
b
ert M

o
rris,  w

as to
 b

e the larg
est

and
 b

est- p
ub

licized
 co

m
p
uter-intrusio

n scand
al to

 d
ate.  M

o
rris

claim
ed

 that his ing
enio

us "w
o
rm

" p
ro

g
ram

 w
as m

eant to
 harm

lessly
exp

lo
re the Internet, b

ut d
ue to

 b
ad

 p
ro

g
ram

m
ing

, the W
o
rm

 rep
licated

out of control and crashed som
e six thousand Internet com

puters.
S
m

aller- scale and
 less am

b
itio

us Internet hacking
 w

as a stand
ard

 fo
r

the und
erg

ro
und

 elite.)

M
o
st any und

erg
ro

und
 b

o
ard

 no
t ho

p
elessly lam

e and
 o

ut-o
f-it w

o
uld

feature a co
m

p
lete run o

f *Phrack* —
 and

, p
o
ssib

ly, the lesser-kno
w

n
stand

ard
s o

f the und
erg

ro
und

:  the *Leg
io

n o
f D

o
o
m

 T
echnical Jo

urnal,*
the o

b
scene and

 rauco
us *C

ult o
f the D

ead
 C

o
w

*  files, *P/H
U

N
*  m

ag
a-

zine,  *Pirate,*  the *S
ynd

icate R
ep

o
rts,* and

 p
erhap

s the hig
hly

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
9 6



an
arch

o
-p

o
litical *A

ctivist T
im

e
s In

co
rp

o
rate

d
.*

Po
ssessio

n o
f *Phrack*  o

n o
ne's b

o
ard

 w
as p

rim
a facie evid

ence o
f a

b
ad

 attitud
e.   *Phrack* w

as seem
ing

ly everyw
here, aid

ing
, ab

etting
,

and spreading the underground ethos.  A
nd this did not escape the atten-

tio
n o

f co
rp

o
rate security o

r the p
o
lice.

W
e now

 com
e to the touchy subject of police and boards.  Police, do, in

fact, o
w

n b
o
ard

s.   In 1
9

8
9

, there w
ere p

o
lice-sp

o
nso

red
 b

o
ard

s in
C

alifo
rn

ia, C
o
lo

rad
o
, Flo

rid
a, G

e
o
rg

ia, Id
ah

o
, M

ich
ig

an
, M

isso
u
ri,

T
exas, and

 V
irg

inia: b
o
ard

s such as "C
rim

e B
ytes,"  "C

rim
esto

p
p
ers,"

"A
ll P

o
in

ts" an
d
 "B

u
llet-N

-B
o
ard

."   P
o
lice o

fficers, as p
rivate co

m
-

p
u
ter en

th
u
siasts, ran

 th
eir o

w
n
 b

o
ard

s in
 A

rizo
n
a, C

alifo
rn

ia,
C

o
lo

rad
o
, C

o
n
n
ecticu

t, Flo
rid

a, M
isso

u
ri, M

arylan
d
, N

ew
 M

exico
, N

o
rth

C
arolina, O

hio, T
ennessee and T

exas.   Police b
oards have often proved

help
ful in co

m
m

unity relatio
ns.  S

o
m

etim
es crim

es are rep
o
rted

 o
n

p
o
lice b

o
ard

s.

S
o
m

etim
es crim

es are *co
m

m
itted

*  o
n p

o
lice b

o
ard

s.  T
his has so

m
e-

tim
es happened b

y accident, as naive hackers b
lunder onto police b

oards
and

 b
lithely b

eg
in o

ffering
 telep

ho
ne co

d
es.  Far m

o
re o

ften, ho
w

ever, it
o
ccurs thro

ug
h the no

w
 alm

o
st-trad

itio
nal use o

f "sting
 b

o
ard

s."  T
he

first p
o
lice sting

-b
o
ard

s w
ere estab

lished
 in 1

9
8

5
:  "U

nd
erg

ro
und

T
unnel" in A

ustin, T
exas, w

ho
se syso

p
 S

g
t. R

o
b
ert A

nsley called
 him

self
"Pluto

" —
 "T

he Pho
ne C

o
m

p
any" in Pho

enix, A
rizo

na, run b
y K

en
M

acLeod of the M
aricopa C

ounty Sheriff's office —
 and Sgt. D

an
Pasq

uale's b
o
ard

 in Frem
o
nt, C

alifo
rnia.   S

yso
p
s p

o
sed

 as hackers, and
sw

iftly garnered coteries of ardent users, w
ho posted codes and loaded

pirate softw
are w

ith abandon, and cam
e to a sticky end.

S
ting

 b
o
ard

s, like o
ther b

o
ard

s, are cheap
 to

 o
p
erate, very cheap

 b
y the

standards of undercover police operations.  O
nce accepted by the local

und
erg

ro
und

, syso
p
s w

ill likely b
e invited

 into
 o

ther p
irate b

o
ard

s,
w

here they can com
pile m

ore dossiers.  A
nd w

hen the sting is announced
and

 the w
o
rst o

ffend
ers arrested

, the p
ub

licity is g
enerally  g

ratifying
.

T
he resultant p

arano
ia in the und

erg
ro

und
 —

 p
erhap

s m
o
re justly

describ
ed as a "deterrence effect" —

 tends to quell local law
b
reaking

 for
q
uite a w

hile.
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O
bviously police do not have to beat the underbrush for hackers.  O

n the
co

ntrary, they can g
o
 tro

lling
 fo

r them
. T

ho
se caug

ht can b
e g

rilled
.

Som
e becom

e useful inform
ants.  T

hey can lead the w
ay to pirate boards

all acro
ss the co

untry.

A
nd

 b
o
ard

s all acro
ss the co

untry sho
w

ed
 the sticky fing

erp
rints o

f
*Phrack,* and

 o
f that lo

ud
est and

 m
o
st flag

rant o
f all und

erg
ro

und
groups, the "Legion of D

oom
."

T
he term

 "Legion of D
oom

" cam
e from

 com
ic books. T

he Legion of D
oom

,
a co

nsp
iracy o

f co
stum

ed
 sup

er- villains head
ed

 b
y the chro

m
e-d

o
m

ed
crim

in
al u

ltra- m
asterm

in
d
 L

ex L
u
th

o
r, g

ave S
u
p
erm

an
 a lo

t o
f fo

u
r-

co
lo

r g
rap

hic tro
ub

le fo
r a num

b
er o

f d
ecad

es.   O
f co

urse, S
up

erm
an,

that exem
p
lar o

f T
ruth, Justice, and

 the A
m

erican W
ay, alw

ays w
o
n in

the long run.   T
his didn't m

atter to the hacker D
oom

sters —
 "Legion of

D
oom

" w
as not som

e thunderous and evil Satanic reference, it w
as not

m
eant to b

e taken seriously.  "Leg
ion of D

oom
" cam

e from
 funny-b

ooks
and w

as supposed to be funny.

"Legion of D
oom

" did have a good m
outhfilling ring

 to it, though.  It
so

und
ed

 really co
o
l.  O

ther g
ro

up
s, such as the "Farm

ers o
f D

o
o
m

,"
clo

sely allied
 to

 Lo
D

, reco
g
nized

 this g
rand

ilo
q
uent q

uality, and
 m

ad
e fun

of it.  T
here w

as even a hacker g
roup called "Justice Leag

ue of A
m

erica,"
nam

ed
 after S

up
erm

an's club
 o

f true-b
lue crim

efig
hting

 sup
erhero

s.

B
ut they d

id
n't last; the Leg

io
n d

id
.

T
he orig

inal Leg
ion of D

oom
, hang

ing
 out on Q

uasi M
oto's Plovernet

b
o
ard

, w
ere p

ho
ne p

hreaks.   T
hey w

eren't m
uch into

 co
m

p
uters.   "Lex

Lutho
r" him

self (w
ho

 w
as und

er eig
hteen w

hen he fo
rm

ed
 the Leg

io
n)

w
as a C

O
S
M

O
S
 exp

ert, C
O

S
M

O
S
 b

eing
 the "C

entral S
ystem

 fo
r M

ainfram
e

O
p
eratio

ns," a telco
 internal co

m
p
uter netw

o
rk.   Lex w

o
uld

 eventually
b
eco

m
e q

uite a d
ab

 hand
 at b

reaking
 into

 IB
M

 m
ainfram

es, b
ut altho

ug
h

everyone liked Lex and adm
ired his attitude, he w

as not considered a
truly acco

m
p
lished

 co
m

p
uter intrud

er.  N
o
r w

as he the "m
asterm

ind
" o

f
the Legion of D

oom
 —

  LoD
 w

ere never big on form
al leadership.  A

s a
reg

ular o
n Plo

vernet and
 syso

p
 o

f his "Leg
io

n o
f D

o
o
m

 B
B
S
,"  Lex w

as
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the Leg
io

n's cheerlead
er and

 recruiting
 o

fficer.

Leg
io

n o
f D

o
o
m

 b
eg

an o
n the ruins o

f an earlier p
hreak g

ro
up

, T
he

K
nights of Shadow

.  Later, LoD
 w

as to subsum
e the personnel of the

hacker g
roup "T

rib
unal of K

now
ledg

e."  People cam
e and w

ent constantly
in Lo

D
; g

ro
up

s sp
lit up

 o
r fo

rm
ed

 o
ffsho

o
ts.

Early o
n, the Lo

D
 p

hreaks b
efriend

ed
 a few

 co
m

p
uter-intrusio

n enthu-
siasts, w

ho becam
e the associated "Legion of H

ackers."  T
hen the tw

o
groups conflated into the "Legion of D

oom
/H

ackers,"  or LoD
/H

. W
hen

the o
rig

inal "hacker" w
ing

, M
essrs. "C

o
m

p
u- Phreak" and

 "Phucked
A

g
ent 0

4
," found other m

atters to occupy their tim
e, the extra "/H

"
slo

w
ly atro

p
hied

 o
ut o

f the nam
e;  b

ut b
y this tim

e the p
hreak w

ing
,

M
essrs.  Lex Lutho

r, "B
lue A

rcher," "G
ary S

even," "K
errang

 K
han,"

"M
aster o

f Im
p
act," "S

ilver S
p
y," "T

he M
araud

er," and
 "T

he
V

id
eo

sm
ith," had

 p
icked

 up
 a p

letho
ra o

f intrusio
n exp

ertise and
 had

becom
e a force to be reckoned w

ith.

LoD
 m

em
bers seem

ed to have an instinctive understanding that the w
ay

to
 real p

o
w

er in the und
erg

ro
und

 lay thro
ug

h co
vert p

ub
licity.   Lo

D
w

ere flag
rant.  N

o
t o

nly w
as it o

ne o
f the earliest g

ro
up

s, b
ut the m

em
-

b
ers to

o
k p

ains to
 w

id
ely d

istrib
ute their illicit kno

w
led

g
e.   S

o
m

e Lo
D

m
em

b
ers, like "T

he M
ento

r," w
ere clo

se to
 evang

elical ab
o
ut it.

*Leg
ion of D

oom
 T

echnical Journal*  b
eg

an to show
 up on b

oards
thro

ug
ho

ut the und
erg

ro
und

.

*Lo
D

 T
echnical Jo

urnal* w
as nam

ed
 in cruel p

aro
d
y o

f the ancient and
ho

no
red

 *A
T
&

T
 T

echnical Jo
urnal.* T

he m
aterial in these tw

o
 p

ub
lica-

tio
ns w

as q
uite sim

ilar —
 m

uch o
f it, ad

o
p
ted

 fro
m

 p
ub

lic jo
urnals and

discussions in the telco com
m

unity.  A
nd yet, the predatory attitude of

LoD
 m

ade even its m
ost innocuous data seem

 deeply sinister; an outrage;
a clear and

 p
resent d

ang
er.

T
o
 see w

hy this sho
uld

 b
e, let's co

nsid
er the fo

llo
w

ing
 (invented

) p
ara-

g
rap

hs, as a kind
 o

f tho
ug

ht exp
erim

ent.

(A
)  "W

. Fred
 B

ro
w

n, A
T
&

T
 V

ice Presid
ent fo

r A
d
vanced

 T
echnical

D
evelopm

ent, testified M
ay 8

  at a W
ashing

ton hearing
 of the N

ational
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T
eleco

m
m

unicatio
ns and

 Info
rm

atio
n A

d
m

inistratio
n (N

T
IA

), reg
ard

ing
B
ellco

re's G
A

R
D

EN
 p

ro
ject.  G

A
R
D

EN
 (G

eneralized
 A

uto
m

atic R
em

o
te

D
istrib

uted
 Electro

nic N
etw

o
rk)  is a telep

ho
ne-sw

itch p
ro

g
ram

m
ing

to
o
l that m

akes it p
o
ssib

le to
 d

evelo
p
 new

 teleco
m

 services, includ
ing

ho
ld

-o
n-ho

ld
 and

 custo
m

ized
 m

essag
e transfers,  fro

m
 any keyp

ad
 ter-

m
inal, w

ithin seco
nd

s.   T
he G

A
R
D

EN
 p

ro
to

typ
e co

m
b
ines centrex lines

w
ith a m

inico
m

p
uter using

 U
N

IX
 o

p
erating

 system
 so

ftw
are."

(B
)  "C

rim
so

n Flash 5
1

2
 o

f the C
entrex M

o
b
sters rep

o
rts:  D

0
0

d
z, yo

u
w

o
uld

n't b
elieve this G

A
R
D

EN
 b

ullshit B
ellco

re's just co
m

e up
 w

ith!
N

ow
 you don't even need a lousy C

om
m

odore to reprogram
 a sw

itch —
just log

 on to G
A

RD
EN

 as a technician, and you can reprog
ram

 sw
itches

rig
ht o

ff the keyp
ad

 in any p
ub

lic p
ho

ne b
o
o
th! Y

o
u can g

ive yo
urself

ho
ld

-o
n-ho

ld
 and

 custo
m

ized
 m

essag
e transfers, and

 b
est o

f all, the
thing

 is run o
ff (no

to
rio

usly insecure)  centrex lines using
 —

 g
et this —

stand
ard

 U
N

IX
 so

ftw
are!  H

a ha ha ha!"

M
essag

e (A
), co

uched
 in typ

ical techno
- b

ureaucratese, ap
p
ears ted

io
us

and
 alm

o
st unread

ab
le. (A

) scarcely seem
s threatening

 o
r m

enacing
.

M
essag

e (B
), o

n the o
ther hand

, is a d
read

ful thing
, p

rim
a facie evi-

d
ence o

f a d
ire co

nsp
iracy, d

efinitely no
t the kind

 o
f thing

 yo
u w

ant yo
ur

teenag
er read

ing
.

T
h
e
 *in

fo
rm

atio
n
,* h

o
w

e
ve

r, is id
e
n
tical.  It is *p

u
b
lic* in

fo
rm

atio
n
,

presented b
efore the federal g

overnm
ent in an open hearing

.  It is not
"secret."  It is no

t "p
ro

p
rietary." It is no

t even "co
nfid

ential."  O
n the

contrary, the developm
ent of advanced softw

are system
s is a m

atter of
g
reat p

ub
lic p

rid
e to

 B
ellco

re.

H
o
w

ever, w
hen B

ellco
re p

ub
licly anno

unces a p
ro

ject o
f this kind

, it
expects a certain attitude from

 the pub
lic —

 som
ething

 along
 the lines of

*g
o
sh w

o
w

, yo
u g

uys are g
reat, keep

 that up
, w

hatever it is*  —
  cer-

tainly no
t cruel m

im
ickry, o

ne-up
m

anship
 and

 o
utrag

eo
us sp

eculatio
ns

ab
o
ut p

o
ssib

le security ho
les.

N
ow

 put yourself in the place of a policem
an confronted by an outraged

p
arent, o

r telco
 o

fficial, w
ith a co

p
y o

f V
ersio

n (B
).  T

his w
ell-m

eaning
citizen

, to
 h

is h
o
rro

r, h
as d

isco
vered

 a lo
cal b

u
lletin

-b
o
ard

 carryin
g
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o
utrag

eo
us stuff like (B

), w
hich his so

n is exam
ining

 w
ith a d

eep
 and

unhealthy interest.   If (B
) w

ere p
rinted

 in a b
o
o
k o

r m
ag

azine, yo
u, as

an A
m

erican law
 enfo

rcem
ent o

fficer, w
o
uld

 kno
w

 that it w
o
uld

 take a
hell of a lot of troub

le to do anything
 ab

out it;  b
ut it doesn't take techni-

cal g
enius to

 reco
g
nize that if there's a co

m
p
uter in yo

ur area harb
o
ring

stuff like (B
), there's g

o
ing

 to
 b

e tro
ub

le.

In fact, if yo
u ask aro

und
, any co

m
p
uter-literate co

p
 w

ill tell yo
u

straig
ht o

ut that b
o
ard

s w
ith stuff like (B

) are the *so
urce* o

f tro
ub

le.
A

nd
 the *w

o
rst* so

urce o
f tro

ub
le o

n b
o
ard

s are the ring
lead

ers invent-
ing

 and
 sp

read
ing

 stuff like (B
).  If it w

eren't fo
r these jo

kers, there
w

o
uld

n't *b
e* any tro

ub
le.

A
nd Legion of D

oom
 w

ere on boards like nobody else.  Plovernet.  T
he

Legion of D
oom

 B
oard.  T

he Farm
ers of D

oom
 B

oard.  M
etal Shop.  O

SU
N

Y.
B
lo

tto
land

. Private S
ecto

r.  A
tlantis.  D

ig
ital Lo

g
ic.  H

ell Phro
zen O

ver.

Lo
D

 m
em

b
ers also

 ran their o
w

n b
o
ard

s.  "S
ilver S

p
y" started

 his o
w

n
board, "C

atch-2
2
,"  considered one of the heaviest around.   So did

"M
ento

r," w
ith his "Pho

enix Pro
ject."   W

hen they d
id

n't run b
o
ard

s
them

selves, they show
ed up on other people's boards, to brag, boast, and

strut.  A
nd

 w
here they them

selves d
id

n't g
o
, their p

hiles w
ent, carrying

evil kno
w

led
g
e and

 an even m
o
re evil attitud

e.

A
s early as 1

9
8

6
, the p

o
lice w

ere und
er the vag

ue im
p
ressio

n that
*everyone* in the underg

round w
as Leg

ion of D
oom

.   LoD
 w

as never
that larg

e —
 co

nsid
erab

ly sm
aller than either "M

etal C
o
m

m
unicatio

ns"
or "T

he A
dm

inistration," for instance —
 b

ut LoD
 g

ot trem
endous press.

Esp
ecially in *Phrack,* w

hich at tim
es read

 like an Lo
D

 fan m
ag

azine;
and

 *Phrack* w
as everyw

here, esp
ecially in the o

ffices o
f telco

 securi-
ty.   Y

ou couldn't *g
et* b

usted as a phone phreak, a hacker, or even a
lousy codes kid or w

arez dood, w
ithout the cops asking if you w

ere LoD
.

T
his w

as a d
ifficult charg

e to
 d

eny, as Lo
D

 never d
istrib

uted
 m

em
b
er-

ship
 b

ad
g
es o

r lam
inated

 ID
 card

s.  If they had
, they w

o
uld

 likely have
d
ied

 o
ut q

uickly, fo
r turno

ver in their m
em

b
ership

 w
as co

nsid
erab

le.
Lo

D
 w

as less a hig
h-tech street-g

ang
 than an o

ng
o
ing

 state-o
f- m

ind
.

LoD
 w

as the G
ang

 T
hat Refused to D

ie.   B
y 1

9
9
0
, LoD

 had *ruled* for
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ten years, and
 it seem

ed
 *w

eird
* to

 p
o
lice that they w

ere co
ntinually

b
usting

 people w
ho w

ere only sixteen years old.   A
ll these teenag

e
sm

all-tim
e
rs w

e
re

 p
le

ad
in

g
 th

e
 tire

so
m

e
 h

acke
r litan

y  o
f "ju

st cu
ri-

o
us, no

 crim
inal intent."  S

o
m

ew
here at the center o

f this co
nsp

iracy
there had

 to
 b

e so
m

e serio
us ad

ult m
asterm

ind
s, no

t this seem
ing

ly end
-

less sup
p
ly o

f m
yo

p
ic sub

urb
an w

hite kid
s w

ith hig
h S

A
T
s and

 funny
haircuts.

T
here w

as no question that m
ost any A

m
erican hacker arrested w

ould
"know

" LoD
.  T

hey knew
 the handles of contributors to *LoD

 T
ech

Jo
urnal,*  and

 w
ere likely to

 have learned
 their craft thro

ug
h Lo

D
boards and LoD

 activism
.  B

ut they'd never m
et anyone from

 LoD
. Even

so
m

e o
f the ro

tating
 cad

re w
ho

 w
ere actually and

 fo
rm

ally "in Lo
D

"
knew

 o
ne ano

ther o
nly b

y b
o
ard

-m
ail and

 p
seud

o
nym

s.   T
his w

as a
h
ig

h
ly u

n
co

n
ven

tio
n
al p

ro
file fo

r a crim
in

al co
n
sp

iracy.  C
o
m

p
u
ter

netw
o
rking

, and
 the rap

id
 evo

lutio
n o

f the d
ig

ital und
erg

ro
und

,  m
ad

e
the situatio

n very d
iffuse and

 co
nfusing

.

Furtherm
o
re, a b

ig
 rep

utatio
n in the d

ig
ital und

erg
ro

und
 d

id
 no

t co
in-

cid
e w

ith o
ne's w

illing
ness to

 co
m

m
it "crim

es."   Instead
, rep

utatio
n

w
as b

ased on cleverness and technical m
astery.  A

s a result, it often
seem

ed
 that the *heavier* the hackers w

ere, the *less* likely they
w

ere to
 have co

m
m

itted
 any kind

 o
f co

m
m

o
n, easily p

ro
secutab

le crim
e.

T
here w

ere so
m

e hackers w
ho

 co
uld

 really steal.  A
nd

 there w
ere hack-

ers w
ho could really hack.  B

ut the tw
o g

roups didn't seem
 to overlap

m
uch, if at all.   Fo

r instance, m
o
st p

eo
p
le in the und

erg
ro

und
 lo

o
ked

 up
to

 "Em
m

anuel G
o
ld

stein" o
f *2

6
0

0
* as a hacker d

em
ig

o
d
.  B

ut
G

o
ld

stein's p
ub

lishing
 activities w

ere entirely leg
al —

 G
o
ld

stein just
printed dodgy stuff and talked about politics, he didn't even hack. W

hen
yo

u cam
e rig

ht d
o
w

n to
 it, G

o
ld

stein sp
ent half his tim

e co
m

p
laining

 that
co

m
p
uter security *w

asn't stro
ng

 eno
ug

h* and
 o

ug
ht to

 b
e d

rastically
im

p
ro

ved
 acro

ss the b
o
ard

!

T
ruly heavy-d

uty hackers, tho
se w

ith serio
us technical skills w

ho
 had

earned the respect of the underground,  never stole m
oney or abused

credit cards. Som
etim

es they m
ight abuse phone-codes —

 but often, they
seem

ed to get all the free phone-tim
e they w

anted w
ithout leaving a

trace o
f any kind

.
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T
he b

est hackers, the m
o
st p

o
w

erful and
 technically acco

m
p
lished

, w
ere

no
t p

ro
fessio

nal fraud
sters.   T

hey raid
ed

 co
m

p
uters hab

itually, b
ut

w
ouldn't alter anything

, or dam
ag

e anything
.  T

hey didn't even steal
co

m
p
uter eq

uip
m

ent —
 m

o
st had

 d
ay-jo

b
s m

essing
 w

ith hard
w

are, and
could get all the cheap secondhand equipm

ent they w
anted.   T

he hottest
hackers, unlike the teenag

e w
annab

es,  w
eren't snob

s ab
out fancy or

exp
ensive hard

w
are.  T

heir m
achines tend

ed
 to

 b
e raw

 seco
nd

-hand
 d

ig
-

ital hot-rods full of custom
 add-ons that they'd cobbled together out of

chickenw
ire, m

em
o
ry chip

s and
 sp

it.  S
o
m

e w
ere ad

ults, co
m

p
uter so

ft-
w

are w
riters and

 co
nsultants b

y trad
e, and

 m
aking

 q
uite g

o
o
d
 living

s at
it.  Som

e of them
 *actually w

orked for the phone com
pany* —

  and for
tho

se, the "hackers" actually fo
und

 und
er the skirts o

f M
a B

ell, there
w

o
u
ld

 b
e little m

ercy in
 1

9
9

0
.

It has long
 b

een an article of faith in the underg
round that the "b

est"
hackers never g

et caug
ht. T

hey're far too sm
art, supposedly.  T

hey
never get caught because they never boast, brag, or strut.   T

hese
dem

ig
ods m

ay read underg
round b

oards (w
ith a condescending

 sm
ile),

b
ut they never say anything

 there.   T
he "b

est" hackers, according
 to

leg
end

, are ad
ult co

m
p
uter p

ro
fessio

nals, such as m
ainfram

e system
ad

m
inistrato

rs, w
ho

 alread
y kno

w
 the ins and

 o
uts o

f their p
articular

b
rand

 o
f security.   Even the "b

est" hacker can't b
reak in to

 just any
com

puter at random
: the know

ledg
e of security holes is too specialized,

varying
 w

id
ely w

ith d
ifferent so

ftw
are and

 hard
w

are.  B
ut if p

eo
p
le are

em
p
lo

yed
 to

 run, say, a U
N

IX
 m

ainfram
e o

r a V
A

X
/V

M
S
 m

achine, then
they tend

 to
 learn security fro

m
 the insid

e o
ut.  A

rm
ed

 w
ith this kno

w
l-

edge, they can look into m
ost anybody else's U

N
IX or V

M
S w

ithout m
uch

tro
ub

le o
r risk, if they w

ant to
.   A

nd
, acco

rd
ing

 to
 hacker leg

end
, o

f
course they w

ant to, so of course they do.   T
hey just don't m

ake a big
deal of w

hat they've done.  So nobody ever finds out.

It is also
 an article o

f faith in the und
erg

ro
und

 that p
ro

fessio
nal telco

p
eo

p
le "p

hreak" like crazed
 w

easels. *O
f co

urse* they sp
y o

n M
ad

o
nna's

p
ho

ne calls —
 I m

ean, *w
o
uld

n't yo
u?*  O

f co
urse they g

ive them
selves

free lo
ng

- d
istance —

 w
hy the hell sho

uld
 *they* p

ay, they're running
the w

ho
le sheb

ang
!
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It has, as a third
 m

atter, lo
ng

 b
een an article o

f faith that any hacker
caug

ht can escape serious punishm
ent if he confesses *how

 he did it.*
H

ackers seem
 to

 b
elieve that g

o
vernm

ental ag
encies and

 larg
e co

rp
o
ra-

tio
ns are b

lund
ering

 ab
o
ut in cyb

ersp
ace like eyeless jellyfish o

r cave
salam

and
ers.  T

hey feel that these larg
e b

ut p
athetically stup

id
 o

rg
ani-

zatio
ns w

ill p
ro

ffer up
 g

enuine g
ratitud

e, and
 p

erhap
s even a security

p
o
st and

 a b
ig

 salary, to
 the ho

t-sho
t intrud

er w
ho

 w
ill d

eig
n to

 reveal
to them

 the suprem
e genius of his m

odus operandi.

In the case o
f lo

ng
tim

e Lo
D

 m
em

b
er "C

o
ntro

l-C
," this actually hap

-
p
ened

, m
o
re o

r less.   C
o
ntro

l-C
 had

 led
 M

ichig
an B

ell a m
erry chase,

and w
hen captured in 1

9
8
7
, he turned out to b

e a b
rig

ht and apparently
p
hysically harm

less yo
ung

 fanatic, fascinated
 b

y p
ho

nes.   T
here w

as no
chance in hell that C

o
ntro

l-C
 w

o
uld

 actually rep
ay the eno

rm
o
us and

larg
ely theo

retical sum
s in lo

ng
-d

istance service that he had
 accum

u-
lated

 fro
m

 M
ichig

an B
ell.   H

e co
uld

 alw
ays b

e ind
icted

 fo
r fraud

 o
r

co
m

p
uter-intrusio

n, b
ut there seem

ed
 little real p

o
int in this —

 he
hadn't physically dam

ag
ed any com

puter.  H
e'd just plead g

uilty, and he'd
likely g

et the usual slap
-o

n-the-w
rist, and

 in the m
eantim

e it w
o
uld

 b
e

a b
ig

 hassle fo
r M

ichig
an B

ell just to
 b

ring
 up

 the case.  B
ut if kep

t o
n

the p
ayro

ll, he m
ig

ht at least keep
 his fello

w
 hackers at b

ay.

T
here w

ere uses fo
r him

.  Fo
r instance, a co

ntrite C
o
ntro

l-C
 w

as fea-
tured

 o
n M

ichig
an B

ell internal p
o
sters, sternly w

arning
 em

p
lo

yees to
shred

 their trash.   H
e'd

 alw
ays g

o
tten m

o
st o

f his b
est insid

e info
 fro

m
"trashing

" —
 raid

ing
 telco

 d
um

p
sters, fo

r useful d
ata ind

iscreetly
throw

n aw
ay.   H

e signed these posters, too.  C
ontrol-C

 had becom
e

so
m

ething
 like a M

ichig
an B

ell m
asco

t.  A
nd

 in fact, C
o
ntro

l-C
 *d

id
*

keep
 o

ther hackers at b
ay.  Little hackers w

ere q
uite scared

 o
f C

o
ntro

l-
C
 and

 his heavy-d
uty Leg

io
n o

f D
o
o
m

 friend
s.   A

nd
 b

ig
 hackers *w

ere*
his friend

s and
 d

id
n't w

ant to
 screw

 up
 his cushy situatio

n.

N
o m

atter w
hat one m

ight say of LoD
, they did stick together.   W

hen
"W

asp
," an ap

p
arently g

enuinely m
alicio

us N
ew

 Y
o
rk hacker, b

eg
an

crashing
 B

ellco
re m

achines,  C
o
ntro

l-C
 received

 sw
ift vo

lunteer help
from

 "the M
entor" and the G

eorgia LoD
 w

ing  m
ade up of "T

he Prophet,"
"U

rvile," and
 "Leftist."   U

sing
 M

ento
r's Pho

enix Pro
ject b

o
ard

 to
 co

o
r-

d
inate, the D

o
o
m

sters help
ed

 telco
 security to

 trap
 W

asp
, b

y luring
 him
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into
 a m

achine w
ith a tap

 and
 line-trace installed

.  W
asp

 lo
st.  Lo

D
 w

o
n!

A
nd

 m
y, d

id
 they b

rag
.

U
rvile

, P
ro

p
h
e
t an

d
 L

e
ftist w

e
re

 w
e
ll-q

u
alifie

d
 fo

r th
is activity

, p
ro

b
-

ab
ly m

ore so even than the quite accom
plished C

ontrol-C
.  T

he G
eorg

ia
b
o
ys knew

 all ab
o
ut p

ho
ne sw

itching
-statio

ns.  T
ho

ug
h relative jo

hnny-
com

e- latelies in the Leg
ion of D

oom
, they w

ere considered som
e of

LoD
's heaviest guys, into the hairiest system

s around. T
hey had the good

fo
rtune to

 live in o
r near A

tlanta, ho
m

e o
f the sleep

y and
 ap

p
arently

to
lerant B

ellS
o
uth R

B
O

C
.

A
s R

B
O

C
 security w

ent, B
ellS

o
uth w

ere "cake."   U
S
 W

est (o
f A

rizo
na,

the R
o
ckies and

 the Pacific N
o
rthw

est) w
ere to

ug
h and

 ag
g
ressive,

p
ro

b
ab

ly th
e h

eaviest R
B
O

C
 aro

u
n
d
.  P

acific B
ell, C

alifo
rn

ia's P
acB

ell,
w

ere sleek, hig
h- tech, and

 lo
ng

tim
e veterans o

f the LA
 p

ho
ne-p

hreak
w

ars. N
Y
N

EX
 had

 the m
isfo

rtune to
 run the N

ew
 Y

o
rk C

ity area, and
w

ere w
arily p

rep
ared

 fo
r m

o
st an

yth
in

g
.   Even

 M
ich

ig
an

 B
ell, a d

ivi-
sion of the A

m
eritech RB

O
C
, at least had the elem

entary sense to hire
their o

w
n hacker as a useful scarecro

w
.  B

ut B
ellS

o
uth, even tho

ug
h

their co
rp

o
rate P.R

.  p
ro

claim
ed

 them
 to

 have "Everything
 Y

o
u Exp

ect
Fro

m
 a Lead

er," w
ere p

athetic.

W
hen rum

o
r ab

o
ut Lo

D
's m

astery o
f G

eo
rg

ia's sw
itching

 netw
o
rk g

o
t

aro
und

 to
 B

ellS
o
uth thro

ug
h B

ellco
re and

 telco
 security scuttleb

utt,
they at first refused

 to
 b

elieve it.   If yo
u p

aid
 serio

us attentio
n to

 every
rum

o
r o

ut and
 ab

o
ut these hacker kid

s, yo
u w

o
uld

 hear all kind
s o

f
w

acko
 saucer-nut no

nsense:  that the N
atio

nal S
ecurity A

g
ency m

o
ni-

to
red

 all A
m

erican p
ho

ne calls, that the C
IA

 and
 D

EA
 tracked

 traffic o
n

b
ulletin-b

o
ard

s w
ith w

o
rd

- analysis p
ro

g
ram

s, that the C
o
nd

o
r co

uld
start W

o
rld

 W
ar III fro

m
 a p

ayp
h
o
n
e.

If there w
ere hackers into

 B
ellS

o
uth sw

itching
- statio

ns, then ho
w

 co
m

e
nothing

 had happened?  N
othing

 had b
een hurt.  B

ellSouth's m
achines

w
eren't crashing

. B
ellS

o
uth w

asn't suffering
 esp

ecially b
ad

ly fro
m

fraud
. B

ellS
o
uth's custo

m
ers w

eren't co
m

p
laining

.  B
ellS

o
uth w

as head
-

q
uartered

 in A
tlanta, am

b
itio

us m
etro

p
o
lis o

f the new
 hig

h-tech
S
unb

elt; and
 B

ellS
o
uth w

as up
g
rad

ing
 its netw

o
rk b

y leap
s and

 b
o
und

s,
d
ig

itizing
 the w

o
rks left rig

ht and
 center.   T

hey co
uld

 hard
ly b

e co
nsid

-
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ered
 slug

g
ish o

r naive.  B
ellS

o
uth's technical exp

ertise w
as seco

nd
 to

no
ne, thank yo

u kind
ly.

B
ut then cam

e the Flo
rid

a b
usiness.

O
n June 1

3
, 1

9
8

9
, callers to

 the Palm
 B

each C
o
unty Pro

b
atio

n
D

ep
artm

ent, in D
elray B

each, Flo
rid

a,  fo
und

 them
selves invo

lved
 in a

rem
arkab

le d
iscussio

n w
ith a p

ho
ne-sex w

o
rker nam

ed
 "T

ina" in N
ew

Y
o
rk S

tate. S
o
m

eho
w

, *any* call to
 this p

ro
b
atio

n o
ffice near M

iam
i

w
as instantly and

 m
ag

ically transp
o
rted

 acro
ss state lines, at no

 extra
charg

e to
 the user, to

 a p
o
rno

g
rap

hic p
ho

ne- sex ho
tline hund

red
s o

f
m

iles aw
ay!

T
h
is p

ractical jo
ke m

ay seem
 u

tterly h
ilario

u
s at first h

earin
g
, an

d
ind

eed
 there w

as a g
o
o
d
 d

eal o
f chuckling

 ab
o
ut it in p

ho
ne p

hreak cir-
cles, includ

ing
 the A

utum
n 1

9
8

9
 issue o

f *2
6

0
0

.*  B
ut fo

r S
o
uthern

B
ell  (the d

ivisio
n o

f the B
ellS

o
uth R

B
O

C
 sup

p
lying

 lo
cal service fo

r
Flo

rid
a, G

eo
rg

ia, N
o
rth C

aro
lina and

 S
o
uth C

aro
lina),  this w

as a sm
o
k-

ing
 g

un.  Fo
r the first tim

e ever,  a co
m

p
uter intrud

er had
 b

ro
ken into

 a
B
ellS

o
uth central o

ffice sw
itching

 statio
n and

 re-p
ro

g
ram

m
ed

 it!

O
r so

 B
ellS

o
uth tho

ug
ht in June 1

9
8

9
.  A

ctually, Lo
D

 m
em

b
ers had

 b
een

fro
lickin

g
 h

arm
lessly in

 B
ellS

o
u
th

 sw
itch

es sin
ce S

ep
tem

b
er 1

9
8

7
.

T
he stunt o

f June 1
3

 —
 call-fo

rw
ard

ing
 a num

b
er thro

ug
h m

anip
ulatio

n
o
f a sw

itching
 statio

n —
 w

as child
's p

lay fo
r hackers as acco

m
p
lished

 as
the G

eo
rg

ia w
ing

 o
f Lo

D
.  S

w
itching

 calls interstate so
und

ed
 like a b

ig
deal, b

ut it took only four lines of code to accom
plish this.    A

n easy, yet
m

o
re d

iscreet, stunt, w
o
uld

 b
e to

 call-fo
rw

ard
 ano

ther num
b
er to

 yo
ur

ow
n house.  If you w

ere careful and considerate, and changed the soft-
w

are b
ack later, then not a soul w

ould know
.  Except you.  A

nd w
hoever

you had bragged to about it.

A
s fo

r B
ellS

o
uth, w

hat they d
id

n't kno
w

 w
o
uld

n't hurt them
.

Except now
 som

ebody had blow
n the w

hole thing w
ide open, and

B
ellS

o
uth knew

.

A
 no

w
 alerted

 and
 co

nsid
erab

ly p
arano

id
 B

ellS
o
uth b

eg
an searching
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sw
itches rig

ht and
 left fo

r sig
ns o

f im
p
ro

p
riety, in that ho

t sum
m

er o
f

1
9

8
9

.  N
o
 few

er than fo
rty-tw

o
 B

ellS
o
uth em

p
lo

yees w
ere p

ut o
n 1

2
-

ho
ur shifts, tw

enty-fo
ur ho

urs a d
ay, fo

r tw
o
 so

lid
 m

o
nths, p

o
ring

 o
ver

records and m
onitoring

 com
puters for any sig

n of phony access.  T
hese

fo
rty-tw

o
 o

verw
o
rked

 exp
erts w

ere kno
w

n as B
ellS

o
uth's  "Intrusio

n
T
ask Fo

rce."

W
hat the investig

ators found astounded them
. Pro

prietary telco datab
as-

es had been m
anipulated: phone num

bers had been created out of thin
air, w

ith no
 users' nam

es and
 no

 ad
d
resses.  A

nd
 p

erhap
s w

o
rst o

f all, no
charges and no records of use.   T

he new
 digital ReM

O
B
  (Rem

ote
O

b
servation)  diag

nostic feature had b
een extensively tam

pered w
ith —

hackers had
 learned

 to
 rep

ro
g
ram

 R
eM

O
B
 so

ftw
are, so

 that they co
uld

listen in o
n any sw

itch-ro
uted

 call at their leisure!   T
hey w

ere using
telco

 p
ro

p
erty to

 *sp
y!*

T
he electrifying

 new
s w

ent o
ut thro

ug
ho

ut law
 enfo

rcem
ent in 1

9
8

9
.  It

had
 never really o

ccurred
 to

 anyo
ne at B

ellS
o
uth that their p

rized
 and

b
ran

d
-n

ew
 d

ig
ital sw

itch
in

g
-statio

n
s co

u
ld

 b
e *re-p

ro
g
ram

m
ed

.*
People seem

ed utterly am
azed that anyone could have the nerve.   O

f
course these sw

itching
 stations w

ere "com
puters," and everyb

ody knew
hackers liked

 to
 "b

reak into
 co

m
p
uters:"   b

ut telep
ho

ne p
eo

p
le's co

m
-

p
uters w

ere *d
ifferent* fro

m
 no

rm
al p

eo
p
le's co

m
p
uters.

T
he exact reaso

n *w
hy* these co

m
p
uters w

ere "d
ifferent" w

as rather
ill-d

efined
.  It certainly w

asn't the extent o
f their security.  T

he secu-
rity o

n these B
ellS

o
uth co

m
p
uters w

as lo
usy;  the A

IM
S
X
 co

m
p
uters, fo

r
instance, didn't even have passw

ords.   B
ut there w

as no question that
B
ellS

o
uth stro

ng
ly *felt* that their co

m
p
uters w

ere very d
ifferent

indeed.  A
nd if there w

ere som
e crim

inals out there w
ho had not gotten

that m
essage, B

ellSouth w
as determ

ined to see that m
essage taught.

A
fter all, a 5

ES
S
 sw

itching
 statio

n w
as no

 m
ere b

o
o
kkeep

ing
 system

 fo
r

so
m

e lo
cal chain o

f flo
rists. Pub

lic service d
ep

end
ed

 o
n these statio

ns.
Pub

lic *safety* depended on these stations.

A
n
d
 h

ackers, lu
rkin

g
 in

 th
ere call-fo

rw
ard

in
g
 o

r R
eM

o
b
b
in

g
,  co

u
ld

 sp
y

o
n anyb

o
d
y in the lo

cal area! T
hey co

uld
 sp

y o
n telco

 o
fficials!  T

hey
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could spy on police stations!  T
hey could spy on local offices of the Secret

S
ervice....

In
 1

9
8

9
, electro

n
ic co

p
s an

d
 h

acker-trackers b
eg

an
 u

sin
g
 scram

b
ler-

phones and secured lines.  It only m
ade sense.  T

here w
as no telling

 w
ho

w
as into those system

s. W
hoever they w

ere, they sounded scary.   T
his

w
as so

m
e new

 level o
f antiso

cial d
aring

.  C
o
uld

 b
e W

est G
erm

an hackers,
in the pay of the K

G
B
.   T

hat too had seem
ed a w

eird and farfetched
no

tio
n, until C

liffo
rd

 S
to

ll had
 p

o
ked

 and
 p

ro
d
d
ed

 a slug
g
ish W

ashing
to

n
law

-enfo
rcem

ent b
ureaucracy into

 investig
ating

 a co
m

p
uter intrusio

n
that turned out to b

e exactly that —
 *hackers, in the pay of the K

G
B
!*

S
to

ll, the  system
s m

anag
er fo

r an Internet lab
 in B

erkeley C
alifo

rnia,
had ended up on the front page of the *N

ew
 York  T

im
es,*  proclaim

ed a
natio

nal  hero
 in the first true sto

ry o
f internatio

nal co
m

p
uter esp

i-
o
nag

e. S
to

ll's co
untersp

y effo
rts, w

hich he related
 in a b

estselling
 b

o
o
k,

*T
he C

ucko
o
's Eg

g
,*  in 1

9
8

9
, had

 estab
lished

 the cred
ib

ility o
f 'hack-

ing
' as a possib

le threat to national security.  T
he U

nited States Secret
S
ervice d

o
esn't m

ess aro
und

 w
hen it susp

ects a p
o
ssib

le actio
n b

y a fo
r-

eig
n intellig

ence ap
p
arat.

T
he S

ecret S
ervice scram

b
ler-p

ho
nes and

 secured
 lines p

ut a trem
en-

d
o
us kink in law

 enfo
rcem

ent's ab
ility to

 o
p
erate freely; to

 g
et the w

o
rd

o
ut, co

o
p
erate, p

revent m
isund

erstand
ing

s.   N
evertheless, 1

9
8

9
scarcely seem

ed
 the tim

e fo
r half-m

easures.  If the p
o
lice and

 S
ecret

S
ervice them

selves w
ere no

t o
p
eratio

nally secure, then ho
w

 co
uld

 they
reaso

nab
ly d

em
and

 m
easures o

f security fro
m

 p
rivate enterp

rise?  A
t

least, the inconvenience m
ade people aw

are of the seriousness  of the
threat.

If there w
as a final spur needed to g

et the police off the dim
e, it cam

e in
the realizatio

n that the em
erg

ency 9
1

1
 system

 w
as vulnerab

le.   T
he

9
1

1
 system

 has its o
w

n sp
ecialized

 so
ftw

are, b
ut it is run o

n the sam
e

d
ig

ital sw
itching

 system
s as the rest o

f the telep
ho

ne netw
o
rk. 9

1
1

 is
n
o
t p

h
ysically d

ifferen
t fro

m
 n

o
rm

al telep
h
o
n
y.  B

u
t it is certain

ly cu
l-

turally  d
ifferent, b

ecause this is the area o
f telep

ho
nic cyb

ersp
ace

reserved
 fo

r the p
o
lice and

 em
erg

ency services.

Y
o
ur averag

e p
o
licem

an m
ay no

t kno
w

 m
uch ab

o
ut hackers o

r p
ho

ne-
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p
hreaks.  C

o
m

p
uter p

eo
p
le are w

eird
; even co

m
p
uter *co

p
s*  are rather

w
eird; the stuff they do is hard to fig

ure out.   B
ut a threat to the 9

1
1

system
 is anything

 b
ut an ab

stract threat.  If the 9
1
1
 system

 g
oes, peo-

p
le can d

ie.

Im
ag

ine b
eing

 in a car-w
reck, stag

g
ering

 to
 a p

ho
ne- b

o
o
th, p

unching
9

1
1

 and
 hearing

 "T
ina" p

ick up
 the p

ho
ne-sex line so

m
ew

here in N
ew

Y
o
rk!   T

he situatio
n's no

 lo
ng

er co
m

ical, so
m

eho
w

.

A
nd w

as it possible?  N
o question.  H

ackers had attacked 9
1
1
 system

s
b
efo

re.  Phreaks can m
ax-o

ut 9
1

1
 system

s just b
y siccing

 a b
unch o

f
co

m
p
uter-m

o
d
em

s o
n them

 in tand
em

, d
ialling

 them
 o

ver and
 o

ver until
they clo

g
.  T

hat's very crud
e and

 lo
w

-tech, b
ut it's still a serio

us b
usi-

ness.

T
he tim

e had com
e for action.  It w

as tim
e to take stern m

easures w
ith

the underg
round.  It w

as tim
e to start picking

 up the dropped threads,
the loose edges, the bits of braggadocio here and there; it w

as tim
e to get

o
n the stick and

 start p
utting

 serio
us casew

o
rk to

g
ether.  H

ackers
w

eren't "invisib
le."  T

hey *tho
ug

ht*  they w
ere invisib

le; b
ut the truth

w
as, they had just been tolerated too long.

U
nd

er sustained
 p

o
lice attentio

n in the sum
m

er o
f '8

9
, the d

ig
ital

und
erg

ro
und

 b
eg

an to
 unravel as never b

efo
re.

T
he first b

ig
 b

reak in the case cam
e very early o

n: July 1
9

8
9

, the fo
l-

low
ing

 m
onth.  T

he perpetrator of the "T
ina" sw

itch w
as caug

ht, and
co

nfessed
.  H

is nam
e w

as "Fry G
uy," a 1

6
-year-o

ld
 in Ind

iana.  Fry G
uy

had been a very w
icked young m

an.

Fry G
uy had

 earned
 his hand

le fro
m

 a stunt invo
lving

 French fries.  Fry
G

uy had filched the log
-in of a local M

acD
onald's m

anag
er and had

log
g
ed-on to the M

acD
onald's m

ainfram
e on the Sprint T

elenet system
.

Po
sing

 as the m
anag

er, Fry G
uy had

 altered
 M

acD
o
nald

's reco
rd

s, and
g
iven so

m
e teenag

e ham
b
urg

er-flip
p
ing

 friend
s o

f his, g
enero

us raises.
H
e had not been caught.

Em
b
o
ld

ened
 b

y success, Fry G
uy m

o
ved

 o
n to

 cred
it- card

 ab
use.  Fry
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G
uy w

as q
uite an acco

m
p
lished

 talker; w
ith a g

ift fo
r "so

cial eng
ineer-

ing
."   If yo

u can d
o
 "so

cial eng
ineering

"  —
 fast-talk, fake-o

uts,
im

personation, conning, scam
m

ing —
 then card abuse com

es easy.
(G

etting
 aw

ay w
ith it in the lo

ng
 run is ano

ther q
uestio

n).

Fry G
uy had run across "U

rvile" of the Legion of D
oom

 on the A
LT

O
S C

hat
b
oard in B

onn, G
erm

any. A
LT

O
S C

hat w
as a sophisticated b

oard, accessi-
b
le thro

ug
h g

lo
b
e-sp

anning
 co

m
p
uter netw

o
rks like B

IT
net, T

ym
net,

and T
elenet.    A

LT
O

S w
as m

uch frequented by m
em

bers of G
erm

any's
C
haos C

om
puter C

lub.  T
w

o C
haos hackers w

ho hung out on A
LT

O
S,

"Jaeg
er" and

 "Peng
o
," had

 b
een the central villains o

f C
liffo

rd
 S

to
ll's

C
U

C
K
O

O
'S

 EG
G

 case:  co
nso

rting
 in East B

erlin w
ith a sp

ym
aster fro

m
the K

G
B
, and

 b
reaking

 into
 A

m
erican co

m
p
uters fo

r hire, thro
ug

h the
Internet.

W
hen LoD

 m
em

b
ers learned the story of Jaeg

er's depredations from
S
to

ll's b
o
o
k, they w

ere rather less than im
p
ressed

, technically sp
eak-

ing
.  O

n Lo
D

's o
w

n favo
rite b

o
ard

 o
f the m

o
m

ent, "B
lack Ice," Lo

D
 m

em
-

bers bragged that they them
selves could have done all the C

haos break-
ins in a w

eek flat!  N
evertheless,  Lo

D
 w

ere g
rud

g
ing

ly im
p
ressed

 b
y the

C
hao

s rep
, the sheer hairy-eyed

 d
aring

 o
f hash-sm

o
king

 anarchist
hackers w

ho
 had

 rub
b
ed

 sho
uld

ers w
ith the fearso

m
e b

ig
-b

o
ys o

f inter-
national C

om
m

unist espionage.  LoD
 m

em
bers som

etim
es traded bits of

kno
w

led
g
e w

ith friend
ly G

erm
an hackers o

n A
LT

O
S
 —

 p
ho

ne num
b
ers fo

r
vulnerab

le V
A

X
/V

M
S
 co

m
p
uters in G

eo
rg

ia, fo
r instance.  D

utch and
B
ritish p

ho
ne p

hreaks, and
 the A

ustralian cliq
ue o

f "Pho
enix," "N

o
m

,"
and

 "Electro
n," w

ere A
LT

O
S
 reg

ulars, to
o
.  In und

erg
ro

und
 circles, to

hang out on A
LT

O
S w

as considered the sign of an elite dude, a sophisti-
cated

 hacker o
f the internatio

nal d
ig

ital jet-set.

Fry G
u
y q

u
ickly learn

ed
 h

o
w

 to
 raid

 in
fo

rm
atio

n
 fro

m
 cred

it-card
 co

n
-

sum
er-rep

o
rting

 ag
encies.  H

e had
 o

ver a hund
red

 sto
len cred

it-card
num

b
ers in his no

teb
o
o
ks, and

 up
w

ard
s o

f a tho
usand

 sw
ip

ed
 lo

ng
-d

is-
tance access codes. H

e knew
 how

 to get onto A
ltos, and how

 to talk the talk
of the underg

round convincing
ly.  H

e now
 w

heedled know
ledg

e of sw
itch-

ing
-statio

n tricks fro
m

 U
rvile o

n the A
LT

O
S
 system

.

C
om

bining these tw
o form

s of know
ledge enabled Fry G

uy to bootstrap
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his w
ay up

 to
 a new

 fo
rm

 o
f w

ire- fraud
.  First, he'd

 snitched
 cred

it
card

 num
b
ers fro

m
 cred

it-co
m

p
any co

m
p
uters.  T

he d
ata he co

p
ied

includ
ed

 nam
es, ad

d
resses and

 p
ho

ne num
b
ers o

f the rand
o
m

 card
-ho

ld
-

ers.

T
hen Fry G

uy, im
p
erso

nating
 a card

-ho
ld

er, called
 up

 W
estern U

nio
n

and asked for a cash advance on "his" credit card.  W
estern U

nion, as a
security g

uarantee, w
o
uld

 call the custo
m

er b
ack, at ho

m
e, to

 verify the
transactio

n.

B
ut, just as he had

 sw
itched

 the Flo
rid

a p
ro

b
atio

n o
ffice to

 "T
ina" in

N
ew

 Y
o
rk,  Fry G

uy sw
itched

 the card
- ho

ld
er's num

b
er to

 a lo
cal p

ay-
p
ho

ne.  T
here he w

o
uld

 lurk in w
ait, m

ud
d
ying

 his trail b
y ro

uting
 and

re-ro
uting

 the call, thro
ug

h sw
itches as far aw

ay as C
anad

a.   W
hen the

call cam
e thro

ug
h, he w

o
uld

 b
o
ld

ly "so
cial-eng

ineer," o
r co

n, the
W

estern U
nio

n p
eo

p
le, p

retend
ing

 to
 b

e the leg
itim

ate card
-ho

ld
er.

Since he'd answ
ered the proper phone num

ber, the deception w
as not

very hard. W
estern U

nion's m
oney w

as then shipped to a confederate of
Fry G

uy's in his ho
m

e to
w

n in Ind
iana.

Fry G
uy and

 his co
ho

rt, using
 Lo

D
 techniq

ues, sto
le six tho

usand
 d

o
llars

fro
m

 W
estern U

nio
n b

etw
een D

ecem
b
er 1

9
8

8
 and

 July 1
9

8
9

.  T
hey also

d
ab

b
led

 in o
rd

ering
 d

elivery o
f sto

len g
o
o
d
s thro

ug
h card

-fraud
.  Fry

G
uy w

as into
xicated

 w
ith success.  T

he sixteen-year-o
ld

 fantasized
w

ild
ly to

 hacker rivals, b
o
asting

 that he'd
 used

 rip
-o

ff m
o
ney to

 hire
him

self a b
ig

 lim
o
usine, and

 had
 d

riven o
ut-o

f-state w
ith a g

ro
up

ie
fro

m
 his favo

rite heavy- m
etal b

and
, M

o
tley C

rue.

A
rm

ed
 w

ith kno
w

led
g
e, p

o
w

er, and
 a g

ratifying
 stream

 o
f free m

o
ney,

Fry G
uy no

w
 to

o
k it up

o
n him

self to
 call lo

cal rep
resentatives o

f Ind
iana

B
ell security, to

 b
rag

, b
o
ast, strut, and

 utter to
rm

enting
 w

arning
s that

his p
o
w

erful friend
s in the no

to
rio

us Leg
io

n o
f D

o
o
m

 co
uld

 crash the
national telephone netw

ork.  Fry G
uy even nam

ed a date for the schem
e:

the Fo
urth o

f July, a natio
nal ho

lid
ay.

T
his eg

reg
io

us exam
p
le o

f the b
eg

g
ing

-fo
r-arrest synd

ro
m

e w
as sho

rtly
fo

llo
w

ed
 b

y Fry G
uy's arrest.  A

fter the Ind
iana telep

ho
ne co

m
p
any fig

-
ured out w

ho he w
as, the Secret Service had D

N
Rs —

 D
ialed N

um
b
er
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Recorders —
 installed on his hom

e phone lines.  T
hese devices are not

taps, and can't record the substance of phone calls, but they do record
the p

ho
ne num

b
ers o

f all calls g
o
ing

 in and
 o

ut.   T
racing

 these num
b
ers

sho
w

ed
 Fry G

uy's lo
ng

-d
istance co

d
e fraud

, his extensive ties to
 p

irate
b
ulletin b

o
ard

s, and
 num

ero
us p

erso
nal calls to

 his Lo
D

 friend
s in

A
tlanta.   B

y July 1
1

, 1
9

8
9

, Pro
p
het, U

rvile and
 Leftist also

 had
 S

ecret
S
ervice D

N
R
 "p

en reg
isters" installed

 o
n their o

w
n lines.

T
he S

ecret S
ervice sho

w
ed

 up
 in fo

rce at Fry G
uy's ho

use o
n July 2

2
,

1
9

8
9

, to
 the ho

rro
r o

f his unsusp
ecting

 p
arents.  T

he raid
ers w

ere led
b
y a sp

ecial ag
ent fro

m
 the S

ecret S
ervice's Ind

ianap
o
lis o

ffice.
H

o
w

ever, the raid
ers w

ere acco
m

p
anied

 and
 ad

vised
 b

y T
im

o
thy M

. Fo
ley

of the Secret Service's C
hicag

o office (a g
entlem

an ab
out w

hom
 w

e w
ill

so
o
n b

e hearing
 a g

reat d
eal).

Fo
llo

w
ing

 fed
eral co

m
p
uter-crim

e techniq
ues that had

 b
een stand

ard
since the early 1

9
8

0
s, the S

ecret S
ervice searched

 the ho
use tho

ro
ug

h-
ly, and

 seized
 all o

f Fry G
uy's electro

nic eq
uip

m
ent and

 no
teb

o
o
ks.   A

ll
Fry G

uy's equipm
ent w

ent out the door in the custody of the Secret
S
ervice, w

hich p
ut a sw

ift end
 to

 his d
ep

red
atio

ns.

T
he U

SSS interrog
ated Fry G

uy at leng
th.  H

is case w
as put in the charg

e
o
f D

eb
o
rah D

aniels, the fed
eral U

S
 A

tto
rney fo

r the S
o
uthern D

istrict o
f

Ind
iana.  Fry G

uy w
as charg

ed
 w

ith eleven co
unts o

f co
m

p
uter fraud

,
unautho

rized
 co

m
p
uter access, and

 w
ire fraud

.   T
he evid

ence w
as tho

r-
o
ug

h and
 irrefutab

le.  Fo
r his p

art, Fry G
uy b

lam
ed

 his co
rrup

tio
n o

n
the Legion of D

oom
 and offered to testify against them

.

Fry G
uy insisted that the Legion intended to crash the phone system

 on a
natio

nal ho
lid

ay.   A
nd

 w
hen A

T
&

T
 crashed

 o
n M

artin Luther K
ing

 D
ay,

1
9

9
0

, this lent a cred
ence to

 his claim
 that g

enuinely alarm
ed

 telco
security and

 the S
ecret S

ervice.

Fry G
uy eventually p

led
 g

uilty o
n M

ay 3
1

, 1
9

9
0

.  O
n S

ep
tem

b
er 1

4
, he

w
as sentenced

 to
 fo

rty-fo
ur m

o
nths' p

ro
b
atio

n and
  fo

ur hund
red

 ho
urs'

com
m

unity service. H
e could have had it m

uch w
orse; b

ut it m
ade sense

to
 p

ro
secuto

rs to
 take it easy o

n this teenag
e m

ino
r, w

hile zero
ing

 in o
n

the notorious kingpins of the Legion of D
oom

.
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B
ut the case against LoD

 had nagging flaw
s. D

espite the best effort of
investig

ators, it w
as im

possib
le to prove that the Leg

ion had crashed the
phone system

 on January 1
5
, because they, in fact, hadn't done so.  T

he
investig

ations of 1
9
8
9
 did show

 that certain m
em

b
ers of the Leg

ion of
D

oom
 had achieved unprecedented pow

er over the telco sw
itching sta-

tio
ns, and

 that they w
ere in active co

nsp
iracy to

 o
b
tain m

o
re p

o
w

er yet.
Investig

ators w
ere privately convinced that the Leg

ion of D
oom

 intended
to

 d
o
 aw

ful thing
s w

ith this kno
w

led
g
e, b

ut m
ere evil intent w

as no
t

eno
ug

h to
 p

ut them
 in jail.

A
nd

 altho
ug

h the A
tlanta T

hree —
 Pro

p
het, Leftist, and

 esp
ecially U

rvile
—

 had
 taug

ht Fry G
uy p

lenty, they w
ere no

t them
selves cred

it-card
fraud

sters.  T
he o

nly thing
 they'd

 "sto
len" w

as lo
ng

-d
istance service —

and
 since they'd

 d
o
ne m

uch o
f that thro

ug
h p

ho
ne-sw

itch m
anip

ulatio
n,

there w
as no easy w

ay to judge how
 m

uch they'd "stolen," or w
hether

this p
ractice w

as even "theft" o
f any easily reco

g
nizab

le kind
.

Fry G
uy's theft of long-distance codes had cost the phone com

panies
p
lenty.  T

he theft o
f lo

ng
-d

istance service m
ay b

e a fairly theo
retical

"loss,"  but it costs genuine m
oney and genuine tim

e to delete all those
stolen codes, and to re-issue new

 codes to the innocent ow
ners of those

corrupted codes.  T
he ow

ners of the codes them
selves are victim

ized, and
lose tim

e and m
oney and peace of m

ind in the hassle.   A
nd then there

w
ere the cred

it-card
 victim

s to
 d

eal w
ith, to

o
, and

 W
estern U

nio
n.

W
hen it cam

e to
 rip

-o
ff, Fry G

uy w
as far m

o
re o

f a thief than Lo
D

.  It
w

as o
nly w

hen it cam
e to

 actual co
m

p
uter exp

ertise that Fry G
uy w

as
sm

all p
o
tato

es.

T
he A

tlanta Legion thought m
ost "rules" of cyberspace w

ere for rodents
and

 lo
sers, b

ut they *d
id

* have rules.  *T
hey never crashed

 anything
,

and
 they never to

o
k m

o
ney.*   T

hese w
ere ro

ug
h rules-o

f-thum
b
, and

rather d
ub

io
us p

rincip
les w

hen it co
m

es to
 the ethical sub

tleties o
f

cyb
erspace, b

ut they enab
led the A

tlanta T
hree to

 operate w
ith a rela-

tively clear co
nscience (tho

ug
h never w

ith p
eace o

f m
ind

).

If yo
u d

id
n't hack fo

r m
o
ney, if yo

u w
eren't ro

b
b
ing

 p
eo

p
le o

f actual
fund

s —
 m

o
ney in the b

ank, that is —
 then no

b
o
d
y *really* g

o
t hurt, in
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Lo
D

's o
p
inio

n.  "T
heft o

f service" w
as a b

o
g
us issue, and

 "intellectual
p
ro

p
erty" w

as a b
ad

 jo
ke.   B

ut Lo
D

 had
 o

nly elitist co
ntem

p
t fo

r rip
-o

ff
artists, "leechers," thieves.   T

hey co
nsid

ered
 them

selves clean.  In
their o

p
inio

n, if yo
u d

id
n't sm

ash-up
 o

r crash any system
s  —

 (w
ell,

not on purpose, anyhow
 —

 accidents can happen, just ask Robert
M

o
rris)  then it w

as very unfair to
 call yo

u a "vand
al" o

r a "cracker."
W

hen yo
u w

ere hang
ing

 o
ut o

n-line w
ith yo

ur "p
als" in telco

 security,
you could face them

 dow
n from

 the hig
her plane of hacker m

orality.  A
nd

yo
u co

uld
 m

o
ck the p

o
lice fro

m
 the sup

ercilio
us heig

hts o
f yo

ur hacker's
q
uest fo

r p
ure kno

w
led

g
e.

B
ut fro

m
 the p

o
int o

f view
 o

f law
 enfo

rcem
ent and

 telco
 security, ho

w
-

ever, Fry G
uy w

as no
t really d

ang
ero

us. T
he A

tlanta T
hree *w

ere* d
an-

g
ero

us.  It w
asn't the crim

es they w
ere co

m
m

itting
, b

ut the *d
ang

er,*
the p

o
tential hazard

, the sheer *technical p
o
w

er*  Lo
D

 had
 accum

ulated
,

that had m
ade the situation untenable.

Fry G
uy w

as no
t Lo

D
.  H

e'd
 never laid

 eyes o
n anyo

ne in Lo
D

; his o
nly

contacts w
ith them

 had been electronic.  C
ore m

em
bers of the Legion of

D
oom

 tended to m
eet physically for conventions every year or so, to get

d
runk, g

ive each o
ther the hacker hig

h-sig
n, send

 o
ut fo

r p
izza and

 rav-
ag

e hotel suites.  Fry G
uy had never done any of this.   D

eb
orah D

aniels
assessed Fry G

uy accurately as "an LoD
 w

annabe."

N
evertheless Fry G

uy's crim
es w

o
uld

 b
e d

irectly attrib
uted

 to
 Lo

D
 in

m
uch future police propag

anda.  LoD
 w

ould b
e describ

ed as "a closely
kn

it g
ro

u
p
" in

vo
lved

 in
 "n

u
m

ero
u
s illeg

al activities" in
clu

d
in

g
 "stealin

g
and

 m
o
d
ifying

 ind
ivid

ual cred
it histo

ries," and
 "fraud

ulently o
b
taining

m
o
ney and

 p
ro

p
erty."  Fry G

uy d
id

 this, b
ut the A

tlanta T
hree d

id
n't;

they sim
p
ly w

eren't into
 theft, b

ut rather intrusio
n.   T

his caused
 a

strang
e kink in the p

ro
secutio

n's strateg
y.  Lo

D
 w

ere accused
 o

f "d
is-

sem
inating

 info
rm

atio
n ab

o
ut attacking

 co
m

p
uters to

 o
ther co

m
p
uter

hackers in an effort to shift the focus of law
 enforcem

ent to those other
hackers and aw

ay from
 the Legion of D

oom
."

T
his last accusatio

n (taken d
irectly fro

m
 a p

ress release b
y the C

hicag
o

C
o
m

p
uter Fraud

 and
 A

b
use T

ask Fo
rce) so

und
s p

articularly far-fetched
.

O
ne m

ight conclude at this point that investigators w
ould have been
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w
ell-advised to g

o ahead and "shift their focus" from
 the "Leg

ion of
D

oom
."   M

aybe they *should* concentrate on "those other hackers" —
the ones w

ho w
ere actually stealing

 m
oney and physical ob

jects.

B
ut the H

acker C
rackd

o
w

n o
f 1

9
9

0
 w

as no
t a sim

p
le p

o
licing

 actio
n.  It

w
asn't m

eant just to
 w

alk the b
eat in cyb

ersp
ace —

 it w
as a *crack-

dow
n,* a deliberate attem

pt to nail the core of the operation, to send a
dire and potent m

essage that w
ould settle the hash of the digital under-

ground for good.

B
y this reaso

ning
, Fry G

uy w
asn't m

uch m
o
re than the electro

nic eq
uiv-

alent of a cheap streetcorner dope dealer.  A
s long as the m

asterm
inds of

L
o
D

 w
ere still flag

ran
tly o

p
eratin

g
, p

u
sh

in
g
 th

eir m
o
u
n
tain

s o
f illicit

kno
w

led
g
e rig

ht and
 left, and

 w
hip

p
ing

 up
 enthusiasm

 fo
r b

latant law
-

b
reaking

, then there w
o
uld

 b
e an *infinite sup

p
ly*  o

f Fry G
uys.

B
ecause Lo

D
 w

ere flag
rant, they had

 left trails everyw
here, to

 b
e p

icked
up

 b
y law

 enfo
rcem

ent in N
ew

 Y
o
rk, Ind

iana, Flo
rid

a, T
exas, A

rizo
na,

M
isso

uri, even A
ustralia.  B

ut 1
9

9
0

's w
ar o

n the Leg
io

n o
f D

o
o
m

 w
as

led
 o

ut o
f Illino

is, b
y the C

hicag
o
 C

o
m

p
uter Fraud

 and
 A

b
use T

ask Fo
rce.

_
_

_
_

_

T
he C

om
puter Fraud and A

b
use T

ask Force, led b
y federal prosecutor

W
illiam

 J. C
o
o
k, had

 started
 in 1

9
8

7
 and

 had
 sw

iftly b
eco

m
e o

ne o
f the

m
o
st ag

g
ressive lo

cal "d
ed

icated
 co

m
p
uter-crim

e units."  C
hicag

o
 w

as a
natural ho

m
e fo

r such a g
ro

up
.  T

he w
o
rld

's first co
m

p
uter b

ulletin-
b
o
ard

 system
 had

 b
een invented

 in Illino
is.  T

he state o
f Illino

is had
so

m
e o

f the natio
n's first and

 sternest co
m

p
uter crim

e law
s.   Illino

is
S
tate P

o
lice w

ere m
arked

ly alert to
 th

e p
o
ssib

ilities o
f w

h
ite-co

llar
crim

e and
 electro

nic fraud
.

A
n
d
 W

illiam
 J. C

o
o
k in

 p
articu

lar w
as a risin

g
 star in

 electro
n
ic

crim
e-b

usting
.   H

e and
 his fello

w
 fed

eral p
ro

secuto
rs at the U

.S
.

A
tto

rney's o
ffice in C

hicag
o
 had

 a tig
ht relatio

n w
ith the S

ecret S
ervice,

esp
ecially g

o
- g

etting
 C

hicag
o
-b

ased
 ag

ent T
im

o
thy  Fo

ley.  W
hile C

o
o
k

and his D
epartm

ent of Justice colleag
ues plotted strateg

y, Foley w
as

their m
an o

n the street.
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T
hroug

hout the 1
9
8
0
s, the federal g

overnm
ent had g

iven prosecutors an
arm

o
ry o

f new
, untried

 leg
al to

o
ls ag

ainst co
m

p
uter crim

e.  C
o
o
k and

 his
co

lleag
ues w

ere p
io

neers in the use o
f these new

 statutes in the real-life
cut-and

-thrust o
f the fed

eral co
urtro

o
m

.

O
n O

ctober 2
, 1

9
8
6
, the U

S Senate had passed the "C
om

puter Fraud and
A

b
use A

ct" unanim
o
usly, b

ut there w
ere p

itifully few
 co

nvictio
ns und

er
this statute.  C

ook's g
roup took their nam

e from
 this statute, since they

w
ere d

eterm
ined

 to
 transfo

rm
 this p

o
w

erful b
ut rather theo

retical A
ct

o
f C

o
ng

ress into
 a real-life eng

ine o
f leg

al d
estructio

n ag
ainst co

m
p
uter

fraud
sters and

 sco
fflaw

s.

It w
as no

t a q
uestio

n o
f m

erely d
isco

vering
 crim

es, investig
ating

 them
,

and
 then trying

 and
 p

unishing
 their p

erp
etrato

rs.   T
he C

hicag
o
 unit,

like m
o
st everyo

ne else in the b
usiness, alread

y *knew
* w

ho
 the b

ad
g
uys w

ere:  the Leg
io

n o
f D

o
o
m

 and
 the w

riters and
 ed

ito
rs o

f *Phrack.*
T
he task at hand w

as to find som
e legal m

eans of putting these characters
aw

ay.

T
his approach m

ight seem
 a bit dubious, to som

eone not acquainted w
ith

the g
ritty realities o

f p
ro

secuto
rial w

o
rk.  B

ut p
ro

secuto
rs d

o
n't p

ut
p
eo

p
le in jail fo

r crim
es they have co

m
m

itted
; they p

ut p
eo

p
le in jail

fo
r crim

es they have co
m

m
itted

 *that can b
e p

ro
ved

 in co
urt.* C

hicag
o

fed
eral p

o
lice p

ut A
l C

ap
o
ne in p

riso
n fo

r inco
m

e-tax fraud
.   C

hicag
o
 is

a b
ig

 to
w

n, w
ith a ro

ug
h- and

-read
y b

are-knuckle trad
itio

n o
n b

o
th

sid
es o

f the law
.

Fry G
uy had broken the case w

ide open and alerted telco security to the
scope of the prob

lem
.   B

ut Fry G
uy's crim

es w
ould not put the A

tlanta
T
hree b

ehind
 b

ars —
 m

uch less the w
acko

 und
erg

ro
und

 jo
urnalists o

f
*Phrack.* S

o
 o

n July 2
2

, 1
9

8
9

, the sam
e d

ay that Fry G
uy w

as raid
ed

in Indiana, the Secret Service descended upon the A
tlanta T

hree.

T
his w

as likely inevitab
le.  B

y the sum
m

er o
f 1

9
8

9
, law

 enfo
rcem

ent
w

ere clo
sing

 in o
n the A

tlanta T
hree fro

m
 at least six d

irectio
ns at o

nce.
First, there w

ere the lead
s fro

m
 Fry G

uy, w
hich had

 led
 to

 the D
N

R
 reg

-
isters b

eing
 installed

 o
n the lines o

f the A
tlanta T

hree.  T
he D

N
R
 evi-

d
ence alo

ne w
o
uld

 have finished
 them

 o
ff, so

o
ner o

r later.
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B
ut seco

nd
, the A

tlanta lad
s w

ere alread
y w

ell-kno
w

n to
 C

o
ntro

l-C
 and

his telco security sponsors.  LoD
's contacts w

ith telco security had m
ade

them
 overconfident and even m

ore boastful than usual; they felt that
they had

 p
o
w

erful friend
s in hig

h p
laces, and

 that they w
ere b

eing
 o

p
en-

ly to
lerated

 b
y telco

 security.  B
ut B

ellS
o
uth's Intrusio

n T
ask Fo

rce
w

ere hot on the trail of LoD
 and sparing

 no effort or expense.

T
he A

tlanta T
hree had also been identified by nam

e and listed on the
extensive anti-hacker files m

aintained
, and

 retailed
 fo

r p
ay, b

y p
rivate

security o
p
erative Jo

hn M
axfield

 o
f D

etro
it.  M

axfield
, w

ho
 had

 exten-
sive ties to

 telco
 security and

 m
any info

rm
ants in the und

erg
ro

und
, w

as
a b

ete no
ire o

f the *Phrack* cro
w

d
, and

 the d
islike w

as m
utual.

T
he A

tlanta T
hree them

selves had
 w

ritten articles fo
r *Phrack.*  T

his
boastful act could not possibly escape telco and law

 enforcem
ent atten-

tio
n.

"K
nig

htm
are," a hig

h-scho
o
l ag

e hacker fro
m

 A
rizo

na,  w
as a clo

se
friend and disciple o

f A
tlanta Lo

D
, b

ut he had b
een nab

b
ed b

y the fo
rm

i-
d
ab

le A
rizo

na O
rg

anized
 C

rim
e and

 R
acketeering

 U
nit.   K

nig
htm

are w
as

o
n so

m
e o

f Lo
D

's favo
rite b

o
ard

s —
 "B

lack Ice" in p
articular —

 and
 w

as
p
rivy to

 their secrets.  A
nd

 to
 have G

ail T
hackeray, the A

ssistant
A

tto
rney G

eneral o
f A

rizo
na, o

n o
ne's trail w

as a d
read

ful p
eril fo

r any
hacker.

A
nd

 p
erhap

s w
o
rst o

f all, Pro
p
het had

 co
m

m
itted

 a m
ajo

r b
lund

er b
y

p
assin

g
 an

 illicitly co
p
ied

 B
ellS

o
u
th

 co
m

p
u
ter-file to

 K
n
ig

h
t L

ig
h
tn

in
g
,

w
ho

 had
 p

ub
lished

 it in *Phrack.*   T
his, as w

e w
ill see, w

as an act o
f

dire consequence for alm
ost everyone concerned.

O
n July 2

2
, 1

9
8

9
, the S

ecret S
ervice sho

w
ed

 up
 at the Leftist's ho

use,
w

here he lived
 w

ith his p
arents.  A

 m
assive sq

uad
 o

f so
m

e tw
enty o

ffi-
cers surro

und
ed

 the b
uild

ing
: S

ecret S
ervice, fed

eral m
arshals, lo

cal
p
o
lice, p

o
ssib

ly B
ellS

o
uth telco

 security; it w
as hard

 to
 tell in the

crush. Leftist's d
ad

, at w
o
rk in his b

asem
ent o

ffice, first no
ticed

 a m
us-

cular strang
er in p

lain clo
thes crashing

 thro
ug

h the b
ack yard

 w
ith a

draw
n pistol.   A

s m
ore strang

ers poured into the house, Leftist's dad
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naturally assum
ed

 there w
as an arm

ed
 ro

b
b
ery in p

ro
g
ress.

Like m
ost hacker parents, Leftist's m

om
 and dad had only the vaguest

notions of w
hat their son had b

een up to all this tim
e.   Leftist had a day-

jo
b
 rep

airing
 co

m
p
uter hard

w
are.  H

is o
b
sessio

n w
ith co

m
p
uters

seem
ed

 a b
it o

d
d
, b

ut harm
less eno

ug
h, and

 likely to
 p

ro
d
uce a w

ell-
p
aying

 career.  T
he sud

d
en, o

verw
helm

ing
 raid

 left Leftist's p
arents

traum
atized

.

T
he Leftist him

self had
 b

een o
ut after w

o
rk w

ith his co
-w

o
rkers, sur-

ro
und

ing
 a co

up
le o

f p
itchers o

f m
arg

aritas.  A
s he cam

e trucking
 o

n
teq

uila-num
b
ed

 feet up
 the p

avem
ent, to

ting
 a b

ag
 full o

f flo
p
p
y-d

isks,
he no

ticed
 a larg

e num
b
er o

f unm
arked

 cars p
arked

 in his d
rivew

ay.  A
ll

the cars sp
o
rted

 tiny m
icro

w
ave antennas.

T
he Secret Service had knocked the front door off its hing

es, alm
ost

flattening
 his M

o
m

.

Inside, Leftist w
as greeted by Special A

gent Jam
es C

ool of the U
S Secret

Service, A
tlanta office.  Leftist w

as flab
b
erg

asted.  H
e'd never m

et a
Secret Service agent before.   H

e could not im
agine that he'd ever done

anything
 w

o
rthy o

f fed
eral attentio

n.  H
e'd

 alw
ays fig

ured
 that if his

activities b
ecam

e into
lerab

le, o
ne o

f his co
ntacts in telco

 security w
o
uld

g
ive him

 a p
rivate p

ho
ne-call and

 tell him
 to

 kno
ck it o

ff.

B
ut no

w
 Leftist w

as p
at-searched

 fo
r w

eap
o
ns b

y g
rim

 p
ro

fessio
nals,

and
 his b

ag
 o

f flo
p
p
ies w

as q
uickly seized

. H
e and

 his p
arents w

ere all
shep

herd
ed

 into
 sep

arate ro
o
m

s and
 g

rilled
 at leng

th as a sco
re o

f o
ffi-

cers sco
ured

 their ho
m

e fo
r anything

 electro
nic.

Leftist w
as ho

rrified
 as his treasured

 IB
M

 A
T
 p

erso
nal co

m
p
uter w

ith
its fo

rty-m
eg

 h
ard

 d
isk, an

d
 h

is recen
tly p

u
rch

ased
 8

0
3

8
6

 IB
M

-clo
n
e

w
ith a  w

ho
p
p
ing

 hund
red

-m
eg

 hard
 d

isk, b
o
th w

ent sw
iftly o

ut the d
o
o
r

in S
ecret S

ervice custo
d
y.  T

hey also
 seized

 all his d
isks, all his no

te-
books, and a trem

endous booty in dogeared telco docum
ents that Leftist

had snitched out of trash dum
psters.

Leftist fig
ured

 the w
ho

le thing
 fo

r a b
ig

 m
isund

erstand
ing

.  H
e'd

 never
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b
een into

 *m
ilitary* co

m
p
uters.  H

e w
asn't a *sp

y* o
r a *C

o
m

m
unist.*

H
e  w

as just a good ol' G
eorgia hacker, and now

 he just w
anted all these

people out of the house.  B
ut it seem

ed they w
ouldn't go until he m

ade
som

e kind of statem
ent.

A
nd

 so
, he levelled

 w
ith them

.

A
nd

 that, Leftist said
 later fro

m
 his fed

eral p
riso

n cam
p
 in T

allad
eg

a,
A

lab
am

a, w
as a b

ig
 m

istake.

T
he A

tlanta area w
as unique, in that it had three m

em
bers of the Legion

o
f D

o
o
m

 w
ho

 actually o
ccup

ied
 m

o
re o

r less the sam
e p

hysical  lo
cality.

U
nlike the rest of LoD

, w
ho tended to associate by phone and com

puter,
A

tlanta Lo
D

 actually *w
ere* "tig

htly knit."  It w
as no

 real surp
rise that

the S
ecret S

ervice ag
ents ap

p
rehend

ing
 U

rvile at the co
m

p
uter-lab

s at
G

eo
rg

ia T
ech, w

o
uld

 d
isco

ver Pro
p
het w

ith him
 as w

ell.

U
rvile, a 2

1
-year-o

ld
 G

eo
rg

ia T
ech

 stu
d
en

t in
 p

o
lym

er ch
em

istry,
p
o
sed

 q
uite a p

uzzling
 case fo

r law
 enfo

rcem
ent.  U

rvile —
  also

 kno
w

n
as "N

ecron 9
9
," as w

ell as other handles, for he tended to change his
cover-alias about once a m

onth —
 w

as both an accom
plished hacker and a

fan
atic sim

u
latio

n
-g

am
er.

S
im

ulatio
n g

am
es are an unusual ho

b
b
y; b

ut then hackers are unusual
people, and their favorite pastim

es tend to b
e som

ew
hat out of the ordi-

nary.  T
he b

est-kno
w

n A
m

erican sim
ulatio

n g
am

e is p
ro

b
ab

ly
"D

ung
eo

ns &
 D

rag
o
ns," a m

ulti-p
layer p

arlo
r entertainm

ent p
layed

w
ith p

ap
er, m

ap
s, p

encils, statistical tab
les and

 a variety o
f o

d
d
ly-

shap
ed

 d
ice.  Players p

retend
 to

 b
e hero

ic characters exp
lo

ring
 a w

ho
l-

ly-invented
 fantasy w

o
rld

.  T
he fantasy w

o
rld

s o
f sim

ulatio
n g

am
ing

 are
co

m
m

o
nly p

seud
o
-m

ed
ieval, invo

lving
 sw

o
rd

s and
 so

rcery —
 sp

ell-
casting

 w
izard

s, knig
hts in arm

o
r, unico

rns and
 d

rag
o
ns, d

em
o
ns and

g
o
b
lins.

U
rvile an

d
 h

is fello
w

 g
am

ers  p
referred

 th
eir fan

tasies h
ig

h
ly tech

n
o
-

logical.   T
hey m

ade use of a gam
e know

n as "G
.U

.R.P.S.,"  the "G
eneric

U
niversal R

o
le Playing

 S
ystem

," p
ub

lished
 b

y a co
m

p
any called

 S
teve

Jackso
n G

am
es (S

JG
).
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"G
.U

.R
.P.S

."  served
 as a fram

ew
o
rk fo

r creating
  a w

id
e variety o

f arti-
ficial fantasy w

o
rld

s.  S
teve Jackso

n G
am

es p
ub

lished
  a sm

o
rg

asb
o
ard

 o
f

b
o
o
ks, full o

f d
etailed

 info
rm

atio
n and

 g
am

ing
 hints, w

hich w
ere used

 to
flesh-o

ut m
any d

ifferent fantastic b
ackg

ro
und

s fo
r  the b

asic G
U

R
PS

fram
ew

o
rk.  U

rvile m
ad

e extensive use o
f tw

o
 S

JG
 b

o
o
ks called

 *G
U

R
PS

H
ig

h
-T

ech
*  an

d
 *G

U
R
P
S
 S

p
ecial O

p
s.*

In
 th

e
 artificial fan

tasy-w
o
rld

 o
f *G

U
R
P
S
 S

p
e
cial O

p
s,*  p

laye
rs

entered a m
odern  fantasy of intrig

ue and international espionag
e.   O

n
b
eg

inning
 the g

am
e, p

layers started
 sm

all and
 p

o
w

erless, p
erhap

s as
m

ino
r-leag

ue C
IA

 ag
ents o

r p
enny-ante arm

s d
ealers.   B

ut as p
layers

p
ersisted

 thro
ug

h a series o
f g

am
e sessio

ns (g
am

e sessio
ns g

enerally
lasted

 fo
r ho

urs, o
ver lo

ng
, elab

o
rate cam

p
aig

ns that m
ig

ht b
e p

ursued
fo

r m
o
nths o

n end
) then they w

o
uld

 achieve new
 skills, new

 kno
w

led
g
e,

new
 p

o
w

er.  T
hey w

o
uld

 acq
uire and

 ho
ne new

 ab
ilities, such as m

arks-
m

anship
, karate, w

iretap
p
ing

, o
r W

aterg
ate b

urg
lary.  T

hey co
uld

 also
w

in
 vario

u
s kin

d
s o

f im
ag

in
ary b

o
o
ty, like

 B
e
re

ttas, o
r m

artin
i sh

ak-
ers, o

r fast cars w
ith ejectio

n seats and
 m

achine-g
uns und

er the head
-

lig
hts.

A
s m

ig
ht b

e im
ag

ined
 fro

m
 the co

m
p
lexity o

f these g
am

es, U
rvile's g

am
-

ing
 no

tes w
ere very d

etailed
 and

 extensive.  U
rvile w

as a "d
ung

eo
n-

m
aster," inventing

 scenario
s fo

r his fello
w

 g
am

ers, g
iant sim

ulated
ad

venture-p
uzzles fo

r his friend
s to

 unravel.   U
rvile's g

am
e no

tes co
v-

ered
 d

o
zens o

f p
ag

es w
ith all so

rts o
f exo

tic lunacy, all ab
o
ut ninja raid

s
o
n Lib

ya and
 b

reak-ins o
n encryp

ted
 R

ed
 C

hinese sup
erco

m
p
uters.   H

is
no

tes w
ere w

ritten o
n scrap

-p
ap

er and
 kep

t in lo
o
se-leaf b

ind
ers.

T
he hand

iest scrap
 p

ap
er aro

und
 U

rvile's co
lleg

e d
ig

s w
ere the m

any
pounds of B

ellSouth printouts and docum
ents that he had snitched out of

telco
 d

um
p
sters. H

is no
tes w

ere w
ritten o

n the b
ack o

f m
isap

p
ro

p
riated

telco
 p

ro
p
erty.   W

o
rse yet, the g

am
ing

 no
tes w

ere chao
tically inter-

sp
ersed

 w
ith

 U
rvile's h

an
d
-scraw

led
 reco

rd
s in

vo
lvin

g
  *actu

al co
m

-
p
uter intrusio

ns*  that he had
 co

m
m

itted
.

N
o
t o

nly w
as it next to

 im
p
o
ssib

le to
 tell U

rvile's fantasy g
am

e-no
tes

fro
m

 cyb
ersp

ace "reality," b
u
t U

rvile h
im

self b
arely m

ad
e th

is d
is-
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tinctio
n.  It's no

 exag
g
eratio

n to
 say that to

 U
rvile it w

as *all* a g
am

e.
U

rvile w
as very b

rig
ht, hig

hly im
ag

inative, and
 q

uite careless o
f o

ther
p
eo

p
le's no

tio
ns o

f p
ro

p
riety.  H

is co
nnectio

n to
 "reality" w

as no
t so

m
e-

thing to w
hich he paid a great deal of attention.

H
acking

 w
as a g

am
e fo

r U
rvile.  It w

as an am
usem

ent he w
as carrying

out, it w
as som

ething
 he w

as doing
 for fun. A

nd  U
rvile w

as an ob
sessive

young m
an.  H

e could no m
ore stop hacking than he could stop in the

m
id

d
le o

f a jig
saw

 p
uzzle, o

r sto
p
 in the m

id
d
le o

f read
ing

 a S
tep

hen
D

o
nald

so
n fantasy trilo

g
y.  (T

he nam
e "U

rvile" cam
e fro

m
 a b

est-sell-
ing

 D
o
nald

so
n no

vel.)

U
rvile's airy, b

u
lletp

ro
o
f attitu

d
e serio

u
sly an

n
o
yed

 h
is in

terro
g
ato

rs.
First o

f all, he d
id

n't co
nsid

er that he'd
 d

o
ne anything

 w
ro

ng
.  T

here w
as

scarcely a shred
 o

f ho
nest rem

o
rse in him

.   O
n the co

ntrary, he seem
ed

p
rivately co

nvinced
 that his p

o
lice interro

g
ato

rs w
ere o

p
erating

 in a
d
em

ented
 fantasy-w

o
rld

 all their o
w

n. U
rvile w

as to
o
 p

o
lite and

 w
ell-

b
ehaved

 to
 say this straig

ht- o
ut, b

ut his reactio
ns w

ere askew
 and

 d
is-

q
uieting

.

Fo
r instance, there w

as the b
usiness ab

o
ut Lo

D
's ab

ility to
 m

o
nito

r
p
ho

ne-calls to
 the p

o
lice and

 S
ecret S

ervice.  U
rvile ag

reed
 that this

w
as quite possib

le, and posed no b
ig

 prob
lem

 for LoD
.  In fact, he and his

friends had kicked the idea around on the "B
lack Ice" b

oard, m
uch as

they had
 d

iscussed
 m

any o
ther nifty no

tio
ns, such as b

uild
ing

 p
erso

nal
flam

e
-th

ro
w

e
rs an

d
 ju

ry-rig
g
in

g
 fistfu

lls o
f b

lastin
g
-cap

s.  T
h
e
y h

ad
hundreds of dial-up num

b
ers for g

overnm
ent ag

encies that they'd g
otten

throug
h scanning

 A
tlanta phones, or had pulled from

 raided V
A

X
/V

M
S

m
ainfram

e co
m

p
uters.

B
asically, they'd never g

otten around to listening
 in on the cops b

ecause
the idea w

asn't interesting
 enoug

h to b
other w

ith.  B
esides, if they'd

b
een m

o
nito

ring
 S

ecret S
ervice p

ho
ne calls, o

b
vio

usly they'd
 never have

b
een caug

ht in the first p
lace.  R

ig
ht?

T
h
e S

ecret S
ervice w

as less th
an

 satisfied
 w

ith
 th

is rap
ier-like h

acker
lo

g
ic.
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T
hen there w

as the issue of crashing
 the phone system

.  N
o prob

lem
,

U
rvile ad

m
itted

 sunnily.   A
tlanta Lo

D
 co

uld
 have shut d

o
w

n p
ho

ne ser-
vice all o

ver A
tlanta any tim

e they liked
.   *Even the 9

1
1

 service?*
N

o
thing

 sp
ecial ab

o
ut that, U

rvile exp
lained

 p
atiently.   B

ring
 the

sw
itch to

 its knees, w
ith say the U

N
IX

 "m
aked

ir" b
ug

, and
 9

1
1

 g
o
es

dow
n too as a m

atter of course.  T
he 9

1
1
 system

 w
asn't very interest-

ing
, frankly.   It m

ig
ht b

e trem
end

o
usly interesting

 to
 co

p
s (fo

r o
d
d

reaso
ns o

f their o
w

n), b
ut as technical challeng

es w
ent, the 9

1
1

 service
w

as yaw
nsville.

So of course the A
tlanta T

hree could crash service. T
hey prob

ab
ly could

have crashed
 service all o

ver B
ellS

o
uth territo

ry, if they'd
 w

o
rked

 at it
fo

r a w
hile. B

ut A
tlanta Lo

D
 w

eren't crashers.   O
nly lo

sers and
 ro

d
ents

w
ere crash

ers.  L
o
D

 w
ere *elite.*

U
rvile w

as p
rivately co

nvinced
 that sheer technical exp

ertise co
uld

 w
in

him
 free o

f any kind
 o

f p
ro

b
lem

.  A
s far as he w

as co
ncerned

, elite status
in the d

ig
ital und

erg
ro

und
 had

 p
laced

 him
 p

erm
anently b

eyo
nd

 the intel-
lectual g

rasp
 o

f co
p
s and

 straig
hts.  U

rvile had
 a lo

t to
 learn.

O
f the three Lo

D
 stalw

arts, Pro
p
het w

as in the m
o
st d

irect tro
ub

le.
Pro

p
het w

as a U
N

IX
 p

ro
g
ram

m
ing

 exp
ert w

ho
 b

urro
w

ed
 in and

 o
ut o

f the
Internet as a m

atter of course.   H
e'd started his hacking

 career at
aro

und
 ag

e 1
4

, m
ed

d
ling

 w
ith a U

N
IX

 m
ainfram

e system
 at the

U
n
iversity o

f N
o
rth

 C
aro

lin
a.

Pro
p
het him

self had
 w

ritten the hand
y Leg

io
n o

f D
o
o
m

 file "U
N

IX
 U

se
and

 S
ecurity Fro

m
 the G

ro
und

 U
p
." U

N
IX

  (p
ro

no
unced

 "yo
u-nicks")  is

a p
o
w

e
rfu

l, fle
xib

le
 co

m
p
u
te

r o
p
e
ratin

g
-syste

m
, fo

r m
u
lti-u

se
r,

m
ulti-tasking

 co
m

p
uters.   In 1

9
6

9
, w

hen U
N

IX
 w

as created
 in B

ell
Lab

s, such co
m

p
uters w

ere exclusive to
 larg

e co
rp

o
ratio

ns and
 univer-

sities, b
ut to

d
ay U

N
IX

 is run o
n tho

usand
s o

f p
o
w

erful ho
m

e m
achines.

U
N

IX
 w

as p
articu

larly w
ell- su

ited
 to

 teleco
m

m
u
n
icatio

n
s p

ro
g
ram

-
m

ing
, and

 had
 b

eco
m

e a stand
ard

 in the field
.   N

aturally, U
N

IX
 also

becam
e a standard for the elite hacker and phone phreak.

Lately, Pro
p
het had

 no
t b

een so
 active as Leftist and

 U
rvile, b

ut Pro
p
het

w
as a recid

ivist.   In 1
9

8
6

, w
hen he w

as eig
hteen, Pro

p
het had

 b
een
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convicted of "unauthorized access to a com
puter netw

ork" in N
orth

C
aro

lina.  H
e'd

 b
een d

isco
vered

 b
reaking

 into
 the S

o
uthern B

ell D
ata

N
etw

o
rk, a U

N
IX

-b
ased

 internal telco
 netw

o
rk sup

p
o
sed

ly clo
sed

 to
 the

public.  H
e'd gotten a typical hacker sentence:  six m

onths suspended,
1

2
0

 ho
urs co

m
m

unity service, and
 three years' p

ro
b
atio

n.

A
fter that hum

iliating
 b

ust, Pro
p
het had

 g
o
tten rid

 o
f m

o
st o

f his to
n-

nag
e of illicit phreak and hacker data, and had tried to g

o straig
ht.  H

e
w

as, after all, still o
n p

ro
b
atio

n. B
ut b

y  the autum
n o

f 1
9

8
8

, the
tem

ptations of cyberspace had proved too m
uch for young Prophet, and

he w
as sho

uld
er-to

-sho
uld

er w
ith U

rvile and
 Leftist into

 so
m

e o
f the

hairiest system
s aro

und
.

In early S
ep

tem
b
er 1

9
8

8
, he'd

 b
ro

ken into
 B

ellS
o
uth's centralized

autom
ation system

, A
IM

SX or "A
dvanced Inform

ation M
anagem

ent
S
ystem

."     A
IM

S
X
 w

as an internal b
usiness netw

o
rk fo

r B
ellS

o
uth,

w
here telco em

ployees stored electronic m
ail, datab

ases, m
em

os, and
calend

ars, and
 d

id
 text p

ro
cessing

.   S
ince A

IM
S
X
 d

id
 no

t have p
ub

lic
d
ial-up

s, it w
as co

nsid
ered

 utterly invisib
le to

 the p
ub

lic, and
 w

as no
t

w
ell-secured

 —
 it d

id
n't even req

uire p
assw

o
rd

s.   Pro
p
het ab

used
 an

account know
n as "w

aa1
," the personal account of an unsuspecting telco

em
ployee.   D

isg
uised as the ow

ner of w
aa1

, Prophet m
ade ab

out ten vis-
its to

 A
IM

S
X
.

Prophet did not dam
age or delete anything in the system

.  H
is presence

in A
IM

S
X
 w

as harm
less and

 alm
o
st invisib

le.  B
ut he co

uld
 no

t rest co
n-

tent w
ith that.

O
ne particular piece of processed text on A

IM
SX w

as a telco docum
ent

kno
w

n as "B
ell S

o
uth S

tand
ard

 Practice 6
6

0
-2

2
5

-1
0

4
S
V

 C
o
ntro

l
O

ffice A
d
m

inistratio
n o

f Enhanced
 9

1
1

 S
ervices fo

r S
p
ecial S

ervices and
M

ajo
r A

cco
unt C

enters d
ated

 M
arch 1

9
8

8
."

Prophet had not b
een looking

 for this docum
ent.  It w

as m
erely one

am
o
ng

 hund
red

s o
f sim

ilar d
o
cum

ents w
ith im

p
enetrab

le titles.
H

o
w

ever, h
avin

g
 b

lu
n
d
ered

 o
ver it in

 th
e co

u
rse o

f h
is illicit w

an
d
er-

ing
s thro

ug
h A

IM
S
X
, he d

ecid
ed

 to
 take it w

ith him
 as a tro

p
hy.  It m

ig
ht

p
ro

ve very useful in so
m

e future b
o
asting

, b
rag

g
ing

, and
 strutting

 ses-
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sio
n.   S

o
,  so

m
e tim

e in S
ep

tem
b
er 1

9
8

8
, Pro

p
het o

rd
ered

 the A
IM

S
X

m
ainfram

e co
m

p
uter to

 co
p
y this d

o
cum

ent (hencefo
rth called

 sim
p
ly

called "the E9
1
1
 D

ocum
ent")  and  to transfer this copy to his hom

e
co

m
p
uter.

N
o one noticed that Prophet had done this.  H

e had "stolen" the E9
1
1

D
ocum

ent in som
e sense, but notions of property in cyberspace can be

tricky.   B
ellS

o
uth no

ticed
 no

thing
 w

ro
ng

, b
ecause B

ellS
o
uth still had

their orig
inal copy.  T

hey had not b
een "rob

b
ed" of the docum

ent itself.
M

any people w
ere supposed to copy this docum

ent —
 specifically, people

w
ho

 w
o
rked

 fo
r the nineteen B

ellS
o
uth "sp

ecial services and
 m

ajo
r

account centers," scattered throughout the Southeastern U
nited States.

T
hat w

as w
hat it w

as fo
r, w

hy it w
as p

resent o
n a co

m
p
uter netw

o
rk in

the first place: so that it could be copied and read —
 by telco em

ployees.
B
ut now

 the data had been copied by som
eone w

ho w
asn't supposed to look

at it.

Prophet now
 had his trophy.  B

ut he further decided to store yet another
co

p
y o

f the E9
1

1
 D

o
cum

ent o
n ano

ther p
erso

n's co
m

p
uter.  T

his unw
it-

ting
 person w

as a com
puter enthusiast nam

ed Richard A
ndrew

s w
ho

lived
 n

ear Jo
liet, Illin

o
is.  R

ich
ard

 A
n
d
rew

s w
as a U

N
IX

 p
ro

g
ram

m
er b

y
trad

e, and
 ran a p

o
w

erful U
N

IX
 b

o
ard

 called
 "Jo

lnet," in the b
asem

ent o
f

his ho
use.

Prophet, using the handle "Robert Johnson," had obtained an account on
Richard A

ndrew
s' com

puter.  A
nd there he stashed the E9

1
1
 D

ocum
ent,

b
y sto

ring
 it in his o

w
n p

rivate sectio
n o

f A
nd

rew
s' co

m
p
uter.

W
hy d

id
 Pro

p
het d

o
 this?  If Pro

p
het had

 elim
inated

 the E9
1

1
 D

o
cum

ent
fro

m
 his o

w
n co

m
p
uter, and

 kep
t it hund

red
s o

f m
iles aw

ay, o
n ano

ther
m

achine, und
er an alias, then he m

ig
ht have b

een fairly safe fro
m

 d
is-

co
very and

 p
ro

secutio
n —

 altho
ug

h his sneaky actio
n had

 certainly p
ut

the unsusp
ecting

 R
ichard

 A
nd

rew
s at risk.

B
ut, like m

o
st hackers, Pro

p
het w

as a p
ack-rat fo

r illicit d
ata.  W

hen it
cam

e to the crunch, he could not b
ear to part from

 his trophy.   W
hen

Pro
p
het's p

lace in D
ecatur, G

eo
rg

ia w
as raid

ed
 in July 1

9
8

9
, there w

as
the E9

1
1
 D

ocum
ent, a sm

oking gun.  A
nd there w

as Prophet in the hands
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o
f the S

ecret S
ervice, d

o
ing

 his b
est to

 "exp
lain."

O
ur sto

ry no
w

 takes us aw
ay fro

m
 the A

tlanta T
hree and

 their raid
s o

f
the S

um
m

er o
f 1

9
8

9
.  W

e m
ust leave A

tlanta T
hree "co

o
p
erating

 fully"
w

ith their num
ero

us investig
ato

rs.  A
nd

  all three o
f them

 d
id

 co
o
p
erate,

as their  S
entencing

 M
em

o
rand

um
 fro

m
 the U

S
 D

istrict C
o
urt o

f the
N

o
rthern D

ivisio
n o

f G
eo

rg
ia exp

lained
  —

 just b
efo

re all three o
f them

w
ere sentenced

 to
 vario

us fed
eral p

riso
ns in N

o
vem

b
er 1

9
9

0
.

W
e m

ust now
 catch up on the other aspects of the w

ar on the Legion of
D

oom
.   T

he w
ar on the Legion w

as a w
ar on a netw

ork —
 in fact, a net-

w
o
rk o

f three netw
o
rks, w

hich intertw
ined

 and
 interrelated

 in a co
m

-
p
lex fashio

n. T
he Leg

io
n itself, w

ith A
tlanta Lo

D
, and

 their hang
er-o

n
Fry G

uy, w
ere the first netw

o
rk.  T

he seco
nd

 netw
o
rk w

as *Phrack*
m

ag
azine, w

ith its ed
ito

rs and
 co

ntrib
uto

rs.

T
he third

  netw
o
rk invo

lved
 the electro

nic circle aro
und

 a  hacker
kno

w
n as "T

erm
inus."

T
he w

ar ag
ainst these hacker netw

o
rks w

as carried
 o

ut b
y a law

enforcem
ent netw

ork.  A
tlanta LoD

  and Fry G
uy w

ere pursued b
y U

SSS
ag

ents and federal prosecutors in A
tlanta, Indiana, and C

hicag
o.

"T
erm

inus" fo
und

 him
self p

ursued
 b

y U
S
S
S
 and

  fed
eral p

ro
secuto

rs
fro

m
 B

altim
o
re and

 C
hicag

o
.  A

nd
 the w

ar ag
ainst Phrack w

as alm
o
st

entirely a C
hicag

o
 o

p
eratio

n.

T
he investig

atio
n o

f T
erm

inus invo
lved

 a g
reat d

eal o
f energ

y, m
o
stly

fro
m

 the C
hicag

o
 T

ask Fo
rce, b

ut it w
as to

 b
e the least-kno

w
n and

 least-
p
ub

licized
 o

f the C
rackd

o
w

n o
p
eratio

ns.  T
erm

inus, w
ho

 lived
 in

M
arylan

d
, w

as a U
N

IX
 p

ro
g
ram

m
er an

d
 co

n
su

ltan
t, fairly w

ell- kn
o
w

n
(und

er his g
iven nam

e)  in the U
N

IX
 co

m
m

unity, as an ackno
w

led
g
ed

exp
ert o

n A
T
&

T
 m

inico
m

p
uters. T

erm
inus id

o
lized

 A
T
&

T
, esp

ecially
B
ellco

re, and
 lo

ng
ed

 fo
r p

ub
lic reco

g
nitio

n as a U
N

IX
 exp

ert; his hig
hest

am
b
itio

n w
as to

 w
o
rk fo

r B
ell Lab

s.

B
ut T

erm
inus had odd friends and a spotted history. T

erm
inus had once

b
een

  th
e su

b
ject o

f an
 ad

m
irin

g
 in

terview
 in

 *P
h
rack* (V

o
lu

m
e II,

Issu
e 1

4
, P

h
ile 2

  —
 d

ated
 M

ay 1
9

8
7

).   In
 th

is article, *P
h
rack* co

-
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ed
ito

r T
aran K

ing
 d

escrib
ed

 "T
erm

inus" as an electro
nics eng

ineer,
5

'9
", b

ro
w

n-haired
, b

o
rn in 1

9
5

9
 —

 at 2
8

 years o
ld

, q
uite m

ature fo
r

a hacker.

T
erm

inus had once b
een sysop of a phreak/hack underg

round b
oard

called
 "M

etro
N

et," w
hich ran o

n an A
p
p
le II.  Later he'd

 rep
laced

"M
etro

N
et" w

ith an und
erg

ro
und

 b
o
ard

 called
 "M

eg
aN

et," sp
ecializing

 in
IB

M
s.  In his yo

ung
er d

ays, T
erm

inus had
 w

ritten o
ne o

f the very first
and

 m
o
st eleg

ant co
d
e-scanning

 p
ro

g
ram

s fo
r the IB

M
-PC

.  T
his p

ro
-

g
ram

 had
 b

een w
id

ely d
istrib

uted
 in the und

erg
ro

und
.  U

nco
unted

 leg
io

ns
o
f PC

- o
w

ning
  p

hreaks and
 hackers had

 used
 T

erm
inus's scanner  p

ro
-

gram
 to rip-off telco codes.  T

his  feat had not escaped the attention of
telco

 secu
rity; it h

ard
ly co

u
ld

, sin
ce T

erm
in

u
s's earlier h

an
d
le,

"T
erm

inal T
echnician," w

as p
ro

ud
ly w

ritten rig
ht o

n the p
ro

g
ram

.

W
hen he b

ecam
e a full-tim

e co
m

p
uter p

ro
fessio

nal (sp
ecializing

 in
teleco

m
m

unicatio
ns p

ro
g
ram

m
ing

),  he ad
o
p
ted

 the hand
le T

erm
inus,

m
eant to indicate that he had "reached the final point of b

eing
 a profi-

cient hacker." H
e'd m

oved up to the U
N

IX-based "N
etsys" board on an

A
T
&

T
 co

m
p
uter, w

ith fo
ur p

ho
ne lines and

 an im
p
ressive 2

4
0

 m
eg

s o
f

sto
rag

e.   "N
etsys" carried

 co
m

p
lete issues o

f *Phrack,* and
 T

erm
inus

w
as q

uite friend
ly w

ith its p
ub

lishers, T
aran K

ing
 and

 K
nig

ht Lig
htning

.

In
 th

e early 1
9

8
0

s, T
erm

in
u
s h

ad
 b

een
 a reg

u
lar o

n
 P

lo
vern

et, P
irate-

8
0

, S
herw

o
o
d
 Fo

rest and
 S

had
o
w

land
, all w

ell-kno
w

n p
irate b

o
ard

s, all
heavily frequented by the Legion of D

oom
.   A

s it happened, T
erm

inus
w

as never o
fficially "in Lo

D
," b

ecause he'd
 never b

een g
iven the o

fficial
Lo

D
 hig

h-sig
n and

 b
ack-slap

 b
y Leg

io
n m

aven Lex Lutho
r.   T

erm
inus

had
 never p

hysically m
et anyo

ne fro
m

 Lo
D

.  B
ut that scarcely m

attered
m

uch —
 the A

tlanta T
hree them

selves had never been officially vetted by
Lex, either.

A
s far as law

 enfo
rcem

ent w
as co

ncerned
, the issues w

ere clear.
T
erm

in
u
s w

as a fu
ll-tim

e, ad
u
lt co

m
p
u
ter p

ro
fessio

n
al w

ith
 p

articu
lar

skills at A
T
&

T
 so

ftw
are and

 hard
w

are —
 b

ut T
erm

inus reeked
 o

f the
Legion of D

oom
 and the underground.

O
n Feb

ruary 1
, 1

9
9

0
 —

 half a m
o
nth after the M

artin Luther K
ing

 D
ay

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
1 2 6



C
rash —

  U
SSS  ag

ents T
im

 Foley from
 C

hicag
o, and Jack Lew

is from
 the

B
altim

o
re o

ffice, acco
m

p
anied

 b
y A

T
&

T
 security o

fficer Jerry D
alto

n,
travelled

 to
 M

id
d
le T

o
w

n
, M

arylan
d
.  T

h
ere th

ey g
rilled

 T
erm

in
u
s in

 h
is

h
o
m

e (to
 th

e stark terro
r o

f h
is w

ife an
d
 sm

all ch
ild

ren
), an

d
, in

 th
eir

custo
m

ary fashio
n, hauled

 his co
m

p
uters o

ut the d
o
o
r.

T
he N

etsys m
achine proved to contain a plethora of arcane U

N
IX

 softw
are

—
 p

ro
p
rietary so

urce co
d
e fo

rm
ally o

w
ned

 b
y A

T
&

T
.  S

o
ftw

are such as:
U

N
IX

 S
ystem

 Five R
elease 3

.2
; U

N
IX

 S
V

 R
elease 3

.1
;  U

U
C
P co

m
m

unica-
tio

n
s so

ftw
are

; K
O

R
N

 S
H

E
L
L
; R

FS
; IW

B
; W

W
B
; D

W
B
; th

e
 C

+
+

 p
ro

-
g
ram

m
ing

 lang
uag

e; PM
O

N
; T

O
O

L C
H

EST
; Q

U
EST

; D
A

C
T
, and S FIN

D
.

In the lo
ng

-estab
lished

 p
iratical trad

itio
n o

f the und
erg

ro
und

,
T
erm

in
u
s h

ad
 b

een
 trad

in
g
 th

is illicitly- co
p
ied

  so
ftw

are w
ith

 a sm
all

circle o
f fello

w
 U

N
IX

 p
ro

g
ram

m
ers.   V

ery unw
isely, he had

 sto
red

seven years o
f his electro

nic m
ail o

n his N
etsys m

achine, w
hich d

o
cu-

m
ented

 all the friend
ly arrang

em
ents he had

 m
ad

e w
ith his vario

us co
l-

leag
ues.

T
erm

inus had not crashed the A
T
&

T
 phone system

 on January 1
5
.  H

e
w

as, h
o
w

e
ve

r, b
lith

e
ly

 ru
n
n
in

g
 a n

o
t- fo

r-p
ro

fit A
T

&
T

 so
ftw

are
-p

ira-
cy ring

.  T
his w

as no
t an activity A

T
&

T
 fo

und
 am

using
.   A

T
&

T
 security

o
fficer Jerry D

alto
n valued

 this "sto
len" p

ro
p
erty at o

ver three hund
red

tho
usand

 d
o
llars.

A
T
&

T
's entry into the tussle of free enterprise had b

een com
plicated b

y
the new

, vag
ue g

ro
und

rules o
f the info

rm
atio

n eco
no

m
y.   U

ntil the
b
reak-up

 o
f M

a B
ell, A

T
&

T
 w

as fo
rb

id
d
en to

 sell co
m

p
uter hard

w
are o

r
so

ftw
are.  M

a B
ell w

as the p
ho

ne co
m

p
any; M

a B
ell w

as no
t allo

w
ed

 to
use the eno

rm
o
us revenue fro

m
 telep

ho
ne utilities, in o

rd
er to

 finance
any entry into

 the co
m

p
uter m

arket.

A
T
&

T
 nevertheless invented the U

N
IX operating system

.   A
nd som

ehow
A

T
&

T
 m

anag
ed

 to
 m

ake U
N

IX
 a m

ino
r so

urce o
f inco

m
e.  W

eird
ly, U

N
IX

w
as no

t so
ld

 as co
m

p
uter so

ftw
are, b

ut actually retailed
 und

er an
o
b
scure reg

ulato
ry exem

p
tio

n allo
w

ing
 sales o

f surp
lus eq

uip
m

ent and
scrap

.  A
ny b

o
ld

er attem
p
t to

 p
ro

m
o
te o

r retail U
N

IX
 w

o
uld

 have aro
used

ang
ry leg

al o
p
p
o
sitio

n fro
m

 co
m

p
uter co

m
p
anies.  Instead

, U
N

IX
 w

as
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licensed to universities, at m
odest rates, w

here the acids of academ
ic

freed
o
m

 ate aw
ay stead

ily at A
T
&

T
's p

ro
p
rietary rig

hts.

C
om

e the b
reakup, A

T
&

T
 recog

nized that U
N

IX
 w

as a potential g
old-

m
ine.   B

y now
, large chunks of U

N
IX code had been created that w

ere not
A

T
&

T
's, and

 w
ere b

eing
 so

ld
 b

y o
thers.  A

n entire rival U
N

IX
-b

ased
o
p
erating

 system
 had

 arisen in B
erkeley, C

alifo
rnia  (o

ne o
f the w

o
rld

's
g
reat fo

unts o
f id

eo
lo

g
ical hackerd

o
m

). T
o
d
ay, "hackers" co

m
m

o
nly co

n-
sid

er "B
erkeley U

N
IX

" to
 b

e technically sup
erio

r to
 A

T
&

T
's "S

ystem
 V

U
N

IX
," b

ut A
T
&

T
 has not allow

ed m
ere technical eleg

ance to intrude on
the real-w

o
rld

 b
usiness o

f m
arketing

 p
ro

p
rietary so

ftw
are.   A

T
&

T
 has

m
ad

e its o
w

n co
d
e d

elib
erately inco

m
p
atib

le w
ith o

ther fo
lks' U

N
IX

, and
has w

ritten code that it can prove is copyrig
htab

le, even if that code
hap

p
ens to

 b
e so

m
ew

hat aw
kw

ard
 —

 "klud
g
ey."   A

T
&

T
 U

N
IX

 user licens-
es are serio

us b
usiness ag

reem
ents, rep

lete w
ith very clear co

p
yrig

ht
statem

ents and
 no

n- d
isclo

sure clauses.

A
T
&

T
 has not exactly kept the U

N
IX cat in the bag, but it kept a grip on

its scruff w
ith so

m
e success.   B

y the ram
p
ant, exp

lo
sive stand

ard
s o

f
so

ftw
are p

iracy, A
T
&

T
 U

N
IX

 so
urce co

d
e is heavily co

p
yrig

hted
, w

ell-
g
u
ard

ed
, w

ell-licen
sed

.   U
N

IX
 w

as trad
itio

n
ally ru

n
 o

n
ly o

n
 m

ain
fram

e
m

achines, o
w

ned
 b

y larg
e g

ro
up

s o
f suit-and

- tie p
ro

fessio
nals, rather

than on bedroom
 m

achines w
here people can get up to easy m

ischief.

A
nd

 A
T
&

T
 U

N
IX

 so
urce co

d
e is serio

us hig
h-level p

ro
g
ram

m
ing

.   T
he

num
b
er o

f skilled
 U

N
IX

 p
ro

g
ram

m
ers w

ith any actual m
o
tive to

 sw
ip

e
U
N

IX
 source code is sm

all.  It's tiny, com
pared to the tens of thousands

p
rep

ared
 to

 rip
-o

ff, say, en
tertain

in
g
 P

C
 g

am
es like "L

eisu
re S

u
it

L
a
rry

."

B
ut b

y 1
9

8
9

, the w
arez-d

0
0

d
 und

erg
ro

und
, in the p

erso
ns o

f T
erm

inus
and

 his friend
s,  w

as g
naw

ing
 at A

T
&

T
 U

N
IX

.  A
nd

 the p
ro

p
erty in q

ues-
tion w

as not sold for tw
enty b

ucks over the counter at the local b
ranch

o
f B

ab
b
ag

e's o
r Eg

g
head

's;  this w
as m

assive, so
p
histicated

, m
ulti-line,

m
ulti-autho

r co
rp

o
rate co

d
e w

o
rth tens o

f tho
usand

s o
f d

o
llars.

It m
ust b

e reco
g
nized

 at this p
o
int that T

erm
inus's p

urp
o
rted

 ring
 o

f
U

N
IX

 so
ftw

are p
irates had

 no
t actually m

ad
e any m

o
ney fro

m
 their sus-
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p
ected

 crim
es.  T

he $
3

0
0

,0
0

0
 d

o
llar fig

ure b
and

ied
 ab

o
ut fo

r the co
n-

tents o
f T

erm
inus's co

m
p
uter d

id
 no

t m
ean that T

erm
inus w

as in actual
illicit p

o
ssessio

n o
f three hund

red
 tho

usand
 o

f A
T
&

T
's  d

o
llars.

T
erm

inus w
as ship

p
ing

 so
ftw

are b
ack and

 fo
rth, p

rivately, p
erso

n to
p
erso

n, fo
r free.  H

e w
as no

t m
aking

 a co
m

m
ercial b

usiness o
f p

iracy.
H

e hadn't asked for m
oney; he didn't take m

oney.  H
e lived quite m

odest-
ly.

A
T
&

T
 em

p
lo

yees —
 as w

ell as freelance U
N

IX
 co

nsultants, like T
erm

inus
—

 co
m

m
o
nly w

o
rked

 w
ith "p

ro
p
rietary" A

T
&

T
 so

ftw
are, b

o
th in the

o
ffice and

 at ho
m

e o
n their p

rivate m
achines.   A

T
&

T
 rarely sent securi-

ty officers out to com
b
 the hard disks of its consultants.   C

heap free-
lance U

N
IX

  contractors w
ere quite useful to A

T
&

T
; they didn't have

health insurance o
r retirem

ent p
ro

g
ram

s, m
uch less unio

n m
em

b
ership

in the C
o
m

m
unicatio

n W
o
rkers o

f A
m

erica.  T
hey w

ere hum
b
le d

ig
ital

drudg
es, w

andering
 w

ith m
op and b

ucket throug
h the G

reat T
echnolog

ical
T
em

p
le o

f A
T
&

T
; b

ut w
hen the S

ecret S
ervice arrived

 at their ho
m

es, it
seem

ed
 they w

ere eating
 w

ith co
m

p
any silverw

are and
 sleep

ing
 o

n co
m

-
pany sheets!  O

utrageously, they behaved as if the things they w
orked

w
ith every day belonged to them

!

A
nd

 these w
ere no

 m
ere hacker teenag

ers w
ith their hand

s full o
f trash-

paper and their noses pressed to the corporate w
indow

pane.  T
hese guys

w
ere U

N
IX

 w
izard

s, no
t o

nly carrying
 A

T
&

T
 d

ata in their m
achines and

their head
s, b

ut eag
erly netw

o
rking

 ab
o
ut it, o

ver m
achines that w

ere
far m

o
re p

o
w

erful than anything
 p

revio
usly im

ag
ined

 in p
rivate hand

s.
H

ow
 do you keep people disposab

le, yet assure their aw
estruck respect

fo
r yo

ur p
ro

p
erty?  It w

as a d
ilem

m
a.

M
u
ch

 U
N

IX
 co

d
e w

as p
u
b
lic-d

o
m

ain
, availab

le fo
r free.   M

u
ch

 "p
ro

p
ri-

etary" U
N

IX
 co

d
e had

 b
een extensively re-w

ritten, p
erhap

s altered
 so

m
uch that it b

ecam
e an entirely new

 product —
 or perhaps not.

Intellectual p
ro

p
erty rig

hts fo
r so

ftw
are d

evelo
p
ers w

ere, and
 are,

extrao
rd

inarily co
m

p
lex and

 co
nfused

.   A
nd

 so
ftw

are "p
iracy," like the

p
rivate co

p
ying

 o
f vid

eo
s, is o

ne o
f the m

o
st w

id
ely p

racticed
 "crim

es"
in the w

o
rld

 to
d
ay.

T
he U

S
S
S
 w

ere no
t exp

erts in U
N

IX
 o

r fam
iliar w

ith the custo
m

s o
f its
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use.   T
he U

nited States Secret Service, considered as a body, did not
have o

ne sing
le p

erso
n in it w

ho
 co

uld
 p

ro
g
ram

 in a U
N

IX
 enviro

nm
ent

—
 no, not even one.   T

he Secret Service *w
ere* m

aking
 extensive use of

expert help, b
ut the "experts" they had chosen w

ere A
T
&

T
 and B

ellcore
security o

fficials, the very victim
s o

f the p
urp

o
rted

 crim
es und

er
investig

atio
n, the very p

eo
p
le w

ho
se interest in A

T
&

T
's  "p

ro
p
rietary"

softw
are w

as m
ost pronounced.

O
n Feb

ruary 6
, 1

9
9

0
, T

erm
inus w

as arrested
 b

y A
g
ent Lew

is.
Eventually, T

erm
inus w

o
uld

 b
e sent to

 p
riso

n fo
r his illicit use o

f a
piece of A

T
&

T
 softw

are.

T
he issue o

f p
irated

 A
T
&

T
 so

ftw
are w

o
uld

 b
ub

b
le alo

ng
 in the b

ack-
ground during the w

ar on the Legion of D
oom

.  Som
e half-dozen of

T
erm

in
u
s's o

n
-lin

e acq
u
ain

tan
ces, in

clu
d
in

g
 p

eo
p
le in

 Illin
o
is, T

exas
and

 C
alifo

rnia, w
ere g

rilled
 b

y the S
ecret S

ervice in co
nnectio

n w
ith the

illicit co
p
ying

 o
f so

ftw
are.   Excep

t fo
r T

erm
inus, ho

w
ever, no

ne w
ere

charg
ed

 w
ith a crim

e.  N
o
ne o

f them
 shared

 his p
eculiar p

ro
m

inence in
the hacker und

erg
ro

und
.

B
ut that did not m

eant that these people w
ould, or could, stay out of

tro
u
b
le.   T

h
e tran

sferral o
f illicit d

ata in
 cyb

ersp
ace is h

azy an
d
 ill-

d
efined

 b
usiness, w

ith p
arad

o
xical d

ang
ers fo

r everyo
ne co

ncerned
:

h
ackers, sig

n
al carriers, b

o
ard

 o
w

n
ers,  co

p
s, p

ro
secu

to
rs, even

 ran
-

d
o
m

 p
assers-b

y.  S
o
m

etim
es, w

ell-m
eant attem

p
ts to

 avert tro
ub

le  o
r

p
unish w

ro
ng

d
o
ing

 b
ring

 m
o
re tro

ub
le than  w

o
uld

 sim
p
le ig

no
rance,

in
d
iffe

re
n
ce

 o
r im

p
ro

p
rie

ty
.

T
erm

inus's "N
etsys" b

o
ard

 w
as no

t a co
m

m
o
n-o

r- g
ard

en b
ulletin b

o
ard

system
, though it had m

ost of the usual functions of a board.  N
etsys w

as
no

t a stand
-alo

ne m
achine, b

ut p
art o

f the g
lo

b
e-sp

anning
  "U

U
C
P"

co
o
p
erative netw

o
rk.  T

he U
U

C
P netw

o
rk uses a set o

f U
nix so

ftw
are

p
ro

g
ram

s called
 "U

n
ix-to

-U
n
ix C

o
p
y," w

h
ich

 allo
w

s U
n
ix system

s to
throw

 data to one another at high speed through the public telephone
n
etw

o
rk.   U

U
C

P
 is a rad

ically d
ecen

tralized
, n

o
t-fo

r-p
ro

fit n
etw

o
rk o

f
U
N

IX com
puters.   T

here are tens of thousands of these U
N

IX m
achines.

S
o
m

e are sm
all, b

ut m
any are p

o
w

erful and
 also

 link to
 o

ther netw
o
rks.

U
U

C
P has certain arcane links to

  m
ajo

r netw
o
rks such as JA

N
ET

,
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EasyN
et, B

IT
N

ET
, JU

N
ET

, V
N

ET
, D

A
S
net, PeaceN

et and
 Fid

o
N

et, as w
ell

as the g
ig

antic Internet.  (T
he so

-called
 "Internet" is no

t actually a net-
w

o
rk itself, b

ut rather an "internetw
o
rk" co

nnectio
ns stand

ard
 that

allo
w

s several g
lo

b
e-sp

anning
 co

m
p
uter netw

o
rks to

 co
m

m
unicate w

ith
one another. Readers fascinated b

y the w
eird and intricate tang

les of
m

o
d
ern co

m
p
uter netw

o
rks m

ay enjo
y Jo

hn S
. Q

uarterm
an's autho

rita-
tive

 7
1

9
-p

ag
e
 e

xp
licatio

n
, *T

h
e
 M

atrix,* D
ig

ital P
re

ss, 1
9

9
0

.)

A
 skilled

 user o
f T

erm
inus' U

N
IX

 m
achine co

uld
 send

 and
 receive elec-

tro
nic m

ail fro
m

 alm
o
st any m

ajo
r co

m
p
uter netw

o
rk in the w

o
rld

.
N

etsys w
as not called a "board" per se, but rather a "node."   "N

odes"
w

ere larg
er, faster, and

 m
o
re so

p
histicated

 than m
ere "b

o
ard

s," and
 fo

r
hackers, to hang

 out on internationally-connected "nodes" w
as quite the

step
 up

 fro
m

 m
erely hang

ing
 o

ut o
n lo

cal "b
o
ard

s."

T
erm

inus's N
etsys no

d
e in M

aryland
 had

 a num
b
er o

f d
irect links to

o
ther, sim

ilar U
U

C
P  no

d
es, run b

y p
eo

p
le w

ho
 shared

 his interests and
at least som

ething of his free-w
heeling attitude.   O

ne of these nodes w
as

Jo
lnet, o

w
ned

 b
y R

ichard
 A

nd
rew

s, w
ho

, like T
erm

inus, w
as an ind

e-
pendent U

N
IX consultant.   Jolnet also ran U

N
IX, and could be contacted at

hig
h sp

eed
 b

y m
ainfram

e m
achines fro

m
 all o

ver the w
o
rld

.  Jo
lnet w

as
q
uite a so

p
histicated

 p
iece o

f w
o
rk, technically sp

eaking
, b

ut it w
as still

ru
n
 b

y an
 in

d
ivid

u
al, as a p

rivate, n
o
t-fo

r-p
ro

fit h
o
b
b
y.   Jo

ln
et w

as
m

o
stly used

 b
y o

ther U
N

IX
 p

ro
g
ram

m
ers —

 fo
r m

ail, sto
rag

e, and
 access

to netw
orks.  Jolnet supplied access netw

ork access to about tw
o hundred

p
eo

p
le, as w

ell as a lo
cal junio

r co
lleg

e.

A
m

o
ng

 its vario
us features and

 services, Jo
lnet also

 carried
 *Phrack*

m
ag

azine.

Fo
r reaso

ns o
f his o

w
n, R

ichard
 A

nd
rew

s had
 b

eco
m

e susp
icio

us o
f a new

user called
  "R

o
b
ert Jo

hnso
n."  R

ichard
 A

nd
rew

s to
o
k it up

o
n him

self to
have a look at w

hat "Rob
ert Johnson" w

as storing
 in Jolnet.  A

nd
A

ndrew
s found the E9

1
1
 D

ocum
ent.

"Robert Johnson" w
as the Prophet from

 the Legion of D
oom

, and the
E9

1
1

 D
o
cum

ent w
as illicitly co

p
ied

 d
ata fro

m
 Pro

p
het's raid

 o
n the

B
ellS

o
uth co

m
p
uters.
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T
h
e E9

1
1

 D
o
cu

m
en

t, a p
articu

larly illicit p
iece o

f d
ig

ital p
ro

p
erty, w

as
ab

o
ut to

 resum
e its lo

ng
, co

m
p
lex, and

 d
isastro

us career.

It struck A
ndrew

s as fishy that som
eone not a telephone em

ployee should
have a docum

ent referring to the "Enhanced 9
1
1
 System

."  B
esides,  the

d
o
cum

ent itself b
o
re an o

b
vio

us w
arning

.

"W
A

RN
IN

G
:  N

O
T
 FO

R U
SE O

R D
ISC

LO
SU

RE O
U
T
SID

E B
ELLSO

U
T
H

 O
R A

N
Y

O
F IT

S
 S

U
B
S
ID

IA
R
IES

 EX
C

EPT
 U

N
D

ER
 W

R
IT

T
EN

 A
G

R
EEM

EN
T
."

T
hese standard nondisclosure tags are often appended to all sorts of cor-

p
o
rate m

aterial.   T
elco

s as a sp
ecies are p

articularly no
to

rio
us fo

r
stam

p
ing

 m
o
st everything

 in sig
ht as "no

t fo
r use o

r d
isclo

sure."  S
till,

this particular piece of data w
as  about the 9

1
1
 System

.  T
hat sounded

b
ad

 to
  R

ich A
nd

rew
s.

A
ndrew

s w
as not prepared to ig

nore this sort of troub
le.  H

e thoug
ht it

w
ould be w

ise to pass the docum
ent along to a friend and acquaintance on

the U
N

IX
 netw

o
rk, fo

r co
nsultatio

n.  S
o
, aro

und
 S

ep
tem

b
er 1

9
8

8
,

A
ndrew

s sent yet another copy of the E9
1
1
 D

ocum
ent electronically to

an A
T
&

T
 em

p
lo

yee, o
ne C

harles B
o
ykin, w

ho
 ran a U

N
IX

-b
ased

 no
d
e

called
 "attctc" in D

allas, T
exas.

"A
ttctc" w

as the property of A
T
&

T
, and w

as run from
 A

T
&

T
's C

ustom
er

T
echnology C

enter  in D
allas, hence the nam

e "attctc."  "A
ttctc" w

as bet-
ter-kno

w
n as "K

iller," the nam
e o

f the m
achine that the system

 w
as

running
 o

n. "K
iller" w

as a hefty, p
o
w

erful, A
T
&

T
 3

B
2

 5
0

0
 m

o
d
el, a

m
u
lti-u

ser, m
u
lti-taskin

g
 U

N
IX

 p
latfo

rm
 w

ith
 3

2
 m

eg
 o

f m
em

o
ry an

d
 a

m
ind

-b
o
g
g
ling

 3
.2

 G
ig

ab
ytes o

f sto
rag

e. W
hen  K

iller had
 first arrived

in T
exas, in 1

9
8
5
, the 3

B
2
 had b

een one of A
T
&

T
's g

reat w
hite hopes for

g
o
ing

 head
- to

-head
 w

ith IB
M

 fo
r the co

rp
o
rate co

m
p
uter-hard

w
are

m
arket.  "K

iller" had
 b

een ship
p
ed

 to
 the C

usto
m

er T
echno

lo
g
y C

enter in
the D

allas Info
m

art, essentially a hig
h-techno

lo
g
y m

all, and
 there it

sat, a d
em

o
nstratio

n m
o
d
el.

C
harles B

o
ykin, a veteran A

T
&

T
 hard

w
are and

 d
ig

ital co
m

m
unicatio

ns
expert, w

as a local technical b
ackup m

an for the A
T
&

T
 3

B
2
 system

.   A
s
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a d
isp

lay m
o
d
el in the Info

m
art m

all, "K
iller" had

 little to
 d

o
, and

 it
seem

ed a sham
e to w

aste the system
's capacity.  So B

oykin ingeniously
w

ro
te so

m
e U

N
IX

 b
ulletin-b

o
ard

 so
ftw

are fo
r "K

iller," and
 p

lug
g
ed

 the
m

achine in to
 the lo

cal p
ho

ne netw
o
rk.   "K

iller's" d
eb

ut in late 1
9

8
5

m
ad

e it the first p
ub

licly availab
le U

N
IX

 site in the state o
f T

exas.
A

nyone w
ho w

anted to play w
as w

elcom
e.

T
he m

achine im
m

ed
iately attracted

 an electro
nic co

m
m

unity.  It jo
ined

the U
U

C
P netw

o
rk, and

 o
ffered

 netw
o
rk links to

 o
ver eig

hty o
ther co

m
-

p
uter sites, all o

f w
hich b

ecam
e d

ep
end

ent o
n K

iller fo
r their links to

the g
reater w

o
rld

 o
f cyb

ersp
ace.   A

nd
 it w

asn't just fo
r the b

ig
 g

uys;
p
erso

nal co
m

p
uter users also

 sto
red

 freew
are p

ro
g
ram

s fo
r the A

m
ig

a,
the A

p
p
le, the IB

M
 and

 the M
acinto

sh o
n K

iller's vast 3
,2

0
0

 m
eg

arch
ives.  A

t o
n
e tim

e, K
iller h

ad
 th

e larg
est lib

rary o
f p

u
b
lic-d

o
m

ain
M

acinto
sh so

ftw
are in T

exas.

Even
tu

ally, K
iller attracted

 ab
o
u
t 1

,5
0

0
 u

sers, all b
u
sily co

m
m

u
n
icat-

ing
, up

lo
ad

ing
 and

 d
o
w

nlo
ad

ing
, g

etting
 m

ail, g
o
ssip

p
ing

, and
 linking

 to
arcane and

 d
istant netw

o
rks.

B
o
ykin received

 no
 p

ay fo
r running

 K
iller.  H

e co
nsid

ered
 it g

o
o
d
 p

ub
-

licity fo
r the A

T
&

T
 3

B
2

 system
 (w

ho
se sales w

ere so
m

ew
hat less than

stellar), b
u
t h

e also
 sim

p
ly en

jo
yed

 th
e vib

ran
t co

m
m

u
n
ity h

is skill
had created.   H

e g
ave aw

ay the b
ulletin-b

oard U
N

IX
 softw

are he had
w

ritten, free o
f charg

e.

In the U
N

IX
 p

ro
g
ram

m
ing

 co
m

m
unity, C

harlie B
o
ykin had

 the rep
utatio

n
o
f a w

arm
, o

p
en-hearted

, level- head
ed

 kind
 o

f g
uy.   In 1

9
8

9
, a g

ro
up

o
f T

exan U
N

IX
 p

ro
fessio

nals vo
ted

 B
o
ykin "S

ystem
 A

d
m

inistrato
r o

f the
Year."   H

e w
as considered a fellow

 you could trust for good advice.

In S
ep

tem
b
er 1

9
8

8
, w

itho
ut w

arning
, the E9

1
1

 D
o
cum

ent cam
e p

lung
-

in
g
 in

to
 B

o
ykin

's life, fo
rw

ard
ed

 b
y R

ich
ard

 A
n
d
rew

s.  B
o
ykin

 im
m

ed
i-

ately recognized that the D
ocum

ent w
as hot property.   H

e w
as not a

voice- com
m

unications m
an, and knew

 little ab
out the ins and outs of the

B
ab

y B
ells, b

ut he certainly knew
 w

hat the 9
1

1
 S

ystem
 w

as, and
 he w

as
angry to see confidential data about it in the hands of a nogoodnik.  T

his
w

as clearly a m
atter fo

r telco
 security.  S

o
, o

n S
ep

tem
b
er 2

1
, 1

9
8

8
,
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B
oykin m

ade yet *another* copy of the  E9
1
1
 D

ocum
ent and passed this

one along
 to a professional acquaintance of his, one Jerom

e D
alton, from

A
T
&

T
 C

o
rp

o
rate Info

rm
atio

n S
ecurity.   Jerry D

alto
n w

as the very fel-
lo

w
 w

ho
 w

o
uld

 later raid
 T

erm
inus's ho

use.

Fro
m

 A
T
&

T
's security d

ivisio
n, the E9

1
1

 D
o
cum

ent w
ent to

 B
ellco

re.

B
ellco

re (o
r B

ELL C
O

m
m

unicatio
ns R

Esearch)  had
 o

nce b
een the cen-

tral lab
o
rato

ry o
f the B

ell S
ystem

.  B
ell Lab

s em
p
lo

yees had
 invented

the U
N

IX
 o

p
erating

 system
.  N

o
w

 B
ellco

re w
as a q

uasi-ind
ep

end
ent,

jointly ow
ned com

pany that  acted as the research arm
 for all seven of

the B
ab

y B
ell R

B
O

C
s.   B

ellco
re w

as in a g
o
o
d
 p

o
sitio

n to
 co

-o
rd

inate
security technolog

y and consultation for the RB
O

C
s, and the g

entlem
an in

charg
e o

f this effo
rt w

as H
enry M

. K
luep

fel, a veteran o
f the B

ell
S
ystem

 w
ho

 had
 w

o
rked

 there fo
r tw

enty-fo
ur years.

O
n O

ctober  1
3
, 1

9
8
8
, D

alton passed the E9
1
1
 D

ocum
ent to H

enry
K

luep
fel.  K

luep
fel, a veteran exp

ert w
itness in teleco

m
m

unicatio
ns

fraud
 and

 co
m

p
uter-fraud

 cases, had
 certainly seen w

o
rse tro

ub
le than

this.   H
e recognized the docum

ent for w
hat it w

as:  a trophy from
 a

h
acke

r b
re

ak-in
.

H
o
w

ever, w
hatever harm

 had
 b

een d
o
ne in the intrusio

n w
as p

resum
-

ably old new
s.   A

t this point there seem
ed little to be done.  K

luepfel
m

ade a careful note of the circum
stances and shelved the problem

 for the
tim

e b
eing

.

W
ho

le m
o
nths p

assed
.

Feb
ru

ary 1
9

8
9

 arrived
.  T

h
e A

tlan
ta T

h
ree w

ere livin
g
 it u

p
 in

 B
ell

South's sw
itches, and had not yet m

et their com
euppance.   T

he Legion
w

as thriving
.  So w

as *Phrack* m
ag

azine.   A
 g

ood six m
onths had passed

sin
ce P

ro
p
h
et's A

IM
S
X
 b

reak-in
.  P

ro
p
h
et, as h

ackers w
ill, g

rew
 w

eary
o
f sitting

 o
n his laurels.  "K

nig
ht Lig

htning
" and

 "T
aran K

ing
,"  the ed

i-
to

rs o
f *Phrack,* w

ere alw
ays b

eg
g
ing

 Pro
p
het fo

r m
aterial they co

uld
publish.   Prophet decided that the heat m

ust be off by this tim
e, and that

he co
uld

 safely b
rag

, b
o
ast, and

 strut.
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So he sent a copy of the E9
1
1
 D

ocum
ent —

 yet another one —
 from

 Rich
A

ndrew
s' Jolnet m

achine to K
nig

ht Lig
htning

's  B
IT

net account at the
U

n
iv

e
rsity

 o
f M

isso
u
ri.

Let's review
 the fate of the docum

ent so far.

0
.  T

he o
rig

inal E9
1

1
 D

o
cum

ent.  T
his in the A

IM
S
X
 system

 o
n a m

ain-
fram

e co
m

p
uter in A

tlanta, availab
le to

 hund
red

s o
f p

eo
p
le, b

ut all o
f

them
, p

resum
ab

ly, B
ellS

o
uth em

p
lo

yees.   A
n unkno

w
n num

b
er o

f them
m

ay have their o
w

n co
p
ies o

f this d
o
cum

ent, b
ut they are all p

ro
fes-

sio
nals and

 all trusted
 b

y the p
ho

ne co
m

p
any.

1
.  Pro

p
het's illicit co

p
y, at ho

m
e o

n his o
w

n co
m

p
uter in D

ecatur,
G

eo
rg

ia.

2
.  Pro

p
het's b

ack-up
 co

p
y, sto

red
 o

n R
ich A

nd
rew

's Jo
lnet m

achine in
the b

asem
ent o

f R
ich A

nd
rew

s'  ho
use near Jo

liet Illino
is.

3
.  C

harles B
o
ykin's co

p
y o

n "K
iller" in D

allas, T
exas, sent b

y R
ich

A
nd

rew
s fro

m
 Jo

liet.

4
.  Jerry D

alto
n's co

p
y at A

T
&

T
 C

o
rp

o
rate Info

rm
atio

n S
ecurity in N

ew
Jersey, sen

t fro
m

 C
h
arles B

o
ykin

 in
 D

allas.

5
.  H

enry K
luep

fel's co
p
y at B

ellco
re security head

q
uarters in N

ew
Jersey, sent b

y D
alto

n.

6
.  K

nig
ht Lig

htning
's co

p
y, sent b

y Pro
p
het fro

m
 R

ich A
nd

rew
s'

m
ach

in
e, an

d
 n

o
w

 in
 C

o
lu

m
b
ia, M

isso
u
ri.

W
e can see that the "security" situatio

n o
f this p

ro
p
rietary d

o
cum

ent,
once dug

 out of A
IM

SX
,  sw

iftly b
ecam

e b
izarre.   W

ithout any m
oney

chang
ing

 hand
s, w

itho
ut any p

articular sp
ecial effo

rt, this d
ata had

 b
een

rep
ro

d
uced

 at least six tim
es and

 had
 sp

read
 itself all o

ver the co
ntinent.

B
y far the w

o
rst, ho

w
ever, w

as yet to
 co

m
e.

In
 Feb

ru
ary 1

9
8

9
, P

ro
p
h
et an

d
 K

n
ig

h
t L

ig
h
tn

in
g
 b

arg
ain

ed
 electro

n
i-

cally over the fate of this trophy. Prophet w
anted to boast, but, at the
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sam
e tim

e, scarcely w
anted to be caught.

Fo
r his p

art, K
nig

ht Lig
htning

 w
as eag

er to
 p

ub
lish as m

uch o
f the d

o
cu-

m
ent as he co

uld
 m

anag
e.   K

nig
ht Lig

htning
 w

as a fled
g
ling

 p
o
litical-

scie
n
ce

 m
ajo

r w
ith

 a p
articu

lar in
te

re
st in

 fre
e
d
o
m

-o
f-in

fo
rm

atio
n

issues.  H
e w

o
uld

 g
lad

ly p
ub

lish m
o
st anything

 that w
o
uld

 reflect g
lo

ry
on the prow

ess of the underground and em
barrass the telcos.   H

ow
ever,

K
nig

ht Lig
htning

 him
self had

 co
ntacts in telco

 security, and
 so

m
etim

es
consulted them

 on m
aterial he'd received that m

ight be too dicey for
p
ub

licatio
n.

Prophet and  K
night Lightning decided to edit the E9

1
1
 D

ocum
ent so as

to
 d

elete m
o
st o

f its id
entifying

 traits.   First o
f all, its larg

e "N
O

T
 FO

R
U
SE O

R D
ISC

LO
SU

RE" w
arning

 had to g
o.  T

hen there w
ere other m

atters.
Fo

r instance, it listed
 the o

ffice telep
ho

ne num
b
ers o

f several B
ellS

o
uth

9
1

1
 sp

ecialists in Flo
rid

a.  If these p
ho

ne num
b
ers w

ere p
ub

lished
 in

*P
h
rack,* th

e B
ellS

o
u
th

 em
p
lo

yees in
vo

lved
 w

o
u
ld

 very likely b
e h

as-
sled b

y phone phreaks, w
hich w

ould ang
er B

ellSouth no end, and pose a
d
efinite o

p
eratio

nal hazard
 fo

r b
o
th Pro

p
het and

 *Phrack.*

S
o
 K

nig
ht Lig

htning
 cut the D

o
cum

ent alm
o
st in half, rem

o
ving

 the
p
ho

ne num
b
ers and

 so
m

e o
f the to

uchier and
 m

o
re sp

ecific info
rm

atio
n.

H
e p

assed
 it b

ack electro
nically to

 Pro
p
het;  Pro

p
het w

as still nervo
us,

so
 K

nig
ht Lig

htning
 cut a b

it m
o
re.  T

hey finally ag
reed

 that it w
as read

y
to

 g
o
, and

 that it w
o
uld

 b
e p

ub
lished

 in *Phrack* und
er the p

seud
o
nym

,
"T

he Eavesd
ro

p
p
er."

A
nd

 this w
as d

o
ne o

n Feb
ruary 2

5
, 1

9
8

9
.

T
he tw

enty-fo
urth issue o

f *Phrack*  featured
 a chatty interview

 w
ith

co
-ed

 p
ho

ne-p
hreak "C

hand
a Leir," three articles o

n B
IT

N
ET

 and
 its

links to
 o

ther co
m

p
uter netw

o
rks,  an article o

n 8
0

0
 and

 9
0

0
 num

b
ers

b
y "U

nkno
w

n U
ser,"  "V

axC
at's" article o

n telco
 b

asics (slyly entitled
"Lifting

 M
a B

ell's V
eil o

f S
ecrecy,)" and

 the usual "Phrack W
o
rld

N
ew

s."

T
he N

ew
s section, w

ith painful irony, featured an extended account of
the sentencing

 o
f "S

had
o
w

haw
k,"  an eig

hteen-year-o
ld

 C
hicag

o
 hacker
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w
ho

 had
 just b

een p
ut in fed

eral p
riso

n b
y W

illiam
 J. C

o
o
k him

self.

A
nd

 then there w
ere the tw

o
 articles b

y "T
he Eavesd

ro
p
p
er."   T

he first
w

as the  edited E9
1
1
 D

ocum
ent, now

 titled "C
ontrol O

ffice
A

d
m

inistratio
n O

f Enhanced
 9

1
1

 S
ervices fo

r S
p
ecial S

ervices and
M

ajo
r A

cco
unt C

enters."  Eavesd
ro

p
p
er's seco

nd
 article w

as a g
lo

ssary
o
f term

s exp
laining

 the b
lizzard

 o
f telco

 acro
nym

s and
 b

uzzw
o
rd

s in the
E9

1
1

 D
o
cum

ent.

T
he hap

less d
o
cum

ent w
as no

w
 d

istrib
uted

, in the usual *Phrack* ro
u-

tine, to a good one hundred and fifty sites.  N
ot a hundred and fifty *peo-

p
le,* m

ind
 yo

u —
 a hund

red
 and

 fifty *sites,* so
m

e o
f these sites linked

to
 U

N
IX

 no
d
es o

r b
ulletin b

o
ard

 system
s, w

hich them
selves had

 read
er-

ships of tens, dozens, even hundreds of people.

T
his w

as Feb
ruary 1

9
8

9
.  N

o
thing

 hap
p
ened

 im
m

ed
iately.  S

um
m

er
cam

e, and
 the A

tlanta crew
 w

ere raid
ed

 b
y the S

ecret S
ervice.   Fry G

uy
w

as ap
p
rehend

ed
. S

till no
thing

 w
hatever hap

p
ened

 to
 *Phrack.* S

ix
m

o
re issues o

f *Phrack* cam
e o

ut, 3
0

 in all, m
o
re o

r less o
n a m

o
nthly

sched
ule.  K

nig
ht Lig

htning
 and

 co
-ed

ito
r T

aran K
ing

 w
ent unto

uched
.

*Phrack* tended to duck and cover w
henever the heat cam

e dow
n.

D
uring

 the sum
m

er b
usts o

f 1
9

8
7

 —
 (hacker b

usts tend
ed

 to
 cluster in

sum
m

er, p
erhap

s b
ecause hackers w

ere easier to
 find

 at ho
m

e than in
co

lleg
e) —

 *Phrack* had
 ceased

 p
ub

licatio
n fo

r several m
o
nths, and

 laid
lo

w
.   S

everal Lo
D

 hang
ers-o

n had
 b

een arrested
, b

ut no
thing

 had
 hap

-
p
ened

 to
 the *Phrack*  crew

, the p
rem

iere g
o
ssip

s o
f the und

erg
ro

und
.

In 1
9

8
8

, *Phrack* had
 b

een taken o
ver b

y a new
 ed

ito
r, "C

rim
so

n
D

eath," a rauco
us yo

ung
ster w

ith a taste fo
r anarchy files.

1
9

8
9

, ho
w

ever, lo
o
ked

 like a b
o
unty year fo

r the und
erg

ro
und

.  K
nig

ht
Lig

htning
 and

 his co
-ed

ito
r T

aran K
ing

 to
o
k up

 the reins ag
ain, and

*Phrack* flo
urished

 thro
ug

ho
ut 1

9
8

9
.   A

tlanta Lo
D

 w
ent d

o
w

n hard
 in

th
e su

m
m

er o
f 1

9
8

9
, b

u
t *P

h
rack* ro

lled
 m

errily o
n
.   P

ro
p
h
et's

E9
1

1
 D

o
cum

ent seem
ed

 unlikely to
 cause *Phrack* any tro

ub
le.  B

y
Jan

u
ary 1

9
9

0
, it h

ad
 b

een
 availab

le in
 *P

h
rack* fo

r alm
o
st a year.

K
luep

fel and
 D

alto
n, o

fficers o
f B

ellco
re and

 A
T
&

T
  security, had

 p
o
s-

sessed the docum
ent for sixteen m

onths —
 in fact, they'd had it even
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b
efo

re K
nig

ht Lig
htning

 him
self, and

 had
 d

o
ne no

thing
 in p

articular to
sto

p
 its d

istrib
utio

n.  T
hey had

n't even to
ld

 R
ich A

nd
rew

s o
r C

harles
B
o
ykin to

 erase the co
p
ies fro

m
 their U

N
IX

 no
d
es, Jo

lnet and
 K

iller.

B
ut then cam

e the m
o
nster M

artin Luther K
ing

 D
ay C

rash o
f January

1
5

, 1
9

9
0

.

A
 flat three d

ays later, o
n January 1

8
,  fo

ur ag
ents sho

w
ed

 up
 at K

nig
ht

Lig
htning

's fraternity house.   O
ne w

as T
im

othy Foley, the second
B
arbara G

olden, both of them
 Secret Service agents from

 the C
hicago

o
ffice.   A

lso
 alo

ng
 w

as a U
niversity o

f M
isso

uri security o
fficer, and

R
eed

 N
ew

lin, a security m
an fro

m
 S

o
uthw

estern B
ell, the R

B
O

C
 having

ju
risd

ictio
n
 o

v
e
r M

isso
u
ri.

Foley accused K
nig

ht Lig
htning

 of causing
 the nationw

ide crash of the
p
ho

ne system
.

K
night Lightning w

as aghast at this allegation.   O
n the face of it, the

susp
icio

n w
as no

t entirely im
p
lausib

le —
 tho

ug
h K

nig
ht Lig

htning
 knew

that he him
self hadn't done it.   Plenty of hot-dog hackers had bragged

that they could crash the phone system
, how

ever.  "Shadow
haw

k," for
instance, the C

hicag
o
 hacker w

ho
m

 W
illiam

 C
o
o
k had

 recently p
ut in

jail, had several tim
es  boasted on boards that he could "shut dow

n
A

T
&

T
's p

ub
lic sw

itched
 netw

o
rk."

A
nd

 no
w

 this event, o
r so

m
ething

 that lo
o
ked

 just like it, had
 actually

taken place.  T
he C

rash had lit a fire under the C
hicag

o T
ask Force.  A

nd
the fo

rm
er fence- sitters at B

ellco
re and

 A
T
&

T
 w

ere no
w

 read
y to

 ro
ll.

T
he co

nsensus am
o
ng

 telco
 security —

 alread
y ho

rrified
 b

y the skill o
f

the B
ellS

o
uth intrud

ers  —
 w

as that the d
ig

ital und
erg

ro
und

 w
as o

ut o
f

hand
.  Lo

D
 and

 *Phrack* m
ust g

o
.

A
nd

 in p
ub

lishing
 Pro

p
het's E9

1
1

 D
o
cum

ent, *Phrack* had
 p

ro
vid

ed
law

 enforcem
ent w

ith w
hat appeared to b

e a pow
erful leg

al w
eapon.

Foley confronted K
night Lightning about the  E9

1
1
 D

ocum
ent.

K
nig

ht Lig
htning

 w
as co

w
ed

.  H
e im

m
ed

iately b
eg

an "co
o
p
erating

 fully"
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in the usual trad
itio

n o
f the d

ig
ital und

erg
ro

und
.

H
e g

ave Fo
ley a co

m
p
lete run o

f *Phrack,*p
rinted

 o
ut in a set o

f three-
rin

g
 b

in
d
ers.   H

e h
an

d
ed

 o
ver h

is electro
n
ic m

ailin
g
 list o

f *P
h
rack*

sub
scrib

ers. K
nig

ht Lig
htning

 w
as g

rilled
 fo

r fo
ur ho

urs b
y Fo

ley and
his cohorts.  K

nig
ht Lig

htning
 adm

itted that Prophet had passed him
 the

E9
1
1
 D

ocum
ent, and he adm

itted that he had know
n it w

as stolen booty
from

 a hacker raid on a telephone com
pany.  K

nig
ht Lig

htning
 sig

ned a
statem

ent to
 this effect, and

 ag
reed

, in w
riting

, to
 co

o
p
erate w

ith inves-
tig

ato
rs.

N
ext d

ay —
 January 1

9
, 1

9
9

0
, a Frid

ay  —
 the S

ecret S
ervice returned

w
ith a search w

arrant, and
 tho

ro
ug

hly searched
 K

nig
ht Lig

htning
's

up
stairs ro

o
m

 in the fraternity ho
use.   T

hey to
o
k all his flo

p
p
y d

isks,
tho

ug
h, interesting

ly, they left K
nig

ht Lig
htning

 in p
o
ssessio

n o
f b

o
th

his com
puter and his m

odem
.  (T

he com
puter had no hard disk, and in

Foley's judg
em

ent w
as not a store of evidence.)   B

ut this w
as a very

m
in

o
r b

rig
h
t sp

o
t am

o
n
g
 K

n
ig

h
t L

ig
h
tn

in
g
's rap

id
ly m

u
ltip

lyin
g
 tro

u
-

b
les.  B

y this tim
e, K

nig
ht Lig

htning
 w

as in p
lenty o

f ho
t w

ater, no
t o

nly
w

ith fed
eral p

o
lice, p

ro
secuto

rs, telco
 investig

ato
rs, and

 university
security, b

ut w
ith the eld

ers o
f his o

w
n cam

p
us fraternity, w

ho
 w

ere
o
utrag

ed
 to

 think that they had
 b

een unw
itting

ly harb
o
ring

 a fed
eral

co
m

p
u
te

r-crim
in

a
l.

O
n M

onday, K
night Lightning w

as sum
m

oned to C
hicago, w

here he w
as

further g
rilled

 b
y Fo

ley and
 U

S
S
S
 veteran ag

ent B
arb

ara G
o
ld

en, this
tim

e w
ith an atto

rney present.  A
nd o

n T
uesday, he w

as fo
rm

ally indicted
b
y a fed

eral g
rand

 jury.

T
h
e trial o

f K
n
ig

h
t L

ig
h
tn

in
g
, w

h
ich

 o
ccu

rred
 o

n
 Ju

ly 2
4

-2
7

, 1
9

9
0

,
w

as the crucial sho
w

-trial o
f the H

acker C
rackd

o
w

n.  W
e w

ill exam
ine

the trial at so
m

e leng
th in Part Fo

ur o
f this b

o
o
k.

In the m
eantim

e, w
e m

ust continue our dog
g
ed pursuit of the E9

1
1

D
o
cum

ent.

It m
ust have b

een clear b
y January 1

9
9

0
 that the E9

1
1

 D
o
cum

ent, in
the fo

rm
 *Phrack* had

 p
ub

lished
 it b

ack in Feb
ruary 1

9
8

9
, had

 g
o
ne
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o
ff at the sp

eed
 o

f lig
ht in at least a hund

red
 and

 fifty d
ifferent d

irec-
tions.   T

o attem
pt to put this electronic genie back in the bottle w

as
flatly

 im
p
o
ssib

le
.

A
nd

 yet, the E9
1

1
 D

o
cum

ent w
as *still* sto

len p
ro

p
erty, fo

rm
ally and

leg
ally sp

eaking
.  A

ny electro
nic transference o

f this d
o
cum

ent, b
y any-

one unauthorized to have it, could b
e interpreted as an act of w

ire fraud.
Interstate transfer o

f sto
len p

ro
p
erty, includ

ing
 electro

nic p
ro

p
erty,

w
as a fed

eral crim
e.

T
he C

hicago C
om

puter Fraud and A
buse T

ask Force had been assured that
the E9

1
1
 D

ocum
ent w

as w
orth a hefty sum

 of m
oney.  In fact, they had a

p
recise estim

ate o
f its w

o
rth fro

m
 B

ellS
o
uth security p

erso
nnel:

$
7

9
,4

4
9

. A
 sum

 o
f this scale seem

ed
 to

 w
arrant vig

o
ro

us p
ro

secutio
n.

Even if the dam
age could not be undone, at least this large sum

 offered a
g
o
o
d
 leg

al p
retext fo

r stern p
unishm

ent o
f the thieves.   It seem

ed
 likely

to im
press judg

es and juries. A
nd it could b

e used in court to m
op up the

Legion of D
oom

.

T
he A

tlanta crow
d w

as already in the bag, by the tim
e the C

hicago T
ask

Force had g
otten around to *Phrack.* B

ut the Leg
ion w

as a hydra-headed
thing

.   In late 8
9

, a b
rand

-new
 Leg

io
n o

f D
o
o
m

 b
o
ard

, "Pho
enix

Pro
ject," had

 g
o
ne up

 in A
ustin, T

exas.  Pho
enix Pro

ject w
as syso

p
ed

 b
y

no
 less a m

an than the M
ento

r him
self, ab

ly assisted
 b

y U
niversity o

f
T
exas student and hardened D

oom
ster "Erik B

loodaxe."

A
s w

e have seen fro
m

 his *Phrack* m
anifesto

, the M
ento

r w
as a hacker

zealot w
ho reg

arded com
puter intrusion as som

ething
 close to a m

oral
d
uty.  Pho

enix Pro
ject  w

as an am
b
itio

us effo
rt, intend

ed
 to

 revive the
d
ig

ital und
erg

ro
und

 to
 w

hat M
ento

r co
nsid

ered
 the full flo

w
er o

f the
early 8

0
s.  T

he Pho
enix b

o
ard

 w
o
uld

 also
 b

o
ld

ly b
ring

 elite hackers
face-to

-face w
ith the telco

 "o
p
p
o
sitio

n."  O
n "Pho

enix," A
m

erica's
cleverest hackers w

ould supposedly sham
e the telco squareheads out of

their stick-in-the-m
ud

 attitud
es, and

 p
erhap

s co
nvince them

 that the
Leg

io
n o

f D
o
o
m

 elite w
ere really an all-rig

ht crew
.  T

he  p
rem

iere o
f

"P
h
o
en

ix P
ro

ject" w
as h

eavily tru
m

p
eted

 b
y *P

h
rack,* an

d
 "P

h
o
en

ix
P
ro

ject" carried
 a co

m
p
lete ru

n
 o

f *P
h
rack* issu

es, in
clu

d
in

g
 th

e
E9

1
1

 D
o
cum

ent as *Phrack* had
 p

ub
lished

 it.
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Phoenix Project w
as only one of m

any —
 possib

ly hundreds —
 of nodes

and
 b

o
ard

s all o
ver A

m
erica that w

ere in g
uilty p

o
ssessio

n o
f the E9

1
1

D
ocum

ent.  B
ut Phoenix w

as an outright, unasham
ed Legion of D

oom
b
o
ard

.  U
nd

er M
ento

r's g
uid

ance, it w
as flaunting

 itself in the face o
f

telco
 security p

erso
nnel. W

o
rse yet, it w

as actively trying
 to

 *w
in them

o
ver* as sym

p
athizers fo

r the d
ig

ital und
erg

ro
und

 elite.   "Pho
enix" had

no
 card

s o
r co

d
es o

n it.  Its hacker elite co
nsid

ered
 Pho

enix at least
technically leg

al.   B
ut Pho

enix w
as a co

rrup
ting

 influence, w
here

hacker anarchy w
as eating

 aw
ay like d

ig
ital acid

 at the und
erb

elly o
f

co
rp

o
rate p

ro
p
riety.

T
he C

hicago C
om

puter Fraud and A
buse T

ask Force now
 prepared to

descend upon A
ustin, T

exas.

O
d
d
ly, no

t o
ne b

ut *tw
o
* trails o

f the T
ask Fo

rce's investig
atio

n led
to

w
ard

 A
ustin.  T

he city o
f A

ustin, like A
tlanta, had

 m
ad

e itself a b
ul-

w
ark o

f the S
unb

elt's Info
rm

atio
n A

g
e, w

ith a stro
ng

 university
research p

resence, and
 a num

b
er o

f cutting
-ed

g
e electro

nics co
m

p
anies,

includ
ing

 M
o
to

ro
la, D

ell, C
o
m

p
uA

d
d
, IB

M
, S

em
atech and

 M
C
C
.

W
here co

m
p
uting

 m
achinery w

ent, hackers g
enerally fo

llo
w

ed
.  A

ustin
b
o
asted

 no
t o

nly "Pho
enix Pro

ject," currently Lo
D

's m
o
st flag

rant
und

erg
ro

und
 b

o
ard

, b
ut a num

b
er o

f U
N

IX
  no

d
es.

O
ne of these nodes w

as "Elephant," run by a U
N

IX consultant nam
ed

R
o
b
ert Izenb

erg
.  Izenb

erg
, in search o

f a relaxed
 S

o
uthern lifestyle and

a lo
w

ered
 co

st-o
f-living

, had
 recently m

ig
rated

 to
 A

ustin fro
m

 N
ew

Jersey.  In N
ew

 Jersey, Izenb
erg

 had
 w

o
rked

 fo
r an ind

ep
end

ent co
n-

tracting
 co

m
p
any, p

ro
g
ram

m
ing

 U
N

IX
 co

d
e fo

r A
T
&

T
 itself.  "T

erm
inus"

had b
een a frequent user on Izenb

erg
's privately ow

ned Elephant node.

H
aving

 interview
ed

 T
erm

inus and
 exam

ined
 the reco

rd
s o

n N
etsys, the

C
hicago T

ask Force w
ere now

 convinced that they had discovered an
und

erg
ro

und
 g

ang
 o

f U
N

IX
 so

ftw
are p

irates, w
ho

 w
ere d

em
o
nstrab

ly
g
uilty o

f interstate trafficking
 in illicitly co

p
ied

  A
T
&

T
 so

urce co
d
e.

Izenb
erg

 w
as sw

ep
t into

 the d
rag

net aro
und

 T
erm

inus, the self-p
ro

-
claim

ed
 ultim

ate U
N

IX
 hacker.
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Izenb
erg

, in A
ustin, had

 settled
 d

o
w

n into
 a U

N
IX

 jo
b
 w

ith a T
exan

b
ranch o

f IB
M

.  Izenb
erg

 w
as no

 lo
ng

er w
o
rking

 as a co
ntracto

r fo
r

A
T
&

T
, b

ut he had friends in N
ew

 Jersey, and he still log
g
ed on to A

T
&

T
U

N
IX

 co
m

p
uters b

ack in N
ew

 Jersey, m
o
re o

r less w
henever it p

leased
him

.  Izenb
erg

's activities ap
p
eared

 hig
hly susp

icio
us to

 the T
ask Fo

rce.
Izenb

erg
 m

ig
ht w

ell b
e b

reaking
 into

 A
T
&

T
 co

m
p
uters, sw

ip
ing

 A
T
&

T
softw

are, and passing
 it to  T

erm
inus and other possib

le confederates,
throug

h the U
N

IX
 node netw

ork.  A
nd this data w

as w
orth, not m

erely
$

7
9

,4
9

9
, b

ut hund
red

s o
f tho

usand
s o

f d
o
llars!

O
n Feb

ruary 2
1

, 1
9

9
0

, R
o
b
ert Izenb

erg
 arrived

 ho
m

e fro
m

 w
o
rk at

IB
M

 to
 find

 that all the co
m

p
uters had

 m
ysterio

usly vanished
 fro

m
 his

A
ustin apartm

ent. N
aturally he assum

ed that he had b
een rob

b
ed.  H

is
"Elep

hant" no
d
e, his o

ther m
achines, his no

teb
o
o
ks, his d

isks, his tap
es,

all gone!  H
ow

ever, nothing m
uch else seem

ed disturbed —
 the place had

no
t b

een ransacked
.

T
he p

uzzle b
ecam

ing
 m

uch strang
er so

m
e five m

inutes later.   A
ustin U

.
S
. S

ecret S
ervice A

g
ent A

l S
o
liz, acco

m
p
anied

 b
y U

niversity o
f T

exas
cam

p
us-security o

fficer Larry C
o
uto

rie and
 the ub

iq
uito

us T
im

 Fo
ley,

m
ad

e their ap
p
earance at Izenb

erg
's d

o
o
r.  T

hey w
ere in p

lain clo
thes:

slacks, p
o
lo

 shirts.  T
hey cam

e in, and
 T

im
 Fo

ley accused
 Izenb

erg
 o

f
belonging to the Legion of D

oom
.

Izenberg told them
 that he had never heard of the "Legion of D

oom
."  A

nd
w

hat about a certain stolen E9
1
1
 D

ocum
ent, that posed a direct threat to

the p
o
lice em

erg
ency lines?   Izenb

erg
 claim

ed
 that he'd

 never heard
 o

f
that, either.

H
is interro

g
ato

rs fo
und

 this d
ifficult to

 b
elieve. D

id
n't he kno

w
T

e
rm

in
u
s?

W
ho

?

T
hey g

ave him
 T

erm
inus's real nam

e.  O
h yes, said

 Izenb
erg

.  H
e knew

*that* g
uy all rig

ht —
 he w

as lead
ing

 d
iscussio

ns o
n the Internet ab

o
ut

A
T
&

T
 co

m
p
uters, esp

ecially the A
T
&

T
 3

B
2

.
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A
T
&

T
 had

 thrust this m
achine into

 the m
arketp

lace, b
ut, like m

any o
f

A
T
&

T
's am

b
itio

us attem
p
ts to

 enter the co
m

p
uting

 arena, the 3
B
2

 p
ro

-
ject had

 so
m

ething
 less than a g

littering
 success.   Izenb

erg
 him

self had
been a contractor for the division of A

T
&

T
 that supported the 3

B
2
. T

he
entire d

ivisio
n had

 b
een shut d

o
w

n.

N
ow

adays, the cheapest and quickest w
ay to get help w

ith this fractious
p
iece o

f m
achinery w

as to
 jo

in o
ne o

f T
erm

inus's d
iscussio

n g
ro

up
s o

n
the Internet, w

here friend
ly and

 kno
w

led
g
eab

le hackers w
o
uld

 help
 yo

u
fo

r free.  N
atu

rally th
e rem

arks w
ith

in
 th

is g
ro

u
p
 w

ere less th
an

 flat-
tering

 ab
o
ut the D

eath S
tar....  w

as *that* the p
ro

b
lem

?

Fo
ley to

ld
 Izenb

erg
 that T

erm
inus had

 b
een acq

uiring
 ho

t so
ftw

are
thro

ug
h his, Izenb

erg
's, m

achine.

Izenberg shrugged this off.   A
 good eight m

egabytes of data flow
ed

thro
ug

h his U
U

C
P site every d

ay.   U
U

C
P no

d
es sp

ew
ed

 d
ata like fire

ho
ses.  Elep

hant had
 b

een d
irectly linked

 to
 N

etsys —
 no

t surp
rising

,
since T

erm
inus w

as a 3
B
2

 exp
ert and

 Izenb
erg

 had
 b

een a 3
B
2

 co
ntrac-

to
r. Izenb

erg
 w

as also
 linked to

 "attctc" and the U
niversity o

f T
exas.

T
erm

inus w
as a w

ell-kno
w

n U
N

IX
 exp

ert, and
 m

ig
ht have b

een up
 to

 all
m

anner o
f hijinks o

n Elep
hant. N

o
thing

 Izenb
erg

 co
uld

 d
o
 ab

o
ut that.

T
hat w

as p
hysically im

p
o
ssib

le.  N
eed

le in a haystack.

In a fo
ur-ho

ur g
rilling

, Fo
ley urg

ed
 Izenb

erg
 to

 co
m

e clean and
 ad

m
it

that he w
as in co

nsp
iracy w

ith T
erm

inus, and
 a m

em
b
er o

f the Leg
io

n o
f

D
o
o
m

.

Izenb
erg

 d
enied

 this.  H
e w

as no
 w

eird
o
 teenag

e hacker —
 he w

as thirty-
tw

o years old, and didn't even have a "handle."  Izenberg w
as a form

er T
V

technician and
 electro

nics sp
ecialist w

ho
 had

 d
rifted

 into
 U

N
IX

 co
nsult-

ing
 as a full-g

ro
w

n ad
ult.   Izenb

erg
 had

 never m
et T

erm
inus, p

hysical-
ly.  H

e'd once bought a cheap high- speed m
odem

 from
 him

, though.

Fo
ley to

ld
 him

 that this m
o
d
em

 (a T
elenet T

2
5

0
0

 w
hich ran at 1

9
.2

kilo
b
aud

, and
 w

hich had
 just g

o
ne o

ut Izenb
erg

's d
o
o
r in S

ecret S
ervice

custo
d
y)  w

as likely ho
t p

ro
p
erty.  Izenb

erg
 w

as taken ab
ack to

 hear
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this; b
ut then ag

ain, m
ost of Izenb

erg
's equipm

ent, like that of m
ost

freelance p
ro

fessio
nals in the ind

ustry, w
as d

isco
unted

, p
assed

 hand
-

to
-hand

 thro
ug

h vario
us kind

s o
f b

arter and
 g

ray-m
arket.   T

here w
as

no proof that the m
odem

 w
as stolen, and even if it w

as, Izenb
erg

 hardly
saw

 ho
w

 that g
ave them

 the rig
ht to

 take every electro
nic item

 in his
ho

use.

S
till, if the U

nited
 S

tates S
ecret S

ervice fig
ured

 they need
ed

 his co
m

-
p
uter fo

r natio
nal security reaso

ns —
 o

r w
hatever —

 then Izenb
erg

w
o
uld

 no
t kick.  H

e fig
ured

 he w
o
uld

 so
m

eho
w

 m
ake the sacrifice o

f his
tw

enty tho
usand

 d
o
llars' w

o
rth o

f p
ro

fessio
nal eq

uip
m

ent, in the sp
irit

o
f full co

o
p
eratio

n and
 g

o
o
d
 citizenship

.

Rob
ert Izenb

erg
 w

as not arrested.  Izenb
erg

 w
as not charg

ed w
ith any

crim
e.  H

is U
U

C
P no

d
e —

 full o
f so

m
e 1

4
0

 m
eg

ab
ytes o

f the files, m
ail,

and data of him
self and his dozen or so entirely innocent users —

  w
ent

out the door as "evidence."  A
long w

ith the disks and tapes, Izenberg had
lost about 8

0
0
 m

egabytes of data.

Six m
onths w

ould pass before Izenberg decided to phone the Secret
Service and ask how

 the case w
as going. T

hat w
as the first tim

e that
R
o
b
ert Izenb

erg
 w

o
uld

 ever hear the nam
e o

f W
illiam

 C
o
o
k.  A

s o
f

January 1
9

9
2

, a full tw
o
 years after the seizure, Izenb

erg
, still no

t
charg

ed
 w

ith any crim
e, w

o
uld

 b
e strug

g
ling

 thro
ug

h the m
o
rass o

f the
co

urts, in ho
p
e o

f reco
vering

 his tho
usand

s o
f d

o
llars' w

o
rth o

f seized
eq

uip
m

ent.

In the m
eantim

e, the Izenb
erg

 case received
 ab

so
lutely no

 p
ress co

ver-
age.   T

he Secret Service had w
alked into an A

ustin hom
e, rem

oved a
U

N
IX

 b
ulletin- b

o
ard

 system
, and

 m
et w

ith no
 o

p
eratio

nal d
ifficulties

w
hatso

ever.

Except that w
ord of a crackdow

n had percolated through the Legion of
D

o
o
m

.   "T
he M

ento
r" vo

luntarily shut d
o
w

n "T
he Pho

enix Pro
ject."  It

seem
ed

 a p
ity, esp

ecially as telco
 security em

p
lo

yees had
, in fact, sho

w
n

up on Phoenix, just as he had hoped —
 along

 w
ith the usual m

otley crow
d

o
f Lo

D
 heavies, hang

ers-o
n, p

hreaks, hackers and
 w

annab
es.  T

here w
as

"S
and

y" S
and

q
uist fro

m
 U

S
 S

PR
IN

T
 security, and

 so
m

e g
uy nam

ed
 H

enry
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K
lu

ep
fel, fro

m
 B

ellco
re itself!  K

lu
ep

fel h
ad

 b
een

 trad
in

g
 frien

d
ly b

an
-

ter w
ith hackers o

n Pho
enix since January 3

0
th (tw

o
 w

eeks after the
M

artin Luther K
ing

 D
ay C

rash). T
he p

resence o
f such a stellar telco

o
fficial seem

ed
 q

uite the co
up

 fo
r Pho

enix Pro
ject.

S
till, M

en
to

r co
u
ld

 ju
d
g
e th

e clim
ate.  A

tlan
ta in

 ru
in

s, *P
h
rack* in

d
eep

 tro
ub

le, so
m

ething
 w

eird
 g

o
ing

 o
n w

ith U
N

IX
 no

d
es —

 d
iscretio

n
w

as ad
visab

le.  Pho
enix Pro

ject w
ent o

ff-line.

K
luep

fel, o
f co

urse, had
 b

een m
o
nito

ring
 this Lo

D
 b

ulletin b
o
ard

 fo
r his

ow
n purposes —

 and those of the C
hicago unit.   A

s far back as June
1
9
8
7
, K

luepfel had logged on to a T
exas underground board called

"Phreak K
lass 2

6
0

0
."  T

here he'd
 d

isco
vered

 an C
hicag

o
 yo

ung
ster

nam
ed

 "S
had

o
w

haw
k," strutting

 and
 b

o
asting

 ab
o
ut rifling

 A
T
&

T
 co

m
-

p
uter files, and

 b
rag

g
ing

 o
f his am

b
itio

ns to
 rid

d
le A

T
&

T
's B

ellco
re

co
m

p
uters w

ith tro
jan ho

rse p
ro

g
ram

s.  K
luep

fel had
 p

assed
 the new

s to
C
ook in C

hicago, Shadow
haw

k's com
puters had gone out the door in

S
ecret S

ervice custo
d
y, and

 S
had

o
w

haw
k him

self had
 g

o
ne to

 jail.

N
o
w

 it w
as Pho

enix Pro
ject's turn.   Pho

enix Pro
ject p

o
stured

 ab
o
ut

"leg
ality" and

 "m
erely intellectual interest," b

ut it reeked
 o

f the und
er-

g
ro

und
.  It had

 *Phrack* o
n it.  It had

 the E9
1

1
 D

o
cum

ent.  It had
 a lo

t o
f

d
icey talk ab

o
ut b

reaking
 into

 system
s, includ

ing
 so

m
e b

o
ld

 and
 reckless

stuff ab
out a supposed "decryption service" that M

entor and friends
w

ere p
lanning

 to
 run, to

 help
 crack encryp

ted
 p

assw
o
rd

s o
ff o

f hacked
system

s.

M
ento

r w
as an ad

ult.   T
here w

as a  b
ulletin b

o
ard

 at his p
lace o

f w
o
rk,

as w
ell.  K

leupfel logged onto this board, too, and discovered it to be
called

 "Illum
inati."  It w

as run b
y so

m
e co

m
p
any called

 S
teve Jackso

n
G

am
es.

O
n  M

arch 1
, 1

9
9

0
, the A

ustin crackd
o
w

n w
ent into

 hig
h g

ear.

O
n the m

o
rning

 o
f M

arch 1
 —

 a T
hursd

ay —
 2

1
-year- o

ld
 U

niversity o
f

T
exas stud

ent "Erik B
lo

o
d
axe," co

-syso
p
 o

f Pho
enix Pro

ject and
 an

avow
ed m

em
ber of the Legion of D

oom
, w

as w
akened by a police revolver

levelled
 at his head

.
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B
lo

o
d
axe w

atched
, jittery, as S

ecret S
ervice ag

ents ap
p
ro

p
riated

 his
3

0
0

 b
au

d
 term

in
al an

d
, riflin

g
 h

is files, d
isco

vered
 h

is treasu
red

so
urce-co

d
e fo

r R
o
b
ert M

o
rris's no

to
rio

us Internet W
o
rm

.  B
ut

B
loodaxe, a w

ily operator, had suspected that som
ething

 of the like
m

ig
ht b

e com
ing

.  A
ll his b

est equipm
ent had b

een hidden aw
ay else-

w
here.  T

he raid
ers to

o
k everything

 electro
nic, ho

w
ever, includ

ing
 his

telep
ho

ne.  T
hey w

ere stym
ied

 b
y his hefty arcad

e-style Pac-M
an g

am
e,

and
 left it in p

lace, as it w
as sim

p
ly to

o
 heavy to

 m
o
ve.

B
loodaxe w

as not arrested.   H
e w

as not charged w
ith any crim

e.  A
 good

tw
o
 years later, the p

o
lice still had

 w
hat they had

 taken fro
m

 him
, ho

w
-

ever.

T
he M

ento
r w

as less w
ary.  T

he d
aw

n raid
 ro

usted
 him

 and
 his w

ife fro
m

b
ed

 in their und
erw

ear, and
 six S

ecret S
ervice ag

ents, acco
m

p
anied

 b
y

an A
ustin p

o
licem

an and
  H

enry K
luep

fel him
self, m

ad
e a rich haul. O

ff
w

ent the w
o
rks, into

 the ag
ents' w

hite C
hevro

let m
inivan:  an IB

M
 PC

-
A

T
 clo

ne w
ith 4

 m
eg

 o
f R

A
M

 and
 a 1

2
0

-m
eg

 hard
 d

isk; a H
ew

lett-
P
ackard

 L
aserJet II p

rin
ter; a co

m
p
letely leg

itim
ate an

d
 h

ig
h
ly exp

en
-

sive S
C
O

-X
enix 2

8
6

 o
p
erating

 system
; Pag

em
aker d

isks and
 d

o
cum

enta-
tio

n; and
 the M

icro
so

ft W
o
rd

 w
o
rd

-p
ro

cessing
 p

ro
g
ram

.  M
ento

r's w
ife

had
 her inco

m
p
lete acad

em
ic thesis sto

red
 o

n the hard
-d

isk; that w
ent,

too, and so did the couple's telephone.  A
s of tw

o years later, all this
p
ro

p
erty rem

ained
 in p

o
lice custo

d
y.

M
ento

r rem
ained

 und
er g

uard
 in his ap

artm
ent as ag

ents p
rep

ared
 to

raid Steve Jackson G
am

es.  T
he fact that this w

as a b
usiness headquar-

ters and not a private residence did not deter the ag
ents.  It w

as still
very early; no one w

as at w
ork yet.  T

he ag
ents prepared to b

reak dow
n

the d
o
o
r, b

ut M
ento

r, eavesd
ro

p
p
ing

 o
n the S

ecret S
ervice w

alkie-talkie
traffic, begged them

 not to do it, and offered his key to the building.

T
he exact details of the next events are unclear.  T

he agents w
ould not let

anyo
ne else into

 the b
uild

ing
.  T

heir search w
arrant, w

hen p
ro

d
uced

,
w

as unsig
ned

. A
p
p
arently they b

reakfasted
 fro

m
 the lo

cal
"W

hatab
urg

er," as the litter fro
m

 ham
b
urg

ers w
as later fo

und
 insid

e.
T
hey also

 extensively sam
p
led

 a b
ag

 o
f jellyb

eans kep
t b

y an S
JG

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
1 4 6



em
p
lo

yee.  S
o
m

eo
ne to

re a "D
ukakis fo

r Presid
ent" sticker fro

m
 the

w
all.

S
JG

 em
p
lo

yees, d
ilig

ently sho
w

ing
 up

 fo
r the d

ay's w
o
rk, w

ere m
et at

the door and briefly questioned by U
.S. Secret Service agents.  T

he
em

ployees w
atched in astonishm

ent as agents w
ielding crow

bars and
screw

drivers em
erg

ed w
ith captive m

achines.  T
hey attacked outdoor

sto
rag

e units w
ith b

o
ltcutters.  T

he ag
ents w

o
re b

lue nylo
n w

ind
b
reak-

ers w
ith "S

EC
R
ET

 S
ER

V
IC

E" stencilled
 acro

ss the b
ack, w

ith running
-

sho
es and

 jeans.

Jackso
n's co

m
p
any lo

st three co
m

p
uters, several hard

-d
isks, hund

red
o
f flo

p
p
y d

isks, tw
o
 m

o
nito

rs, three m
o
d
em

s, a laser p
rinter, vario

us
p
o
w

erco
rd

s, cab
les, and

 ad
ap

ters (and
, o

d
d
ly, a sm

all b
ag

 o
f screw

s,
b
o
lts and

 nuts).   T
he seizure o

f Illum
inati B

B
S
 d

ep
rived

 S
JG

 o
f all the

p
ro

g
ram

s, text files, and
 p

rivate e-m
ail o

n the b
o
ard

. T
he lo

ss o
f tw

o
o
ther S

JG
 co

m
p
uters w

as a severe b
lo

w
 as w

ell, since it caused
 the lo

ss
o
f electro

nically sto
red

 co
ntracts, financial p

ro
jectio

ns, ad
d
ress d

irec-
to

ries, m
ailing

 lists, p
erso

nnel files, b
usiness co

rresp
o
nd

ence, and
, no

t
least, the drafts of forthcom

ing gam
es and gam

ing books.

N
o one at Steve Jackson G

am
es w

as arrested.  N
o one w

as accused of any
crim

e.   N
o
 charg

es w
ere filed

. Everything
 ap

p
ro

p
riated

 w
as o

fficially
kep

t as "evid
ence" o

f crim
es never sp

ecified
.

A
fter the *Phrack* sho

w
-trial, the S

teve Jackso
n G

am
es scand

al w
as

the m
ost b

izarre and ag
g
ravating

 incident of the H
acker C

rackdow
n of

1
9

9
0

.   T
his raid

 b
y the C

hicag
o
 T

ask Fo
rce o

n a science-fictio
n g

am
ing

p
ub

lisher w
as to

 ro
use a sw

arm
ing

 ho
st o

f civil lib
erties issues, and

g
ave rise to

 an end
uring

 co
ntro

versy that w
as still re-co

m
p
licating

itself, and
 g

ro
w

ing
 in the sco

p
e o

f its im
p
licatio

ns, a full tw
o
 years

later.

T
he pursuit of the E9

1
1
 D

ocum
ent stopped w

ith the Steve Jackson G
am

es
raid.   A

s w
e have seen, there w

ere hundreds, perhaps thousands of com
-

p
uter users in A

m
erica w

ith the E9
1

1
 D

o
cum

ent in their p
o
ssessio

n.
T
heo

retically, C
hicag

o
 had

 a p
erfect leg

al rig
ht to

 raid
 any o

f these p
eo

-
ple, and could have leg

ally seized the m
achines of anyb

ody w
ho sub

-
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scrib
ed

 to
 *Phrack.* H

o
w

ever, there w
as no

 co
p
y o

f the E9
1

1
 D

o
cum

ent
o
n Jackso

n's Illum
inati b

o
ard

.   A
nd

 there the C
hicag

o
 raid

ers sto
p
p
ed

dead; they have not raided anyone since.

It m
ig

ht b
e assum

ed
 that R

ich A
nd

rew
s and

 C
harlie B

o
ykin, w

ho
 had

brought the E9
1
1
 D

ocum
ent to the attention of telco security, m

ight be
sp

ared
 any o

fficial susp
icio

n.  B
ut as w

e have seen, the w
illing

ness to
"co

o
p
erate fully" o

ffers little, if any, assurance ag
ainst fed

eral anti-
hacker p

ro
secutio

n.

R
ichard

 A
nd

rew
s fo

und
 him

self in d
eep

 tro
ub

le, thanks to
 the E9

1
1

D
o
cum

ent.  A
nd

rew
s lived

 in Illino
is, the native sto

m
p
ing

 g
ro

und
s o

f the
C
hicag

o T
ask Force. O

n Feb
ruary 3

 and 6
, b

oth his hom
e and his place of

w
ork w

ere raided b
y U

SSS.  H
is m

achines w
ent out the door, too, and he

w
as g

rilled
 at leng

th (tho
ug

h no
t arrested

). A
nd

rew
s p

ro
ved

 to
 b

e in
p
urp

o
rted

ly g
uilty p

o
ssessio

n o
f: U

N
IX

 S
V

R
 3

.2
; U

N
IX

 S
V

R
 3

.1
; U

U
C
P;

P
M

O
N

; W
W

B
; IW

B
; D

W
B
; N

R
O

FF; K
O

R
N

 S
H

EL
L
 '8

8
; C

+
+

; an
d
 Q

U
ES

T
,

am
ong

 other item
s.   A

ndrew
s had received this proprietary code —

w
hich A

T
&

T
 o

fficially valued
 at w

ell o
ver $

2
5

0
,0

0
0

 —
 thro

ug
h the

U
N

IX
 netw

o
rk, m

uch o
f it sup

p
lied

 to
 him

 as a p
erso

nal favo
r b

y
T
erm

inus.  Perhap
s w

o
rse yet, A

nd
rew

s ad
m

itted
 to

 returning
 the favo

r,
b
y passing

 T
erm

inus a copy of A
T
&

T
 proprietary ST

A
RLA

N
 source code.

Even C
harles B

o
ykin, him

self an A
T
&

T
 em

p
lo

yee, entered
 so

m
e very ho

t
w

ater.   B
y 1

9
9
0
, he'd alm

ost forg
otten ab

out the E9
1
1
 prob

lem
 he'd

reported in Septem
ber 8

8
; in fact, since that date, he'd passed tw

o m
ore

security alerts to
 Jerry D

alto
n, co

ncerning
 m

atters that B
o
ykin co

nsid
-

ered
 far w

o
rse than the E9

1
1

 D
o
cum

ent.

B
ut b

y 1
9

9
0

, year o
f the crackd

o
w

n,  A
T
&

T
 C

o
rp

o
rate Info

rm
atio

n
S
ecurity w

as fed
 up

 w
ith "K

iller."   T
his m

achine o
ffered

 no
  d

irect
incom

e to A
T
&

T
, and w

as providing
 aid and com

fort to a cloud of suspi-
cio

us yo
kels fro

m
 o

utsid
e the co

m
p
any, so

m
e o

f them
 actively m

alicio
us

to
w

ard
 A

T
&

T
, its p

ro
p
erty, and

 its co
rp

o
rate interests.   W

hatever
g
o
o
d
w

ill and
 p

ub
licity had

 b
een w

o
n am

o
ng

 K
iller's 1

,5
0

0
 d

evo
ted

 users
w

as co
nsid

ered
 no

 lo
ng

er w
o
rth the security risk.  O

n Feb
ruary 2

0
,

1
9

9
0

, Jerry D
alto

n arrived
 in D

allas and
 sim

p
ly unp

lug
g
ed

 the p
ho

ne
jacks, to

 the p
uzzled

 alarm
 o

f K
iller's m

any T
exan users. K

iller w
ent
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p
erm

anently o
ff-line, w

ith the lo
ss o

f vast archives o
f p

ro
g
ram

s and
hug

e q
uantities o

f electro
nic m

ail; it w
as never resto

red
 to

 service.
A

T
&

T
 sho

w
ed

 no
 p

articular reg
ard

 fo
r the "p

ro
p
erty" o

f these 1
,5

0
0

p
eo

p
le. W

hatever "p
ro

p
erty" the users had

 b
een sto

ring
 o

n A
T
&

T
's co

m
-

p
uter sim

p
ly vanished

 co
m

p
letely.

B
o
ykin, w

ho
 had

 him
self rep

o
rted

 the E9
1

1
 p

ro
b
lem

, no
w

 fo
und

 him
self

und
er a clo

ud
 o

f susp
icio

n.  In a w
eird

 p
rivate-security rep

lay o
f the

S
ecret S

ervice seizures, B
o
ykin's o

w
n ho

m
e w

as visited
 b

y A
T
&

T
S
ecurity and

 his o
w

n m
achines w

ere carried
 o

ut the d
o
o
r.

H
o
w

ever, there w
ere m

arked
 sp

ecial features in the B
o
ykin case.

B
o
ykin's d

isks and
 his p

erso
nal co

m
p
uters w

ere sw
iftly exam

ined
 b

y his
co

rp
o
rate em

p
lo

yers and
 returned

 p
o
litely in just tw

o
 d

ays —
 (unlike

S
ecret S

ervice seizures, w
hich co

m
m

o
nly take m

o
nths o

r years).
B
o
ykin w

as no
t charg

ed
 w

ith any crim
e o

r w
ro

ng
d
o
ing

, and
 he kep

t his
jo

b
 w

ith A
T
&

T
 (tho

ug
h he d

id
 retire fro

m
 A

T
&

T
 in S

ep
tem

b
er 1

9
9

1
, at

the ag
e o

f 5
2

).

It's interesting to note that the U
S Secret Service som

ehow
 failed to

seize B
o
ykin's "K

iller" no
d
e and

 carry A
T
&

T
's o

w
n co

m
p
uter o

ut the
d
o
o
r.   N

o
r d

id
 they raid

 B
o
ykin's ho

m
e.  T

hey seem
ed

 p
erfectly w

illing
to take the w

ord of A
T
&

T
 Security that A

T
&

T
's em

ployee, and A
T
&

T
's

"K
iller" no

d
e, w

ere free o
f hacker co

ntrab
and

 and
 o

n the up
-and

-up
.

It's d
ig

ital w
ate

r-u
n
d
e
r-th

e
-b

rid
g
e
 at th

is p
o
in

t, as K
ille

r's 3
,2

0
0

m
eg

ab
ytes o

f T
exan electro

nic co
m

m
unity w

ere erased
 in 1

9
9

0
, and

"K
iller" itself w

as ship
p
ed

 o
ut o

f the state.

B
ut the exp

eriences o
f A

nd
rew

s and
 B

o
ykin, and

 the users o
f their sys-

tem
s, rem

ained side issues.   T
hey did not begin to assum

e the social,
p
o
litical, and

 leg
al im

p
o
rtance that g

athered
, slo

w
ly b

ut inexo
rab

ly,
around the issue of the raid on Steve Jackson G

am
es.

_
_

_
_

_

W
e m

ust now
 turn our attention to Steve Jackson G

am
es itself, and

exp
lain w

hat S
JG

 w
as, w

hat it really d
id

, and
 ho

w
 it had

 m
anag

ed
 to

attract this p
articularly o

d
d
 and

 virulent kind
 o

f tro
ub

le.  T
he read

er
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m
ay recall that this is not the first b

ut the second tim
e that the com

pany
has ap

p
eared

 in this narrative; a S
teve Jackso

n g
am

e called
 G

U
R
PS

 w
as a

favo
rite p

astim
e o

f A
tlan

ta h
acker U

rvile, an
d
 U

rvile's scien
ce-fictio

n
al

g
am

ing
 notes had b

een m
ixed up prom

iscuously w
ith notes ab

out his
actual co

m
p
uter intrusio

ns.

First, S
teve Jackso

n G
am

es, Inc., w
as *no

t* a p
ub

lisher o
f "co

m
p
uter

g
am

es."  S
JG

 p
ub

lished
 "sim

ulatio
n g

am
es," p

arlo
r g

am
es that w

ere
p
layed

 o
n p

ap
er, w

ith p
encils, and

 d
ice, and

 p
rinted

 g
uid

eb
o
o
ks full o

f
rules and

 statistics tab
les.  T

here w
ere no

 co
m

p
uters invo

lved
 in the

gam
es them

selves.   W
hen you bought a Steve Jackson G

am
e, you did not

receive any softw
are disks.  W

hat you got w
as a plastic bag w

ith som
e

cardboard gam
e tokens, m

aybe a few
 m

aps or a deck of cards.  M
ost of

their p
ro

d
ucts w

ere b
o
o
ks.

H
o
w

ever, co
m

p
uters *w

ere* d
eep

ly invo
lved

 in the S
teve Jackso

n
G

am
es b

usiness.  Like alm
o
st all m

o
d
ern p

ub
lishers, S

teve Jackso
n and

his fifteen em
ployees used com

puters to w
rite text, to keep accounts,

and to run the b
usiness g

enerally.  T
hey also used a com

puter to run
their o

fficial b
ulletin b

o
ard

 system
 fo

r S
teve Jackso

n G
am

es, a b
o
ard

called
 Illum

inati.  O
n Illum

inati, sim
ulatio

n g
am

ers w
ho

 hap
p
ened

 to
ow

n com
puters and m

odem
s could associate, trade m

ail, debate the theo-
ry and practice of gam

ing
, and keep up w

ith the com
pany's new

s and its
product announcem

ents.

Illum
inati w

as a m
o
d
estly p

o
p
ular b

o
ard

, run o
n a sm

all co
m

p
uter w

ith
lim

ited
 sto

rag
e,  o

nly o
ne p

ho
ne-line, and

 no
 ties to

 larg
e-scale co

m
-

p
uter netw

o
rks.   It d

id
, ho

w
ever, have hund

red
s o

f users, m
any o

f them
d
ed

icated
 g

am
ers w

illing
 to

 call fro
m

 o
ut-o

f-state.

Illum
inati w

as *no
t* an "und

erg
ro

und
" b

o
ard

.  It d
id

 no
t feature hints

o
n
 co

m
p
u
ter in

tru
sio

n
, o

r "an
arch

y files," o
r illicitly p

o
sted

 cred
it

card
 num

b
ers, o

r lo
ng

-d
istance access co

d
es.  S

o
m

e o
f Illum

inati's
users, how

ever, w
ere m

em
bers of the Legion of D

oom
.    A

nd so w
as one

of Steve Jackson's senior em
ployees —

 the M
entor.   T

he M
entor w

rote
fo

r *Phrack,* and
 also

 ran an und
erg

ro
und

 b
o
ard

, Pho
enix Pro

ject —
b
ut the M

entor w
as not a com

puter professional.  T
he M

entor w
as the

m
anaging editor of Steve Jackson G

am
es and a professional gam

e design-
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er b
y trad

e.   T
hese Lo

D
 m

em
b
ers d

id
 no

t use Illum
inati to

 help
 their

*h
ackin

g
* activities.  T

h
ey u

sed
 it to

 h
elp

 th
eir *g

am
e-p

layin
g
* activ-

ities —
 and they w

ere even m
ore dedicated to sim

ulation gam
ing than

they w
ere to

 hacking
.

"Illum
inati" g

o
t its nam

e fro
m

 a card
-g

am
e that S

teve Jackso
n him

self,
the co

m
p
any's fo

und
er and

 so
le o

w
ner, had

 invented
.  T

his m
ulti-p

layer
card

-g
am

e w
as o

ne o
f M

r Jackso
n's b

est-kno
w

n, m
o
st successful, m

o
st

technically inno
vative p

ro
d
ucts.   "Illum

inati" w
as a g

am
e o

f p
arano

iac
co

n
sp

iracy in
 w

h
ich

 vario
u
s an

tiso
cial cu

lts w
arred

 co
vertly to

 d
o
m

i-
nate the w

o
rld

.   "Illum
inati" w

as hilario
us, and

 g
reat fun to

 p
lay,

invo
lving

 flying
 saucers, the C

IA
, the K

G
B
, the p

ho
ne co

m
p
anies, the K

u
K
lux K

lan, the S
o
uth A

m
erican N

azis, the co
caine cartels, the B

o
y

Scouts, and dozens of other splinter groups from
 the tw

isted depths of
M

r. Jackso
n
's p

ro
fessio

n
ally fervid

 im
ag

in
atio

n
.  Fo

r th
e u

n
in

itiated
,

any p
ub

lic d
iscussio

n o
f the "Illum

inati" card
-g

am
e so

und
ed

, b
y turns,

utterly m
enacing

 o
r co

m
p
letely insane.

A
nd

 then there w
as S

JG
's "C

ar W
ars," in w

hich so
up

ed
-up

 arm
o
red

 ho
t-

ro
d
s w

ith ro
cket-launchers and

 heavy m
achine-g

uns d
id

 b
attle o

n the
A

m
erican hig

hw
ays o

f the future.   T
he lively C

ar W
ars d

iscussio
n o

n
the Illum

inati b
o
ard

 featured
 m

any m
eticulo

us, p
ainstaking

 d
iscussio

ns
o
f the effects o

f g
renad

es, land
-m

ines, flam
ethro

w
ers and

 nap
alm

.  It
so

und
ed

 like hacker anarchy files run am
uck.

M
r Jackso

n
 an

d
 h

is co
-w

o
rkers earn

ed
 th

eir d
aily b

read
 b

y su
p
p
lyin

g
p
eo

p
le w

ith m
ake-b

elieve ad
ventures and

 w
eird

 id
eas.  T

he m
o
re far-

o
ut, the b

etter.

S
im

ulatio
n g

am
ing

 is an unusual p
astim

e, b
ut g

am
ers have no

t g
enerally

had to beg the perm
ission of the Secret Service to exist.  W

argam
es and

ro
le-p

laying
 ad

ventures are an o
ld

 and
 ho

no
red

 p
astim

e, m
uch favo

red
b
y p

ro
fessio

nal m
ilitary strateg

ists.   O
nce little- kno

w
n, these g

am
es

are now
 played by hundreds of thousands of enthusiasts throughout

N
o
rth A

m
erica, Euro

p
e and

 Jap
an.  G

am
ing

-b
o
o
ks, o

nce restricted
 to

ho
b
b
y o

utlets, no
w

 co
m

m
o
nly ap

p
ear in chain-sto

res like B
. D

alto
n's

and
 W

ald
enb

o
o
ks, and

 sell vig
o
ro

usly.
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Steve Jackson G
am

es, Inc., of A
ustin, T

exas, w
as a gam

es com
pany of the

m
id

d
le rank.  In 1

9
8

9
, S

JG
 g

ro
ssed

 ab
o
ut a m

illio
n d

o
llars.   Jackso

n
him

self had
 a g

o
o
d
 rep

utatio
n in his ind

ustry as a talented
 and

 inno
vative

d
esig

ner o
f rather unco

nventio
nal g

am
es, b

ut his co
m

p
any w

as so
m

e-
thing

 less than a titan o
f the field

 —
 certainly no

t like the m
ultim

illio
n-

d
o
llar T

S
R
 Inc., o

r B
ritain's g

ig
antic "G

am
es W

o
rksho

p
."

S
JG

's A
ustin head

q
uarters w

as a m
o
d
est tw

o
-sto

ry b
rick o

ffice-suite,
cluttered

 w
ith p

ho
nes, p

ho
to

co
p
iers, fax m

achines and
 co

m
p
uters. It

b
ustled

 w
ith sem

i-o
rg

anized
 activity and

 w
as littered

 w
ith g

lo
ssy p

ro
-

m
otional b

rochures and dog
-eared science-fiction novels.  A

ttached to
the o

ffices w
as a larg

e tin-ro
o
fed

 w
areho

use p
iled

 tw
enty feet hig

h w
ith

cardboard boxes of gam
es and books.   D

espite the w
eird im

aginings that
w

ent o
n w

ithin it, the S
JG

 head
q
uarters w

as q
uite a q

uo
tid

ian, everyd
ay

so
rt o

f p
lace. It lo

o
ked

 like w
hat it w

as:  a p
ub

lishers' d
ig

s.

B
o
th

 "C
ar W

ars" an
d
 "Illu

m
in

ati" w
ere w

ell-kn
o
w

n
, p

o
p
u
lar g

am
es.

B
ut the m

ainstay o
f the Jackso

n o
rg

anizatio
n w

as their G
eneric

U
niversal R

o
le-Playing

 S
ystem

, "G
.U

.R
.P.S

."   T
he G

U
R
PS

 system
 w

as
co

nsid
ered

 so
lid

 and
 w

ell-d
esig

ned
, an asset fo

r p
layers.  B

ut p
erhap

s
the m

ost popular feature of the G
U
RPS system

 w
as that it allow

ed g
am

-
ing

-m
asters to

 d
esig

n scenario
s that clo

sely resem
b
led

 w
ell-kno

w
n

books, m
ovies, and other w

orks of fantasy.  Jackson had  licensed and
adapted w

orks from
 m

any science fiction and fantasy authors.  T
here w

as
*G

U
R
P
S
 C

o
n
an

,* *G
U

R
P
S
 R

iv
e
rw

o
rld

,* *G
U

R
P
S
 H

o
rse

clan
s,* *G

U
R
P
S

W
itch

 W
o
rld

,*  n
am

es em
in

en
tly fam

iliar to
 scien

ce-fictio
n
 read

ers.
A

nd
 there w

as *G
U

R
PS

 S
p
ecial O

p
s,*  fro

m
 the w

o
rld

 o
f esp

io
nag

e fan-
tasy and

 unco
nventio

nal w
arfare.

A
nd

 then there w
as *G

U
R
PS

 C
yb

erp
unk.*

"C
yb

erp
unk" w

as a term
 g

iven to
 certain science fictio

n w
riters w

ho
had

 entered
 the g

enre in the 1
9

8
0

s. "C
yb

erp
unk," as the lab

el im
p
lies,

had
 tw

o
 g

eneral d
isting

uishing
 features.  First, its w

riters had
 a co

m
-

p
elling

 interest in info
rm

atio
n techno

lo
g
y, an interest clo

sely akin to
science fictio

n's earlier fascinatio
n w

ith sp
ace travel. A

nd
 seco

nd
, these

w
riters  w

ere "p
unks," w

ith all the d
isting

uishing
 features that that

im
p
lies:  B

o
h
em

ian
 artin

ess, yo
u
th

 ru
n
 w

ild
, an

 air o
f d

elib
erate reb

el-
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lio
n, funny clo

thes and
 hair, o

d
d
 p

o
litics, a fo

nd
ness fo

r ab
rasive ro

ck
an

d
 ro

ll; in
 a w

o
rd

, tro
u
b
le.

T
he "cyb

erp
unk" S

F w
riters w

ere a sm
all g

ro
up

 o
f m

o
stly co

lleg
e-ed

u-
cated

 w
hite m

id
d
le-class litterateurs, scattered

 thro
ug

h the U
S
 and

C
anad

a.  O
nly o

ne, R
ud

y R
ucker, a p

ro
fesso

r o
f co

m
p
uter science in

S
ilico

n V
alley, co

uld
 rank w

ith even the hum
b
lest co

m
p
uter hacker.

B
ut, excep

t fo
r Pro

fesso
r R

ucker, the "cyb
erp

unk" autho
rs w

ere no
t

p
ro

g
ram

m
ers o

r hard
w

are exp
erts; they co

nsid
ered

 them
selves artists

(as, ind
eed

, d
id

 Pro
fesso

r R
ucker). H

o
w

ever, these w
riters all o

w
ned

co
m

p
uters, and

 to
o
k an intense and

 p
ub

lic interest in the so
cial ram

ifi-
catio

ns o
f the info

rm
atio

n ind
ustry.

T
he cyberpunks had a strong follow

ing am
ong the global generation that

had
 g

ro
w

n up
 in a w

o
rld

 o
f co

m
p
uters, m

ultinatio
nal netw

o
rks, and

cab
le televisio

n. T
heir o

utlo
o
k w

as co
nsid

ered
 so

m
ew

hat m
o
rb

id
, cyni-

cal, and
 d

ark, b
ut then ag

ain, so
 w

as the o
utlo

o
k o

f their g
eneratio

nal
p
eers.  A

s that g
eneratio

n m
atured

 and
 increased

 in streng
th and

 influ-
ence, so

 d
id

 the cyb
erp

unks.   A
s science-fictio

n w
riters w

ent, they
w

ere d
o
ing

 fairly w
ell fo

r them
selves.  B

y the late 1
9

8
0

s, their w
o
rk

had attracted attention from
 gam

ing com
panies, including Steve Jackson

G
am

es, w
hich w

as p
lanning

 a cyb
erp

unk sim
ulatio

n fo
r the flo

urishing
G

U
R
PS

 g
am

ing
- system

.

T
he tim

e seem
ed

 rip
e fo

r such a p
ro

d
uct, w

hich had
 alread

y b
een p

ro
ven

in the m
arketplace.  T

he first g
am

es- com
pany out of the g

ate, w
ith a

p
ro

d
uct b

o
ld

ly called
 "C

yb
erp

unk" in d
efiance o

f p
o
ssib

le infring
em

ent-
o
f- co

p
yrig

ht suits, had
 b

een an up
start g

ro
up

 called
 R

. T
also

rian.
T
also

rian's C
yb

erp
unk w

as a fairly d
ecent g

am
e, b

ut the m
echanics o

f
the sim

ulatio
n system

 left a lo
t to

 b
e d

esired
.  C

o
m

m
ercially, ho

w
ever,

the g
am

e d
id

 very w
ell.

T
he next cyberpunk gam

e had been the even m
ore successful

*S
had

o
w

run* b
y FA

S
A

 C
o
rp

o
ratio

n.  T
he m

echanics o
f this g

am
e w

ere
fine, b

ut the scenario
 w

as rend
ered

 m
o
ro

nic b
y  sap

p
y fantasy elem

ents
like elves, tro

lls, w
izard

s, an
d
  d

rag
o
n
s —

 all h
ig

h
ly id

eo
lo

g
ically-

inco
rrect, acco

rd
ing

 to
 the hard

-ed
g
ed

, hig
h-tech stand

ard
s o

f cyb
er-

p
unk science fictio

n.

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 

H
A

C
K

E
R

 C
R

A
C

K
D

O
W

N
 

N
O

T
 F

O
R

 C
O

M
M

E
R

C
IA

L
 U

S
E

1 5 3



O
ther g

am
e desig

ners w
ere cham

ping
 at the b

it. Prom
inent am

ong
 them

w
as the M

ento
r, a g

entlem
an w

ho
, like m

o
st o

f his friend
s in the Leg

io
n

of D
oom

, w
as quite the cyberpunk devotee.  M

entor reasoned that the
tim

e had
 co

m
e fo

r a *real* cyb
erp

unk g
am

ing
-b

o
o
k —

 o
ne that the

p
rinces o

f co
m

p
uter-m

ischief in the Leg
io

n o
f D

o
o
m

 co
uld

 p
lay w

itho
ut

laug
hing

 them
selves sick.  T

his b
o
o
k, *G

U
R
PS

 C
yb

erp
unk,*  w

o
uld

 reek
o
f cu

ltu
rally o

n
- lin

e
 au

th
e
n
ticity.

M
e
n
to

r w
as p

articu
larly

 w
e
ll-q

u
alifie

d
 fo

r th
is task. N

atu
rally

, h
e

knew
 far m

o
re ab

o
ut co

m
p
uter-intrusio

n and
 d

ig
ital skulld

ug
g
ery than

any p
revio

usly p
ub

lished
 cyb

erp
unk autho

r.  N
o
t o

nly that, b
ut he w

as
g
o
o
d
 at his w

o
rk.   A

 vivid
 im

ag
inatio

n, co
m

b
ined

 w
ith an instinctive

feeling
 fo

r the w
o
rking

 o
f system

s and
, esp

ecially, the lo
o
p
ho

les w
ithin

them
, are excellent q

ualities fo
r a p

ro
fessio

nal g
am

e d
esig

ner.

B
y M

arch 1
st, *G

U
R
PS

 C
yb

erp
unk* w

as alm
o
st co

m
p
lete, read

y to
p
rint and

 ship
.  S

teve Jackso
n exp

ected
 vig

o
ro

us sales fo
r this item

,
w

hich, he ho
p
ed

, w
o
uld

 keep
 the co

m
p
any financially aflo

at fo
r several

m
o
nths. *G

U
R
PS

 C
yb

erp
unk,*  like the o

ther G
U

R
PS

 "m
o
d
ules," w

as no
t

a "gam
e" like a M

onopoly set, but a *book:*  a bound paperback book the
size o

f a g
lo

ssy m
ag

azine, w
ith a slick co

lo
r co

ver, and
 p

ag
es full o

f text,
illustrations, tables and footnotes.   It w

as advertised as a gam
e, and w

as
used

 as an aid
 to

 g
am

e-p
laying

,  b
ut it w

as a b
o
o
k, w

ith an IS
B
N

 num
-

b
er, p

ub
lished

 in T
exas, co

p
yrig

hted
, and

 so
ld

 in b
o
o
ksto

res.

A
nd now

, that book, stored on a com
puter, had gone out the door in the

custody of the Secret Service.

T
he d

ay after the raid
, S

teve Jackso
n visited

 the lo
cal S

ecret S
ervice

head
q
uarters w

ith a law
yer in to

w
.  T

here he co
nfro

nted
 T

im
 Fo

ley (still
in A

ustin at that tim
e) and dem

anded his book back.   B
ut there w

as
tro

ub
le. *G

U
R
PS

 C
yb

erp
unk,*  alleg

ed
 a S

ecret S
ervice ag

ent to
 asto

n-
ished

 b
usinessm

an S
teve Jackso

n, w
as "a m

anual fo
r co

m
p
uter crim

e."

"It's science fictio
n," Jackso

n said
.

"N
o
, this is real."  T

his statem
ent w

as rep
eated

 several tim
es, b

y sev-
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eral ag
ents.  Jackson's om

inously accurate g
am

e had passed from
 pure,

o
b
scu

re, sm
all- scale fan

tasy in
to

 th
e im

p
u
re, h

ig
h
ly p

u
b
licized

,
larg

e- scale fantasy o
f the H

acker C
rackd

o
w

n.

N
o m

ention w
as m

ade of the real reason for the search.  A
ccording to

their search w
arrant, the raid

ers had
 exp

ected
 to

 find
 the E9

1
1

D
o
cum

ent sto
red

 o
n Jackso

n's b
ulletin b

o
ard

 system
.   B

ut that w
arrant

w
as sealed; a procedure that m

ost law
 enforcem

ent ag
encies w

ill use
o
nly w

hen lives are d
em

o
nstrab

ly in d
ang

er.   T
he raid

ers' true m
o
tives

w
ere no

t d
isco

vered
 until the Jackso

n search- w
arrant w

as unsealed
 b

y
his law

yers, m
any m

o
nths later. T

he S
ecret S

ervice, and
 the C

hicag
o

C
om

puter Fraud and A
buse T

ask Force, said absolutely nothing to Steve
Jackson about any threat to the police 9

1
1
 System

.   T
hey said nothing

ab
o
ut the A

tlanta T
hree, no

thing
 ab

o
ut *Phrack* o

r K
nig

ht Lig
htning

,
no

thing
 ab

o
ut T

erm
inus.

Jackson w
as left to believe that his com

puters had been seized because
he intended to pub

lish a science fiction b
ook that law

 enforcem
ent con-

sidered too dangerous to see print.

T
his m

isconception w
as repeated again and again, for m

onths, to an
ever-w

id
ening

 p
ub

lic aud
ience.  It w

as no
t the truth o

f the case; b
ut as

m
o
nths p

assed
, and

 this m
isco

ncep
tio

n w
as p

ub
licly p

rinted
 ag

ain and
ag

ain, it b
ecam

e one of the few
 pub

licly know
n "facts" ab

out the m
yste-

rious H
acker C

rackdow
n.   T

he Secret Service had seized a com
puter to

sto
p
 the p

ub
licatio

n o
f a cyb

erp
unk science fictio

n b
o
o
k.

T
he second section of this b

ook, "T
he D

ig
ital U

nderg
round," is alm

ost
finished

 no
w

.  W
e have b

eco
m

e acq
uainted

 w
ith all the m

ajo
r fig

ures o
f

this case w
ho

 actually b
elo

ng
 to

 the und
erg

ro
und

 m
ilieu o

f co
m

p
uter

intrusio
n.   W

e have so
m

e id
ea o

f their histo
ry, their m

o
tives, their

g
eneral m

o
d
us o

p
erand

i.  W
e no

w
 kno

w
, I ho

p
e, w

ho
 they are, w

here
they cam

e from
, and m

ore or less w
hat they w

ant.  In the next section of
this b

o
o
k, "Law

 and
 O

rd
er," w

e w
ill leave this m

ilieu and
 d

irectly enter
the w

o
rld

 o
f A

m
erica's co

m
p
uter-crim

e p
o
lice.

A
t this p

o
int, ho

w
ever, I have ano

ther fig
ure to

 intro
d
uce:  m

yself.
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M
y n

am
e is B

ru
ce S

terlin
g
.   I live in

 A
u
stin

, T
exas, w

h
ere I am

 a sci-
en

ce fictio
n
 w

riter b
y trad

e:  sp
ecifically, a *cyb

erp
u
n
k* scien

ce fic-
tio

n
 w

rite
r.

Like m
y "cyb

erp
unk" co

lleag
ues in the U

.S
. and

 C
anad

a, I've never b
een

entirely hap
p
y w

ith this literary lab
el —

 esp
ecially after it b

ecam
e a

syno
nym

 fo
r co

m
p
uter crim

inal.  B
ut I d

id
 o

nce ed
it a b

o
o
k o

f sto
ries b

y
m

y co
lleag

ues, called
  *M

IR
R
O

R
S
H

A
D

ES
:  the C

yb
erp

unk A
ntho

lo
g
y,*

an
d
 I've lo

n
g
 b

een
 a w

riter o
f literary- critical cyb

erp
u
n
k m

an
ifesto

s.
I am

 no
t a "hacker" o

f any descriptio
n, tho

ug
h I do

 have readers in the
d
ig

ital und
erg

ro
und

.

W
hen the S

teve Jackso
n G

am
es seizure o

ccurred
, I naturally to

o
k an

intense interest.  If "cyb
erp

unk" b
o
o
ks w

ere b
eing

 b
anned

 b
y fed

eral
p
o
lice in m

y o
w

n ho
m

e to
w

n, I reaso
nab

ly w
o
nd

ered
 w

hether I m
yself

m
ight be next.  W

ould m
y com

puter be seized by the Secret Service?  A
t

the tim
e, I w

as in possession of an ag
ing

 A
pple IIe w

ithout so m
uch as a

hard
 d

isk.  If I w
ere to

 b
e raid

ed
 as an autho

r o
f co

m
p
uter-crim

e m
anu-

als, the lo
ss o

f m
y feeb

le w
o
rd

-p
ro

cesso
r w

o
uld

 likely p
ro

vo
ke m

o
re

snickers than sym
p
athy.

I'd
 kno

w
n S

teve Jackso
n fo

r m
any years.   W

e knew
 o

ne ano
ther as co

l-
leag

ues, fo
r w

e freq
uented

 the sam
e lo

cal science-fictio
n co

nventio
ns.

I'd
 p

layed
 Jackso

n g
am

es, and
 reco

g
nized

 his cleverness; b
ut he certain-

ly had
 never struck m

e as a p
o
tential m

asterm
ind

 o
f co

m
p
uter crim

e.

I also
 knew

 a little ab
o
ut co

m
p
uter b

ulletin-b
o
ard

 system
s.  In the m

id
-

1
9

8
0

s I had
 taken an active ro

le in an A
ustin b

o
ard

 called
 "S

M
O

F-B
B
S
,"

one of the first boards dedicated to science fiction.  I had a m
odem

, and on
o
ccasio

n I'd
 lo

g
g
ed

 o
n to

 Illum
inati, w

hich alw
ays lo

o
ked

 entertainly
w

acky, b
ut certainly harm

less eno
ug

h.

A
t the tim

e of the Jackson seizure, I had no experience w
hatsoever w

ith
und

erg
ro

und
 b

o
ard

s.   B
ut I knew

 that no
 o

ne o
n Illum

inati talked
 ab

o
ut

b
reaking

 into
 system

s illeg
ally, o

r ab
o
ut ro

b
b
ing

 p
ho

ne co
m

p
anies.

Illum
inati d

id
n't even o

ffer p
irated

 co
m

p
uter g

am
es. S

teve Jackso
n, like

m
any creative artists,  w

as m
arked

ly to
uchy ab

o
ut theft o

f intellectual
p
ro

p
erty.
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It seem
ed to m

e that Jackson w
as either seriously suspected of som

e
crim

e —
 in w

hich case, he w
ould b

e charg
ed soon, and w

ould have his day
in co

urt —
 o

r else he w
as inno

cent, in w
hich case the S

ecret S
ervice

w
o
uld

 q
uickly return his eq

uip
m

ent, and
 everyo

ne w
o
uld

 have a g
o
o
d

laugh.  I rather expected the good laugh.  T
he situation w

as not w
ithout

its co
m

ic sid
e.  T

he raid
, kno

w
n as the "C

yb
erp

unk B
ust" in the science

fictio
n co

m
m

unity, w
as w

inning
 a g

reat d
eal o

f free natio
nal p

ub
licity

b
o
th fo

r Jackso
n him

self and
 the "cyb

erp
unk" science fictio

n w
riters

g
enerally.

B
esid

es, science fictio
n p

eo
p
le are used

 to
 b

eing
 m

isinterp
reted

.
S
cience fictio

n is a co
lo

rful, d
isrep

utab
le, slip

sho
d
 o

ccup
atio

n, full o
f

unlikely o
d
d
b
alls, w

hich, o
f co

urse, is w
hy w

e like it.   W
eird

ness can
b
e an o

ccup
atio

nal hazard
 in o

ur field
.  Peo

p
le w

ho
 w

ear H
allo

w
een co

s-
tum

es are so
m

etim
es m

istaken fo
r m

o
nsters.

O
nce up

o
n a tim

e —
 b

ack in 1
9

3
9

, in N
ew

 Y
o
rk C

ity —
 science fictio

n
and

 the U
.S

. S
ecret S

ervice co
llid

ed
 in a co

m
ic case o

f m
istaken id

entity.
T
his w

eird
 incid

ent invo
lved

 a literary g
ro

up
 q

uite fam
o
us in science

fictio
n, kno

w
n as "the Futurians," w

ho
se m

em
b
ership

 includ
ed

 such
future g

enre g
reats as Isaac A

sim
o
v, Fred

erik Po
hl, and

 D
am

o
n K

nig
ht.

T
he Futurians w

ere every b
it as o

ffb
eat and

 w
acky as any o

f their sp
iri-

tual d
escend

ants, includ
ing

 the cyb
erp

unks, and
 w

ere g
iven to

 co
m

m
unal

living
, sp

o
ntaneo

us g
ro

up
 rend

itio
ns o

f lig
ht o

p
era, and

 m
id

nig
ht fenc-

ing
 exhib

itio
ns o

n the law
n.  T

he Futurians d
id

n't have b
ulletin b

o
ard

system
s, b

ut they did have the technolog
ical equivalent in 1

9
3
9
 —

m
im

eo
g
rap

hs and
 a p

rivate p
rinting

 p
ress.   T

hese w
ere in stead

y use,
p
ro

d
ucing

 a stream
 o

f science-fictio
n fan m

ag
azines, literary m

ani-
festo

s, an
d
 w

eird
 articles, w

h
ich

 w
ere p

icked
 u

p
 in

 in
k-sticky b

u
n
d
les

by a succession of strange, gangly, spotty young m
en in fedoras and

o
verco

ats.

T
he neig

hb
o
rs g

rew
 alarm

ed
 at the antics o

f the Futurians and
 rep

o
rted

them
 to the Secret Service as suspected counterfeiters.   In the w

inter of
1

9
3

9
, a sq

uad
 o

f U
S
S
S
 ag

ents w
ith d

raw
n g

uns b
urst into

 "Futurian
H

o
use," p

rep
ared

 to
 co

nfiscate the fo
rg

ed
 currency and

 illicit p
rinting

p
resses.  T

here they d
isco

vered
 a slum

b
ering

 science fictio
n fan nam

ed
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G
eo

rg
e H

ahn, a g
uest o

f the Futurian co
m

m
une w

ho
 had

 just arrived
 in

N
ew

 Y
ork. G

eorg
e H

ahn m
anag

ed to explain him
self and his g

roup, and
the S

ecret S
ervice ag

ents left the Futurians in p
eace hencefo

rth.  (A
las,

H
ahn d

ied
 in 1

9
9

1
, just b

efo
re I had

 d
isco

vered
 this asto

nishing
 histo

r-
ical p

arallel, an
d
 ju

st b
efo

re I co
u
ld

 in
terview

 h
im

 fo
r th

is b
o
o
k.)

B
ut the Jackson case did not com

e to a sw
ift and com

ic end.   N
o quick

answ
ers cam

e his w
ay, o

r m
ine;  no

 sw
ift reassurances that all w

as
rig

ht in the d
ig

ital w
o
rld

, that m
atters w

ere w
ell in hand

 after all.
Q

uite the opposite.   In m
y alternate role as a som

etim
e pop-science

jo
urnalist, I interview

ed
  Jackso

n and
 his staff fo

r an article in a
B
ritish m

ag
azine.   T

he strang
e d

etails o
f the raid

 left m
e m

o
re co

n-
cerned

 than ever.   W
itho

ut its co
m

p
uters, the co

m
p
any had

 b
een finan-

cially and
 o

p
eratio

nally crip
p
led

.   H
alf the S

JG
 w

o
rkfo

rce, a g
ro

up
 o

f
entirely inno

cent p
eo

p
le, had

 b
een so

rro
w

fully fired
, d

ep
rived

 o
f their

livelihoods by the seizure.  It began to daw
n on m

e that authors —
A

m
erican w

riters —
 m

ig
ht w

ell have their co
m

p
uters seized

, und
er

sealed
 w

arrants, w
itho

ut any crim
inal charg

e; and
 that, as S

teve
Jackso

n had
 d

isco
vered

, there w
as no

 im
m

ed
iate reco

urse fo
r this. T

his
w

as no
 jo

ke; this w
asn't science fictio

n; this w
as real.

I determ
ined to put science fiction aside until I had discovered w

hat had
happened and w

here this trouble had com
e from

.  It w
as tim

e to enter the
p
urp

o
rted

ly real w
o
rld

 o
f electro

nic free exp
ressio

n and
 co

m
p
uter

crim
e. H

ence, this b
ook.  H

ence, the w
orld of the telcos;  and the w

orld of
the d

ig
ital und

erg
ro

und
; and

 next, the w
o
rld

 o
f the p

o
lice.
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P
A

R
T

 
T

H
R

E
E

L
A
W

 A
N
D
 O

R
D
E
R

O
f the vario

us anti-hacker activities o
f 1

9
9

0
, "O

p
eratio

n S
und

evil" had
b
y far the hig

hest p
ub

lic p
ro

file.   T
he sw

eep
ing

, natio
nw

id
e co

m
p
uter

seizures o
f M

ay 8
, 1

9
9

0
 w

ere unp
reced

ented
 in sco

p
e and

 hig
hly, if

rath
e
r se

le
ctive

ly, p
u
b
licize

d
.

U
nlike the efforts of the C

hicag
o C

om
puter Fraud and A

b
use T

ask Force,
"O

peration Sundevil" w
as not intended to com

bat "hacking" in the sense
o
f co

m
p
uter intrusio

n o
r so

p
histicated

 raid
s o

n telco
 sw

itching
 statio

ns.
N

o
r d

id
 it have anything

 to
 d

o
 w

ith hacker m
isd

eed
s w

ith A
T
&

T
's so

ft-
w

are, o
r w

ith S
o
uthern B

ell's p
ro

p
rietary d

o
cum

ents.

Instead
, "O

p
eratio

n S
und

evil" w
as a crackd

o
w

n o
n tho

se trad
itio

nal
scourg

es of the dig
ital underg

round:  credit-card theft and telephone
code abuse.   T

he am
bitious activities out of C

hicago, and the som
ew

hat
lesser-kno

w
n b

ut  vig
o
ro

us anti- hacker actio
ns o

f the N
ew

 Y
o
rk S

tate
Po

lice in 1
9

9
0

, w
ere never a p

art o
f "O

p
eratio

n S
und

evil" p
er se,

w
hich w

as b
ased

 in A
rizo

na.

N
evertheless, after the sp

ectacular M
ay 8

 raid
s, the p

ub
lic, m

isled
 b

y
p
o
lice secrecy, hacker p

anic, and
 a p

uzzled
 natio

nal p
ress-co

rp
s, co

n-
flated

 all asp
ects o

f the natio
nw

id
e crackd

o
w

n in 1
9

9
0

 und
er the b

lanket
term

 "O
p
eratio

n S
und

evil."  "S
und

evil" is still the b
est-kno

w
n syno

nym
fo

r the crackd
o
w

n o
f 1

9
9

0
.  B

ut the A
rizo

na o
rg

anizers o
f "S

und
evil"

d
id

 no
t really d

eserve this rep
utatio

n —
 any m

o
re, fo

r instance, than all
hackers d

eserve a rep
utatio

n as "hackers."

T
here w

as so
m

e justice in this co
nfused

 p
ercep

tio
n, tho

ug
h.  Fo

r o
ne

thing, the confusion w
as abetted by the W

ashington office of the Secret
Service, w

ho responded to Freedom
 of Inform

ation A
ct requests on

"O
p
eratio

n S
und

evil" b
y referring

 investig
ato

rs to
 the p

ub
licly kno

w
n

cases of K
night Lightning and the A

tlanta T
hree.  A

nd "Sundevil" w
as

certainly the larg
est aspect of the C

rackdow
n, the m

ost delib
erate and

the b
est-o

rg
anized

.  A
s a crackd

o
w

n o
n electro

nic fraud
, "S

und
evil"

lacked the frantic pace of the w
ar on the Legion of D

oom
; on the con-
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trary, S
und

evil's targ
ets w

ere p
icked

 o
ut w

ith co
o
l d

elib
eratio

n o
ver an

elab
o
rate investig

atio
n lasting

 tw
o
 full years.

A
nd once again the targets w

ere bulletin board system
s.

B
oards can b

e pow
erful aids to org

anized fraud. U
nderg

round b
oards

carry lively, extensive, d
etailed

, and
 o

ften q
uite flag

rant "d
iscussio

ns"
o
f law

b
reaking

 techniq
ues and

 law
b
reaking

 activities. "D
iscussing

"
crim

e in the ab
stract, o

r "d
iscussing

" the p
articulars o

f crim
inal cases,

is no
t illeg

al —
 b

ut there are stern state and
 fed

eral law
s ag

ainst co
ld

-
b
lo

o
d
ed

ly co
nsp

iring
 in g

ro
up

s in o
rd

er to
 co

m
m

it crim
es.

In the eyes o
f p

o
lice, p

eo
p
le w

ho
 actively co

nsp
ire to

 b
reak the law

 are
no

t reg
ard

ed
 as "club

s," "d
eb

ating
 salo

ns," "users' g
ro

up
s," o

r "free
speech advocates."   Rather, such people tend to find them

selves form
al-

ly ind
icted

 b
y p

ro
secuto

rs as "g
ang

s," "racketeers," "co
rrup

t o
rg

aniza-
tio

ns" and
 "o

rg
anized

 crim
e fig

ures."

W
hat's m

ore, the illicit data contained on outlaw
 b

oards g
oes w

ell b
eyond

m
ere acts o

f sp
eech and

/o
r p

o
ssib

le crim
inal co

nsp
iracy.  A

s w
e have

seen, it w
as co

m
m

o
n p

ractice in the d
ig

ital und
erg

ro
und

 to
 p

o
st p

ur-
loined telephone codes on boards, for any phreak or hacker w

ho cared to
abuse them

.  Is posting digital booty of this sort supposed to be protected
b
y the First A

m
end

m
ent?  H

ard
ly —

 tho
ug

h the issue, like m
o
st issues

in cyb
ersp

ace, is no
t entirely reso

lved
.   S

o
m

e theo
rists arg

ue that to
m

e
re

ly
 *re

cite
* a n

u
m

b
e
r p

u
b
licly

 is n
o
t ille

g
al —

 o
n
ly

 its *u
se

* is
illeg

al.   B
ut anti-hacker p

o
lice p

o
int o

ut that m
ag

azines and
 new

sp
a-

p
ers (m

o
re trad

itio
n
al fo

rm
s o

f free exp
ressio

n
) n

ever p
u
b
lish

 sto
len

telep
ho

ne co
d
es (even tho

ug
h this m

ig
ht w

ell raise their circulatio
n).

S
to

len cred
it card

 num
b
ers, b

eing
 riskier and

 m
o
re valuab

le, w
ere less

often publicly posted on boards —
 but there is no question that som

e
und

erg
ro

und
 b

o
ard

s carried
 "card

ing
" traffic, g

enerally exchang
ed

th
ro

u
g
h
 p

rivate m
ail.

U
nd

erg
ro

und
 b

o
ard

s also
 carried

 hand
y p

ro
g
ram

s fo
r "scanning

" tele-
phone codes and raiding

 credit card com
panies, as w

ell as the usual
o
b
no

xio
us g

alaxy o
f p

irated
 so

ftw
are, cracked

 p
assw

o
rd

s, b
lue-b

o
x
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schem
atics, intrusio

n m
anuals, anarchy files, p

o
rn files, and

 so
 fo

rth.

B
ut b

esid
es their nuisance p

o
tential fo

r the sp
read

 o
f illicit kno

w
led

g
e,

b
ulletin b

o
ard

s have ano
ther vitally interesting

 asp
ect fo

r the p
ro

fes-
sio

n
al in

vestig
ato

r.  B
u
lletin

 b
o
ard

s are cram
-fu

ll o
f *evid

en
ce.*  A

ll
that b

usy trad
ing

 o
f electro

nic m
ail, all tho

se hacker b
o
asts, b

rag
s and

struts,  even the sto
len co

d
es and

 card
s, can b

e neat, electro
nic, real-

tim
e reco

rd
in

g
s o

f crim
in

al activity.

A
s an investig

ator, w
hen you seize a pirate b

oard, you have scored a
co

up
 as effective as tap

p
ing

 p
ho

nes o
r intercep

ting
 m

ail.  H
o
w

ever, yo
u

have not actually tapped a phone or intercepted a letter.   T
he rules of

evid
ence reg

ard
ing

 p
ho

ne-tap
s and

 m
ail intercep

tio
ns are o

ld
, stern and

w
ell- und

ersto
o
d
 b

y p
o
lice, p

ro
secuto

rs and
 d

efense atto
rneys alike.

T
he rules o

f evid
ence reg

ard
ing

 b
o
ard

s are new
, w

affling
, and

 und
er-

stood by nobody at all.

S
und

evil w
as the larg

est crackd
o
w

n o
n b

o
ard

s in w
o
rld

 histo
ry.  O

n M
ay

7
, 8

, and
 9

, 1
9

9
0

, ab
o
ut fo

rty- tw
o
 co

m
p
uter system

s w
ere seized

.  O
f

tho
se fo

rty- tw
o
 co

m
p
uters, ab

o
ut tw

enty-five actually w
ere running

boards.  (T
he vagueness of this estim

ate is attributable to the vagueness
o
f (a) w

hat a "co
m

p
uter system

" is, and
 (b

) w
hat it actually m

eans to
"run a b

o
ard

" w
ith o

ne —
 o

r w
ith tw

o
 co

m
p
uters, o

r w
ith three.)

A
b
o
ut tw

enty-five b
o
ard

s vanished
 into

 p
o
lice custo

d
y in M

ay 1
9

9
0

.   A
s

w
e have seen, there are an estim

ated 3
0
,0

0
0
 b

oards in A
m

erica today.
If w

e assum
e that one board in a hundred is up to no good w

ith codes and
card

s (w
hich rather flatters the ho

nesty o
f the b

o
ard

-using
 co

m
m

uni-
ty), then that w

o
uld

 leave 2
,9

7
5

 o
utlaw

 b
o
ard

s unto
uched

 b
y S

und
evil.

Sundevil seized ab
out one tenth of one percent of all com

puter b
ulletin

b
o
ard

s in A
m

erica. S
een o

b
jectively, this is so

m
ething

 less than a co
m

-
p
rehensive assault.   In 1

9
9

0
, S

und
evil's o

rg
anizers —

 the team
 at the

Pho
enix S

ecret S
ervice o

ffice, and
 the A

rizo
na A

tto
rney G

eneral's o
ffice

—
 had a list of at least *three hundred* b

oards that they considered
fully d

eserving
 o

f search and
 seizure w

arrants.   T
he tw

enty-five
b
oards actually seized w

ere m
erely am

ong
 the m

ost ob
vious and eg

re-
g
ious of this m

uch larg
er list of candidates.   A

ll these b
oards had b

een
exam

ined
 b

efo
rehand

 —
 either b

y info
rm

ants, w
ho

 had
 p

assed
 p

rinto
uts
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to the Secret Service, or b
y Secret Service ag

ents them
selves, w

ho not
only com

e equipped w
ith m

odem
s but know

 how
 to use them

.

T
here w

ere a num
b
er o

f m
o
tives fo

r S
und

evil. First, it o
ffered

 a chance
to

 g
et ahead

 o
f the curve o

n w
ire-fraud

 crim
es.  T

racking
 b

ack cred
it-

card
 rip

o
ffs to

 their p
erp

etrato
rs can b

e ap
p
alling

ly d
ifficult.  If these

m
iscreants have any kind

 o
f electro

nic so
p
histicatio

n, they can snarl
their tracks thro

ug
h the p

ho
ne netw

o
rk into

 a m
ind

-b
o
g
g
ling

, untrace-
ab

le m
ess, w

hile still m
anag

ing
 to

 "reach o
ut and

 ro
b
 so

m
eo

ne."  B
o
ard

s,
how

ever, full of b
rag

s and b
oasts, codes and cards, offer evidence in the

handy congealed form
.

S
eizures them

selves —
 the m

ere p
hysical rem

o
val o

f m
achines —

 tend
s

to
 take the p

ressure o
ff.  D

uring
 S

und
evil, a larg

e num
b
er o

f co
d
e kid

s,
w

arez d0
0
dz, and credit card thieves w

ould be deprived of those boards
—

 their  m
eans of com

m
unity and conspiracy —

 in one sw
ift b

low
.  A

s
for the sysops them

selves (com
m

only am
ong the boldest offenders) they

w
o
uld

 b
e d

irectly strip
p
ed

 o
f their co

m
p
uter eq

uip
m

ent, and
 rend

ered
d
ig

itally m
ute and

 b
lind

.

A
nd this aspect of Sundevil w

as carried out w
ith g

reat success.
S
und

evil seem
s to

 have b
een a co

m
p
lete tactical surp

rise —
 unlike the

frag
m

entary and continuing
 seizures of the w

ar on the Leg
ion of D

oom
,

S
und

evil w
as p

recisely tim
ed

 and
 utterly o

verw
helm

ing
.    A

t least fo
rty

"co
m

p
uters" w

ere seized
 d

uring
 M

ay 7
, 8

 and
 9

, 1
9

9
0

, in C
incinnati,

D
etro

it, Lo
s A

ng
eles, M

iam
i, N

ew
ark, Pho

enix, T
ucso

n, R
ichm

o
nd

, S
an

D
ieg

o
, S

an Jo
se, Pittsb

urg
h and

 S
an Francisco

.   S
o
m

e cities saw
 m

ulti-
p
le raid

s, such as the five sep
arate raid

s in the N
ew

 Y
o
rk C

ity enviro
ns.

Plano
, T

exas (essentially a sub
urb

 o
f the D

allas/Fo
rt W

o
rth m

etro
p
lex,

and
 a hub

 o
f the teleco

m
m

unicatio
ns ind

ustry)  saw
 fo

ur co
m

p
uter

seizures.  C
hicag

o
, ever in the fo

refro
nt, saw

 its o
w

n lo
cal S

und
evil

raid
, b

riskly carried
 o

ut b
y S

ecret S
ervice ag

ents T
im

o
thy Fo

ley and
B
arb

ara G
o
ld

en.

M
any o

f these raid
s o

ccurred
, no

t in the cities p
ro

p
er, b

ut in asso
ciated

w
hite-m

id
d
le class sub

urb
s —

 p
laces like M

o
unt Leb

ano
n, Pennsylvania

and
 C

lark Lake, M
ichig

an.   T
here w

ere a few
 raid

s o
n o

ffices; m
o
st to

o
k

place in people's hom
es, the classic hacker basem

ents and bedroom
s.
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T
he S

und
evil raid

s w
ere searches and

 seizures, no
t a g

ro
up

 o
f m

ass
arrests.  T

here w
ere o

nly fo
ur arrests d

uring
 S

und
evil.  "T

o
ny the

T
rashm

an," a long
tim

e teenag
e b

ete noire of the A
rizona Racketeering

unit, w
as arrested

 in T
ucso

n o
n M

ay 9
. "D

r. R
ip

co
," syso

p
 o

f an o
utlaw

b
o
ard

 w
ith the m

isfo
rtune to

 exist in C
hicag

o
 itself, w

as also
 arrested

—
 o

n illeg
al w

eap
o
ns charg

es.   Lo
cal units also

 arrested
 a 1

9
-year-o

ld
fem

ale p
ho

ne p
hreak nam

ed
 "Electra" in Pennsylvania,  and

 a m
ale

juvenile in C
alifo

rnia.  Fed
eral ag

ents ho
w

ever w
ere no

t seeking
arrests, b

ut co
m

p
uters.

H
ackers are g

enerally no
t ind

icted
 (if at all) until the evid

ence in their
seized com

puters is evaluated —
 a process that can take w

eeks, m
onths

—
 even years.    W

hen hackers are arrested
 o

n the sp
o
t, it's g

enerally an
arrest fo

r o
ther reaso

ns.  D
rug

s and
/o

r illeg
al w

eap
o
ns sho

w
 up

 in a
g
o
o
d
 third

 o
f anti-hacker co

m
p
uter seizures (tho

ug
h no

t d
uring

S
und

evil).

T
hat sco

fflaw
 teenag

e hackers (o
r their p

arents) sho
uld

 have m
arijuana

in
 th

eir h
o
m

es is p
ro

b
ab

ly n
o
t a sh

o
ckin

g
 revelatio

n
, b

u
t th

e su
rp

ris-
ing

ly co
m

m
o
n p

resence o
f illeg

al firearm
s in hacker d

ens is a b
it d

is-
q
uieting

.   A
 Perso

nal C
o
m

p
uter can b

e a g
reat eq

ualizer fo
r the techno

-
co

w
b
o
y —

 m
uch like that m

o
re trad

itio
nal A

m
erican "G

reat Eq
ualizer,"

the Perso
nal S

ixg
un.   M

ayb
e it's no

t all that surp
rising

 that so
m

e g
uy

o
b
sessed

 w
ith p

o
w

er thro
ug

h illicit techno
lo

g
y w

o
uld

 also
 have a few

illicit hig
h-velo

city-im
p
act d

evices aro
und

.  A
n elem

ent o
f the d

ig
ital

und
erg

ro
und

 p
articularly d

o
tes o

n tho
se "anarchy p

hiles,"  and
 this ele-

m
ent tend

s to
 shad

e into
 the crackp

o
t m

ilieu o
f survivalists, g

un-nuts,
an

arch
o
-le

ftists an
d
 th

e
 u

ltra-lib
e
rtarian

 rig
h
t-w

in
g
.

T
his is not to say that hacker raids to date have uncovered any m

ajor
crack-d

ens o
r illeg

al arsenals; b
ut S

ecret S
ervice ag

ents d
o
 no

t reg
ard

"hackers" as "just kid
s."   T

hey reg
ard

 hackers as unp
red

ictab
le p

eo
p
le,

b
rig

ht and
 slip

p
ery.   It d

o
esn't help

 m
atters that the hacker him

self has
b
een "hid

ing
 b

ehind
 his keyb

o
ard

" all this tim
e.   C

o
m

m
o
nly, p

o
lice have

no
 id

ea w
hat he lo

o
ks like.  T

his m
akes him

 an unkno
w

n q
uantity, so

m
e-

o
ne b

est treated
 w

ith p
ro

p
er cautio

n.
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T
o date, no hacker has com

e out shooting, though they do som
etim

es brag
o
n b

o
ard

s that they w
ill d

o
 just that.  T

hreats o
f this so

rt are taken
serio

usly.   S
ecret S

ervice hacker raid
s tend

 to
 b

e sw
ift, co

m
p
rehen-

sive, w
ell-m

anned
 (even o

ver- m
anned

);  and
 ag

ents g
enerally b

urst
throug

h every door in the hom
e at once, som

etim
es w

ith draw
n g

uns.
A

ny p
o
tential resistance is sw

iftly q
uelled

. H
acker raid

s are usually
raids on people's hom

es. It can b
e a very dang

erous b
usiness to raid an

A
m

erican ho
m

e; p
eo

p
le can p

anic w
hen strang

ers invad
e their sanctum

.
Statistically speaking

, the m
ost dang

erous thing
 a policem

an can do is to
enter som

eone's hom
e.  (T

he second m
ost dangerous thing is to stop a car

in traffic.)  Peo
p
le have g

uns in their ho
m

es.   M
o
re co

p
s are hurt in

ho
m

es than are ever hurt in b
iker b

ars o
r m

assag
e p

arlo
rs.

B
ut in any case, no

 o
ne w

as hurt d
uring

 S
und

evil, o
r ind

eed
 d

uring
 any

p
art o

f the H
acker C

rackd
o
w

n.

N
o
r w

ere there any alleg
atio

ns o
f any p

hysical m
istreatm

ent o
f a sus-

p
ect.   G

uns w
ere p

o
inted

, interro
g
atio

ns w
ere sharp

 and
 p

ro
lo

ng
ed

; b
ut

no
 o

ne in 1
9

9
0

 claim
ed

 any act o
f b

rutality b
y any crackd

o
w

n raid
er.

In ad
d
itio

n to
 the fo

rty o
r so

 co
m

p
uters, S

und
evil reap

ed
 flo

p
p
y d

isks in
p
articularly g

reat ab
und

ance —
 an estim

ated
 2

3
,0

0
0

 o
f them

, w
hich

naturally includ
ed

 every m
anner o

f illeg
itim

ate d
ata:  p

irated
 g

am
es,

stolen codes, hot credit card num
bers, the com

plete text and softw
are of

en
tire p

irate b
u
lletin

-b
o
ard

s.  T
h
ese flo

p
p
y d

isks, w
h
ich

 rem
ain

 in
p
o
lice custo

d
y to

d
ay, o

ffer a g
ig

antic, alm
o
st em

b
arrassing

ly rich
so

urce o
f p

o
ssib

le crim
inal ind

ictm
ents.  T

hese 2
3

,0
0

0
 flo

p
p
y d

isks
also

 includ
e a thus-far unkno

w
n q

uantity o
f leg

itim
ate co

m
p
uter g

am
es,

leg
itim

ate so
ftw

are,  p
urp

o
rted

ly "p
rivate" m

ail fro
m

 b
o
ard

s, b
usiness

reco
rd

s, and
 p

erso
nal co

rresp
o
nd

ence o
f all kind

s.

S
tand

ard
 co

m
p
uter-crim

e search w
arrants lay g

reat em
p
hasis o

n seiz-
ing

 w
ritten d

o
cum

ents as w
ell as co

m
p
uters —

 sp
ecifically includ

ing
p
ho

to
co

p
ies, co

m
p
uter p

rinto
uts, telep

ho
ne b

ills, ad
d
ress b

o
o
ks, lo

g
s,

notes, m
em

oranda and correspondence.  In practice, this has m
eant that

diaries, g
am

ing
 m

ag
azines, softw

are docum
entation, nonfiction b

ooks on
hacking

 and
 co

m
p
uter security, so

m
etim

es even science fictio
n no

vels,
have all vanished

 o
ut the d

o
o
r in p

o
lice custo

d
y.   A

 w
id

e variety o
f elec-
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tro
nic item

s have b
een kno

w
n to

 vanish as w
ell, includ

ing
 telep

ho
nes,

televisio
ns, answ

ering
 m

achines, S
o
ny W

alkm
ans, d

eskto
p
 p

rinters,
com

pact disks, and audiotapes.

N
o few

er than 1
5
0
 m

em
b
ers of the Secret Service w

ere sent into the
field

 d
uring

 S
und

evil. T
hey w

ere co
m

m
o
nly acco

m
p
anied

 b
y sq

uad
s o

f
local and/or state police.   M

ost of these officers —
 especially  the locals

—
 had never b

een on an anti- hacker raid b
efore.  (T

his w
as one g

ood
reaso

n, in fact, w
hy so

 m
any o

f them
 w

ere invited
 alo

ng
 in the first

p
lace.)   A

lso
, the p

resence o
f a unifo

rm
ed

 p
o
lice o

fficer assures the
raid

ees that the p
eo

p
le entering

 their ho
m

es are, in fact, p
o
lice.   S

ecret
Service ag

ents w
ear plain clothes.  So do the telco security experts w

ho
com

m
only accom

pany the Secret Service on raids (and w
ho m

ake no
p
articular effo

rt to
 id

entify them
selves as m

ere em
p
lo

yees o
f telep

ho
ne

co
m

p
anies).

A
 typ

ical hacker raid
 g

o
es so

m
ething

 like this. First, p
o
lice sto

rm
 in

rap
id

ly, thro
ug

h every entrance, w
ith o

verw
helm

ing
 fo

rce, in the
assum

p
tio

n that this tactic w
ill keep

 casualties to
 a m

inim
um

.  S
eco

nd
,

p
o
ssib

le susp
ects are im

m
ed

iately rem
o
ved

 fro
m

 the vicinity o
f any and

all co
m

p
uter system

s, so
 that they w

ill have no
 chance to

 p
urg

e o
r

destroy com
puter evidence. Suspects are herded into a room

 w
ithout

co
m

p
uters, co

m
m

o
nly the living

 ro
o
m

,  and
 kep

t und
er g

uard
 —

 no
t

*arm
ed

* g
uard

, fo
r the g

uns are sw
iftly ho

lstered
, b

ut und
er g

uard
nevertheless.   T

hey are p
resented

 w
ith the search w

arrant and
 w

arned
that anything they say m

ay be held against them
. C

om
m

only they have a
g
reat d

eal to
 say, esp

ecially if they are unsusp
ecting

 p
arents.

Som
ew

here in the house is the "hot spot" —
 a com

puter tied to a phone
line (p

o
ssib

ly several co
m

p
uters and

 several p
ho

nes).   C
o
m

m
o
nly it's a

teenager's bedroom
, but it can be anyw

here in the house; there m
ay be

several such room
s.   T

his "hot spot" is put in charg
e of a tw

o-ag
ent

team
, the "find

er" and
 the "reco

rd
er."   T

he "find
er" is co

m
p
uter-

trained, com
m

only the case agent w
ho has actually obtained the search

w
arrant from

 a judg
e.   H

e or she understands w
hat is b

eing
 soug

ht, and
actually carries o

ut the seizures: unp
lug

s m
achines, o

p
ens d

raw
ers,

d
esks, files, flo

p
p
y-d

isk co
ntainers, etc.   T

he "reco
rd

er" p
ho

to
g
rap

hs
all the eq

uip
m

ent, just as it stand
s —

 esp
ecially the tang

le o
f w

ired
 co

n-
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nectio
ns in the b

ack, w
hich can o

therw
ise b

e a real nig
htm

are to
resto

re.  T
he reco

rd
er w

ill also
 co

m
m

o
nly p

ho
to

g
rap

h every ro
o
m

 in the
ho

use, lest so
m

e w
ily crim

inal claim
 that the p

o
lice had

 ro
b
b
ed

 him
d
uring

 the search.   S
o
m

e reco
rd

ers carry vid
eo

cam
s o

r tap
e reco

rd
ers;

ho
w

ever, it's m
o
re co

m
m

o
n fo

r the reco
rd

er to
 sim

p
ly take w

ritten
notes.  O

bjects are described and num
bered as the finder seizes them

,
g
enerally o

n stand
ard

 p
rep

rinted
 p

o
lice invento

ry fo
rm

s.

Even Secret Service ag
ents w

ere not, and are not, expert com
puter

users.  T
hey have not m

ade, and do not m
ake, judgem

ents on the fly about
p
o
tential threats p

o
sed

 b
y vario

us fo
rm

s o
f eq

uip
m

ent.   T
hey m

ay exer-
cise d

iscretio
n; they m

ay leave D
ad

 his co
m

p
uter, fo

r instance, b
ut they

d
o
n't *have* to

.   S
tand

ard
 co

m
p
uter-crim

e search w
arrants, w

hich
date back to the early 8

0
s, use a sw

eeping language that targets com
put-

ers,  m
ost anything attached to a com

puter, m
ost anything used to oper-

ate a com
puter —

 m
ost anything that rem

otely resem
bles a com

puter —
p
lus m

o
st any and

 all w
ritten d

o
cum

ents surro
und

ing
 it. C

o
m

p
uter-

crim
e investig

ato
rs have stro

ng
ly urg

ed
 ag

ents to
 seize the w

o
rks.

In this sense, O
p
eratio

n S
und

evil ap
p
ears to

 have b
een a co

m
p
lete suc-

cess.  B
oards w

ent dow
n all over A

m
erica, and w

ere shipped en m
asse to

the co
m

p
uter investig

atio
n lab

 o
f the S

ecret S
ervice, in W

ashing
to

n D
C
,

alo
ng

 w
ith the 2

3
,0

0
0

 flo
p
p
y d

isks and
 unkno

w
n q

uantities o
f p

rinted
m

aterial.

B
ut the seizure o

f tw
enty-five b

o
ard

s, and
 the m

ulti-m
eg

ab
yte m

o
un-

tains o
f p

o
ssib

ly useful evid
ence co

ntained
 in these b

o
ard

s (and
 in their

o
w

ners' o
ther co

m
p
uters, also

 o
ut the d

o
o
r), w

ere far fro
m

 the o
nly

m
otives for O

peration Sundevil.   A
n unprecedented action of great

am
b
itio

n and
 size, S

und
evil's m

o
tives can o

nly b
e d

escrib
ed

 as p
o
litical.

It w
as a p

ub
lic-relatio

ns effo
rt, m

eant to
 p

ass certain m
essag

es, m
eant

to
 m

ake certain situatio
ns clear:  b

o
th in the m

ind
 o

f the g
eneral p

ub
lic,

and
 in the m

ind
s o

f vario
us co

nstituencies o
f the electro

nic co
m

m
unity.

First  —
 and this m

otivation w
as vital —

 a "m
essag

e" w
ould b

e sent from
law

 enforcem
ent to the dig

ital underg
round.   T

his very m
essag

e w
as

recited
 in so

 m
any w

o
rd

s b
y G

arry M
. Jenkins, the A

ssistant D
irecto

r o
f

the U
S
 S

ecret S
ervice, at the S

und
evil p

ress co
nference in Pho

enix o
n
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M
ay 9

, 1
9

9
0

, im
m

ed
iately after th

e raid
s.   In

 b
rief, h

ackers w
ere

m
istaken in their fo

o
lish b

elief that they co
uld

 hid
e b

ehind
 the "relative

ano
nym

ity o
f their co

m
p
uter term

inals."  O
n the co

ntrary, they sho
uld

fully und
erstand

 that state and
 fed

eral co
p
s w

ere actively p
atro

lling
 the

b
eat in cyb

erspace —
 that they w

ere on the w
atch everyw

here, even in
those sleazy and secretive dens of cyb

ernetic vice, the underg
round

b
o
ard

s.

T
his is no

t an unusual m
essag

e fo
r p

o
lice to

 p
ub

licly co
nvey to

 cro
o
ks.

T
he m

essage is a standard m
essage; only the context is new

.

In this resp
ect,  the S

und
evil raid

s w
ere the d

ig
ital eq

uivalent o
f the

stand
ard

 vice-sq
uad

 crackd
o
w

n o
n m

assag
e p

arlo
rs, p

o
rno

 b
o
o
ksto

res,
head

-sho
p
s,  o

r flo
ating

 crap
-g

am
es.  T

here m
ay b

e few
 o

r no
 arrests in

a raid
 o

f this so
rt; no

 co
nvictio

ns, no
 trials, no

 interro
g
atio

ns.   In cases
o
f this so

rt, p
o
lice m

ay w
ell w

alk o
ut the d

o
o
r w

ith m
any p

o
und

s o
f

sleazy m
ag

azines, X
-rated

 vid
eo

tap
es, sex to

ys, g
am

b
ling

 eq
uip

m
ent,

b
ag

g
ies o

f m
arijuana....

O
f co

urse, if so
m

ething
 truly ho

rrend
o
us is d

isco
vered

 b
y the raid

ers,
th

ere w
ill b

e arrests an
d
 p

ro
secu

tio
n
s.   Far m

o
re likely, h

o
w

ever,
there w

ill sim
p
ly b

e a b
rief b

ut sharp
 d

isrup
tio

n o
f the clo

sed
 and

secretive w
o
rld

 o
f the no

g
o
o
d
niks.  T

here w
ill b

e "street hassle."
"H

eat."  "D
eterrence."  A

nd, of course, the im
m

ediate loss of the seized
g
o
o
d
s.  It is very unlikely that any o

f this seized
 m

aterial w
ill ever b

e
returned

.   W
hether charg

ed
 o

r no
t, w

hether co
nvicted

 o
r no

t, the p
er-

p
etrato

rs w
ill alm

o
st surely lack the nerve ever to

 ask fo
r this stuff to

b
e g

iven b
ack.

A
rrests and

 trials —
 p

utting
 p

eo
p
le in jail —

 m
ay invo

lve all kind
s o

f
fo

rm
al leg

alities; b
ut d

ealing
 w

ith the justice system
 is far fro

m
 the

o
nly task o

f p
o
lice. Po

lice d
o
 no

t sim
p
ly arrest p

eo
p
le.  T

hey d
o
n't sim

-
p
ly p

ut p
eo

p
le in jail.   T

hat is no
t ho

w
 the p

o
lice p

erceive their jo
b
s.

Po
lice "p

ro
tect and

 serve." Po
lice "keep

 the p
eace," they "keep

 p
ub

lic
o
rd

er." Like o
ther fo

rm
s o

f p
ub

lic relatio
ns, keep

ing
 p

ub
lic o

rd
er is no

t
an exact science.  K

eep
ing

 p
ub

lic o
rd

er is so
m

ething
 o

f an art-fo
rm

.

If a g
ro

up
 o

f to
ug

h-lo
o
king

 teenag
e ho

o
d
lum

s w
as lo

itering
 o

n a street-
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co
rner, no

 o
ne w

o
uld

 b
e surp

rised
 to

 see a street-co
p
 arrive and

 sternly
o
rd

er them
 to

 "b
reak it up

."   O
n the co

ntrary, the surp
rise w

o
uld

 co
m

e
if o

ne o
f these ne'er-d

o
-w

ells step
p
ed

 b
riskly into

 a p
ho

ne-b
o
o
th,

called
 a civil rig

hts law
yer, and

 instituted
 a civil suit in d

efense o
f his

C
o
nstitutio

nal rig
hts o

f free sp
eech and

 free assem
b
ly.  B

ut  so
m

ething
m

uch  along this line w
as one of the m

any anom
olous outcom

es of the
H

acker C
rackd

o
w

n.

S
und

evil also
 carried

 useful "m
essag

es" fo
r o

ther co
nstituents o

f the
electronic com

m
unity. T

hese m
essages m

ay not have been read aloud
fro

m
 the Pho

enix p
o
d
ium

 in fro
nt o

f the p
ress co

rp
s, b

ut there w
as lit-

tle m
istaking

 their m
eaning

.  T
here w

as a m
essag

e o
f reassurance fo

r
the p

rim
ary victim

s o
f co

d
ing

 and
 card

ing
:  the telco

s, and
 the cred

it
co

m
p
anies.  S

und
evil w

as g
reeted

 w
ith jo

y b
y the security o

fficers o
f the

electro
nic b

usiness co
m

m
unity.   A

fter years o
f hig

h-tech harassm
ent

and
 sp

iralling
 revenue lo

sses, their co
m

p
laints o

f ram
p
ant o

utlaw
ry

w
ere b

eing
 taken serio

usly b
y law

 enfo
rcem

ent.  N
o
 m

o
re head

-scratch-
ing

 o
r d

ism
issive shrug

s; no
 m

o
re feeb

le excuses ab
o
ut "lack o

f co
m

p
ut-

e
r-train

e
d
 o

ffice
rs" o

r th
e
 lo

w
 p

rio
rity

 o
f "victim

le
ss" w

h
ite

-co
llar

teleco
m

m
unicatio

n crim
es.

C
o
m

p
uter-crim

e exp
erts have lo

ng
 b

elieved
 that co

m
p
uter-related

o
ffenses are d

rastically und
er-rep

o
rted

.   T
hey reg

ard
 this as a m

ajo
r

o
p
en scand

al o
f their field

.  S
o
m

e victim
s are reluctant to

 co
m

e fo
rth,

b
ecause they b

elieve that p
o
lice and

 p
ro

secuto
rs are no

t co
m

p
uter-lit-

erate, and
 can and

 w
ill d

o
 no

thing
.  O

thers are em
b
arrassed

 b
y their

vu
ln

erab
ilities, an

d
 w

ill take stro
n
g
 m

easu
res to

 avo
id

 an
y p

u
b
licity;

this is esp
ecially true o

f b
anks, w

ho
 fear a lo

ss o
f investo

r co
nfid

ence
sho

uld
 an em

b
ezzlem

ent-case o
r w

ire-fraud
 surface.   A

nd
 so

m
e victim

s
are so

 help
lessly co

nfused
 b

y their o
w

n hig
h techno

lo
g
y that they never

even realize that a crim
e has occurred —

 even w
hen they have been

fleeced to the bone.

T
he results o

f this situatio
n can b

e d
ire. C

rim
inals escap

e ap
p
rehensio

n
and

 p
unishm

ent. T
he co

m
p
uter-crim

e units that d
o
 exist, can't g

et w
o
rk.

T
he true sco

p
e o

f co
m

p
uter-crim

e:  its size, its real nature, the sco
p
e o

f
its threats, and

 the leg
al rem

ed
ies fo

r it —
 all rem

ain o
b
scured

.
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A
no

ther p
ro

b
lem

 is very little p
ub

licized
, b

ut it is a cause o
f g

enuine
co

ncern.  W
here there is p

ersistent crim
e, b

ut no
 effective p

o
lice p

ro
-

tectio
n, then vig

ilantism
 can result.   T

elco
s, b

anks, cred
it co

m
p
anies,

the m
ajo

r co
rp

o
ratio

ns w
ho

 m
aintain extensive co

m
p
uter netw

o
rks

vulnerab
le to

 hacking
 —

 these o
rg

anizatio
ns are p

o
w

erful, w
ealthy, and

p
o
litically influential.   T

hey are d
isinclined

 to
 b

e p
ushed

 aro
und

 b
y

cro
o
ks (o

r b
y m

o
st anyo

ne else, fo
r that m

atter).  T
hey o

ften m
aintain

w
ell-o

rg
anized

 p
rivate security fo

rces, co
m

m
o
nly run b

y exp
erienced

veterans o
f m

ilitary and
 p

o
lice units, w

ho
 have left p

ub
lic service fo

r
the g

reener p
astures o

f the p
rivate secto

r.   Fo
r p

o
lice, the co

rp
o
rate

security m
anag

er can b
e a p

o
w

erful ally; b
ut if this g

entlem
an find

s no
allies in

 th
e p

o
lice, an

d
 th

e p
ressu

re is o
n
 fro

m
 h

is b
o
ard

-o
f-d

irecto
rs,

he m
ay q

uietly take certain m
atters into

 his o
w

n hand
s.

N
o
r is there any lack o

f d
isp

o
sab

le hired
-help

 in the co
rp

o
rate security

b
usiness.  Private security ag

encies —
 the 'security b

usiness' g
enerally

—
 g

rew
 explosively in the 1

9
8
0
s.  T

oday there are spooky g
um

shoed
arm

ies o
f "security co

nsultants," "rent-a- co
p
s," "p

rivate eyes,"
"o

utsid
e exp

erts" —
  every m

anner o
f shad

y o
p
erato

r w
ho

 retails in
"results" and discretion.   O

r course, m
any of these g

entlem
en and ladies

m
ay b

e  parag
ons of professional and m

oral rectitude.  B
ut as anyone

w
ho has read a hard-b

oiled detective novel know
s, police tend to b

e less
than fo

nd
 o

f this so
rt o

f p
rivate-secto

r co
m

p
etitio

n.

C
o
m

p
anies in search o

f co
m

p
uter-security have even b

een kno
w

n to
hire hackers.   Po

lice shud
d
er at this p

ro
sp

ect.

Po
lice treasure g

o
o
d
 relatio

ns w
ith the b

usiness co
m

m
unity.   R

arely
w

ill yo
u see a p

o
licem

an so
 ind

iscreet as to
  alleg

e p
ub

licly that so
m

e
m

ajo
r em

p
lo

yer in his state o
r city has succum

b
ed

 to
 p

arano
ia and

 g
o
ne

o
ff the rails.  N

evertheless, p
o
lice —

 and
 co

m
p
uter p

o
lice in p

articular
—

 are aw
are o

f this p
o
ssib

ility.   C
o
m

p
uter-crim

e p
o
lice can and

 d
o

sp
end

 up
 to

 half o
f their b

usiness ho
urs just d

o
ing

 p
ub

lic relatio
ns:

sem
inars, "d

o
g
 and

 p
o
ny sho

w
s," so

m
etim

es w
ith p

arents' g
ro

up
s o

r
co

m
p
u
ter u

sers, b
u
t g

en
erally w

ith
 th

eir co
re au

d
ien

ce: th
e likely vic-

tim
s o

f hacking
 crim

es.  T
hese, o

f co
urse, are telco

s, cred
it card

 co
m

p
a-

nies and
 larg

e co
m

p
uter- eq

uip
p
ed

 co
rp

o
ratio

ns.   T
he p

o
lice stro

ng
ly

urg
e these p

eo
p
le, as g

o
o
d
 citizens, to

 rep
o
rt o

ffenses and
 p

ress crim
i-
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nal charges; they pass the m
essage that there is som

eone in authority
w

ho
 cares, und

erstand
s, and

, b
est o

f all, w
ill take useful actio

n sho
uld

 a
co

m
p
u
te

r-crim
e
 o

ccu
r.

B
ut reassuring

 talk is cheap
.  S

und
evil o

ffered
 actio

n.

T
he final m

essag
e o

f S
und

evil w
as intend

ed
 fo

r internal co
nsum

p
tio

n b
y

law
 enforcem

ent.  Sundevil w
as offered as proof that the com

m
unity of

A
m

erican co
m

p
uter-crim

e p
o
lice  had

 co
m

e o
f ag

e. S
und

evil w
as p

ro
o
f

that eno
rm

o
us thing

s like S
und

evil itself co
uld

 no
w

 b
e acco

m
p
lished

.
S
und

evil w
as p

ro
o
f that the S

ecret S
ervice and

 its lo
cal law

-enfo
rce-

m
ent allies co

uld
 act like a w

ell- o
iled

 m
achine —

 (d
esp

ite the ham
p
er-

ing use of those scram
bled phones).   It w

as also proof that the A
rizona

O
rg

anized
 C

rim
e and

 R
acketeering

 U
nit  —

 the sp
arkp

lug
 o

f S
und

evil —
ranked

 w
ith the b

est in the w
o
rld

 in am
b
itio

n, o
rg

anizatio
n, and

 sheer
co

ncep
tual d

aring
.

A
nd

, as a final fillip
, S

und
evil w

as a m
essag

e fro
m

 the S
ecret S

ervice to
their lo

ng
tim

e rivals in the Fed
eral B

ureau o
f Investig

atio
n.  B

y
C

o
ng

ressio
nal fiat, b

o
th U

S
S
S
 and

 FB
I fo

rm
ally share jurisd

ictio
n o

ver
fed

eral co
m

p
uter-crim

eb
usting

 activities. N
either o

f these g
ro

up
s has

ever b
een rem

o
tely hap

p
y w

ith this m
ud

d
led

 situatio
n.  It seem

s to
 sug

-
gest that C

ongress cannot m
ake up its m

ind as to w
hich of these groups is

b
etter q

ualified
.   A

nd
 there is scarcely a G

-m
an o

r a S
p
ecial A

g
ent any-

w
here w

itho
ut a very firm

 o
p
inio

n o
n that to

p
ic.

_
_

_
_

_

For the neophyte, one of the m
ost puzzling aspects of the crackdow

n on
hackers is w

hy the U
nited States Secret Service has anything

 at all to do
w

ith this m
atter.

T
he S

ecret S
ervice is b

est kno
w

n fo
r its p

rim
ary p

ub
lic ro

le:  its ag
ents

protect the President of the U
nited States.  T

hey also guard the
P
resid

en
t's fam

ily, th
e V

ice P
resid

en
t an

d
 h

is fam
ily, fo

rm
er

Presid
ents, and

 Presid
ential cand

id
ates.   T

hey so
m

etim
es g

uard
 fo

reig
n

d
ig

nitaries w
ho

 are visiting
 the U

nited
 S

tates, esp
ecially fo

reig
n head

s
of state, and have b

een know
n to accom

pany A
m

erican officials on diplo-
m

atic m
issio

ns o
verseas.
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Special A
g
ents of the Secret Service don't w

ear uniform
s, b

ut the Secret
S
ervice also

 has tw
o
 unifo

rm
ed

 p
o
lice ag

encies.  T
here's the fo

rm
er

W
hite H

o
use Po

lice  (no
w

 kno
w

n as the S
ecret S

ervice U
nifo

rm
ed

D
ivisio

n, since they currently g
uard

 fo
reig

n em
b
assies in W

ashing
to

n,
as w

ell as the W
hite H

o
use itself).  A

nd
 there's the unifo

rm
ed

 T
reasury

Po
lice Fo

rce.

T
he S

ecret S
ervice has b

een charg
ed

 b
y C

o
ng

ress w
ith a num

b
er o

f lit-
tle-kno

w
n d

uties. T
hey g

uard
 the p

recio
us m

etals in T
reasury vaults.

T
hey guard the m

ost valuable historical docum
ents of the U

nited States:
o
rig

inals o
f the C

o
nstitutio

n, the D
eclaratio

n o
f Ind

ep
end

ence, Linco
ln's

Second Inaug
ural A

ddress, an A
m

erican-ow
ned copy of the M

ag
na C

arta,
and so forth.   O

nce they w
ere assigned to guard the M

ona Lisa, on her
A

m
erican to

ur in the 1
9

6
0

s.

T
he entire S

ecret S
ervice is a d

ivisio
n o

f the T
reasury D

ep
artm

ent.
S
ecret S

ervice S
p
ecial A

g
ents (there are ab

o
ut 1

,9
0

0
 o

f them
)  are

b
o
d
yg

uard
s fo

r the Presid
ent et al, b

ut they all w
o
rk fo

r the T
reasury.

A
nd

 the T
reasury (thro

ug
h its d

ivisio
ns o

f the U
.S

. M
int and

 the B
ureau

o
f Eng

raving
 and

 Printing
) p

rints the natio
n's m

o
ney.

A
s T

reasury p
o
lice, the S

ecret S
ervice g

uard
s the natio

n's currency; it
is the o

nly fed
eral law

 enfo
rcem

ent ag
ency w

ith d
irect jurisd

ictio
n o

ver
co

unterfeiting
 and

 fo
rg

ery.  It analyzes d
o
cum

ents fo
r authenticity, and

its fig
ht ag

ainst  fake cash is still q
uite lively (esp

ecially since the
skilled

 co
unterfeiters o

f M
ed

ellin, C
o
lum

b
ia have g

o
tten into

 the act).
G

o
vernm

ent checks, b
o
nd

s, and
 o

ther o
b
lig

atio
ns, w

hich exist in unto
ld

m
illio

ns and
 are w

o
rth unto

ld
 b

illio
ns, are co

m
m

o
n targ

ets fo
r fo

rg
ery,

w
hich the S

ecret S
ervice also

 b
attles.   It even hand

les fo
rg

ery o
f

postage stam
ps.

B
ut cash is fading in im

portance today as m
oney has becom

e electronic.
A

s necessity b
eckoned, the Secret Service m

oved from
 fig

hting
 the coun-

terfeiting
 o

f p
ap

er currency and
 the fo

rg
ing

 o
f checks, to

 the p
ro

tectio
n

o
f fund

s transferred
 b

y w
ire.

Fro
m

 w
ire

-frau
d
, it w

as a sim
p
le

 skip
-an

d
-ju

m
p
 to

 w
h
at is fo

rm
ally
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know
n as "access device fraud." C

ongress granted the Secret Service the
authority to investig

ate "access device fraud"  under T
itle 1

8
 of the

U
nited States C

ode (U
.S.C

.  Section 1
0
2
9
).

T
he term

 "access d
evice" seem

s intuitively sim
p
le.  It's so

m
e kind

 o
f

high-tech gizm
o you use to get m

oney w
ith.  It m

akes good sense to put
this so

rt o
f thing

 in the charg
e o

f co
unterfeiting

 and
 w

ire- fraud
exp

erts.

H
o
w

ever, in S
ectio

n 1
0

2
9

, the term
 "access d

evice" is very g
enero

usly
defined.  A

n access device is: "any card, plate, code, account num
ber, or

other m
eans of account access that can be used, alone or in conjunction

w
ith another access device, to ob

tain m
oney, g

oods, services, or any
other thing

 of value, or that can b
e used to initiate a transfer of funds."

"A
ccess device" can therefore b

e construed to include credit cards them
-

selves (a p
o
p
ular fo

rg
ery item

 no
w

ad
ays).  It also

 includ
es cred

it card
account *num

b
ers,* those standards of the dig

ital underg
round.   T

he
sam

e g
o
es fo

r telep
ho

ne charg
e card

s (an increasing
ly p

o
p
ular item

w
ith telcos, w

ho are tired of b
eing

 rob
b
ed of pocket chang

e b
y phone-

b
ooth thieves).   A

nd also telephone access *codes,* those *other* stan-
dards of the digital underground.  (Stolen telephone codes m

ay not
"o

b
tain m

o
ney," b

ut they certainly d
o
 o

b
tain valuab

le "services," w
hich

is sp
ecifically fo

rb
id

d
en b

y S
ectio

n 1
0

2
9

.)

W
e can now

 see that Section 1
0
2
9
 already pits the U

nited States Secret
S
ervice d

irectly ag
ainst the d

ig
ital und

erg
ro

und
, w

itho
ut any m

entio
n at

all o
f the w

o
rd

 "co
m

p
uter."

S
tand

ard
 p

hreaking
 d

evices, like "b
lue b

o
xes," used

 to
 steal p

ho
ne ser-

vice fro
m

 o
ld

-fashio
ned

 m
echanical sw

itches, are unq
uestio

nab
ly

"co
unterfeit access d

evices."   T
hanks to

 S
ec.1

0
2

9
, it is no

t o
nly illeg

al
to

 *use* co
unterfeit access d

evices, b
ut it is even illeg

al to
 *b

uild
*

them
.   "Pro

d
ucing

," "d
esig

ning
" "d

up
licating

" o
r "assem

b
ling

" b
lue

b
o
xes are all fed

eral crim
es to

d
ay, and

 if yo
u d

o
 this, the S

ecret S
ervice

has been charged by C
ongress to com

e after you.

A
uto

m
atic T

eller M
achines, w

hich rep
licated

 all o
ver A

m
erica d

uring
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the 1
9
8
0
s, are definitely "access devices," too, and an attem

pt to tam
-

p
er w

ith their p
unch-in co

d
es and

 p
lastic b

ank card
s falls d

irectly
und

er S
ec. 1

0
2

9
.

S
ectio

n 1
0

2
9

 is rem
arkab

ly elastic.  S
up

p
o
se yo

u find
 a co

m
p
uter p

ass-
w

ord in som
ebody's trash.  T

hat passw
ord m

ight b
e a "code" —

 it's cer-
tainly a "m

eans of account access."  N
ow

 suppose you log on to a com
put-

er and
 co

p
y so

m
e so

ftw
are fo

r yo
urself. Y

o
u've certainly o

b
tained

 "ser-
vice" (co

m
p
uter service)  and

 a "thing
 o

f value" (the so
ftw

are).
Suppose you tell a dozen friends ab

out your sw
iped passw

ord, and let
them

 use it, to
o
.  N

o
w

 yo
u're "trafficking

 in unautho
rized

 access
devices."  A

nd w
hen the Prophet, a m

em
ber of the Legion of D

oom
, passed

a stolen telephone com
pany docum

ent to K
nig

ht Lig
htning

 at *Phrack*
m

ag
azine, they w

ere b
oth charg

ed under Sec. 1
0
2
9
!

T
here are tw

o
 lim

itatio
ns o

n S
ectio

n 1
0

2
9

.  First, the o
ffense m

ust
"affect interstate or foreign com

m
erce" in order to becom

e a m
atter of

fed
eral jurisd

ictio
n.  T

he term
 "affecting

 co
m

m
erce" is no

t w
ell d

efined
;

b
ut yo

u m
ay take it as a g

iven that the S
ecret S

ervice can take an inter-
est if you've done m

ost anything that happens to cross a state line. State
and

 lo
cal p

o
lice can b

e to
uchy ab

o
ut their jurisd

ictio
ns, and

 can so
m

e-
tim

es b
e m

ulish w
hen the feds show

 up.   B
ut w

hen it com
es to com

put-
er- crim

e, the lo
cal p

o
lice are p

athetically g
rateful fo

r fed
eral help

 —
in fact they com

plain that they can't get enough of it.   If you're stealing
lo

ng
-d

istance service, yo
u're alm

o
st certainly cro

ssing
 state lines, and

you're definitely "affecting the interstate com
m

erce" of the telcos.  A
nd

if yo
u're ab

using
 cred

it card
s b

y o
rd

ering
 stuff o

ut o
f g

lo
ssy catalo

g
s

fro
m

, say, V
erm

o
nt, yo

u're in fo
r it.

T
he seco

nd
 lim

itatio
n is m

o
ney.  A

s a rule, the fed
s d

o
n't p

ursue p
enny-

ante offenders.  Federal judg
es w

ill dism
iss cases that appear to w

aste
their tim

e.  Fed
eral crim

es m
ust b

e serio
us;  S

ectio
n 1

0
2

9
 sp

ecifies a
m

inim
um

 lo
ss o

f a tho
usand

 d
o
llars.

W
e now

 com
e to the very next section of T

itle 1
8
, w

hich is Section
1

0
3

0
, "Fraud

 and
 related

 activity in co
nnectio

n w
ith co

m
p
uters."  T

his
statute g

ives the S
ecret S

ervice d
irect jurisd

ictio
n o

ver acts o
f co

m
p
ut-

er intrusion.  O
n the face of it, the Secret Service w

ould now
 seem

 to
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co
m

m
and

 the field
. S

ectio
n 1

0
3

0
, ho

w
ever, is no

w
here near so

 d
uctile

as S
ectio

n 1
0

2
9

.

T
he first anno

yance is S
ectio

n 1
0

3
0

(d
), w

hich read
s:

"(d
) T

he U
nited

 S
tates S

ecret S
ervice shall, *in ad

d
itio

n to
 any o

ther
ag

ency having
 such autho

rity,* have the autho
rity to

 investig
ate o

ffens-
es under this section.  Such authority of the U

nited States Secret Service
shall b

e exercised
 in acco

rd
ance w

ith an ag
reem

ent w
hich shall b

e
entered into b

y the Secretary  of the T
reasury *and the A

ttorney
G

en
eral.*"   (A

u
th

o
r's  italics.)

T
he S

ecretary o
f the T

reasury is the titular head
 o

f the S
ecret S

ervice,
w

hile the A
tto

rney G
eneral is in charg

e o
f the FB

I.  In S
ectio

n (d
),

C
o
n
g
ress sh

ru
g
g
ed

 o
ff resp

o
n
sib

ility fo
r th

e co
m

p
u
ter-crim

e tu
rf-b

at-
tle b

etw
een the Service and the B

ureau, and m
ade them

 fig
ht it out all b

y
them

selves.  T
he result w

as a rather d
ire o

ne fo
r the S

ecret S
ervice, fo

r
th

e FB
I en

d
ed

 u
p
 w

ith
 exclu

sive ju
risd

ictio
n
 o

ver co
m

p
u
ter b

reak-in
s

having
 to

 d
o
 w

ith natio
nal security, fo

reig
n esp

io
nag

e, fed
erally insured

b
an

ks, an
d
 U

.S
. m

ilitary b
ase

s, w
h
ile

 re
tain

in
g
 jo

in
t ju

risd
ictio

n
 o

ve
r

all the o
ther co

m
p
uter intrusio

ns. Essentially, w
hen it co

m
es to

 S
ectio

n
1

0
3

0
, the FB

I no
t o

nly g
ets the real g

lam
o
r stuff fo

r itself, b
ut can p

eer
over the shoulder of the Secret Service and b

arg
e in to m

eddle w
henever

it suits them
.

T
he second prob

lem
 has to do w

ith the dicey term
 "Federal interest com

-
p
uter."  S

ectio
n 1

0
3

0
(a)(2

) m
akes it illeg

al to
 "access a co

m
p
uter

w
itho

ut autho
rizatio

n" if that co
m

p
uter b

elo
ng

s to
 a financial institutio

n
o
r an issuer o

f cred
it card

s (fraud
 cases, in o

ther w
o
rd

s).   C
o
ng

ress
w

as q
uite w

illing
 to

 g
ive the S

ecret S
ervice jurisd

ictio
n o

ver m
o
ney-

transferring
 co

m
p
uters, b

ut C
o
ng

ress b
alked

 at letting
 them

 investig
ate

any and all co
m

puter intrusio
ns.   Instead, the U

S
S
S
 had to

 settle fo
r the

m
oney m

achines and the "Federal interest com
puters."   A

 "Federal
interest co

m
p
uter" is a co

m
p
uter w

hich the g
o
vernm

ent itself o
w

ns, o
r

is using
.  Larg

e netw
o
rks o

f interstate co
m

p
uters, linked

 o
ver state

lines, are also
 co

nsid
ered

 to
 b

e o
f "Fed

eral interest."   (T
his no

tio
n o

f
"Fed

eral interest" is leg
ally rather fo

g
g
y and

 has never b
een clearly

defined in the courts.  T
he Secret Service has never yet had its hand
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slap
p
ed

 fo
r investig

ating
 co

m
p
uter b

reak-ins that w
ere *no

t* o
f

"Fed
eral interest," b

ut co
nceivab

ly so
m

ed
ay this m

ig
ht hap

p
en.)

S
o
 the S

ecret S
ervice's autho

rity o
ver "unautho

rized
 access" to

 co
m

p
ut-

ers co
vers a lo

t o
f territo

ry, b
ut b

y no
 m

eans the w
ho

le b
all o

f
cyb

ersp
atial w

ax.   If yo
u
 are, fo

r in
stan

ce, a *lo
cal* co

m
p
u
ter retail-

er, o
r the o

w
ner o

f a *lo
cal* b

ulletin b
o
ard

 system
, then a m

alicio
us

*lo
cal* in

tru
d
er can

 b
reak in

, crash
 yo

u
r system

, trash
 yo

u
r files an

d
scatter viruses, and

 the U
.S

.  S
ecret S

ervice canno
t d

o
 a sing

le thing
ab

o
ut it.

A
t least, it can't d

o
 anything

 *d
irectly.*   B

ut the S
ecret S

ervice w
ill d

o
plenty to help the local people w

ho can.

T
he FB

I m
ay have dealt itself an ace off the bottom

 of the deck w
hen it

com
es to Section 1

0
3
0
; but that's not the w

hole story; that's not the
street. W

hat's C
ongress thinks is one thing, and C

ongress has been
kno

w
n to

 chang
e its m

ind
.  T

he *real* turf- strug
g
le is o

ut there in the
streets w

here it's hap
p
ening

.    If yo
u're a lo

cal street-co
p
 w

ith a co
m

-
p
uter p

ro
b
lem

, the S
ecret S

ervice w
ants yo

u to
 kno

w
 w

here yo
u can find

the real exp
ertise.  W

hile the B
ureau cro

w
d
 are o

ff having
 their

favo
rite sho

es p
o
lished

 —
 (w

ing
-tip

s) —
 and

 m
aking

 d
erisive fun o

f the
S
ervice's favo

rite sho
es —

 ("p
ansy-ass tassels") —

 the tassel-to
ting

S
ecret S

ervice h
as a crew

 o
f read

y- an
d
-ab

le  h
acker-trackers

installed
 in the cap

ital o
f every state in the U

nio
n.   N

eed
 ad

vice?
T
hey'll g

ive yo
u ad

vice, o
r at least p

o
int yo

u in the rig
ht d

irectio
n.  N

eed
training?  T

hey can see to that, too.

If yo
u're a lo

cal co
p
 and

 yo
u call in the FB

I, the FB
I (as is w

id
ely and

sland
ero

usly rum
o
red

)  w
ill o

rd
er yo

u aro
und

 like a co
o
lie, take all the

cred
it fo

r yo
ur b

usts, and
 m

o
p
 up

 every p
o
ssib

le scrap
 o

f reflected
g
lory.  T

he Secret Service, on the other hand, doesn't b
rag

 a lot.  T
hey're

the q
uiet typ

es. *V
ery* q

uiet.  V
ery co

o
l.  Efficient.  H

ig
h-tech.

M
irro

rsh
ad

e
s, icy

 stare
s, rad

io
 e

ar-p
lu

g
s, an

 U
zi m

ach
in

e
-p

isto
l

tucked
 so

m
ew

here in that w
ell-cut jacket.  A

m
erican sam

urai, sw
o
rn to

g
ive their lives to

 p
ro

tect o
ur Presid

ent.  "T
he g

ranite ag
ents." T

rained
in m

artial arts, ab
so

lutely fearless.  Every sing
le o

ne o
f 'em

 has a to
p
-

secret security clearance. S
o
m

ething
 g

o
es a little w

ro
ng

, yo
u're no

t
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g
o
nna hear any w

hining
 and

 m
o
aning

 and
 p

o
litical b

uck- p
assing

 o
ut o

f
these g

uys.

T
he facade of the granite agent is not, of course, the reality.  Secret

S
ervice ag

ents are hum
an b

eing
s. A

nd
 the real g

lo
ry in S

ervice w
o
rk is

no
t in b

attling
 co

m
p
uter crim

e —
 no

t yet, anyw
ay —

 b
ut in p

ro
tecting

the Presid
ent.  T

he real g
lam

o
ur o

f S
ecret S

ervice w
o
rk is in the W

hite
H

ouse D
etail.   If you're at the President's side, then the kids and the

w
ife see yo

u o
n televisio

n; yo
u rub

 sho
uld

ers w
ith the m

o
st p

o
w

erful
p
eo

p
le in the w

o
rld

.   T
hat's the real heart o

f S
ervice w

o
rk, the num

b
er

one priority.  M
ore than one com

puter investig
ation has stopped dead in

the w
ater w

hen Service agents vanished at the President's need.

T
here's ro

m
ance in the w

o
rk o

f the S
ervice.  T

he intim
ate access to

 cir-
cles o

f g
reat p

o
w

er;  the esp
rit- d

e-co
rp

s o
f a hig

hly trained
 and

 d
isci-

p
lined

 elite; the hig
h resp

o
nsib

ility o
f d

efend
ing

 the C
hief Executive; the

fulfillm
ent o

f a p
atrio

tic d
uty.   A

nd
 as p

o
lice w

o
rk g

o
es, the p

ay's no
t

b
ad.  B

ut there's squalor in Service w
ork, too.  Y

ou m
ay g

et spat upon b
y

protesters how
ling abuse —

 and if they get violent, if they get too close,
som

etim
es you have to knock one of them

 dow
n —

 discreetly.

T
he real sq

ualo
r in S

ervice w
o
rk is d

rud
g
ery such as "the q

uarterlies,"
traip

sin
g
 o

u
t fo

u
r tim

es a year, year in
, year o

u
t, to

 in
terview

 th
e var-

io
us p

athetic w
retches, m

any o
f them

 in p
riso

ns and
 asylum

s, w
ho

 have
seen fit to

 threaten the President's life.   A
nd then there's the g

rinding
stress o

f searching
  all tho

se faces in the end
less b

ustling
 cro

w
d
s, lo

o
k-

ing
 fo

r hatred
, lo

o
king

 fo
r p

sycho
sis, lo

o
king

 fo
r the tig

ht, nervo
us face

o
f an A

rthur B
rem

er, a S
q
ueaky Fro

m
m

e, a Lee H
arvey O

sw
ald

. It's
w

atching
 all tho

se g
rasp

ing
, w

aving
 hand

s fo
r sud

d
en m

o
vem

ents, w
hile

yo
ur ears strain at yo

ur rad
io

 head
p
ho

ne fo
r the lo

ng
-rehearsed

 cry o
f

"G
un!"

It's p
o
ring

, in g
rind

ing
 d

etail, o
ver the b

io
g
rap

hies o
f every ro

tten
lo

ser w
ho

 ever sho
t at a Presid

ent.  It's the unsung
 w

o
rk o

f the
Protective Research Section, w

ho study scraw
led, anonym

ous death
threats w

ith all the m
eticulo

us to
o
ls o

f anti- fo
rg

ery techniq
ues.

A
nd

 it's m
aintaining

 the hefty co
m

p
uterized

 files o
n anyo

ne w
ho

 ever

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 

H
A

C
K

E
R

 C
R

A
C

K
D

O
W

N
 

N
O

T
 F

O
R

 C
O

M
M

E
R

C
IA

L
 U

S
E

1 7 6



threatened
 the Presid

ent's life.  C
ivil lib

ertarians have b
eco

m
e increas-

ing
ly concerned at the G

overnm
ent's use of com

puter files to track
A

m
erican citizens —

 b
ut the S

ecret S
ervice file o

f p
o
tential Presid

ential
assassins, w

hich has up
w

ard
 o

f tw
enty tho

usand
 nam

es, rarely causes a
p
eep

 o
f p

ro
test.  If yo

u *ever* state that yo
u intend

 to
 kill the

Presid
ent, the S

ecret S
ervice w

ill w
ant to

 kno
w

 and
 reco

rd
 w

ho
 yo

u are,
w

here yo
u are, w

hat yo
u are, and

 w
hat yo

u're up
 to

.   If yo
u're a serio

us
threat —

 if yo
u're o

fficially co
nsid

ered
 "o

f p
ro

tective interest" —
 then

the S
ecret S

ervice m
ay w

ell keep
 tab

s o
n yo

u fo
r the rest o

f yo
ur natur-

al life.

Pro
tecting

 the Presid
ent has first call o

n all the S
ervice's reso

urces.
B
ut there's a lo

t m
o
re to

 the S
ervice's trad

itio
ns and

 histo
ry than stand

-
ing guard outside the O

val O
ffice.

T
he S

ecret S
ervice is the natio

n's o
ld

est g
eneral fed

eral law
-enfo

rce-
m

ent ag
ency.   C

o
m

p
ared

 to
 the S

ecret S
ervice, the FB

I are new
-hires

and the C
IA

 are tem
ps.  T

he Secret Service w
as founded 'w

ay back in
1

8
6

5
, at the sug

g
estio

n o
f H

ug
h M

cC
ullo

ch, A
b
raham

 Linco
ln's

S
ecretary o

f the T
reasury. M

cC
ullo

ch w
anted

 a sp
ecialized

 T
reasury

police to com
b
at counterfeiting

.  A
b
raham

 Lincoln ag
reed that this

seem
ed

 a g
o
o
d
 id

ea, and
, w

ith a terrib
le iro

ny, A
b
raham

 Linco
ln w

as
sho

t that very nig
ht b

y Jo
hn W

ilkes B
o
o
th.

T
he S

ecret S
ervice o

rig
inally had

 no
thing

 to
 d

o
 w

ith p
ro

tecting
Presid

ents.  T
hey d

id
n't take this o

n as a reg
ular assig

nm
ent until after

the G
arfield assassination in 1

8
8
1
.   A

nd they didn't g
et any

C
o
ng

ressio
nal m

o
ney fo

r it until Presid
ent M

cK
inley w

as sho
t in 1

9
0

1
.

T
he S

ervice w
as o

rig
inally d

esig
ned

 fo
r o

ne p
urp

o
se: d

estro
ying

 co
un-

terfeiters.
_

_
_

_
_

T
here are interesting

 p
arallels b

etw
een the S

ervice's nineteenth-cen-
tury entry into

 co
unterfeiting

, and
 A

m
erica's tw

entieth-century entry
in

to
 co

m
p
u
te

r-crim
e
.

In
 1

8
6

5
, A

m
erica's p

ap
er cu

rren
cy w

as a terrib
le m

u
d
d
le.  S

ecu
rity

w
as d

rastically b
ad

.  C
urrency w

as p
rinted

 o
n the sp

o
t b

y lo
cal b

anks in
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literally hund
red

s o
f d

ifferent d
esig

ns.  N
o
 o

ne really knew
 w

hat the
heck a d

o
llar b

ill w
as sup

p
o
sed

 to
 lo

o
k like. B

o
g
us b

ills p
assed

 easily.  If
so

m
e jo

ker to
ld

 yo
u that a o

ne-d
o
llar b

ill fro
m

 the R
ailro

ad
 B

ank o
f

Lo
w

ell, M
assachusetts had

 a w
o
m

an leaning
 o

n a shield
, w

ith a lo
co

m
o
-

tive
, a co

rn
u
co

p
ia, a co

m
p
ass, vario

u
s ag

ricu
ltu

ral im
p
le

m
e
n
ts, a rail-

road bridge, and som
e factories, then you pretty m

uch had to take his
w

o
rd

 fo
r it.  (A

nd
 in fact he w

as telling
 the truth!)

*S
ixteen hund

red
* lo

cal A
m

erican b
anks d

esig
ned

 and
 p

rinted
 their o

w
n

p
ap

er currency, and
 there w

ere no
 g

eneral stand
ard

s fo
r security.  Like

a b
ad

ly g
uard

ed
 no

d
e in a co

m
p
uter netw

o
rk, b

ad
ly d

esig
ned

 b
ills w

ere
easy to

 fake, and
  p

o
sed

 a security hazard
 fo

r the entire m
o
netary sys-

tem
.

N
o one knew

 the exact extent of the threat to the currency.  T
here w

ere
p
anicked

 estim
ates that as m

uch as a third
 o

f the entire natio
nal cur-

rency w
as faked

.  C
o
unterfeiters —

 kno
w

n as "b
o
o
d
lers" in the und

er-
g
ro

und
 slang

 o
f the tim

e —
 w

ere  m
o
stly technically skilled

 p
rinters

w
ho had g

one to the b
ad. M

any had once w
orked printing

 leg
itim

ate cur-
rency. B

o
o
d
lers o

p
erated

 in ring
s and

 g
ang

s.   T
echnical exp

erts
engraved the bogus plates —

 com
m

only in basem
ents in N

ew
 York C

ity.
S
m

o
o
th co

nfid
ence m

en p
assed

 larg
e w

ad
s o

f hig
h-q

uality, hig
h- d

eno
m

-
inatio

n fakes, includ
ing

 the really so
p
histicated

 stuff —
  g

o
vernm

ent
b
o
nd

s, sto
ck certificates, and

 railw
ay shares.  C

heap
er, b

o
tched

 fakes
w

ere so
ld

 o
r sharew

ared
 to

 lo
w

-level g
ang

s o
f b

o
o
d
ler w

annab
es.  (T

he
really ch

eesy lo
w

life b
o
o
d
lers m

erely u
p
g
rad

ed
 real b

ills b
y alterin

g
face values, changing ones to fives, tens to hundreds, and so on.)

T
he techniq

ues o
f b

o
o
d
ling

 w
ere little-kno

w
n and

 reg
ard

ed
 w

ith a cer-
tain aw

e b
y the m

id
- nineteenth-century  p

ub
lic.  T

he ab
ility to

 m
anip

-
ulate the system

 fo
r rip

-o
ff seem

ed
 d

iab
o
lically clever.  A

s the skill and
d
aring

 o
f the b

o
o
d
lers increased

, the situatio
n b

ecam
e into

lerab
le.  T

he
fed

eral g
o
vernm

ent step
p
ed

 in, and
 b

eg
an o

ffering
 its o

w
n fed

eral cur-
rency, w

hich w
as p

rinted
 in fancy g

reen ink, b
ut o

nly o
n the b

ack —
 the

o
rig

inal "g
reenb

acks."  A
nd

 at first, the im
p
ro

ved
 security o

f the w
ell-

d
esig

ned
, w

ell-p
rinted

 fed
eral g

reenb
acks seem

ed
 to

 so
lve the p

ro
b
lem

;
b
ut then the co

unterfeiters caug
ht o

n.  W
ithin a few

 years thing
s w

ere
w

o
rse than ever:  a *centralized

* system
 w

here *all* security w
as b

ad
!
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T
he lo

cal p
o
lice w

ere help
less.  T

he G
o
vernm

ent tried
 o

ffering
 b

lo
o
d

m
o
ney to

 p
o
tential info

rm
ants, b

ut this m
et w

ith little success.  B
anks,

p
lag

ued
 b

y b
o
o
d
ling

, g
ave up

 ho
p
e o

f p
o
lice help

 and
 hired

 p
rivate secu-

rity m
en instead.  M

erchants and bankers queued up by the thousands to
b
u
y p

rivate
ly-p

rin
te

d
 m

an
u
als o

n
 cu

rre
n
cy se

cu
rity, slim

 little
 b

o
o
ks

like Lab
an H

eath's  *Infallib
le G

o
vernm

ent C
o
unterfeit D

etecto
r.*  T

he
back of the book offered Laban H

eath's patent m
icroscope for five bucks.

T
hen the Secret Service entered the picture. T

he first ag
ents w

ere a
ro

ug
h and

 read
y crew

.   T
heir chief w

as o
ne W

illiam
 P. W

o
o
d
, a fo

rm
er

g
uerilla in the M

exican W
ar w

ho
'd

 w
o
n a rep

utatio
n b

usting
 co

ntracto
r

fraud
sters fo

r the W
ar D

ep
artm

ent d
uring

 the C
ivil W

ar.   W
o
o
d
, w

ho
w

as also
 K

eep
er o

f the C
ap

ital Priso
n, had

 a sid
eline as a co

unterfeiting
expert, b

ag
g
ing

 b
oodlers for the federal b

ounty m
oney.

W
o
o
d
 w

as nam
ed

 C
hief o

f the new
 S

ecret S
ervice in July 1

8
6

5
.  T

here
w

ere o
nly ten  S

ecret S
ervice ag

ents in all:  W
o
o
d
 him

self, a hand
ful

w
ho

'd
 w

o
rked

 fo
r him

 in the W
ar D

ep
artm

ent, and
 a few

 fo
rm

er p
rivate

investigators —
 counterfeiting experts —

 w
hom

 W
ood had w

on over to
p
ub

lic service.   (T
he S

ecret S
ervice o

f 1
8

6
5

 w
as m

uch the size o
f the

C
hicag

o
 C

o
m

p
uter Fraud

 T
ask Fo

rce o
r the A

rizo
na R

acketeering
 U

nit o
f

1
9
9
0
.)  T

hese ten "O
peratives" had an additional tw

enty or so "A
ssistant

O
p
eratives" and

 "Info
rm

ants."   B
esid

es salary and
 p

er d
iem

, each S
ecret

S
ervice em

p
lo

yee received
 a w

ho
p
p
ing

 tw
enty-five d

o
llars fo

r each
b
o
o
d
ler he cap

tured
.

W
o
o
d
 him

self p
ub

licly estim
ated

 that at least *half* o
f A

m
erica's cur-

rency w
as co

unterfeit, a p
erhap

s p
ard

o
nab

le p
ercep

tio
n.   W

ithin a year
the S

ecret S
ervice had

 arrested
 o

ver 2
0

0
 co

unterfeiters. T
hey b

usted
ab

o
ut tw

o
 hund

red
 b

o
o
d
lers a year fo

r fo
ur years straig

ht.

W
o
o
d
 attrib

uted
 his success to

 travelling
 fast and

 lig
ht, hitting

 the b
ad

-
g
uys hard, and avoiding

 b
ureaucratic b

ag
g
ag

e.  "B
ecause m

y raids w
ere

m
ade w

ithout m
ilitary escort and I did not ask the assistance of state

o
fficers, I su

rp
rised

 th
e p

ro
fessio

n
al co

u
n
terfeiter."

W
ood's social m

essag
e to the once-im

pudent b
oodlers b

ore an eerie ring
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o
f S

und
evil:  "It w

as also
 m

y p
urp

o
se to

 co
nvince such characters that it

w
o
uld

 no
 lo

ng
er b

e healthy fo
r them

 to
 p

ly their vo
catio

n w
itho

ut b
eing

handled roughly, a fact they soon discovered."

W
illiam

 P. W
o
o
d
, the S

ecret S
ervice's g

uerilla p
io

neer, d
id

 no
t end

 w
ell.

H
e succum

b
ed

 to
 the lure o

f aim
ing

 fo
r the really b

ig
 sco

re.  T
he no

to
ri-

o
us B

ro
ckw

ay G
ang

 o
f N

ew
 Y

o
rk C

ity,  head
ed

 b
y W

illiam
 E. B

ro
ckw

ay,
the "K

ing of the C
ounterfeiters," had forged a num

ber of governm
ent

b
o
nd

s.  T
hey'd

 p
assed

 these b
rilliant fakes o

n the p
restig

io
us W

all S
treet

investm
ent firm

 o
f Jay C

o
o
ke and

 C
o
m

p
any.  T

he C
o
o
ke firm

 w
ere fran-

tic and
 o

ffered
 a hug

e rew
ard

 fo
r the fo

rg
ers' p

lates.

Lab
o
ring

 d
ilig

ently, W
o
o
d
 co

nfiscated
 the p

lates (tho
ug

h no
t M

r.
B
ro

ckw
ay) and

 claim
ed

 the rew
ard

.  B
ut the C

o
o
ke co

m
p
any treacher-

o
usly reneg

ed
.   W

o
o
d
 g

o
t invo

lved
 in a d

o
w

n-and
-d

irty law
suit w

ith the
C
o
o
ke cap

italists.   W
o
o
d
's b

o
ss, S

ecretary o
f the T

reasury M
cC

ullo
ch,

felt that W
ood's dem

ands for m
oney and glory w

ere unseem
ly, and even

w
hen the rew

ard
 m

o
ney finally cam

e thro
ug

h, M
cC

ullo
ch refused

 to
 p

ay
W

o
o
d
 anything

.   W
o
o
d
 fo

und
 him

self m
ired

 in a seem
ing

ly end
less ro

und
o
f fed

eral suits and
 C

o
ng

ressio
nal lo

b
b
ying

.

W
ood never got his m

oney.  A
nd he lost his job to boot.  H

e resigned in
1

8
6

9
.

W
ood's agents suffered, too.  O

n M
ay 1

2
, 1

8
6
9
, the second C

hief of the
Secret Service took over, and alm

ost im
m

ediately fired m
ost of W

ood's
p
io

neer S
ecret S

ervice ag
ents:   O

p
eratives, A

ssistants and
 Info

rm
ants

alike.  T
he p

ractice o
f receiving

 $
2

5
 p

er cro
o
k w

as ab
o
lished

.   A
nd

 the
S
ecret S

ervice b
eg

an the lo
ng

, uncertain p
ro

cess o
f tho

ro
ug

h p
ro

fes-
sio

nalizatio
n.

W
ood ended badly.  H

e m
ust have felt stabbed in the back.  In fact his

entire o
rg

anizatio
n w

as m
ang

led
.

O
n the o

ther hand
, W

illiam
 P. W

o
o
d
 *w

as* the first head
 o

f the S
ecret

S
ervice.  W

illiam
 W

o
o
d
 w

as the p
io

neer.  Peo
p
le still ho

no
r his nam

e.
W

ho rem
em

bers the nam
e of the *second* head of the Secret Service?
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A
s fo

r W
illiam

 B
ro

ckw
ay (also

 kno
w

n as "C
o
lo

nel S
p
encer"), he w

as
finally arrested

 b
y the S

ecret S
ervice in 1

8
8

0
.  H

e d
id

 five years in
p
riso

n, g
o
t o

ut, and
 w

as still b
o
o
d
ling

 at the ag
e o

f seventy- fo
ur.

_
_

_
_

_

A
nyo

ne w
ith an interest in  O

p
eratio

n S
und

evil —
 o

r in A
m

erican co
m

-
p
uter-crim

e g
enerally —

 co
uld

 scarcely m
iss the p

resence o
f G

ail
T
hackeray, A

ssistant A
ttorney G

eneral of the State of A
rizona.

C
o
m

p
uter-crim

e training
 m

anuals o
ften cited

 T
hackeray's g

ro
up

 and
her w

o
rk;  she w

as the hig
hest-ranking

 state o
fficial to

 sp
ecialize in

co
m

p
uter-related

 o
ffenses.   H

er nam
e had

 b
een o

n the S
und

evil p
ress

release (tho
ug

h m
o
d
estly ranked

 w
ell after the lo

cal fed
eral p

ro
secuting

attorney and the head of the Phoenix Secret Service office).

A
s public com

m
entary, and controversy, began to m

ount about the
H

acker C
rackd

o
w

n, this A
rizo

nan state o
fficial b

eg
an to

 take a hig
her and

hig
her p

ub
lic p

ro
file.  T

ho
ug

h uttering
 alm

o
st no

thing
 sp

ecific ab
o
ut the

S
und

evil o
p
eratio

n itself, she co
ined

 so
m

e o
f the m

o
st striking

 so
und

-
bites of the grow

ing propaganda w
ar:  "A

gents are operating in good
faith, and

 I d
o
n't think yo

u can say that fo
r the hacker co

m
m

unity," w
as

one.  A
nother w

as the m
em

orable "I am
 not a m

ad dog prosecutor"
(*H

o
usto

n C
hro

nicle,*  S
ep

t 2
, 1

9
9

0
.)  In the m

eantim
e, the S

ecret
S
ervice m

aintained
 its usual extrem

e d
iscretio

n; the C
hicag

o
 U

nit,
sm

arting from
 the backlash of the Steve Jackson scandal, had gone com

-
p
letely to

 earth.

A
s I co

llated
 m

y g
ro

w
ing

 p
ile o

f new
sp

ap
er clip

p
ing

s, G
ail T

hackeray
ranked as a com

parative fount of pub
lic know

ledg
e on police operations.

I decided that I  had to get to know
 G

ail T
hackeray.   I w

rote to her at the
A

rizo
na A

tto
rney G

eneral's O
ffice.   N

o
t o

nly d
id

 she kind
ly rep

ly to
 m

e,
b
ut, to

 m
y asto

nishm
ent, she knew

 very w
ell w

hat "cyb
erp

unk" science
fictio

n w
as.

S
h
o
rtly after th

is, G
ail T

h
ackeray lo

st h
er jo

b
. A

n
d
 I tem

p
o
rarily m

is-
p
laced

 m
y o

w
n career as a science-fictio

n w
riter, to

 b
eco

m
e a full-tim

e
co

m
p
u
te

r-crim
e
 jo

u
rn

alist.   In
 e

arly
 M

arch
, 1

9
9

1
, I fle

w
 to

 P
h
o
e
n
ix,

A
rizo

na, to
 interview

 G
ail T

hackeray fo
r m

y b
o
o
k o

n the hacker crack-
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d
o
w

n.
_

_
_

_
_

"C
redit cards didn't used to cost anything to get," says G

ail T
hackeray.

"N
ow

 they cost forty bucks —
 and that's all just to cover the costs from

*rip
-o

ff a
rtists.*"

Electro
nic nuisance crim

inals are p
arasites. O

ne b
y o

ne they're no
t

m
uch harm

, no big deal.  B
ut they never com

e just one by one. T
hey

co
m

e in sw
arm

s, heap
s, leg

io
ns, so

m
etim

es w
ho

le sub
cultures.  A

nd
they b

ite.  Every tim
e w

e b
uy a cred

it card
 to

d
ay, w

e lo
se a little finan-

cial vitality to
 a p

articular sp
ecies o

f b
lo

o
d
sucker.

W
hat, in her exp

ert o
p
inio

n, are the w
o
rst fo

rm
s o

f electro
nic crim

e, I
ask, co

nsulting
 m

y no
tes.  Is it —

 cred
it card

 fraud
?  B

reaking
 into

 A
T
M

b
ank m

achines?  Pho
ne-p

hreaking
?  C

o
m

p
uter intrusio

ns?  S
o
ftw

are
viruses?  A

ccess-co
d
e theft? R

eco
rd

s tam
p
ering

?  S
o
ftw

are p
iracy?

Po
rno

g
rap

hic b
ulletin b

o
ard

s? S
atellite T

V
 p

iracy?  T
heft o

f cab
le ser-

vice?   It's a lo
ng

 list.  B
y the tim

e I reach the end
 o

f it I feel rather
d
ep

ressed
.

"O
h no

," says G
ail T

hackeray, leaning
 fo

rw
ard

 o
ver the tab

le, her w
ho

le
b
ody g

one stiff w
ith energ

etic indig
nation, "the b

ig
g
est dam

ag
e is tele-

p
ho

ne fraud
.  Fake sw

eep
stakes, fake charities. B

o
iler-ro

o
m

 co
n o

p
era-

tions.  You could pay off the national debt w
ith w

hat these guys steal....
T
hey target old people, they get hold of credit ratings and dem

ographics,
they rip off the old and the w

eak." T
he w

ords com
e tum

bling out of her.

It's lo
w

-te
ch

 stu
ff, yo

u
r e

ve
ryd

ay b
o
ile

r-ro
o
m

 frau
d
.  G

rifte
rs, co

n
-

ning people out of m
oney over the phone, have been around for decades.

T
his is w

here the w
o
rd

 "p
ho

ny" cam
e fro

m
!

It's ju
st th

at it's so
 m

u
ch

 *easier* n
o
w

, h
o
rrib

ly facilitated
 b

y
advances in technology and the byzantine structure of the m

odern phone
system

. T
he sam

e p
ro

fessio
nal fraud

sters d
o
 it o

ver and
 o

ver, T
hackeray

tells m
e, they hid

e b
ehind

 d
ense o

nio
n-shells o

f fake co
m

p
anies.... fake

ho
ld

ing
 co

rp
o
ratio

ns nine o
r ten layers d

eep
, reg

istered
 all o

ver the
m

ap.  T
hey g

et a phone installed under a false nam
e in an em

pty safe-
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house.  A
nd then they call-forw

ard everything out of that phone to yet
another phone,  a phone that m

ay even be in another *state.*  A
nd they

don't even pay the charges on their phones; after a m
onth or so, they

just sp
lit.  S

et up
 so

m
ew

here else in ano
ther Po

d
unkville w

ith the sam
e

seed
y crew

 o
f veteran p

ho
ne-cro

o
ks.  T

hey b
uy o

r steal co
m

m
ercial

cred
it card

 rep
o
rts, slap

 them
 o

n the PC
, have a p

ro
g
ram

 p
ick o

ut p
eo

-
p
le o

ver sixty-five  w
ho

 p
ay a lo

t to
 charities.  A

 w
ho

le sub
culture liv-

ing
 o

ff this, m
erciless fo

lks o
n the co

n.

"T
he 'lig

ht-b
ulb

s fo
r the b

lind
' p

eo
p
le," T

hackeray m
uses, w

ith a sp
e-

cial lo
athing

.  "T
here's just no

 end
 to

 them
."

W
e're sitting

 in a d
o
w

nto
w

n d
iner in Pho

enix, A
rizo

na.  It's a to
ug

h
tow

n, Phoenix.  A
 state capital seeing som

e hard tim
es.  Even to a T

exan
like m

yself, A
rizo

na state p
o
litics seem

 rather b
aro

q
ue. T

here w
as, and

rem
ains, end

less tro
ub

le o
ver the M

artin Luther K
ing

 ho
lid

ay, the so
rt

o
f stiff-necked

, fo
o
t-sho

o
ting

 incid
ent fo

r w
hich A

rizo
na p

o
litics seem

fam
o
us.  T

here w
as Evan M

echam
, the eccentric R

ep
ub

lican m
illio

naire
g
o
verno

r w
ho

 w
as im

p
eached

, after red
ucing

 state g
o
vernm

ent to
 a lud

i-
cro

us sham
b
les.  T

hen there w
as the natio

nal K
eating

 scand
al, invo

lving
A

rizo
na saving

s and
 lo

ans, in w
hich b

o
th  o

f A
rizo

na's  U
.S

. senato
rs,

D
eC

o
ncini and

 M
cC

ain, p
layed

 sad
ly p

ro
m

inent ro
les.

A
nd

 the very latest is the b
izarre A

zS
cam

 case, in w
hich state leg

isla-
to

rs w
ere vid

eo
tap

ed
, eag

erly taking
 cash fro

m
 an info

rm
ant o

f the
Phoenix city police departm

ent, w
ho w

as posing as a V
egas m

obster.

"O
h," says T

hackeray cheerfully.  "T
hese p

eo
p
le are am

ateurs here, they
thoug

ht they w
ere finally g

etting
 to play w

ith the b
ig

 b
oys.  T

hey don't
have the least id

ea ho
w

 to
 take a b

rib
e!  It's no

t institutio
nal co

rrup
tio

n.
It's n

o
t  like

 b
ack in

 P
h
illy."

G
ail T

hackeray w
as a fo

rm
er p

ro
secuto

r in Philad
elp

hia.  N
o
w

 she's a
form

er assistant attorney g
eneral of the State of A

rizona.  Since  m
oving

to
 A

rizo
na in 1

9
8

6
, she had

 w
o
rked

 und
er the aeg

is o
f S

teve T
w

ist,  her
b
o
ss in the A

tto
rney G

eneral's o
ffice.  S

teve T
w

ist w
ro

te A
rizo

na's p
io

-
neering

 co
m

p
uter crim

e law
s and

 naturally to
o
k an interest in seeing

them
 enforced. It w

as a snug
 niche, and T

hackeray's O
rg

anized C
rim

e and
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R
acketeering

 U
nit w

o
n a natio

nal rep
utatio

n fo
r am

b
itio

n and
 technical

kno
w

led
g
eab

ility....  U
ntil the latest electio

n in A
rizo

na.  T
hackeray's

b
o
ss ran fo

r the to
p
 jo

b
, and

 lo
st.  T

he victo
r, the new

 A
tto

rney G
eneral,

ap
p
arently w

ent to
 so

m
e p

ains to
 elim

inate the b
ureaucratic traces o

f
his rival, includ

ing
 his p

et g
ro

up
 —

 T
hackeray's g

ro
up

.   T
w

elve p
eo

p
le

g
o
t their w

alking
 p

ap
ers.

N
o
w

 T
hackeray's p

ainstaking
ly assem

b
led

 co
m

p
uter lab

 sits g
athering

d
ust so

m
ew

here in the g
lass-and

-co
ncrete A

tto
rney G

eneral's H
Q

 o
n

1
2

7
5

 W
ashing

to
n S

treet.  H
er co

m
p
uter-crim

e b
o
o
ks, her p

ainstaking
-

ly g
arnered

 b
ack issues o

f p
hreak and

 hacker zines, all b
o
ug

ht at her
ow

n expense —
 are piled in boxes som

ew
here.  T

he State of A
rizona is

sim
p
ly no

t p
articularly interested

 in electro
nic racketeering

 at the
m

o
m

ent.

A
t the m

o
m

ent o
f o

ur interview
, G

ail T
hackeray, o

fficially unem
p
lo

yed
,

is w
o
rking

 o
ut o

f the co
unty sheriff's o

ffice, living
 o

n her saving
s, and

p
ro

secuting
 several cases —

 w
o
rking

 6
0

-ho
ur w

eeks, just as alw
ays —

fo
r no

 p
ay at all.  "I'm

 trying
 to

 train p
eo

p
le," she m

utters.

H
alf her life seem

s to
 b

e sp
ent training

 p
eo

p
le —

 m
erely p

o
inting

 o
ut, to

the naive and
 incred

ulo
us (such as m

yself) that this stuff is *actually
g
o
ing

 o
n o

ut there.*  It's a sm
all w

o
rld

, co
m

p
uter crim

e.  A
 yo

ung
 w

o
rld

.
G

ail T
hackeray, a trim

 b
lo

nd
e B

ab
y- B

o
o
m

er w
ho

 favo
rs G

rand
 C

anyo
n

w
hite-w

ater rafting
 to

 kill so
m

e slo
w

 tim
e, is o

ne o
f the w

o
rld

's m
o
st

senio
r, m

o
st veteran "hacker-trackers."   H

er m
ento

r w
as D

o
nn

Parker,  the C
alifo

rnia think-tank theo
rist w

ho
 g

o
t it all started

 'w
ay

b
ack in the m

id
- 7

0
s, the "g

rand
father o

f the field
,"  "the g

reat b
ald

eag
le o

f co
m

p
uter crim

e."

A
nd

 w
hat she has learned

, G
ail T

hackeray teaches.  End
lessly. T

irelessly.
T
o anybody.  T

o Secret Service agents and state police, at the G
lynco,

G
eo

rg
ia fed

eral training
 center.  T

o
 lo

cal p
o
lice, o

n "ro
ad

sho
w

s" w
ith

her slid
e p

ro
jecto

r and
 no

teb
o
o
k. T

o
 co

rp
o
rate security p

erso
nnel.  T

o
jo

urnalists.  T
o
 p

arents.

Even *cro
o
ks* lo

o
k to

 G
ail T

hackeray fo
r ad

vice. Pho
ne-p

hreaks call
her at the o

ffice.  T
hey kno

w
 very w

ell w
ho

 she is.  T
hey p

um
p
 her fo

r

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
1 8 4



inform
ation on w

hat the cops are up to, how
 m

uch they know
. Som

etim
es

w
ho

le *cro
w

d
s* o

f p
ho

ne p
hreaks, hang

ing
 o

ut o
n illeg

al co
nference

calls, w
ill call G

ail T
hackeray up

.  T
hey taunt her.  A

nd
, as alw

ays, they
b
o
ast.  Pho

ne-p
hreaks, real sto

ne p
ho

ne-p
hreaks, sim

p
ly *canno

t shut
up

.*  T
hey natter o

n fo
r ho

urs.

Left to
 them

selves, they m
o
stly talk ab

o
ut the intricacies o

f rip
p
ing

-o
ff

p
ho

nes; it's ab
o
ut as interesting

 as listening
 to

 ho
t-ro

d
d
ers talk ab

o
ut

susp
ensio

n and
 d

istrib
uto

r-cap
s.  T

hey also
 g

o
ssip

 cruelly ab
o
ut each

o
ther.  A

nd
 w

hen talking
 to

 G
ail T

hackeray, they incrim
inate them

-
selves.   "I have tap

es," T
hackeray says co

o
lly.

Pho
ne p

hreaks just talk like crazy.  "D
ial-T

o
ne" o

ut in A
lab

am
a has

b
een kno

w
n to

 sp
end

 half-an- ho
ur sim

p
ly read

ing
 sto

len p
ho

ne-co
d
es

alo
ud

 into
 vo

ice-m
ail answ

ering
 m

achines.  H
und

red
s, tho

usand
s o

f
num

b
ers, recited

 in a m
o
no

to
ne, w

itho
ut a b

reak —
 an eerie p

heno
m

e-
no

n.  W
hen arrested

, it's a rare p
ho

ne p
hreak w

ho
 d

o
esn't info

rm
 at

endless length on everybody he know
s.

H
ackers are no

 b
etter.  W

hat o
ther g

ro
up

 o
f crim

inals, she asks rheto
r-

ically, p
ub

lishes new
sletters and

 ho
ld

s co
nventio

ns?   S
he seem

s d
eep

ly
nettled b

y the sheer b
razenness of this b

ehavior, thoug
h to an outsider,

this activity m
ig

ht m
ake o

ne w
o
nd

er w
hether hackers sho

uld
 b

e co
nsid

-
ered

 "crim
inals" at all.  S

kateb
o
ard

ers have m
ag

azines, and
 they tres-

pass a lot.  H
ot rod people have m

agazines and they break speed lim
its

and
 so

m
etim

es kill p
eo

p
le....

I ask her w
hether it w

o
uld

 b
e any lo

ss to
 so

ciety if p
ho

ne p
hreaking

 and
co

m
p
uter hacking

, as ho
b
b
ies, sim

p
ly d

ried
 up

 and
 b

lew
 aw

ay, so
 that

no
b
o
d
y ever d

id
 it ag

ain.

S
he seem

s surp
rised

.  "N
o
," she says sw

iftly. "M
ayb

e a little... in the o
ld

days... the M
IT

 stuff...  B
ut there's a lo

t o
f w

o
nderful, leg

al stuff yo
u can

do w
ith com

puters now
, you don't have to break into som

ebody else's
just to

 learn.  Y
o
u d

o
n't have that excuse. Y

o
u can learn all yo

u like."

D
id

 yo
u ever hack into

 a system
? I ask.
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T
he trainees d

o
 it at G

lynco
.  Just to

 d
em

o
nstrate system

 vulnerab
ilities.

S
he's co

o
l to

 the no
tio

n.  G
enuinely ind

ifferent.

"W
hat kind of com

puter do you have?"

"A
 C

o
m

p
aq

 2
8

6
LE," she m

utters.

"W
hat kind

 d
o
 yo

u *w
ish* yo

u had
?"

A
t this q

uestio
n, the unm

istakab
le lig

ht o
f true hackerd

o
m

 flares in G
ail

T
hackeray's eyes.  She becom

es tense, anim
ated, the w

ords pour out:
"A

n A
m

ig
a 2

0
0
0
 w

ith an IB
M

 card and M
ac em

ulation! T
he m

ost com
m

on
hacker m

achines are A
m

igas and C
om

m
odores.  A

nd A
pples."  If she had

the A
m

ig
a, she enthuses, she could run a w

hole g
alaxy of seized com

put-
er-evid

ence d
isks o

n o
ne co

nvenient m
ultifunctio

nal m
achine.  A

 cheap
one, too.  N

ot like the old A
ttorney G

eneral lab, w
here they had an

ancient C
P/M

 m
achine, asso

rted
 A

m
ig

a flavo
rs and

 A
p
p
le flavo

rs, a co
u-

p
le IB

M
S
, all the utility so

ftw
are... b

ut no
 C

o
m

m
o
d
o
res.  T

he w
o
rksta-

tions dow
n at the A

ttorney G
eneral's are W

ang
 dedicated w

ord-proces-
sors.  Lam

e m
achines tied in to an office net —

  though at least they get
o
n- line to

 the Lexis and
 W

estlaw
 leg

al d
ata services.

I d
o
n't say anything

.  I reco
g
nize the synd

ro
m

e, tho
ug

h.  T
his co

m
p
uter-

fever has b
een running

 thro
ug

h seg
m

ents o
f o

ur so
ciety fo

r years no
w

.
It's a strang

e kind
 o

f lust: K
-hung

er, M
eg

-hung
er; b

ut it's a shared
 d

is-
ease; it can kill p

arties d
ead

, as co
nversatio

n sp
irals into

 the d
eep

est
and

 m
o
st d

eviant recesses o
f so

ftw
are releases and

 exp
ensive p

erip
her-

als....  T
he m

ark of the hacker b
east.  I have it too.  T

he w
hole "electronic

co
m

m
unity," w

hatever the hell that is, has it.  G
ail T

hackeray has it.
G

ail T
hackeray is a hacker co

p
.   M

y im
m

ed
iate reactio

n is a stro
ng

 rush
o
f ind

ig
nant p

ity:  *w
hy d

o
esn't so

m
eb

o
d
y b

uy this w
o
m

an her A
m

ig
a?!*

It's no
t like she's asking

 fo
r a C

ray X
-M

P sup
erco

m
p
uter m

ainfram
e; an

A
m

ig
a's a sw

eet little  co
o
kie-b

o
x thing

.  W
e're lo

sing
 zillio

ns in o
rg

a-
nized fraud; prosecuting

 and defending
 a sing

le hacker case in court can
cost a hundred grand easy.  H

ow
 com

e nobody can com
e up w

ith four
lousy g

rand so this w
om

an can do her job
?  For a hundred g

rand w
e could

b
uy every com

puter cop in A
m

erica an A
m

ig
a. T

here aren't that m
any of

'em
.
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C
o
m

p
uters.  T

he lust, the hung
er, fo

r co
m

p
uters.  T

he lo
yalty they

insp
ire, the intense sense o

f p
o
ssessiveness.   T

he culture they have
b
red

.  I m
yself am

 sitting
 in  d

o
w

nto
w

n Pho
enix, A

rizo
na b

ecause it sud
-

denly occurred to m
e that the police m

ig
ht —

 just *m
ig

ht* —
 com

e and
take aw

ay m
y co

m
p
uter.  T

he p
ro

sp
ect o

f this, the m
ere *im

p
lied

threat,*  w
as unb

earab
le.  It literally chang

ed
 m

y life.  It w
as chang

ing
the lives o

f m
any o

thers.  Eventually it w
o
uld

 chang
e everyb

o
d
y's life.

G
ail T

hackeray w
as o

ne o
f the to

p
 co

m
p
uter- crim

e p
eo

p
le in A

m
erica.

A
nd I w

as just som
e novelist, and yet I had a b

etter com
puter than hers.

*Practically everyb
o
d
y I knew

*  had
 a b

etter co
m

p
uter than G

ail
T
hackeray and

 her feeb
le lap

to
p
 2

8
6

.  It w
as like send

ing
 the sheriff in

to clean up D
odg

e C
ity and arm

ing
 her w

ith a sling
shot cut from

 an old
ru

b
b
e
r tire

.

B
ut then again, you don't need a how

itzer to enforce the law
.  You can do a

lo
t just w

ith a b
ad

g
e. W

ith a b
ad

g
e alo

ne, yo
u can b

asically w
reak havo

c,
take a terrib

le veng
eance on w

rong
doers.  N

inety percent of "com
puter

crim
e investig

atio
n" is just "crim

e investig
atio

n:" nam
es, p

laces,
d
o
ssiers, m

o
d
us o

p
erand

i, search w
arrants, victim

s, co
m

p
lainants,

info
rm

ants...

W
h
at w

ill co
m

p
u
ter crim

e lo
o
k like in

 ten
 years?  W

ill it g
et b

etter?
D

id
 "S

und
evil" send

 'em
 reeling

 b
ack in co

nfusio
n?

It'll b
e like it is no

w
,  o

nly w
o
rse, she tells m

e w
ith p

erfect co
nvictio

n.
S
till there in the b

ackg
ro

und
, ticking

 alo
ng

, chang
ing

 w
ith the tim

es: the
crim

in
al u

n
d
e
rw

o
rld

.  It'll b
e
 like

 d
ru

g
s are

.  L
ike

 o
u
r p

ro
b
le

m
s w

ith
alco

ho
l.  A

ll the co
p
s and

 law
s in the w

o
rld

 never so
lved

 o
ur p

ro
b
lem

s
w

ith alco
ho

l.  If there's so
m

ething
 peo

ple w
ant, a certain percentag

e o
f

them
 are just g

o
ing

 to
 take it.  Fifteen p

ercent o
f the p

o
p
ulace w

ill never
steal.  Fifteen p

ercent w
ill steal m

o
st anything

 no
t nailed

 d
o
w

n.  T
he

b
attle is fo

r the hearts and
 m

ind
s o

f the rem
aining

 seventy p
ercent.

A
nd

 crim
inals catch o

n fast.  If there's no
t "to

o
 steep

 a learning
 curve"

—
 if it d

o
esn't req

uire a b
affling

 am
o
unt o

f exp
ertise and

 p
ractice —

then crim
inals are often som

e of the first throug
h the g

ate of a new
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technolog
y.  Especially if it helps them

 to hide.  T
hey have tons of cash,

crim
inals.  T

he new
 co

m
m

unicatio
ns tech —

 like p
ag

ers, cellular
p
ho

nes, faxes, Fed
eral Exp

ress —
 w

ere p
io

neered
 b

y rich co
rp

o
rate

p
eo

p
le, and

 b
y crim

inals.  In the early years o
f p

ag
ers and

 b
eep

ers, d
o
p
e

dealers w
ere so enthralled this technolog

y that ow
ing

 a b
eeper w

as
p
ractically p

rim
a facie evid

ence o
f co

caine d
ealing

. C
B
 rad

io
 exp

lo
d
ed

w
hen the sp

eed
 lim

it hit 5
5

 and
 b

reaking
 the hig

hw
ay law

 b
ecam

e a
natio

nal p
astim

e.  D
o
p
e d

ealers send
 cash b

y  Fed
eral Exp

ress, d
esp

ite,
o
r p

erhap
s *b

ecause o
f,* the w

arning
s in Fed

Ex o
ffices that tell yo

u
never to

 try this.  Fed
 Ex uses X

-rays and
 d

o
g
s o

n their m
ail, to

 sto
p

d
rug

 ship
m

ents.  T
hat d

o
esn't w

o
rk very w

ell.

D
rug

 d
ealers w

ent w
ild

 o
ver cellular p

ho
nes. T

here are sim
p
le m

etho
d
s

o
f faking

 ID
 o

n cellular p
ho

nes, m
aking

 the lo
catio

n o
f the call m

o
b
ile,

free o
f charg

e, and
 effectively untraceab

le.  N
o
w

 victim
ized

 cellular
co

m
p
anies ro

utinely b
ring

 in vast to
ll-lists o

f calls to
 C

o
lo

m
b
ia and

Pakistan.

Judg
e G

reene's frag
m

entation of the phone com
pany is driving

 law
enforcem

ent nuts.  Four thousand telecom
m

unications com
panies.  Fraud

skyro
cketing

.  Every tem
p
tatio

n in the w
o
rld

 availab
le w

ith a p
ho

ne and
a cred

it card
 num

b
er. C

rim
inals untraceab

le.  A
 g

alaxy o
f "new

 neat
rotten things to do."

If there w
ere o

ne thing
 T

hackeray w
o
uld

 like to
 have, it w

o
uld

 b
e an

effective leg
al end

-run thro
ug

h this new
 frag

m
entatio

n m
inefield

.

It w
o
uld

 b
e a new

 fo
rm

 o
f electro

nic search w
arrant, an "electro

nic let-
ter of m

arque" to be issued by a judge.  It w
ould create a new

 category of
"electro

nic em
erg

ency."   Like a w
iretap

, its use w
o
uld

 b
e rare, b

ut it
w

o
uld

 cut acro
ss state lines and

 fo
rce sw

ift co
o
p
eratio

n fro
m

 all co
n-

cerned
.  C

ellular, p
ho

ne, laser, co
m

p
uter netw

o
rk, PB

X
es, A

T
&

T
, B

ab
y

B
ells, lo

ng
-d

istance entrep
reneurs, p

acket rad
io

. S
o
m

e d
o
cum

ent, so
m

e
m

ig
hty co

urt-o
rd

er, that co
uld

 slice thro
ug

h fo
ur tho

usand
 sep

arate
form

s of corporate red-tape, and g
et her at once to the source of calls,

the so
urce o

f em
ail threats and

 viruses, the so
urces o

f b
o
m

b
 threats,

kid
nap

p
ing

 threats.  "Fro
m

 no
w

 o
n," she says, "the Lind

b
erg

 b
ab

y w
ill

alw
ays d

ie."
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S
o
m

ething
 that w

o
uld

 m
ake the N

et sit still, if o
nly fo

r a m
o
m

ent.
Som

ething that w
ould get her up to speed.  Seven league boots.  T

hat's
w

hat she really needs.  "T
hose guys m

ove in nanoseconds and I'm
 on the

Po
ny Exp

ress."

A
nd

 then, to
o
, there's the  co

m
ing

 internatio
nal ang

le.  Electro
nic crim

e
has never b

een easy to
 lo

calize, to
 tie to

 a p
hysical jurisd

ictio
n.  A

nd
p
ho

ne- p
hreaks and

 hackers lo
athe b

o
und

aries, they jum
p
 them

 w
hen-

ever they can.  T
he Eng

lish.  T
he D

utch. A
nd the G

erm
ans, especially the

ub
iq

uito
us C

hao
s C

o
m

p
uter C

lub
.  T

he A
ustralians.  T

hey've all learned
p
ho

ne-p
hreaking

 fro
m

 A
m

erica.  It's a g
ro

w
th m

ischief ind
ustry.  T

he
m

ultinatio
nal netw

o
rks are g

lo
b
al, b

ut g
o
vernm

ents and
 the p

o
lice sim

-
p
ly aren't.  N

either are the law
s.  O

r the leg
al fram

ew
o
rks fo

r citizen
p
ro

tectio
n.

O
ne lang

uag
e is g

lo
b
al, tho

ug
h —

 Eng
lish. Pho

ne p
hreaks sp

eak Eng
lish;

it's their native to
ng

ue even if they're G
erm

ans.  Eng
lish m

ay have
started in Eng

land b
ut now

 it's the N
et lang

uag
e; it m

ig
ht as w

ell b
e

called
 "C

N
N

ese."

A
sians just aren't m

uch into
 p

ho
ne p

hreaking
. T

hey're the w
o
rld

 m
as-

ters at o
rg

anized
 so

ftw
are p

iracy.  T
he French aren't into

 p
ho

ne-
p
hreaking

 either.  T
he French are into

 co
m

p
uterized

 ind
ustrial esp

i-
o
nag

e.

In the o
ld

 d
ays o

f the M
IT

 rig
hteo

us hackerd
o
m

, crashing
 system

s d
id

n't
hurt anyb

ody. N
ot all that m

uch, anyw
ay.  N

ot perm
anently.  N

ow
 the

p
layers are m

o
re venal.  N

o
w

 the co
nseq

uences are w
o
rse.  H

acking
 w

ill
b
eg

in killing
 p

eo
p
le so

o
n. A

lread
y there are m

etho
d
s o

f stacking
 calls

onto 9
1
1
 system

s, annoying the police, and possibly causing the death of
so

m
e p

o
o
r so

ul calling
 in w

ith a g
enuine em

erg
ency.  H

ackers in A
m

trak
co

m
p
u
te

rs, o
r air- traffic co

n
tro

l co
m

p
u
te

rs, w
ill kill so

m
e
b
o
d
y so

m
e
-

day.  M
ayb

e a lot of people.  G
ail T

hackeray expects it.

A
nd

 the viruses are g
etting

 nastier.  T
he "S

cud
" virus is the latest o

ne
o
ut.  It w

ip
es hard

-d
isks.
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A
cco

rd
ing

 to
 T

hackeray, the id
ea that p

ho
ne- p

hreaks are R
o
b
in H

o
o
d
s is

a fraud
.  T

hey d
o
n't d

eserve this rep
ute.   B

asically, they p
ick o

n the
w

eak.  A
T
&

T
 now

 protects itself w
ith the fearsom

e A
N

I (A
utom

atic
N

um
b
er Id

entificatio
n) trace cap

ab
ility.  W

hen A
T
&

T
 w

ised
 up

 and
tig

htened
 security g

enerally, the p
hreaks d

rifted
 into

 the B
ab

y B
ells.

T
he B

ab
y B

ells lashed
 o

ut in 1
9

8
9

 and
 1

9
9

0
, so

 the p
hreaks sw

itched
 to

sm
aller lo

ng
-d

istance entrep
reneurs.  T

o
d
ay, they are m

o
ving

 into
lo

cally o
w

ned
 PB

X
es and

 vo
ice-m

ail system
s, w

hich are full o
f security

holes, dreadfully easy to hack.  T
hese victim

s aren't the m
oneyb

ag
s

S
heriff o

f N
o
tting

ham
 o

r B
ad

 K
ing

 Jo
hn, b

ut sm
all g

ro
up

s o
f inno

cent
p
eo

p
le w

ho
 find

 it hard
 to

 p
ro

tect them
selves, and

 w
ho

 really suffer
from

 these depredations.  Phone phreaks pick on the w
eak.  T

hey do it
fo

r p
o
w

er.  If it w
ere leg

al, they w
o
uld

n't d
o
 it.  T

hey d
o
n't w

ant service,
o
r kno

w
led

g
e, they w

ant the thrill o
f p

o
w

er- trip
p
ing

.   T
here's p

lenty
o
f kno

w
led

g
e o

r service aro
und

, if yo
u're w

illing
 to

 p
ay.  Pho

ne p
hreaks

d
o
n't p

ay, they steal.  It's b
ecause it is illeg

al that it feels like p
o
w

er,
th

at it g
ratifies th

eir van
ity.

I leave G
ail T

hackeray w
ith a hand

shake at the d
o
o
r o

f her o
ffice b

uild
ing

—
 a vast Internatio

nal- S
tyle o

ffice b
uild

ing
 d

o
w

nto
w

n.  T
he S

heriff's
o
ffice is renting

 p
art o

f it.  I g
et the vag

ue im
p
ressio

n that q
uite a lo

t o
f

the b
uild

ing
 is em

p
ty —

 real estate crash.

In a Pho
enix sp

o
rts ap

p
arel sto

re, in a d
o
w

nto
w

n m
all, I m

eet the "S
un

D
evil" him

self.  H
e is the carto

o
n m

asco
t o

f A
rizo

na S
tate U

niversity,
w

ho
se fo

o
tb

all stad
ium

, "S
und

evil," is near the lo
cal S

ecret S
ervice H

Q
—

 hence the nam
e O

p
eratio

n S
und

evil. T
he S

un D
evil him

self is nam
ed

"S
p
arky."  S

p
arky the S

un D
evil is m

aro
o
n and

 b
rig

ht yello
w

, the scho
o
l

co
lo

rs.  S
p
arky b

rand
ishes a three-tined

 yello
w

 p
itchfo

rk.  H
e has a

sm
all m

ustache, p
o
inted

 ears, a b
arb

ed
 tail, and

 is d
ashing

 fo
rw

ard
 jab

-
b
ing

 the air w
ith the p

itchfo
rk, w

ith an exp
ressio

n o
f d

evilish g
lee.

Phoenix w
as the hom

e of O
peration Sundevil. T

he Legion of D
oom

 ran a
hacker b

ulletin b
o
ard

 called
 "T

he Pho
enix Pro

ject."  A
n A

ustralian
hacker nam

ed "Phoenix"  once b
urrow

ed throug
h the Internet to attack

C
liff Stoll, then b

rag
g
ed and b

oasted ab
out it to *T

he N
ew

 Y
ork T

im
es.*

T
his net of coincidence is both odd and m

eaningless.
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T
he head

q
uarters o

f the A
rizo

na A
tto

rney G
eneral, G

ail T
hackeray's fo

r-
m

er w
o
rkp

lace, is o
n 1

2
7

5
 W

ashing
to

n A
venue.  M

any o
f the d

o
w

nto
w

n
streets in Pho

enix are nam
ed

 after p
ro

m
inent A

m
erican p

resid
ents:

W
ashing

to
n, Jefferso

n, M
ad

iso
n....

A
fter d

ark, all the em
p
lo

yees g
o
 ho

m
e to

 their sub
urb

s.  W
ashing

to
n,

Jefferso
n and

 M
ad

iso
n —

 w
hat w

o
uld

 b
e the Pho

enix inner city, if there
w

ere an inner city in this sp
raw

ling
 auto

m
o
b
ile-b

red
 to

w
n —

  b
eco

m
e

the haunts of transients and derelicts. T
he hom

eless. T
he sidew

alks along
W

ashing
to

n are lined
 w

ith o
rang

e trees.  R
ip

e fallen fruit lies scattered
like croquet balls on the sidew

alks and gutters.  N
o one seem

s to be eat-
ing

 them
.  I try a fresh o

ne.  It tastes unb
earab

ly b
itter.

T
he A

tto
rney G

eneral's o
ffice, b

uilt in 1
9

8
1

 d
uring

 the B
ab

b
itt ad

m
in-

istratio
n,  is a lo

ng
 lo

w
 tw

o
- sto

ry b
uild

ing
 o

f w
hite cem

ent and
 w

all-
sized

 sheets o
f curtain-g

lass.  B
ehind

 each g
lass w

all is a law
yer's

o
ffice, q

uite o
p
en and

 visib
le to

 anyo
ne stro

lling
 b

y. A
cro

ss the street is
a d

o
ur g

o
vernm

ent b
uild

ing
 lab

elled
 sim

p
ly EC

O
N

O
M

IC
 S

EC
U

R
IT

Y
,

som
ething that has not been in great supply in the A

m
erican Southw

est
lately.

T
he offices  are about tw

elve feet square.  T
hey feature tall w

ooden cases
full o

f red
-sp

ined
 law

b
o
o
ks; W

ang
 co

m
p
uter m

o
nito

rs; telep
ho

nes;
Post-it notes g

alore.  A
lso fram

ed law
 diplom

as and a g
eneral excess of

b
ad

 W
estern land

scap
e art.  A

nsel A
d
am

s p
ho

to
s are a b

ig
 favo

rite, p
er-

haps to
 co

m
pensate fo

r the dism
al specter o

f the parking
- lo

t, tw
o
 acres

o
f strip

ed
 b

lack asp
halt, w

hich features g
ravel land

scap
ing

 and
 so

m
e

sickly
-lo

o
kin

g
 b

arre
l cacti.

It has g
ro

w
n d

ark.  G
ail T

hackeray has to
ld

 m
e that the p

eo
p
le w

ho
 w

o
rk

late here, are afraid
 o

f m
ug

g
ing

s in the p
arking

 lo
t.  It seem

s cruelly
iro

nic that a w
o
m

an tracing
 electro

nic racketeers acro
ss the interstate

lab
yrinth o

f C
yb

ersp
ace sho

uld
 fear an assault b

y a ho
m

eless d
erelict in

the p
arking

 lo
t o

f her o
w

n w
o
rkp

lace.

Perhap
s this is less than co

incid
ence.  Perhap

s these tw
o
 seem

ing
ly d

is-
parate w

orlds are som
ehow

 g
enerating

 one another.  T
he poor and disen-

franchised
 take to

 the streets, w
hile the rich and

 co
m

p
uter-eq

uip
p
ed

,
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safe in their b
edroom

s, chatter over their m
odem

s.  Q
uite often the

d
erelicts kick the g

lass o
ut and

 b
reak in to

 the law
yers' o

ffices, if they
see som

ething they need or w
ant badly enough.

I cross  the parking
 lot to the street b

ehind the A
ttorney G

eneral's office.
A

 pair of young tram
ps are bedding dow

n on flattened sheets of card-
b
o
ard

, und
er an alco

ve stretching
 o

ver the sid
ew

alk.  O
ne tram

p
 w

ears a
g
litter-co

vered
 T

-sh
irt read

in
g
 "C

A
L
IFO

R
N

IA
" in

 C
o
ca-C

o
la cu

rsive.
H

is nose and cheeks look chafed and sw
ollen; they g

listen w
ith w

hat
seem

s to b
e V

aseline.  T
he other tram

p has a rag
g
ed long

-sleeved shirt
and

 lank b
ro

w
n hair p

arted
 in the m

id
d
le. T

hey b
o
th w

ear b
lue jeans

co
ated

 in g
rim

e.  T
hey are b

o
th d

runk.

"Y
o
u g

uys crash here a lo
t?" I ask them

.

T
hey lo

o
k at m

e w
arily.  I am

 w
earing

 b
lack jeans, a b

lack p
instrip

ed
suit jacket and

 a b
lack silk tie.  I have o

d
d
 sho

es and
 a funny haircut.

"It's o
ur first tim

e here," says the red
-no

sed
 tram

p
 unco

nvincing
ly.

T
here is a lot of cardboard stacked here.  M

ore than any tw
o people could

use.

"W
e usually stay at the V

innie's d
o
w

n the street," says the b
ro

w
n-

h
aired

 tram
p
, p

u
ffin

g
 a M

arlb
o
ro

 w
ith

 a m
ed

itative air, as h
e sp

raw
ls

w
ith his head

 o
n a b

lue nylo
n b

ackp
ack.  "T

he S
aint V

incent's."

"Y
o
u kno

w
 w

ho
 w

o
rks in that b

uild
ing

 o
ver there?"  I ask, p

o
inting

.

T
he b

ro
w

n-haired
 tram

p
 shrug

s.  "S
o
m

e kind
 o

f atto
rneys, it says."

`    W
e urge one another to take it easy.  I give them

 five bucks.

A
 b

lo
ck d

o
w

n the street I m
eet a vig

o
ro

us w
o
rkm

an w
ho

 is w
heeling

alo
ng

 so
m

e kind
 o

f ind
ustrial tro

lley; it has w
hat ap

p
ears to

 b
e a tank o

f
p
ro

p
ane o

n it.

W
e m

ake eye contact.  W
e nod politely.  I w

alk past him
.  "H

ey!  Excuse
m

e sir!" he says.
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"Y
es?" I say, sto

p
p
ing

 and
 turning

.

"H
ave yo

u seen," the g
uy says rap

id
ly, "a b

lack g
uy, ab

o
ut 6

'7
", scars

o
n b

o
th his cheeks like this —

" he g
estures —

  "w
ears a b

lack b
aseb

all
cap

 o
n b

ackw
ard

s, w
and

ering
 aro

und
 here anyp

lace?"

"S
o
und

s like I d
o
n't m

uch *w
ant* to

 m
eet him

," I say.

"H
e to

o
k m

y w
allet," says m

y new
 acq

uaintance. "T
o
o
k it this m

o
rning

.
Y
'know

, som
e people w

ould b
e *scared* of a g

uy like that.  B
ut I'm

 not
scared

. I'm
 fro

m
 C

hicag
o
.  I'm

 g
o
nna hunt him

 d
o
w

n.  W
e d

o
 thing

s like
that in C

hicag
o
."

"Y
eah?"

"I w
ent to the cops and now

 he's got an A
PB

 out on his ass," he says w
ith

satisfactio
n.  "Y

o
u run into

 him
, yo

u let m
e kno

w
."

"O
kay," I say.  "W

hat is yo
ur nam

e, sir?"

"S
tanley...."

"A
nd

 ho
w

 can I reach yo
u?"

"O
h," Stanley says, in the sam

e rapid voice, "you don't have to reach,
uh, m

e.  You can just call the cops.  G
o straight to the cops." H

e reaches
into a pocket and pulls out a greasy piece of pasteboard. "See, here's m

y
rep

o
rt o

n him
."

I lo
o
k.  T

he "rep
o
rt," the size o

f an ind
ex card

, is lab
elled

 PR
O

-A
C
T
:

Pho
enix R

esid
ents O

p
p
o
sing

 A
ctive C

rim
e T

hreat.... o
r is it  O

rg
anized

A
g
ainst C

rim
e T

hreat?  In the d
arkening

 street it's hard
 to

 read
.  S

o
m

e
kind

 o
f vig

ilante g
ro

up
?  N

eig
hb

o
rho

o
d
 w

atch?  I feel very p
uzzled

.

"A
re yo

u
 a p

o
lice o

fficer, sir?"

H
e sm

iles, seem
s very p

leased
 b

y the q
uestio

n.
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"N
o
," he says.

`    "B
ut yo

u are a 'Pho
enix R

esid
ent?'"

"W
o
uld

 yo
u b

elieve a ho
m

eless p
erso

n," S
tanley says.

"R
eally?  B

ut w
hat's w

ith the..."   Fo
r the first tim

e I take a clo
se lo

o
k at

S
tanley's tro

lley.  It's a rub
b
er-w

heeled
 thing

 o
f ind

ustrial m
etal, b

ut
the d

evice I had
 m

istaken fo
r a tank o

f p
ro

p
ane is in fact a w

ater-co
o
ler.

Stanley also has an A
rm

y duffel-b
ag

, stuffed tig
ht as a sausag

e w
ith

clo
thing

 o
r p

erhap
s a tent, and

, at the b
ase o

f his tro
lley, a card

b
o
ard

b
o
x and

 a b
attered

 leather b
riefcase.

"I see," I say, q
uite at a lo

ss.  Fo
r the first tim

e I no
tice that S

tanley has
a w

allet.  H
e has no

t lo
st his w

allet at all.  It is in his b
ack p

o
cket and

chained to his belt.  It's not a new
 w

allet.  It seem
s to have seen a lot of

w
ear.

"W
ell, yo

u kno
w

 ho
w

 it is, b
ro

ther," says S
tanley. N

o
w

 that I kno
w

 that
he is ho

m
eless —

 *a p
o
ssib

le threat* —
  m

y entire p
ercep

tio
n o

f him
has chang

ed in an instant.   H
is speech, w

hich once seem
ed just b

rig
ht

and enthusiastic, now
 seem

s to have a dangerous tang of m
ania.  "I have

to do this!" he assures m
e.  "T

rack this g
uy dow

n... It's a thing
 I do... you

kno
w

... to
 keep

 m
yself to

g
ether!"  H

e sm
iles, no

d
s, lifts his tro

lley b
y

its d
ecaying

 rub
b
er hand

g
rip

s.

"G
o
tta w

o
rk to

g
ether, y'kno

w
, "  S

tanley b
o
o
m

s, his face alig
ht w

ith
cheerfulness, "the p

o
lice can't d

o
 everything

!"

T
he g

entlem
en I m

et in m
y stro

ll in d
o
w

nto
w

n Pho
enix are the o

nly
co

m
p
uter illiterates in this b

o
o
k.  T

o
 reg

ard
 them

 as irrelevant, ho
w

ev-
er, w

o
uld

 b
e a g

rave m
istake.

A
s co

m
p
uterizatio

n sp
read

s acro
ss so

ciety, the p
o
p
ulace at larg

e is sub
-

jected to w
ave after w

ave of future shock.  B
ut, as a necessary converse,

the "com
puter com

m
unity" itself is sub

jected to w
ave after w

ave of
in

co
m

in
g
 co

m
p
u
ter illiterates.   H

o
w

 w
ill th

o
se cu

rren
tly en

jo
yin

g
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A
m

erica's d
ig

ital b
o
unty reg

ard
, and

 treat, all this teem
ing

 refuse
yearning

 to
 b

reathe free?  W
ill the electro

nic fro
ntier b

e ano
ther Land

o
f O

p
p
o
rtunity —

 o
r an arm

ed
 and

 m
o
nito

red
 enclave, w

here the d
isen-

franchised snuggle on their cardboard at the locked doors of our houses
o
f justice?

Som
e people just don't get along w

ith com
puters.  T

hey can't read.  T
hey

can't type.  T
hey just don't have it in their heads to m

aster arcane
instructio

ns in w
ireb

o
und

 m
anuals.   S

o
m

ew
here, the p

ro
cess o

f co
m

-
p
uterizatio

n o
f the p

o
p
ulace w

ill reach a lim
it.  S

o
m

e p
eo

p
le —

 q
uite

decent people m
ayb

e, w
ho m

ig
ht have thrived in any other situation —

w
ill b

e left irretrievab
ly o

utsid
e the b

o
und

s.   W
hat's to

 b
e d

o
ne w

ith
these p

eo
p
le, in the b

rig
ht new

 shiny electro
w

o
rld

?  H
o
w

 w
ill they b

e
reg

ard
ed

, b
y the m

o
use-w

hizzing
 m

asters o
f cyb

ersp
ace?  W

ith co
n-

tem
p
t?  Ind

ifference?  Fear?

In retro
sp

ect, it asto
nishes m

e to
 realize ho

w
 q

uickly p
o
o
r S

tanley
b
ecam

e a  p
erceived

 threat. S
urp

rise and
 fear are clo

sely allied
 feeling

s.
A

nd
 the w

o
rld

 o
f co

m
p
uting

 is full o
f surp

rises.

I m
et o

ne character in the streets o
f Pho

enix w
ho

se ro
le in tho

se b
o
o
k is

sup
rem

ely and
 d

irectly relevant.  T
hat p

erso
nag

e w
as S

tanley's g
iant

thieving
 scarred

 p
hanto

m
.  T

his p
hantasm

 is everyw
here in this b

o
o
k.

H
e is the sp

ecter haunting
 cyb

ersp
ace.

Som
etim

es he's a m
aniac vandal ready to sm

ash the phone system
 for no

sane reaso
n at all. S

o
m

etim
es he's a fascist fed

, co
ld

ly p
ro

g
ram

m
ing

 his
m

ig
hty m

ainfram
es to

 d
estro

y o
ur B

ill o
f R

ig
hts. S

o
m

etim
es he's a telco

b
ureaucrat, co

vertly co
nsp

iring
 to

 reg
ister all m

o
d
em

s in the service o
f

an O
rw

ellian surveillance reg
im

e.   M
o
stly, tho

ug
h, this fearso

m
e

phantom
 is a "hacker."   H

e's strange, he doesn't belong, he's not autho-
rized

, he d
o
esn't sm

ell rig
ht, he's no

t keep
ing

 his p
ro

p
er p

lace, he's no
t

one of us.  T
he focus of fear is the hacker, for m

uch the sam
e reasons

that S
tanley's fancied

 assailant is b
lack.

Stanley's dem
on can't go aw

ay, because he doesn't exist.  D
espite single-

m
ind

ed
 and

 trem
end

o
us effo

rt, he can't b
e arrested

, sued
, jailed

, o
r

fired
.  T

he o
nly co

nstructive w
ay to

 d
o
 *anything

* ab
o
ut him

 is to
 learn
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m
o
re ab

o
ut S

tanley him
self. T

his learning
 p

ro
cess m

ay b
e rep

ellent, it
m

ay b
e ug

ly, it m
ay invo

lve g
rave elem

ents o
f p

arano
iac co

nfusio
n, b

ut
it's necessary.  K

no
w

ing
 S

tanley req
uires so

m
ething

 m
o
re than class-

cro
ssing

 co
nd

escensio
n.  It req

uires m
o
re than steely leg

al o
b
jectivity.

It req
uires  hum

an co
m

p
assio

n and
 sym

p
athy.

T
o know

 Stanley is to know
 his dem

on.  If you know
 the other guy's

dem
on, then m

aybe you'll com
e to know

 som
e of your ow

n.   You'll be
ab

le to
 sep

arate reality fro
m

 illusio
n.   A

nd
 then yo

u w
o
n't d

o
 yo

ur
cause, and yourself, m

ore harm
 than g

ood. Like poor dam
ned Stanley

fro
m

 C
hicag

o
 d

id
.

_
_

_
_

_

T
he Fed

eral C
o
m

p
uter Investig

atio
ns C

o
m

m
ittee (FC

IC
) is the m

o
st

im
p
o
rtant and

 influential o
rg

anizatio
n in the realm

 o
f A

m
erican co

m
-

p
uter-crim

e.  S
ince the p

o
lice o

f o
ther co

untries have larg
ely taken

their co
m

p
uter-crim

e cues fro
m

 A
m

erican m
etho

d
s, the FC

IC
 m

ig
ht

w
ell b

e called
 the m

o
st im

p
o
rtant co

m
p
uter crim

e g
ro

up
 in the w

o
rld

.

It is also
, b

y fed
eral stand

ard
s, an o

rg
anizatio

n o
f g

reat uno
rtho

d
o
xy.

S
tate and

 lo
cal investig

ato
rs m

ix w
ith fed

eral ag
ents.   Law

yers, finan-
cial aud

ito
rs and

 co
m

p
uter-security p

ro
g
ram

m
ers trad

e no
tes w

ith
street cops.  Industry vendors and telco security people show

 up to
exp

lain their g
ad

g
etry and

 p
lead

 fo
r p

ro
tectio

n and
 justice.   Private

in
vestig

ato
rs, th

in
k-tan

k exp
erts an

d
 in

d
u
stry p

u
n
d
its th

ro
w

 in
 th

eir
tw

o
 cents' w

o
rth.   T

he FC
IC

 is the antithesis o
f a fo

rm
al b

ureaucracy.

M
em

b
ers o

f the FC
IC

 are o
b
scurely p

ro
ud

 o
f this fact; they reco

g
nize

their g
ro

up
 as ab

errant,  b
ut are entirely co

nvinced
 that this, fo

r them
,

o
u
trig

h
t *w

eird
* b

eh
avio

r is n
everth

eless *ab
so

lu
tely n

ecessary* to
g
et their jo

b
s d

o
ne.

FC
IC

 reg
ulars  —

 fro
m

 the S
ecret S

ervice, the FB
I, the IR

S
, the

D
epartm

ent of Lab
or, the offices of federal attorneys, state police, the

A
ir Fo

rce, fro
m

 m
ilitary intellig

ence —
  o

ften attend
 m

eeting
s, held

hither and
 thither acro

ss the co
untry,  at their o

w
n exp

ense.  T
he FC

IC
doesn't get grants.  It doesn't charge m

em
bership fees.  It doesn't have a

b
oss.  It has no headquarters —

 just a m
ail drop in W

ashing
ton D

C
, at the
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Fraud D
ivision of the Secret Service.  It doesn't have a budget.  It doesn't

have schedules.  It m
eets three tim

es a year —
 sort of. Som

etim
es it

issu
es p

u
b
licatio

n
s, b

u
t th

e FC
IC

 h
as n

o
 reg

u
lar p

u
b
lish

er,  n
o
 treasu

r-
er, no

t even a secretary.   T
here are no

 m
inutes o

f FC
IC

  m
eeting

s. N
o
n-

fed
eral p

eo
p
le are co

nsid
ered

 "no
n-vo

ting
 m

em
b
ers,"  b

ut there's no
t

m
uch in the w

ay o
f electio

ns.  T
here are no

 b
ad

g
es, lap

el p
ins o

r certifi-
cates o

f m
em

b
ership

.   Everyo
ne is o

n a first- nam
e b

asis.   T
here are

about forty of them
.  N

obody know
s how

 m
any, exactly.  People com

e,
p
eo

p
le g

o
 —

 so
m

etim
es p

eo
p
le "g

o
" fo

rm
ally b

ut still hang
 aro

und
 any-

w
ay.  N

o
b
o
d
y has ever exactly fig

ured
 o

ut w
hat "m

em
b
ership

" o
f this

"C
o
m

m
ittee" actually entails.

S
trang

e as this m
ay seem

 to
 so

m
e, to

 anyo
ne fam

iliar w
ith the so

cial
w

o
rld

 o
f co

m
p
uting

, the "o
rg

anizatio
n" o

f the FC
IC

 is very reco
g
nizab

le.

For years now
, econom

ists and m
anagem

ent theorists have speculated
that the tid

al w
ave o

f the info
rm

atio
n revo

lutio
n w

o
uld

 d
estro

y rig
id

,
p
yram

id
al b

ureaucracies, w
here everything

 is to
p
- d

o
w

n and
 centrally

co
ntro

lled
.   H

ig
hly trained

 "em
p
lo

yees" w
o
uld

 take o
n m

uch g
reater

auto
no

m
y, b

eing
 self-starting

, and
 self-m

o
tivating

,  m
o
ving

 fro
m

 p
lace

to
 place, task to

 task, w
ith g

reat speed and fluidity.  "A
d-ho

cracy" w
o
uld

rule, w
ith g

ro
up

s o
f p

eo
p
le sp

o
ntaneo

usly knitting
 to

g
ether acro

ss
o
rg

anizatio
nal lines, tackling

 the p
ro

b
lem

 at hand
, ap

p
lying

 intense
co

m
p
uter-aid

ed
 exp

ertise to
 it, and

 then vanishing
 w

hence they cam
e.

T
his is m

o
re o

r less w
hat has actually hap

p
ened

 in the w
o
rld

 o
f fed

eral
com

puter investigation.  W
ith the conspicuous exception of the phone

co
m

p
anies, w

hich are after all o
ver a hund

red
 years o

ld
, p

ractically
*every* o

rg
anizatio

n that p
lays any im

p
o
rtant ro

le in this b
o
o
k func-

tio
ns just like the FC

IC
.    T

he C
hicag

o
 T

ask Fo
rce, the A

rizo
na

R
acketeering

 U
nit, the Leg

io
n o

f D
o
o
m

, the Phrack cro
w

d
, the Electro

nic
Fro

ntier Fo
und

atio
n —

 they *all* lo
o
k and

 act like "tig
er team

s" o
r

"user's g
ro

up
s."  T

hey are all electro
nic ad

-ho
cracies leap

ing
 up

 sp
o
n-

taneously to attem
pt to m

eet a need.

S
o
m

e are p
o
lice.  S

o
m

e are, b
y strict d

efinitio
n, crim

inals.  S
o
m

e are
p
o
litical interest-g

ro
up

s.   B
ut every sing

le g
ro

up
 has that sam

e q
uality

of apparent spontaneity —
 "H

ey, gang!  M
y uncle's got a barn —

 let's put
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o
n a sho

w
!"

Every o
ne o

f these g
ro

up
s is em

b
arrassed

 b
y this "am

ateurism
," and

,
fo

r the sake o
f their p

ub
lic im

ag
e in a w

o
rld

 o
f no

n-co
m

p
uter p

eo
p
le,

they all attem
p
t to

 lo
o
k as stern and

 fo
rm

al and
 im

p
ressive as p

o
ssib

le.
T
h
ese electro

n
ic fro

n
tier-d

w
ellers resem

b
le g

ro
u
p
s o

f n
in

eteen
th

-cen
-

tury p
io

neers hankering
 after the resp

ectab
ility o

f stateho
o
d
. T

here are
ho

w
ever,  tw

o
 crucial d

ifferences in the histo
rical exp

erience o
f these

"p
io

neers" o
f the nineteeth and

 tw
enty-first centuries.

First, p
o
w

erful info
rm

atio
n techno

lo
g
y *d

o
es* p

lay into
 the hand

s o
f

sm
all, fluid

, lo
o
sely o

rg
anized

 g
ro

up
s.  T

here have alw
ays b

een "p
io

-
neers," "ho

b
b
yists," "am

ateurs," "d
ilettantes," "vo

lunteers," "m
o
ve-

m
ents," "users' g

ro
up

s" and
 "b

lue-rib
b
o
n p

anels o
f exp

erts" aro
und

.
B
ut a g

roup of this kind —
 w

hen technically equipped to ship hug
e

am
o
unts o

f sp
ecialized

 info
rm

atio
n, at lig

htning
 sp

eed
, to

 its m
em

b
ers,

to
 g

o
vernm

ent, and
 to

 the p
ress —

 is sim
p
ly a d

ifferent kind
 o

f anim
al.

It's like the d
ifference b

etw
een an eel and

 an electric eel.

T
he seco

nd
 crucial chang

e is that A
m

erican so
ciety is currently in a

state  ap
p
ro

aching
 p

erm
anent techno

lo
g
ical revo

lutio
n.  In the w

o
rld

 o
f

co
m

p
u
te

rs p
articu

larly,  it is p
ractically im

p
o
ssib

le
 to

 *e
ve

r* sto
p

b
eing

 a  "p
io

neer," unless yo
u either d

ro
p
 d

ead
 o

r d
elib

erately jum
p
 o

ff
the b

us.  T
he scene has never slow

ed dow
n enoug

h to b
ecom

e w
ell-insti-

tutio
nalized

.  A
nd

 after tw
enty, thirty, fo

rty years the "co
m

p
uter revo

-
lution" continues to spread, to perm

eate new
 corners of society.

A
nything

 that really w
o
rks is alread

y o
b
so

lete.

If yo
u sp

end
 yo

ur entire w
o
rking

 life as a "p
io

neer," the w
o
rd

 "p
io

neer"
b
eg

ins to
 lo

se its m
eaning

.  Y
o
ur w

ay o
f life lo

o
ks less and

 less like an
introduction to "som

ething else" m
ore stable and organized,  and m

ore
and

 m
o
re like *just the w

ay thing
s are.*   A

 "p
erm

anent revo
lutio

n" is
really a co

n
trad

ictio
n
 in

 term
s.  If "tu

rm
o
il"  lasts lo

n
g
 en

o
u
g
h
, it sim

-
p
ly b

eco
m

es *a new
 kind

 o
f so

ciety*  —
 still the sam

e g
am

e o
f histo

ry,
b
ut new

 p
layers, new

 rules.

A
p
p
ly this to

 the w
o
rld

 o
f late tw

entieth-century law
 enfo

rcem
ent, and

the im
p
licatio

ns are  no
vel and

 p
uzzling

 ind
eed

.  A
ny b

ureaucratic rule-
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b
o
o
k yo

u w
rite ab

o
ut co

m
p
uter-crim

e w
ill b

e flaw
ed

 w
hen yo

u w
rite it,

and alm
ost an antique b

y the tim
e it sees print.   T

he fluidity and fast
reactio

ns o
f the FC

IC
 g

ive them
 a g

reat advantag
e in this reg

ard, w
hich

exp
lains their success.  Even w

ith the b
est w

ill in the w
o
rld

 (w
hich it

d
o
es no

t, in fact, p
o
ssess) it is im

p
o
ssib

le fo
r an o

rg
anizatio

n the size o
f

the U
.S. Federal B

ureau of Investigation to get up to speed on the theory
and

 p
ractice o

f co
m

p
uter crim

e.   If they tried
 to

 train all their ag
ents to

d
o
 this, it w

o
uld

 b
e *suicid

al,*  as they w
o
uld

 *never b
e ab

le to
 d

o
 any-

thing
 else.*

T
he FB

I d
o
es try to

 train its ag
ents in the b

asics o
f electro

nic crim
e, at

their b
ase in Q

uantico
, V

irg
inia.   A

nd
 the S

ecret S
ervice, alo

ng
 w

ith
m

any o
ther law

 enfo
rcem

ent g
ro

up
s, runs q

uite successful and
 w

ell-
attend

ed
 training

 co
urses o

n w
ire fraud

, b
usiness crim

e, and
 co

m
p
uter

intrusio
n  at the Fed

eral Law
 Enfo

rcem
ent T

raining
 C

enter (FLET
C
,

pronounced "fletsy") in G
lynco, G

eorg
ia.   B

ut the b
est efforts of these

bureaucracies does not rem
ove the absolute need for a "cutting-edge

m
ess" like the FC

IC
.

Fo
r yo

u see —
 the m

em
b
ers o

f FC
IC

 *are* the trainers o
f the rest o

f law
enfo

rcem
ent.  Practically and

 literally sp
eaking

, they are the G
lynco

co
m

p
uter-crim

e faculty b
y ano

ther nam
e.  If the FC

IC
 w

ent o
ver a cliff

on a bus, the U
.S. law

 enforcem
ent com

m
unity w

ould be rendered deaf
d
um

b
 and

 b
lind

 in the w
o
rld

 o
f co

m
p
uter crim

e, and
 w

o
uld

 sw
iftly feel a

desperate need to reinvent them
. A

nd this is no tim
e to go starting from

scratch.

O
n June 1

1
, 1

9
9

1
, I o

nce ag
ain arrived

 in Pho
enix, A

rizo
na, fo

r the
latest m

eeting
 of the Federal C

om
puter Investig

ations C
om

m
ittee.  T

his
w

as m
ore or less the tw

entieth m
eeting

 of this stellar g
roup.   T

he count
w

as uncertain, since no
b
o
d
y co

uld
 fig

ure o
ut w

hether to
 includ

e the
m

eeting
s o

f "the C
o
lluq

uy," w
hich is w

hat the FC
IC

 w
as called

 in the
m

id-1
9
8
0
s b

efore it had even m
anag

ed to ob
tain the dig

nity of its ow
n

acro
nym

.

S
ince m

y last visit to
 A

rizo
na, in M

ay, the lo
cal A

zS
cam

 b
rib

ery scand
al

had
 reso

lved
 itself in a g

eneral m
ud

d
le o

f hum
iliatio

n.  T
he Pho

enix
chief of police, w

hose agents had videotaped nine state legislators up to
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no
 g

o
o
d
, had

 resig
ned

 his o
ffice in a tussle w

ith the Pho
enix city co

uncil
o
ver the p

ro
p
riety o

f his und
erco

ver o
p
eratio

ns.

T
he Pho

enix C
hief co

uld
 no

w
 jo

in G
ail T

hackeray and
 eleven o

f her clo
s-

est asso
ciates in the shared

 exp
erience o

f p
o
litically m

o
tivated

 unem
-

p
lo

ym
ent.   A

s o
f June, resig

natio
ns w

ere still co
ntinuing

 at the A
rizo

na
A

tto
rney G

eneral's o
ffice, w

hich co
uld

 b
e interp

reted
 as either a N

ew
B
ro

o
m

 S
w

eep
ing

 C
lean o

r a N
ig

ht o
f the Lo

ng
 K

nives Part II, d
ep

end
ing

o
n yo

ur p
o
int o

f view
.

T
he m

eeting of FC
IC

 w
as held at the Scottsdale H

ilton Resort. Scottsdale
is a w

ealthy sub
urb

 o
f Pho

enix, kno
w

n as "S
co

ttsd
ull" to

 sco
ffing

 lo
cal

trend
ies, b

ut w
ell-eq

uip
p
ed

 w
ith p

o
sh sho

p
p
ing

- m
alls and

 m
anicured

law
ns, w

hile co
nsp

icuo
usly und

ersup
p
lied

 w
ith ho

m
eless d

erelicts.   T
he

S
co

ttsd
ale H

ilto
n R

eso
rt w

as a sp
raw

ling
 ho

tel in p
o
stm

o
d
ern  cryp

to
-

S
o
uthw

estern style.  It featured
 a "m

issio
n b

ell to
w

er" p
lated

 in
turq

uo
ise tile and

 vag
uely resem

b
ling

 a S
aud

i m
inaret.

Insid
e it w

as all b
arb

arically strip
ed

 S
anta Fe S

tyle d
eco

r.   T
here w

as a
health spa dow

nstairs and a larg
e oddly-shaped pool in the patio.  A

p
o
o
lsid

e u
m

b
rella-stan

d
 o

ffered
 B

en
 an

d
 Jerry's p

o
litically co

rrect
Peace Po

p
s.

I reg
istered

 as a m
em

b
er o

f FC
IC

, attaining
 a hand

y d
isco

unt rate, then
w

ent in search of the Feds. Sure enough, at the back of the hotel grounds
cam

e the unm
istakab

le so
und

 o
f G

ail T
hackeray ho

ld
ing

 fo
rth.

Since I had also attended the C
om

puters Freedom
 and Privacy conference

(ab
o
ut w

hich m
o
re later), this w

as the seco
nd

 tim
e I had

 seen T
hackeray

in a g
ro

up
 o

f her law
 enfo

rcem
ent co

lleag
ues.   O

nce ag
ain I w

as struck
by how

 sim
ply pleased they seem

ed to see her.   It w
as natural that she'd

get *som
e* attention, as G

ail w
as one of tw

o w
om

en in a group of som
e

thirty m
en; b

ut there w
as a lo

t m
o
re to

 it than that.

G
ail T

hackeray p
erso

nifies the so
cial g

lue o
f the FC

IC
.  T

hey co
uld

 g
ive a

d
am

n ab
o
ut her lo

sing
 her jo

b
 w

ith the A
tto

rney G
eneral.  T

hey w
ere

so
rry ab

o
ut it, o

f co
urse, b

ut hell, they'd
 all lo

st jo
b
s.   If they w

ere the
kind of g

uys w
ho liked steady  b

oring
 job

s, they w
ould never have g

otten
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into
 co

m
p
uter w

o
rk in the first p

lace.

I w
and

ered
 into

 her circle and
 w

as im
m

ed
iately intro

d
uced

 to
 five

strang
ers.  T

he co
nd

itio
ns o

f m
y visit at FC

IC
 w

ere review
ed

.  I w
o
uld

not quote anyone directly.  I w
ould not tie opinions expressed to the

ag
encies of the attendees.  I w

ould not (a purely hypothetical exam
ple)

rep
o
rt the co

nversatio
n o

f a g
uy fro

m
 the S

ecret S
ervice talking

 q
uite

civilly to
  a g

uy fro
m

 the FB
I, as these tw

o
 ag

encies *never*  talk to
each o

ther, and
 the IR

S
 (also

 p
resent, also

 hyp
o
thetical) *never talks to

anyb
o
d
y.*

W
orse yet, I w

as forb
idden to attend the first conference.  A

nd I didn't.  I
have no idea w

hat the FC
IC

 w
as up to behind closed doors that afternoon. I

rather susp
ect that they w

ere eng
ag

ing
 in a frank and

 tho
ro

ug
h co

nfes-
sio

n o
f their erro

rs, g
o
o
f-up

s and
 b

lund
ers, as this has b

een a feature o
f

every FC
IC

 m
eeting

 since their leg
end

ary M
em

p
his b

eer- b
ust o

f 1
9

8
6

.
Perhap

s the sing
le g

reatest attractio
n o

f FC
IC

 is that it is a p
lace w

here
yo

u can g
o
, let yo

ur hair d
o
w

n, and
 co

m
p
letely level w

ith p
eo

p
le w

ho
actually co

m
p
rehend

 w
hat yo

u are talking
 ab

o
ut. N

o
t o

nly d
o
 they und

er-
stand

 yo
u, b

ut they *really p
ay attentio

n,*  they are *g
rateful fo

r yo
ur

insig
hts,* and

 they *fo
rg

ive yo
u,*  w

hich in nine cases o
ut o

f ten is
som

ething even your boss can't do, because as soon as you start talking
"R

O
M

," "B
B
S
," o

r "T
-1

 tru
n
k," h

is eyes g
laze o

ver.

I had nothing m
uch to do that afternoon.  T

he FC
IC

 w
ere beavering aw

ay
in their  co

nference ro
o
m

.  D
o
o
rs w

ere firm
ly clo

sed
, w

ind
o
w

s to
o
 d

ark
to

 p
eer thro

ug
h.  I w

o
nd

ered
 w

hat a real hacker, a co
m

p
uter intrud

er,
w

o
uld

 d
o
 at a m

eeting
 like this.

T
he answ

er cam
e at once.  H

e w
ould "trash" the place.  N

ot reduce the
place to trash  in som

e orgy of vandalism
; that's not the use of the term

in the hacker m
ilieu.  N

o
, he w

o
uld

 q
uietly *em

p
ty the trash b

askets*
and

 silently raid
 any valuab

le d
ata ind

iscreetly thro
w

n aw
ay.

Jo
urnalists have b

een kno
w

n to
 d

o
 this. (Jo

urnalists hunting
 info

rm
a-

tion have b
een know

n to do alm
ost every sing

le unethical thing
 that

hackers have ever d
o
ne.  T

hey also
 thro

w
 in a few

 aw
ful techniq

ues all
their o

w
n.)  T

he leg
ality o

f 'trashing
' is so

m
ew

hat d
ub

io
us b

ut it is no
t
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in fact flag
rantly illeg

al.   It w
as, ho

w
ever, ab

surd
 to

 co
ntem

p
late

trashing
 the FC

IC
.  T

hese p
eo

p
le knew

 all ab
o
ut trashing

.   I w
o
uld

n't last
fifteen seco

nd
s.

T
he idea sounded interesting, though.   I'd been hearing a lot about the

p
ractice lately.  O

n the sp
ur o

f the m
o
m

ent, I d
ecid

ed
 I w

o
uld

 try trash-
ing

 the o
ffice *acro

ss the hall*  fro
m

 the FC
IC

, an area w
hich had

 no
th-

ing
 to

 d
o
 w

ith the investig
ato

rs.

T
he o

ffice w
as tiny; six chairs, a tab

le.... N
evertheless, it w

as o
p
en, so

 I
d
ug

 aro
und

 in its p
lastic trash can.

T
o
 m

y utter asto
nishm

ent, I cam
e up

 w
ith the to

rn scrap
s o

f a S
PR

IN
T

long
-distance phone b

ill. M
ore dig

g
ing

 produced a b
ank statem

ent and
the scrap

s o
f a hand

-w
ritten letter, alo

ng
 w

ith g
um

, cig
arette ashes,

cand
y w

rap
p
ers and

 a d
ay-o

ld
-issue o

f U
S
A

 T
O

D
A

Y
.

T
he trash w

ent b
ack in its recep

tacle w
hile the scrap

s o
f d

ata w
ent into

m
y travel b

ag
.  I detoured throug

h the hotel souvenir shop for som
e

Scotch tape and w
ent up to m

y room
.

C
o
incid

ence o
r no

t, it w
as q

uite true.  S
o
m

e p
o
o
r so

ul had
, in fact,

thro
w

n a S
PR

IN
T
 b

ill into
 the ho

tel's trash.   D
ate M

ay 1
9

9
1

, to
tal

am
o
unt d

ue: $
2

5
2

.3
6

.  N
o
t a b

usiness p
ho

ne, either, b
ut a resid

ential
b
ill, in the nam

e o
f so

m
eo

ne called
 Evelyn (no

t her real nam
e).

Evelyn's reco
rd

s sho
w

ed
 a #

#
 PA

S
T
 D

U
E B

ILL #
#

!   H
ere w

as her
nine-d

ig
it acco

unt ID
.    H

ere w
as a stern co

m
p
uter-p

rinted
 w

arning
:

"T
REA

T
 YO

U
R FO

N
C
A

RD
 A

S YO
U
 W

O
U
LD

 A
N

Y C
RED

IT
 C

A
RD

.  T
O

 SEC
U
RE

A
G

A
IN

ST
 FRA

U
D

, N
EV

ER G
IV

E Y
O

U
R FO

N
C
A

RD
 N

U
M

B
ER O

V
ER T

H
E PH

O
N

E
U

N
LES

S
 Y

O
U

 IN
IT

IA
T
ED

 T
H

E C
A

LL.  IF Y
O

U
 R

EC
EIV

E S
U

S
PIC

IO
U

S
 C

A
LLS

PLEA
S
E N

O
T
IFY

 C
U

S
T
O

M
ER

 S
ER

V
IC

E IM
M

ED
IA

T
ELY

!"

I exam
ined

 m
y w

atch.  S
till p

lenty o
f tim

e left fo
r the FC

IC
 to

 carry o
n.

I so
rted

 o
ut the scrap

s o
f Evelyn's S

PR
IN

T
 b

ill and
 re-assem

b
led

 them
w

ith fresh S
co

tch tap
e.  H

ere w
as her ten-d

ig
it FO

N
C
A

R
D

 num
b
er.

D
id

n't seem
 to

 have the ID
 num

b
er necessary to

 cause real fraud
 tro

ub
le.
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I d
id

, ho
w

ever, have Evelyn's ho
m

e p
ho

ne num
b
er.  A

nd
 the p

ho
ne num

-
b
ers fo

r a w
ho

le cro
w

d
 o

f Evelyn's lo
ng

-d
istance friend

s and
 acq

uain-
tances. In San D

iego, Folsom
, Redondo, Las V

egas, La Jolla, T
opeka, and

N
o
rtham

p
to

n M
assachusetts.  Even so

m
eb

o
d
y in A

ustralia!

I exam
ined other docum

ents.  H
ere w

as a bank statem
ent.  It w

as
Evelyn's IR

A
 acco

unt d
o
w

n at a b
ank in S

an M
ateo

 C
alifo

rnia (to
tal b

al-
ance $

1
8

7
7

.2
0

).  H
ere w

as a charg
e-card

 b
ill fo

r $
3

8
2

.6
4

. S
he w

as
p
aying

 it o
ff b

it b
y b

it.

D
riven b

y m
o
tives that w

ere co
m

p
letely unethical and

 p
rurient, I no

w
exam

ined
 the hand

w
ritten no

tes.  T
hey had

 b
een to

rn fairly tho
ro

ug
hly,

so m
uch so that it took m

e alm
ost an entire five m

inutes to reassem
b
le

them
.

T
hey w

ere drafts of a love letter.  T
hey had b

een w
ritten on the lined

statio
nery o

f Evelyn's em
p
lo

yer, a b
io

m
ed

ical co
m

p
any.  Pro

b
ab

ly
w

ritten at w
ork w

hen she should have b
een doing

 som
ething

 else.

"D
ear B

o
b
," (no

t his real nam
e)  "I g

uess in everyo
ne's life there co

m
es

a tim
e w

hen hard decisions have to b
e m

ade, and this is a difficult one
for m

e —
 very upsetting.  Since you haven't called m

e, and I don't
understand w

hy, I can only surm
ise it's b

ecause you don't w
ant to.  I

tho
ug

ht I w
o
uld

 have heard
 fro

m
 yo

u Frid
ay.  I d

id
 have a few

 unusual
p
ro

b
lem

s w
ith m

y p
ho

ne and
 p

o
ssib

ly yo
u tried

, I ho
p
e so

. "R
o
b
ert, yo

u
asked m

e to 'let go'..."

T
he first no

te end
ed

.  *U
nusual p

ro
b
lem

s w
ith her p

ho
ne?*  I lo

o
ked

sw
iftly at the next no

te.

"B
o
b
, no

t hearing
 fro

m
 yo

u fo
r the w

ho
le w

eekend
 has left m

e very p
er-

p
lexed

..."

N
ext d

raft.

"D
ear B

o
b
, there is so

 m
uch I d

o
n't und

erstand
 rig

ht no
w

, and
 I w

ish I
d
id

.  I w
ish I co

uld
 talk to

 yo
u, b

ut fo
r so

m
e unkno

w
n reaso

n yo
u have

elected not to call —
 this is so difficult for m

e to understand..."
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S
he tried

 ag
ain.

"B
o
b
, S

ince I have alw
ays held

 yo
u in such hig

h esteem
, I had

 every ho
p
e

that w
e co

uld
 rem

ain g
o
o
d
 friend

s, b
ut no

w
 o

ne essential ing
red

ient is
m

issing
 —

 resp
ect.  Y

o
ur ab

ility to
 d

iscard
 p

eo
p
le w

hen their p
urp

o
se is

served is appalling
 to m

e.  T
he kindest thing

 you could do for m
e now

 is
to leave m

e alone. Y
ou are no long

er w
elcom

e in m
y heart or hom

e..."

T
ry ag

ain.

"B
ob, I w

rote a very factual note to you to say how
 m

uch respect I had
lo

st fo
r yo

u, b
y the w

ay yo
u treat p

eo
p
le, m

e in p
articular, so

 uncaring
and cold. T

he kindest thing
 you can do for m

e is to leave m
e alone entire-

ly, as yo
u are no

 lo
ng

er w
elco

m
e in m

y heart o
r ho

m
e. I w

o
uld

 ap
p
reci-

ate it if you could retire your deb
t to m

e as soon as possib
le —

 I w
ish no

lin
k to

 yo
u
 in

 an
y w

ay.  S
in

cerely, Evelyn
."

G
ood heavens, I thoug

ht, the b
astard actually ow

es her m
oney!  I turned

to the next page.

"B
o
b
:  very sim

p
le.  G

O
O

D
B
Y
E!  N

o
 m

o
re m

ind
 g

am
es —

 no
 m

o
re fascina-

tion —
 no m

ore coldness —
 no m

ore respect for you!  It's over —
 Finis.

Evie"

T
here w

ere tw
o
 versio

ns o
f the final b

rusho
ff letter, b

ut they read
 ab

o
ut

the sam
e.  M

ayb
e she had

n't sent it.  T
he final item

 in m
y illicit and

sham
eful booty w

as an envelope addressed to "B
ob" at his hom

e address,
but it had no stam

p on it and it hadn't been m
ailed.

M
ayb

e she'd
 just b

een b
lo

w
ing

 o
ff steam

 b
ecause her rascal b

o
yfriend

had neglected to call her one w
eekend.   B

ig deal.  M
aybe they'd kissed and

m
ade up, m

aybe she and B
ob w

ere dow
n at Pop's C

hocolate Shop now
,

sharing
 a m

alted
.  S

ure.

Easy to
 find

 o
ut.  A

ll I had
 to

 d
o
 w

as call Evelyn up
.  W

ith a half-clever
sto

ry and
 eno

ug
h b

rass- p
lated

 g
all I co

uld
 p

ro
b
ab

ly trick the truth o
ut

o
f her. Pho

ne-p
hreaks and

 hackers d
eceive p

eo
p
le o

ver the p
ho

ne all the
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tim
e.  It's called

 "so
cial eng

ineering
." S

o
cial eng

ineering
 is a very co

m
-

m
o
n p

ractice in the und
erg

ro
und

, and
 alm

o
st m

ag
ically effective. H

um
an

b
eing

s are alm
o
st alw

ays the w
eakest link in co

m
p
uter security.  T

he
sim

p
lest w

ay to
 learn T

hing
s Y

o
u A

re N
o
t M

eant T
o
 K

no
w

 is sim
p
ly to

call up
 and

 exp
lo

it the kno
w

led
g
eab

le p
eo

p
le.   W

ith so
cial eng

ineering
,

you use the bits of specialized know
ledge you already have as a key, to

m
anip

ulate p
eo

p
le into

 b
elieving

 that yo
u are leg

itim
ate.  Y

o
u can then

co
ax, flatter, o

r frig
hten them

 into
 revealing

 alm
o
st anything

 yo
u w

ant
to

 kno
w

.  D
eceiving

 p
eo

p
le (esp

ecially o
ver the p

ho
ne) is easy and

 fun.
E
xp

lo
itin

g
 th

e
ir g

u
llib

ility
 is ve

ry
 g

ratify
in

g
; it m

ake
s y

o
u
 fe

e
l ve

ry
sup

erio
r to

 them
.

If I'd
 b

een a  m
alicio

us hacker o
n a trashing

 raid
, I w

o
uld

 no
w

 have
Evelyn very m

uch in m
y p

o
w

er.  G
iven all this insid

e  d
ata, it w

o
uld

n't
take m

uch effo
rt at all to

 invent a co
nvincing

 lie.  If I w
ere ruthless

eno
ug

h, and
 jad

ed
 eno

ug
h, and

 clever eno
ug

h, this m
o
m

entary ind
iscre-

tion of hers —
 m

aybe com
m

itted in tears, w
ho know

s —
 could cause her a

w
ho

le w
o
rld

 o
f co

nfusio
n and

 g
rief.

I d
id

n't even have to
 have a *m

alicio
us*  m

o
tive. M

ayb
e I'd

 b
e "o

n her
side," and call up B

ob
 instead, and anonym

ously threaten to b
reak b

oth
his kneecap

s if he d
id

n't take Evelyn o
ut fo

r a steak d
inner p

ro
nto

.   It
w

as still p
ro

fo
und

ly *no
ne o

f m
y b

usiness.*   T
o
 have g

o
tten this

know
ledge at all w

as a sordid act and to use it w
ould be to inflict a sordid

in
ju

ry
.

T
o
 d

o
 all these aw

ful thing
s w

o
uld

 req
uire exactly zero

 hig
h-tech

exp
ertise.  A

ll it w
o
uld

 take w
as the w

illing
ness to

 d
o
 it and

 a certain
am

o
unt o

f b
ent im

ag
inatio

n.

I w
ent b

ack d
o
w

nstairs. T
he hard

-w
o
rking

 FC
IC

, w
ho

 had
 lab

o
red

 fo
rty-

five m
inutes o

ver their sched
ule, w

ere thro
ug

h fo
r the d

ay, and
ad

jo
urned

 to
 the ho

tel b
ar.  W

e all had
 a b

eer.

I had
 a chat w

ith a g
uy ab

o
ut "Isis," o

r rather IA
C
IS

, the Internatio
nal

A
sso

ciatio
n o

f C
o
m

p
uter Investig

atio
n S

p
ecialists.  T

hey're into
 "co

m
-

p
uter fo

rensics,"  the techniq
ues o

f p
icking

 co
m

p
uter- system

s ap
art

w
itho

ut d
estro

ying
 vital evid

ence. IA
C
IS

, currently run o
ut o

f O
reg

o
n, is
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co
m

p
rised

 o
f investig

ato
rs in the U

.S
., C

anad
a, T

aiw
an and

 Ireland
.

"T
aiw

an
 an

d
 Ire

lan
d
?"  I said

.  A
re

 *T
aiw

an
* an

d
 *Ire

lan
d
*  re

ally in
the fo

refro
nt o

f this stuff? W
ell no

t exactly, m
y info

rm
ant ad

m
itted

.
T
hey just happen to have been the first ones to have caught on by w

ord of
m

o
uth.  S

till, the internatio
nal ang

le co
unts, b

ecause this is o
b
vio

usly
an internatio

nal p
ro

b
lem

.  Pho
ne-lines g

o
 everyw

here.

T
here w

as a M
o
untie here fro

m
 the R

o
yal C

anad
ian M

o
unted

 Po
lice.  H

e
seem

ed to be having quite a good tim
e.   N

obody had flung this C
anadian

o
ut b

ecause he m
ig

ht po
se a fo

reig
n security risk. T

hese are cyb
erspace

co
p
s.  T

hey still w
o
rry a lo

t ab
o
ut "jurisd

ictio
ns," b

ut m
ere g

eo
g
rap

hy
is the least o

f their tro
ub

les.

N
A

SA
 had failed to show

.  N
A

SA
 suffers a lot from

 com
puter intrusions,

in
 p

articu
lar fro

m
 A

u
stralian

 raid
ers an

d
 a w

ell-tru
m

p
eted

 C
h
ao

s
C
o
m

p
uter C

lub
 case,  and

 in 1
9

9
0

 there w
as a b

rief p
ress flurry w

hen
it w

as revealed that one of N
A

SA
's H

ouston branch-exchanges had been
system

atically ripped off b
y a g

ang
 of phone-phreaks.   B

ut the N
A

SA
g
uys had

 had
 their fund

ing
 cut.  T

hey w
ere strip

p
ing

 everything
.

A
ir Fo

rce O
S
I, its O

ffice o
f S

p
ecial Investig

atio
ns, is the *o

nly*  fed
eral

entity dedicated full-tim
e to com

puter security.  T
hey'd been expected to

show
 up in force, but som

e of them
 had cancelled —

 a Pentagon budget
p
inch.

A
s the em

p
ties p

iled
 up

, the g
uys b

eg
an jo

shing
 aro

und
 and

 telling
 w

ar-
sto

ries.  "T
hese are co

p
s," T

hackeray said
 to

lerantly.  "If they're no
t

talking shop they talk about w
om

en and beer."

I heard the story about the guy w
ho, asked for "a copy" of a com

puter
disk, *photocopied the lab

el on it.*  H
e put the floppy disk onto the g

lass
plate of a photocopier.  T

he b
last of static w

hen the copier w
orked  com

-
p
letely erased

 all the real info
rm

atio
n o

n the d
isk.

Som
e other poor souls threw

 a w
hole bag of confiscated diskettes into the

sq
uad

-car trunk next to
 the p

o
lice rad

io
.  T

he p
o
w

erful rad
io

 sig
nal

blasted them
, too.
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W
e heard a b

it ab
out D

ave G
eneson, the first com

puter prosecutor, a
m

ainfram
e-runner in D

ad
e C

o
unty, turned

 law
yer.   D

ave G
eneso

n w
as

o
ne g

uy w
ho

 had
 hit the g

ro
und

 running
, a sig

nal virtue in m
aking

 the
transitio

n to
 co

m
p
uter-crim

e.  It w
as g

enerally ag
reed

 that it w
as easi-

er to
 learn the w

o
rld

 o
f co

m
p
uters first, then p

o
lice o

r p
ro

secuto
rial

w
ork. Y

ou could take certain com
puter people and train 'em

 to successful
police w

ork —
 b

ut of course they had to have the *cop m
entality.*  T

hey
had to have street sm

arts.  Patience.  Persistence.  A
nd discretion.

You've got to m
ake sure they're not hot- shots, show

-offs,  "cow
boys."

M
o
st o

f the fo
lks in the b

ar had
 b

ackg
ro

und
s in m

ilitary intellig
ence, o

r
d
rug

s, o
r ho

m
icid

e.  It w
as rud

ely o
p
ined

 that "m
ilitary intellig

ence"
w

as a co
ntrad

ictio
n in term

s, w
hile even the g

risly w
o
rld

 o
f ho

m
icid

e
w

as considered cleaner than drug enforcem
ent.  O

ne guy had been 'w
ay

und
erco

ver d
o
ing

 d
o
p
e-w

o
rk in Euro

p
e fo

r fo
ur years straig

ht. "I'm
alm

ost recovered now
," he said deadpan, w

ith the acid b
lack hum

or that
is p

ure co
p
.  "H

ey, no
w

 I can say *fucker*  w
itho

ut p
utting

 *m
o
ther*

in fro
nt o

f it."

"In the co
p
 w

o
rld

," ano
ther g

uy said
 earnestly, "everything

 is g
o
o
d
 and

b
ad

, b
lack and

 w
hite.  In the co

m
p
uter w

o
rld

 everything
 is g

ray."

O
ne guy —

 a founder of the FC
IC

, w
ho'd been w

ith the group since it w
as

just the C
o
lluq

uy —
 d

escrib
ed

 his o
w

n intro
d
uctio

n to
 the field

.  H
e'd

b
een a W

ashing
ton D

C
 hom

icide g
uy called in on a "hacker" case.  From

the w
o
rd

 "hacker," he naturally assum
ed

 he w
as o

n the trail o
f a knife-

w
ielding m

arauder, and w
ent to the com

puter center expecting blood and
a b

o
d
y.  W

hen he finally fig
ured

 o
ut w

hat w
as hap

p
ening

 there (after
lo

ud
ly d

em
and

ing
, in vain, that the p

ro
g
ram

m
ers "sp

eak Eng
lish"),  he

called headquarters and told them
 he w

as clueless about com
puters.

T
hey told him

 nobody else knew
 diddly either, and to get the hell back to

w
o
rk.

So, he said, he had proceeded by com
parisons. B

y analogy.  B
y m

etaphor.
"S

o
m

eb
o
d
y b

ro
ke in to

 yo
ur co

m
p
uter, huh?"  B

reaking
 and

 entering
; I

can understand that.  H
ow

'd he g
et in?  "O

ver the phone- lines."
H

arassing
 p

ho
ne-calls, I can und

erstand
 that!  W

hat w
e need

 here is a
tap

 and
 a trace!
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It w
orked.  It w

as b
etter than nothing

.   A
nd it w

orked a lot faster w
hen

he got hold of another cop w
ho'd done som

ething sim
ilar.  A

nd then the
tw

o of them
 got another, and another, and pretty soon the C

olluquy w
as a

happening thing.  It helped a lot that everybody seem
ed to know

 C
arlton

Fitzp
atrick, th

e d
ata-p

ro
cessin

g
 train

er in
 G

lyn
co

.

T
he ice b

ro
ke b

ig
-tim

e in M
em

p
his in '8

6
.  T

he C
o
lluq

uy had
 attracted

 a
b
unch o

f new
 g

uys —
 S

ecret S
ervice, FB

I, m
ilitary, o

ther fed
s, heavy

guys. N
obody w

anted to tell anybody anything.  T
hey suspected that if

w
ord got back to the hom

e office they'd all be fired.  T
hey passed an

unco
m

fo
rtab

ly g
uard

ed
 afterno

o
n.

T
he fo

rm
alities g

o
t them

 no
w

here.  B
ut after the fo

rm
al sessio

n w
as

o
ver, the o

rg
anizers b

ro
ug

ht in a case o
f b

eer.  A
s so

o
n as the p

artici-
p
ants kno

cked
 it o

ff w
ith the b

ureaucratic ranks and
 turf-fig

hting
,

everything
 chang

ed
.  "I b

ared
 m

y so
ul," o

ne veteran rem
inisced

 p
ro

ud
ly.

B
y nig

htfall they w
ere b

uild
ing

 p
yram

id
s o

f em
p
ty b

eer-cans and
 d

o
ing

everything but com
posing a team

 fight song.

FC
IC

 w
ere no

t the o
nly co

m
p
uter-crim

e p
eo

p
le aro

und
.  T

here w
as

D
A

T
T
A

 (D
istrict A

ttorneys' T
echnology T

heft A
ssociation),  though they

m
o
stly sp

ecialized
 in

 ch
ip

 th
eft, in

tellectu
al p

ro
p
erty, an

d
 b

lack-m
ar-

ket cases.  T
here w

as H
T
C
IA

  (H
ig

h T
ech C

om
puter Investig

ators
A

sso
ciatio

n), also
 o

ut in S
ilico

n V
alley, a year o

ld
er than FC

IC
 and

 fea-
turing

 b
rilliant p

eo
p
le like D

o
nald

 Ing
raham

.  T
here w

as LEET
A

C
 (Law

Enfo
rcem

ent Electro
nic T

echno
lo

g
y A

ssistance C
o
m

m
ittee)  in Flo

rid
a,

and
 co

m
p
uter- crim

e units in Illino
is and

 M
aryland

 and
 T

exas and
 O

hio
and

 C
o
lo

rad
o
 and

 Pennsylvania.   B
ut these w

ere lo
cal g

ro
up

s.  FC
IC

 w
ere

the first to
 really netw

o
rk natio

nally and
 o

n a fed
eral level.

FC
IC

 p
eo

p
le live o

n the p
ho

ne lines.  N
o
t o

n b
ulletin b

o
ard

 system
s —

they kno
w

 very w
ell w

hat b
o
ard

s are, and
 they kno

w
 that  b

o
ard

s aren't
secure. Everyo

ne in the FC
IC

 has a vo
ice-p

ho
ne b

ill like yo
u w

o
uld

n't
b
elieve.  FC

IC
 people have b

een tig
ht w

ith the telco people for a long
tim

e.  T
elep

ho
ne cyb

ersp
ace is their native hab

itat.

FC
IC

 has three b
asic sub

-trib
es:  the trainers, the security p

eo
p
le, and
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the investig
ato

rs.  T
hat's w

hy it's called
 an "Investig

atio
ns C

o
m

m
ittee"

w
ith no

 m
entio

n o
f the term

 "co
m

p
uter-crim

e" —
 the d

read
ed

 "C
-w

o
rd

."
FC

IC
, o

fficially, is "an asso
ciatio

n o
f ag

encies rather than ind
ivid

uals;"
uno

fficially, this field
 is sm

all eno
ug

h that the influence o
f ind

ivid
uals

and
 ind

ivid
ual exp

ertise is p
aram

o
unt.  A

ttend
ance is b

y invitatio
n o

nly,
and

 m
o
st everyo

ne in FC
IC

 co
nsid

ers him
self a p

ro
p
het w

itho
ut ho

no
r in

his o
w

n ho
use.

A
g
ain and

 ag
ain I heard

 this,  w
ith d

ifferent term
s b

ut id
entical senti-

m
ents.  "I'd

 b
een sitting

 in the w
ild

erness talking
 to

 m
yself."  "I w

as
to

tally iso
lated

."  "I w
as d

esp
erate."  "FC

IC
 is the b

est thing
 there is

ab
o
ut co

m
p
uter crim

e in A
m

erica."   "FC
IC

 is w
hat really w

o
rks."  "T

his
is w

here yo
u hear real p

eo
p
le telling

 yo
u w

hat's really hap
p
ening

 o
ut

there, no
t just law

yers p
icking

 nits."  "W
e taug

ht each o
ther everything

w
e knew

."

T
he sincerity o

f these statem
ents co

nvinces m
e that this is true.  FC

IC
 is

the real thing
 and

 it is invaluab
le.  It's also

 very sharp
ly at o

d
d
s w

ith
the rest o

f the trad
itio

ns and
 p

o
w

er structure in A
m

erican law
 enfo

rce-
m

ent.   T
here prob

ab
ly  hasn't b

een anything
 around as loose and g

o-g
et-

ting
 as the FC

IC
 since the start o

f the U
.S

. S
ecret S

ervice in the 1
8

6
0

s.
FC

IC
 p

e
o
p
le

 are
 livin

g
 like

 tw
e
n
ty-first- ce

n
tu

ry p
e
o
p
le

 in
 a tw

e
n
ti-

eth-century enviro
nm

ent, and
 w

hile there's a g
reat d

eal to
 b

e said
 fo

r
that, there's also a great deal to be said against it, and those against it
happen to control the budgets.

I listened
 to

 tw
o
 FC

IC
 g

uys fro
m

 Jersey co
m

p
are life histo

ries.  O
ne o

f
them

 had
 b

een a b
iker in a fairly heavy-d

uty g
ang

 in the 1
9

6
0

s.  "O
h,

d
id

 yo
u kno

w
 so

-and
-so

?" said
 the o

ther g
uy fro

m
 Jersey. "B

ig
 g

uy,
heavyset?"

"Y
eah, I knew

 him
."

"Yeah, he w
as one of ours.  H

e w
as our plant in the gang."

"R
eally?  W

o
w

!  Y
eah, I knew

 him
.  H

elluva g
uy."

T
hackeray rem

inisced
 at leng

th ab
o
ut b

eing
 tear-g

assed
 b

lind
 in the
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N
o
vem

b
er 1

9
6

9
  antiw

ar p
ro

tests in W
ashing

to
n C

ircle, co
vering

 them
for her colleg

e paper.  "O
h yeah, I w

as there," said another cop.  "G
lad to

hear that tear gas hit som
ethin'.  H

aw
 haw

 haw
."  H

e'd been so blind
him

self, he co
nfessed

, that later that d
ay he'd

 arrested
 a sm

all tree.

FC
IC

 are an odd group, sifted out by coincidence and necessity, and
turned into a new

 kind of cop.   T
here are a lot of specialized cops in the

w
o
rld

 —
 yo

ur b
unco

 g
uys, yo

ur d
rug

 g
uys, yo

ur tax g
uys, b

ut the o
nly

g
ro

up
 that m

atches FC
IC

 fo
r sheer iso

latio
n are p

ro
b
ab

ly the child
-

p
o
rno

g
rap

hy p
eo

p
le.  B

ecause they b
o
th d

eal w
ith co

nsp
irato

rs w
ho

 are
desperate to exchange forbidden data and also desperate to hide; and
because nobody else in law

 enforcem
ent even w

ants to hear about it.

FC
IC

 people tend to change jobs a lot.  T
hey tend not to get the equipm

ent
and training they w

ant and need.  A
nd they tend to get sued quite often.

A
s the nig

ht w
ore on and a b

and set up in the b
ar, the talk g

rew
 darker.

N
othing ever gets done in governm

ent, som
eone opined, until there's a

*d
isaster.*  C

o
m

p
uting

 d
isasters are aw

ful, b
ut there's no

 d
enying

 that
they g

reatly  help
 the cred

ib
ility o

f FC
IC

 p
eo

p
le.  T

he Internet W
o
rm

,
for instance.  "For years w

e'd b
een w

arning
 ab

out that —
 b

ut it's nothing
com

pared to w
hat's com

ing."  T
hey expect horrors, these people.  T

hey
kno

w
 that no

thing
 w

ill really g
et d

o
ne until there is a ho

rro
r.

_
_

_
_

_

N
ext day w

e heard an extensive b
riefing

 from
 a g

uy w
ho'd b

een a com
-

puter cop, g
otten into hot w

ater w
ith an A

rizona city council, and now
installed

 co
m

p
uter netw

o
rks fo

r a living
 (at a co

nsid
erab

le rise in p
ay).

H
e talked

 ab
o
ut p

ulling
 fib

er-o
p
tic netw

o
rks ap

art.

Even a sing
le co

m
p
uter, w

ith eno
ug

h p
erip

herals, is a literal "netw
o
rk"

—
 a b

unch o
f m

achines all cab
led

 to
g
ether, g

enerally w
ith a co

m
p
lexity

that puts stereo units to sham
e.   FC

IC
 people invent and pub

licize
m

etho
d
s o

f seizing
 co

m
p
uters and

 m
aintaining

 their evid
ence.   S

im
p
le

thing
s, so

m
etim

es, b
ut vital rules o

f thum
b
 fo

r street co
p
s, w

ho
 no

w
a-

d
ays o

ften stum
b
le acro

ss a b
usy co

m
p
uter in the m

id
st o

f a d
rug

 inves-
tig

atio
n o

r a w
hite-co

llar b
ust.  Fo

r instance:  Pho
to

g
rap

h the system
before you touch it.  Label the ends of all the cables before you detach
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anything
.  "Park" the heads on the disk drives b

efore you m
ove them

.
G
et the diskettes.  D

on't put the diskettes in m
agnetic fields. D

on't w
rite

on diskettes w
ith b

allpoint pens.  G
et the m

anuals.  G
et the printouts.

G
et the handw

ritten notes.  C
opy data before you look at it, and then

exam
ine the co

p
y instead

 o
f the o

rig
inal.

N
o
w

 o
ur lecturer d

istrib
uted

 co
p
ied

 d
iag

ram
s o

f a typ
ical LA

N
 o

r "Lo
cal

A
rea N

etw
ork", w

hich happened to be out of C
onnecticut.  *O

ne hundred
and

 fifty-nine*  d
eskto

p
 co

m
p
uters, each w

ith its o
w

n p
erip

herals.
T
h
ree "file servers."  Five "star co

u
p
lers" each

 w
ith

 th
irty-tw

o
 p

o
rts.

O
ne sixteen- p

o
rt co

up
ler o

ff in the co
rner o

ffice.   A
ll these m

achines
talkin

g
 to

 each
 o

th
er, d

istrib
u
tin

g
 electro

n
ic m

ail, d
istrib

u
tin

g
 so

ft-
w

are, d
istrib

u
tin

g
, q

u
ite p

o
ssib

ly, crim
in

al evid
en

ce.  A
ll lin

ked
 b

y
hig

h- capacity fib
er-optic cab

le.  A
 b

ad g
uy —

 cops talk a lot ab
out "b

ad
g
u
ys"  —

 m
ig

h
t b

e lu
rkin

g
 o

n
 P

C
 #

4
7

 o
r #

1
2

3
 an

d
 d

istrib
u
tin

g
 h

is ill
doings onto som

e dupe's "personal"  m
achine in another office —

 or
ano

ther flo
o
r —

 o
r, q

uite p
o
ssib

ly, tw
o
 o

r three m
iles aw

ay!   O
r,  co

n-
ceivab

ly, the evid
ence m

ig
ht b

e "d
ata-strip

ed
" —

 sp
lit up

 into
 m

eaning
-

less slivers sto
red

, o
ne b

y o
ne, o

n a w
ho

le cro
w

d
 o

f d
ifferent d

isk d
ri-

ves.

T
he lecturer challeng

ed
 us fo

r so
lutio

ns.  I fo
r o

ne w
as utterly clueless.

A
s far as I co

uld
 fig

ure, the C
o
ssacks w

ere at the g
ate; there w

ere p
ro

b
-

ab
ly m

o
re d

isks in this sing
le b

uild
ing

 than w
ere seized

 d
uring

 the
entirety o

f O
p
eratio

n S
und

evil.

"Insid
e info

rm
ant," so

m
eb

o
d
y said

.  R
ig

ht. T
here's alw

ays the hum
an

angle, som
ething easy to forget w

hen contem
plating the arcane recesses

of hig
h technolog

y.  C
ops are skilled at g

etting
 people to talk, and com

-
p
uter p

eo
p
le, g

iven a chair and
 so

m
e sustained

 attentio
n, w

ill talk ab
o
ut

their co
m

p
uters till their thro

ats g
o
 raw

.  T
here's a case o

n reco
rd

 o
f a

sing
le q

uestio
n —

 "H
o
w

'd
 yo

u d
o
 it?" —

 eliciting
 a fo

rty-five-m
inute

vid
eo

tap
ed

 co
nfessio

n fro
m

 a co
m

p
uter crim

inal w
ho

 no
t o

nly co
m

p
lete-

ly in
crim

in
ated

 h
im

self b
u
t d

rew
 h

elp
fu

l d
iag

ram
s.

C
o
m

p
uter p

eo
p
le talk.  H

ackers *b
rag

.*   Pho
ne- p

hreaks talk *p
atho

-
lo

g
ically*  —

 w
hy else are they stealing

 p
ho

ne-co
d
es, if no

t to
 natter fo

r
ten ho

urs straig
ht to

 their friend
s o

n an o
p
p
o
site seab

o
ard

? C
o
m

p
uter-
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literate people do in fact possess an arsenal of nifty gadgets and tech-
niq

ues that w
o
uld

 allo
w

 them
 to

 co
nceal all kind

s o
f exo

tic skulld
ug

g
ery,

and
 if they co

uld
 o

nly *shut up
*  ab

o
ut it, they co

uld
 p

ro
b
ab

ly g
et aw

ay
w

ith all m
anner o

f am
azing

 info
rm

atio
n-crim

es.   B
ut that's just no

t
ho

w
 it w

o
rks —

 o
r at least, that's no

t ho
w

 it's w
o
rked

 *so
 far.*

M
o
st every p

ho
ne-p

hreak ever b
usted

 has sw
iftly im

p
licated

 his m
en-

to
rs, h

is d
iscip

les, an
d
 h

is frien
d
s.  M

o
st every w

h
ite-co

llar co
m

p
u
ter-

crim
inal, sm

ug
ly co

nvinced
 that his clever schem

e is b
ulletp

ro
o
f,

sw
iftly learn

s o
th

erw
ise w

h
en

, fo
r th

e first tim
e in

 h
is life, an

 actu
al

no
-kid

d
ing

 p
o
licem

an leans o
ver, g

rab
s the fro

nt o
f his shirt, lo

o
ks him

rig
ht in the eye and

 says:  "A
ll rig

ht, *assho
le* —

  yo
u and

 m
e are g

o
ing

d
o
w

nto
w

n!"   A
ll the hard

w
are in the w

o
rld

 w
ill no

t insulate yo
ur

nerves fro
m

 these actual real-life sensatio
ns o

f terro
r and

 g
uilt.

C
ops know

 w
ays to get from

 point A
 to point Z w

ithout thum
bing through

every letter in so
m

e sm
art-ass b

ad
-g

uy's  alp
hab

et.  C
o
p
s kno

w
 ho

w
 to

cut to the chase.  C
ops know

 a lot of things other people don't know
.

H
ackers know

 a lot of things other people don't know
, too.  H

ackers
kno

w
, fo

r instance, ho
w

 to
 sneak into

 yo
ur co

m
p
uter thro

ug
h the p

ho
ne-

lines.  B
ut co

p
s  can sho

w
 up

 *rig
ht o

n yo
ur d

o
o
rstep

*  and
 carry o

ff
*yo

u*  and
 yo

ur co
m

p
uter in sep

arate steel b
o
xes.   A

 co
p
 interested

 in
hackers can g

rab
 them

 and
 g

rill them
.  A

 hacker interested
 in co

p
s has to

depend on hearsay, underg
round leg

ends, and w
hat cops are w

illing
 to

p
ub

licly reveal.  A
nd

 the S
ecret S

ervice d
id

n't g
et nam

ed
 "the *S

ecret*
S
ervice" b

ecause they b
lab

 a lo
t.

S
o
m

e p
eo

p
le, o

ur lecturer info
rm

ed
 us, w

ere und
er the m

istaken
im

p
ressio

n that it w
as "im

p
o
ssib

le" to
 tap

 a fib
er-o

p
tic line.  W

ell, he
anno

unced
, he and

 his so
n had

 just w
hip

p
ed

 up
 a fib

er-o
p
tic tap

 in his
w

o
rksho

p
 at ho

m
e.  H

e p
assed

 it aro
und

 the aud
ience, alo

ng
 w

ith a cir-
cuit-co

vered
 LA

N
 p

lug
-in card

 so
 w

e'd
 all reco

g
nize o

ne if w
e saw

 it o
n a

case.  W
e all had

 a lo
o
k.

T
he tap w

as a classic "G
oofy Prototype" —

 a thum
b-length rounded m

etal
cylind

er w
ith a p

air o
f p

lastic b
rackets o

n it.  Fro
m

 o
ne end

 d
ang

led
three thin b

lack cab
les, each o

f w
hich end

ed
 in a tiny b

lack p
lastic cap

.
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W
hen you plucked the safety-cap off the end of a cable,  you could see the

g
lass fib

er  —
 no

 thicker than a p
inho

le.

O
ur lecturer info

rm
ed

 us that the m
etal cylind

er w
as a "w

aveleng
th

d
ivisio

n m
ultip

lexer." A
p
p
arently, w

hat o
ne d

id
 w

as to
 cut the fib

er-
optic cable, insert tw

o of the legs into the cut to com
plete the netw

ork
ag

ain, and then read any passing
 data on the line b

y hooking
 up the third

leg to som
e kind of m

onitor.  Sounded sim
ple enough.  I w

ondered w
hy

nobody had thought of it before.  I also w
ondered w

hether this guy's son
back at the w

orkshop had any teenage friends.

W
e had a break.  T

he guy sitting next to m
e w

as w
earing a giveaw

ay
b
aseb

all cap
 ad

vertising
 the U

zi sub
m

achine g
un.  W

e had
 a d

esulto
ry

chat ab
out the m

erits of U
zis.  Long

 a favorite of the Secret Service, it
seem

s U
zis w

ent o
ut o

f fashio
n w

ith the ad
vent o

f the Persian G
ulf W

ar,
o
ur A

rab
 allies taking

 so
m

e o
ffense at A

m
ericans to

ting
 Israeli w

eap
o
ns.

B
esid

es, I w
as info

rm
ed

 b
y ano

ther exp
ert, U

zis jam
.  T

he eq
uivalent

w
eapon of choice today is the H

eckler &
 K

och, m
anufactured in G

erm
any.

T
he g

uy w
ith the U

zi cap w
as a forensic photog

rapher.  H
e also did a lot

o
f p

ho
to

g
rap

hic surveillance w
o
rk in co

m
p
uter crim

e cases.   H
e used

to
, th

at is, u
n
til th

e firin
g
s in

 P
h
o
en

ix.  H
e w

as n
o
w

 a p
rivate in

vesti-
g
ato

r and
, w

ith his w
ife, ran a p

ho
to

g
rap

hy salo
n sp

ecializing
 in w

ed
-

ding
s and portrait photos.  A

t —
 one m

ust repeat —
 a considerab

le rise in
inco

m
e.

H
e w

as still FC
IC

.  If you w
ere FC

IC
, and you needed to talk to an expert

ab
o
ut fo

rensic p
ho

to
g
rap

hy, w
ell, there he w

as, w
illing

 and
 ab

le.  If he
had

n't sho
w

n up
, p

eo
p
le w

o
uld

 have m
issed

 him
.

O
ur lecturer had

 raised
 the p

o
int that p

relim
inary investig

atio
n o

f a
co

m
p
uter system

 is vital b
efo

re any seizure is und
ertaken.  It's vital to

und
erstand

 ho
w

 m
any m

achines are in there, w
hat kind

s there are, w
hat

kind of operating
 system

 they use,  how
 m

any people use them
, w

here
the actual data itself is stored.  T

o sim
ply b

arg
e into an office dem

anding
"all the co

m
p
uters" is a recip

e fo
r sw

ift d
isaster.

T
his entails so

m
e d

iscreet inq
uiries b

efo
rehand

. In fact, w
hat it entails
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is b
asically u

n
d
erco

ver w
o
rk. A

n
 in

tellig
en

ce o
p
eratio

n
.   *S

p
yin

g
,*

not to put too fine a point on it.

In a chat after the lecture, I asked an attendee w
hether "trashing

" m
ig

ht
w

o
rk.

I received
 a sw

ift b
riefing

 o
n the theo

ry and
 p

ractice o
f "trash co

vers."
P
o
lice

 "trash
 co

ve
rs," like

 "m
ail co

ve
rs" o

r like
 w

ire
tap

s, re
q
u
ire

 th
e

ag
reem

ent of a judg
e.  T

his ob
tained, the "trashing

" w
ork of cops is just

like that of hackers, only m
ore so and m

uch b
etter org

anized.  So m
uch

so
, I w

as info
rm

ed
, that m

o
b
sters in Pho

enix m
ake extensive use o

f
lo

cked
 g

arb
ag

e cans p
icked

 up
 b

y a sp
ecialty hig

h-security trash co
m

-
p
any.

In one case, a tiger team
 of A

rizona cops had trashed a local residence for
four m

onths.  Every w
eek they show

ed up on the m
unicipal g

arb
ag

e
truck, disguised as garbagem

en, and carried the contents of the suspect
cans off to a shade tree, w

here they com
bed through the garbage —

 a
m

essy task, esp
ecially co

nsid
ering

 that o
ne o

f the o
ccup

ants w
as und

er-
g
o
ing

 kid
ney d

ialysis.  A
ll useful d

o
cum

ents w
ere cleaned

, d
ried

 and
exam

ined
.  A

 d
iscard

ed
 typ

ew
riter-rib

b
o
n w

as an esp
ecially valuab

le
so

urce o
f d

ata, as its lo
ng

 o
ne- strike rib

b
o
n o

f film
 co

ntained
 the co

n-
tents of every letter m

ailed out of the house.  T
he letters w

ere neatly
retyp

ed
 b

y a p
o
lice secretary eq

uip
p
ed

 w
ith a larg

e d
esk-m

o
unted

 m
ag

-
nifying

 g
lass.

T
here is so

m
ething

 w
eird

ly d
isq

uieting
 ab

o
ut the w

ho
le sub

ject o
f

"trashing" —
 an unsuspected and indeed rather disgusting m

ode of deep
p
erso

nal vulnerab
ility.  T

hing
s that w

e p
ass b

y every d
ay, that w

e take
utterly fo

r g
ranted

, can b
e exp

lo
ited

 w
ith so

 little w
o
rk.   O

nce d
isco

v-
ered

, the kno
w

led
g
e o

f these vulnerab
ilities tend

 to
 sp

read
.

T
ake the lo

w
ly sub

ject o
f *m

anho
le co

vers.*  T
he hum

b
le m

anho
le co

ver
rep

ro
d
uces m

any o
f the d

ilem
m

as o
f co

m
p
uter-security in m

iniature.
M

anho
le co

vers are, o
f co

urse, techno
lo

g
ical artifacts, access-p

o
ints to

o
ur b

uried
 urb

an infrastructure.  T
o
 the vast m

ajo
rity o

f us, m
anho

le
co

vers are invisib
le.  T

hey are also
 vulnerab

le.  Fo
r m

any years no
w

,
the S

ecret S
ervice has m

ad
e a p

o
int o

f caulking
 m

anho
le co

vers alo
ng

 all
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ro
utes o

f the Presid
ential m

o
to

rcad
e.   T

his is, o
f co

urse, to
 d

eter ter-
ro

rists fro
m

 leap
in

g
 o

u
t o

f u
n
d
erg

ro
u
n
d
 am

b
u
sh

 o
r, m

o
re likely, p

lan
t-

ing
 rem

o
te-co

ntro
l car- sm

ashing
 b

o
m

b
s b

eneath the street.

Lately, m
anho

le co
vers have seen m

o
re and

 m
o
re crim

inal exp
lo

itatio
n,

esp
ecially in N

ew
 Y

o
rk C

ity.  R
ecently, a telco

 in N
ew

 Y
o
rk C

ity d
isco

v-
ered

 that a cab
le televisio

n service had
 b

een sneaking
 into

 telco
 m

an-
ho

les and
 installing

 cab
le service alo

ng
sid

e the p
ho

ne-lines —
 *w

itho
ut

p
aying

 ro
yalties.*   N

ew
 Y

o
rk co

m
p
anies have also

 suffered
 a g

eneral
p
lag

ue o
f (a) und

erg
ro

und
 co

p
p
er cab

le theft; (b
) d

um
p
ing

 o
f g

arb
ag

e,
includ

ing
 to

xic w
aste, and

 (c) hasty d
um

p
ing

 o
f m

urd
er victim

s.

Ind
ustry co

m
p
laints reached

 the ears o
f an inno

vative N
ew

 Eng
land

ind
ustrial-security co

m
p
any, and

 the result w
as a new

 p
ro

d
uct kno

w
n

as "the Intim
id

ato
r," a thick titanium

-steel b
o
lt w

ith a p
recisely

m
achined head that requires a special device to unscrew

.  A
ll these

"keys" have reg
istered

 serial num
b
ers kep

t o
n file w

ith the m
anufac-

turer. T
here are no

w
 so

m
e tho

usand
s o

f these "Intim
id

ato
r" b

o
lts b

eing
sunk into

 A
m

erican p
avem

ents w
herever o

ur Presid
ent p

asses, like
som

e m
acabre parody of strew

n roses.   T
hey are also spreading as fast

as steel d
and

elio
ns aro

und
 U

S
 m

ilitary b
ases and

 m
any centers o

f p
ri-

vate ind
ustry.

Q
uite likely it has never o

ccurred
 to

 yo
u to

  p
eer und

er a m
anho

le co
ver,

p
erhap

s clim
b
 d

o
w

n and
 w

alk aro
und

 d
o
w

n there w
ith a flashlig

ht, just
to

 see w
hat it's like.  Fo

rm
ally sp

eaking
, this m

ig
ht b

e tresp
assing

, b
ut

if yo
u d

id
n't hurt anything

, and
 d

id
n't m

ake an ab
so

lute hab
it o

f it,
nob

ody w
ould really care.  T

he freedom
 to sneak under m

anholes w
as

likely a freed
o
m

 yo
u never intend

ed
 to

 exercise.

Y
o
u no

w
 are rather less likely to

 have that freed
o
m

 at all.  Y
o
u m

ay
never even have m

issed
 it until yo

u read
 ab

o
ut it here, b

ut if yo
u're in

N
ew

 Y
o
rk C

ity it's g
o
ne, and

 elsew
here it's likely g

o
ing

. T
his is o

ne o
f

the things that crim
e, and the reaction to crim

e,  does to us.

T
he tenor of the m

eeting now
 changed as the Electronic Frontier

Fo
und

atio
n arrived

.  T
he EFF, w

ho
se p

erso
nnel and

 histo
ry w

ill b
e

exam
ined

 in d
etail in the next chap

ter, are a p
io

neering
 civil lib

erties
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g
ro

up
 w

ho
 aro

se in d
irect resp

o
nse to

 the H
acker C

rackd
o
w

n o
f 1

9
9

0
.

N
o
w

 M
itchell K

ap
o
r, the Fo

und
atio

n's p
resid

ent, and
 M

ichael G
o
d
w

in, its
chief atto

rney, w
ere co

nfro
nting

 fed
eral law

 enfo
rcem

ent *m
ano

 a
m

ano
* fo

r the first tim
e ever.  Ever alert to

 the m
anifo

ld
 uses o

f p
ub

-
licity, M

itch
 K

ap
o
r an

d
 M

ike G
o
d
w

in
 h

ad
 b

ro
u
g
h
t th

eir o
w

n
 jo

u
rn

alist
in to

w
: R

o
b
ert D

rap
er, fro

m
 A

ustin, w
ho

se recent w
ell- received

 b
o
o
k

about RO
LLIN

G
 ST

O
N

E m
agazine w

as still on the stands.  D
raper w

as on
assig

nm
ent fo

r T
EX

A
S
 M

O
N

T
H

LY
.

T
he S

teve Jackso
n/EFF civil law

suit ag
ainst the C

hicag
o
 C

o
m

p
uter Fraud

and
 A

b
use T

ask Fo
rce w

as a m
atter o

f co
nsid

erab
le reg

io
nal interest in

T
exas. T

here w
ere no

w
 tw

o
 A

ustinite jo
urnalists here o

n the case.  In
fact, co

unting
 G

o
d
w

in (a fo
rm

er A
ustinite and

 fo
rm

er jo
urnalist) there

w
ere three o

f us.  Lunch w
as like O

ld
 H

o
m

e W
eek.

Later, I to
o
k D

rap
er up

 to
 m

y ho
tel ro

o
m

.  W
e had

 a lo
ng

 frank talk
ab

o
ut the case, netw

o
rking

 earnestly like a m
iniature freelance-jo

urno
versio

n o
f the FC

IC
:  p

rivately co
nfessing

 the num
ero

us b
lund

ers o
f

jo
urnalists co

vering
 the sto

ry, and
 trying

 hard
 to

 fig
ure o

ut w
ho

 w
as

w
ho

 and
 w

hat the hell w
as really g

o
ing

 o
n o

ut there.  I sho
w

ed
 D

rap
er

everything I had dug out of the H
ilton trashcan.  W

e pondered the ethics
o
f "trashing

" fo
r a w

hile, and
 ag

reed
 that they w

ere d
ism

al.  W
e also

ag
reed

 that find
ing

 a S
PR

IN
T
 b

ill o
n yo

ur first tim
e o

ut w
as a heck o

f a
co

incid
ence.

First I'd "trashed" —
 and now

, m
ere hours later, I'd b

rag
g
ed to som

eone
else.   H

aving
 entered

 the lifestyle o
f hackerd

o
m

, I w
as no

w
, unsurp

ris-
ing

ly, fo
llo

w
ing

  its lo
g
ic.  H

aving
 d

isco
vered

 so
m

ething
 rem

arkab
le

thro
ug

h a surrep
titio

us actio
n, I o

f co
urse *had

*  to
 "b

rag
," and

 to
 d

rag
the p

assing
 D

rap
er into

 m
y iniq

uities.  I felt I need
ed

 a w
itness.

O
therw

ise nobody w
ould have believed w

hat I'd discovered....

B
ack at th

e m
eetin

g
, T

h
ackeray co

rd
ially, if rath

er ten
tatively, in

tro
-

duced K
apor and G

odw
in to her colleag

ues.  Papers w
ere distrib

uted.
K

ap
o
r to

o
k center stag

e.  T
he b

rilliant B
o
sto

nian hig
h-tech entrep

re-
neur, no

rm
ally the haw

k in his o
w

n ad
m

inistratio
n and

 q
uite an effec-

tive p
ub

lic sp
eaker, seem

ed
 visib

ly nervo
us, and

 frankly ad
m

itted
 as
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m
uch.   H

e b
eg

an b
y saying

 he consided com
puter-intrusion to b

e
m

orally w
rong

, and that the EFF w
as not a "hacker defense fund," despite

w
hat had appeared in print.    K

apor chatted a b
it ab

out the b
asic m

oti-
vatio

ns o
f his g

ro
up

, em
p
hasizing

 their g
o
o
d
 faith and

 w
illing

ness to
listen and

 seek co
m

m
o
n g

ro
und

 w
ith law

 enfo
rcem

ent —
 w

hen, er,  p
o
s-

sib
le.

T
hen, at G

o
d
w

in's urg
ing

, K
ap

o
r sud

d
enly rem

arked
 that EFF's o

w
n

Internet m
achine had b

een "hacked" recently, and that EFF did not con-
sid

er this incid
ent am

using
.

A
fter this surp

rising
 co

nfessio
n, thing

s b
eg

an to
 lo

o
sen up

 q
uite rap

id
ly.

S
o
o
n K

ap
o
r w

as field
ing

 q
uestio

ns, p
arrying

 o
b
jectio

ns, challeng
ing

d
efinitio

ns, and
 jug

g
ling

 p
arad

ig
m

s w
ith so

m
ething

 akin to
 his usual

g
usto

.

K
apor seem

ed to score quite an effect w
ith his shrew

d and skeptical
analysis o

f the m
erits o

f telco
 "C

aller-ID
" services.  (O

n this to
p
ic,

FC
IC

 and
 EFF have never b

een at lo
g
g
erhead

s, and
 have no

 p
articular

estab
lished

 earthw
o
rks to

 d
efend

.) C
aller-ID

 has g
enerally b

een p
ro

-
m

o
ted

 as a p
rivacy service fo

r co
nsum

ers, a p
resentatio

n K
ap

o
r

d
escrib

ed
 as a "sm

o
kescreen,"  the real p

o
int o

f C
aller-ID

 b
eing

 to
*allo

w
 co

rp
o
rate custo

m
ers to

 b
uild

 extensive co
m

m
ercial d

atab
ases  o

n
everyb

o
d
y w

ho
 p

ho
nes o

r faxes them
.*  C

learly, few
 p

eo
p
le in the ro

o
m

had
 co

nsid
ered

 this p
o
ssib

ility, excep
t p

erhap
s fo

r tw
o
 late-arrivals

fro
m

  U
S
 W

ES
T
 R

B
O

C
 security, w

ho
 chuckled

 nervo
usly.

M
ike G

o
d
w

in then m
ad

e an extensive p
resentatio

n o
n "C

ivil Lib
erties

Im
p
licatio

ns o
f C

o
m

p
uter S

earches and
 S

eizures."  N
o
w

, at last, w
e w

ere
g
ettin

g
 to

 th
e real n

itty-g
ritty h

ere, real p
o
litical h

o
rse-trad

in
g
.  T

h
e

aud
ience listened

 w
ith clo

se attentio
n, ang

ry m
utters rising

 o
ccasio

nal-
ly:  "H

e's trying
 to

 teach us o
ur jo

b
s!"  "W

e've b
een thinking

 ab
o
ut this

fo
r years!  W

e think ab
o
ut these issues every d

ay!"  "If I d
id

n't seize the
w

o
rks, I'd

 b
e sued

 b
y the g

uy's victim
s!"   "I'm

 vio
lating

 the law
 if I

leave ten tho
usand

 d
isks full o

f illeg
al *p

irated
 so

ftw
are* and

 *sto
len

codes!*"   "It's our job
 to m

ake sure people don't trash the C
onstitution

—
 w

e're the *defenders*  of the C
onstitution!"  "W

e seize stuff w
hen w

e
kno

w
 it w

ill b
e fo

rfeited
 anyw

ay as restitutio
n fo

r the victim
!"
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"If it's fo
rfeitab

le, then d
o
n't g

et a search w
arrant, g

et a fo
rfeiture

w
arrant,"  G

o
d
w

in sug
g
ested

 co
o
lly.  H

e further rem
arked

 that m
o
st

susp
ects in co

m
p
uter crim

e d
o
n't *w

ant*  to
 see their co

m
p
uters vanish

out the door, headed G
od knew

 w
here, for w

ho know
s how

 long.  T
hey

m
ig

ht no
t m

ind
 a search, even an extensive search, b

ut they w
ant their

m
achines searched

 o
n-site.

"A
re they gonna feed us?"  som

ebody asked sourly.

"H
ow

 about if you take copies of the data?" G
odw

in parried.

"T
hat'll never stand

 up
 in co

urt."

"O
kay, yo

u m
ake co

p
ies, g

ive *them
*  the co

p
ies, and

 take the o
rig

i-
nals."

H
m

m
m

.

G
o
d
w

in cham
p
io

ned
 b

ulletin-b
o
ard

 system
s as rep

o
sito

ries o
f First

A
m

endm
ent protected free speech.  H

e com
plained that federal com

put-
er- crim

e training
 m

anuals g
ave b

o
ard

s a b
ad

 p
ress, sug

g
esting

 that
they are hotbeds of crim

e haunted by pedophiles and crooks, w
hereas the

vast m
ajo

rity o
f the natio

n's tho
usand

s o
f b

o
ard

s are co
m

p
letely inno

cu-
o
us, and

 no
w

here near so
 ro

m
antically susp

icio
us.

Peo
p
le w

ho
 run b

o
ard

s vio
lently resent it w

hen their system
s are

seized
, and

 their d
o
zens (o

r hund
red

s) o
f users lo

o
k o

n in ab
ject ho

rro
r.

T
heir rig

hts o
f free exp

ressio
n are cut sho

rt.  T
heir rig

ht to
 asso

ciate
w

ith o
ther p

eo
p
le is infring

ed
.  A

nd
 their p

rivacy is vio
lated

 as their
p
rivate electro

nic m
ail b

eco
m

es p
o
lice p

ro
p
erty.

N
ot a soul spoke up to defend the practice of seizing boards.   T

he issue
p
assed

 in chastened
 silence.   Leg

al p
rincip

les asid
e —

 (and
 tho

se p
rin-

ciples cannot be settled w
ithout law

s passed or court precedents) —
seizing

 b
ulletin b

o
ard

s has b
eco

m
e p

ub
lic-relatio

ns p
o
iso

n fo
r

A
m

erican co
m

p
uter p

o
lice.
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A
nd anyw

ay, it's not entirely necessary.  If you're a cop, you can g
et

'm
o
st everything

 yo
u need

 fro
m

 a p
irate b

o
ard

, just b
y using

 an insid
e

in
fo

rm
an

t. P
len

ty o
f vig

ilan
tes —

 w
ell, *co

n
cern

ed
 citizen

s* —
 w

ill
info

rm
 p

o
lice the m

o
m

ent they see a p
irate b

o
ard

 hit their area  (and
w

ill tell the p
o
lice all ab

o
ut it, in such technical d

etail, actually, that
yo

u kind
a w

ish they'd
 shut up

).   T
hey w

ill hap
p
ily sup

p
ly p

o
lice w

ith
extensive d

o
w

nlo
ad

s o
r p

rinto
uts.  It's *im

p
o
ssib

le* to
 keep

 this fluid
electro

nic info
rm

atio
n o

ut o
f the hand

s o
f p

o
lice.

Som
e people in the electronic com

m
unity becom

e enraged at the prospect
of cops "m

onitoring
" b

ulletin b
oards.   T

his does have touchy aspects, as
S
ecret S

ervice p
eo

p
le in p

articular exam
ine b

ulletin b
o
ard

s w
ith so

m
e

reg
ularity.    B

ut to
 exp

ect electro
nic p

o
lice to

 b
e d

eaf d
um

b
 and

 b
lind

 in
reg

ard
 to

 this p
articular m

ed
ium

 rather flies in the face o
f co

m
m

o
n

sense. Po
lice w

atch televisio
n, listen to

 rad
io

, read
 new

sp
ap

ers and
m

agazines; w
hy should the new

 m
edium

 of boards be different?   C
ops

can exercise the sam
e access to electronic inform

ation as everyb
ody

else.   A
s w

e have seen, q
uite a few

 co
m

p
uter p

o
lice m

aintain *their
o
w

n
*  b

u
lletin

 b
o
ard

s, in
clu

d
in

g
 an

ti-h
acker "stin

g
" b

o
ard

s, w
h
ich

have g
enerally p

ro
ven q

uite effective.

A
s a final clincher, their M

o
untie friend

s in C
anad

a (and
 co

lleag
ues in

Ireland
 and

 T
aiw

an) d
o
n't have First A

m
end

m
ent o

r A
m

erican co
nstitu-

tio
nal restrictio

ns, b
ut they d

o
 have p

ho
ne lines, and

 can call any b
ul-

letin b
o
ard

 in A
m

erica w
henever they p

lease.  T
he sam

e techno
lo

g
ical

determ
inants that play into the hands of hackers, phone phreaks and

so
ftw

are p
irates can p

lay into
 the hand

s o
f p

o
lice.  "T

echno
lo

g
ical d

eter-
m

inants" d
o
n't have *any*  hum

an alleg
iances.  T

hey're no
t b

lack o
r

w
h
ite, o

r Estab
lish

m
en

t o
r U

n
d
erg

ro
u
n
d
, o

r p
ro

-o
r-an

ti an
yth

in
g
.

G
odw

in  com
plained at length about w

hat he called "the C
lever H

obbyist
hypothesis"  —

 the assum
ption that the "hacker" you're b

usting
 is

clearly a technical g
enius, and

 m
ust therefo

re b
y searched

 w
ith extrem

e
tho

ro
ug

hness.  S
o
:  fro

m
 the law

's p
o
int o

f view
, w

hy risk m
issing

 any-
thing?  T

ake the w
orks.  T

ake the guy's com
puter.  T

ake his books. T
ake

his no
teb

o
o
ks.  T

ake the electro
nic d

rafts o
f his lo

ve letters. T
ake his

W
alkm

an.  T
ake his w

ife's co
m

p
uter.  T

ake his d
ad

's co
m

p
uter.  T

ake his
kid

 sister's co
m

p
uter.   T

ake his em
p
lo

yer's co
m

p
uter. T

ake his co
m

p
act
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d
isks —

 they *m
ig

ht* b
e C

D
-R

O
M

 d
isks, cunning

ly d
isg

uised
 as p

o
p

m
usic.  T

ake his laser p
rinter —

 he m
ig

ht have hid
d
en so

m
ething

 vital
in the p

rinter's 5
m

eg
 o

f m
em

o
ry.  T

ake his so
ftw

are m
anuals and

 hard
-

w
are d

o
cum

entatio
n. T

ake his science-fictio
n no

vels and
 his sim

ulatio
n-

g
am

ing
 b

o
o
ks.  T

ake his N
intend

o
 G

am
e-B

o
y and

 his Pac-M
an arcad

e
g
am

e.  T
ake his answ

ering
 m

achine, take his telephone out of the w
all.

T
ake anything

 rem
o
tely susp

icio
us.

G
odw

in pointed out that m
ost "hackers" are not, in fact, clever g

enius
hob

b
yists.  Q

uite a few
 are crooks and g

rifters w
ho don't have m

uch in
th

e w
ay o

f tech
n
ical so

p
h
isticatio

n
; ju

st so
m

e ru
le-o

f-th
u
m

b
 rip

-o
ff

techniq
ues.  T

he sam
e g

o
es fo

r m
o
st fifteen- year-o

ld
s w

ho
've d

o
w

n-
lo

ad
ed

 a co
d
e-scanning

 p
ro

g
ram

 fro
m

 a p
irate b

o
ard

.   T
here's no

 real
need

 to
 seize everything

 in sig
ht.  It d

o
esn't req

uire an entire co
m

p
uter

system
 and ten thousand disks to prove a case in court.

W
hat if the co

m
p
uter is the instrum

entality o
f a crim

e? so
m

eo
ne

dem
anded.

G
o
d
w

in ad
m

itted
 q

uietly that the d
o
ctrine o

f seizing
 the instrum

entality
o
f a crim

e w
as p

retty w
ell estab

lished
 in the A

m
erican leg

al system
.

T
he m

eeting
 b

roke up.  G
odw

in and K
apor had to leave.  K

apor w
as testi-

fying
 next m

o
rning

 b
efo

re the M
assachusetts D

ep
artm

ent O
f Pub

lic
U

tility, ab
o
u
t IS

D
N

 n
arro

w
b
an

d
 w

id
e-area n

etw
o
rkin

g
.

A
s soon as they w

ere gone, T
hackeray seem

ed elated.   She had taken a
g
reat risk w

ith this.  H
er co

lleag
ues had

 no
t, in fact, to

rn K
ap

o
r and

G
odw

in's heads off.  She w
as very proud of them

, and told them
 so.

"D
id

 yo
u hear w

hat G
o
d
w

in said
 ab

o
ut *instrum

entality o
f a crim

e?*"
she exulted

, to
 no

b
o
d
y in p

articular.  "W
o
w

, that m
eans *M

itch isn't
g
o
ing

 to
 sue m

e.*"
_

_
_

_
_

A
m

erica's co
m

p
uter p

o
lice are an interesting

 g
ro

up
.  A

s a so
cial p

he-
no

m
eno

n they are far m
o
re interesting

, and
 far m

o
re im

p
o
rtant, than

teenag
e p

ho
ne p

hreaks and
 co

m
p
uter hackers.  First, they're o

ld
er and
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w
iser; no

t d
izzy ho

b
b
yists w

ith leaky m
o
rals, b

ut  seaso
ned

 ad
ult p

ro
-

fessio
n
als w

ith
 all th

e resp
o
n
sib

ilities o
f p

u
b
lic service.  A

n
d
, u

n
like

hackers, they p
o
ssess no

t m
erely *technical* p

o
w

er alo
ne, b

ut heavy-
d
uty leg

al and
 so

cial autho
rity.

A
nd

, very interesting
ly, they are just as m

uch at sea in cyb
ersp

ace as
everyo

ne else.  T
hey are no

t hap
p
y ab

o
ut this.  Po

lice are autho
ritarian

b
y nature, and prefer to

 o
b
ey rules and precedents.   (Even tho

se po
lice

w
h
o
 secretly en

jo
y a fast rid

e in
 ro

u
g
h
 territo

ry w
ill so

b
erly d

isclaim
any "co

w
b
o
y" attitud

e.) B
ut in cyb

ersp
ace there *are*  no

 rules and
p
reced

ents.  T
hey are g

ro
und

b
reaking

 p
io

neers, C
yb

ersp
ace R

ang
ers,

w
hether they like it o

r no
t.

In m
y o

p
inio

n, any teenag
er enthralled

 b
y co

m
p
uters, fascinated

 b
y the

ins and
 o

uts o
f co

m
p
uter security, and

 attracted
 b

y the lure o
f sp

ecial-
ized form

s of know
ledge and pow

er, w
ould do w

ell to forget all about
"hacking

" and set his (or her) sig
hts on b

ecom
ing

 a fed.   Feds can trum
p

hackers at alm
o
st every sing

le thing
 hackers d

o
, includ

ing
 g

athering
in

tellig
en

ce, u
n
d
erco

ver d
isg

u
ise, trash

in
g
, p

h
o
n
e-tap

p
in

g
,  b

u
ild

in
g

d
o
ssiers, n

etw
o
rkin

g
, an

d
 in

filtratin
g
 co

m
p
u
ter system

s —
 *crim

in
al*

com
puter system

s.   Secret Service ag
ents know

 m
ore ab

out phreaking
,

coding
 and carding

 than m
ost phreaks can find out in years, and w

hen it
co

m
es to

 viruses, b
reak-ins, so

ftw
are b

o
m

b
s and

 tro
jan ho

rses, Fed
s

have d
irect access to

 red
-ho

t co
nfid

ential info
rm

atio
n that is o

nly vag
ue

rum
o
r in the und

erg
ro

und
.

A
nd

 if it's an im
p
ressive p

ub
lic rep

 yo
u're after, there are few

 p
eo

p
le

in
 th

e w
o
rld

 w
h
o
 can

 b
e so

 ch
illin

g
ly im

p
ressive as a w

ell-train
ed

,
w

ell-arm
ed

 U
nited

 S
tates S

ecret S
ervice ag

ent.

O
f co

urse, a few
 p

erso
nal sacrifices are necessary in o

rd
er to

 o
b
tain

that p
o
w

er and
 kno

w
led

g
e.  First, yo

u'll have the g
alling

 d
iscip

line o
f

b
elo

ng
ing

 to
 a larg

e o
rg

anizatio
n;  b

ut the w
o
rld

 o
f co

m
p
uter crim

e is
still so

 sm
all, an

d
 so

 am
azin

g
ly fast-m

o
vin

g
, th

at it w
ill rem

ain
 sp

ec-
tacularly fluid

 fo
r years to

 co
m

e.   T
he seco

nd
 sacrifice is that yo

u'll
have to

 g
ive up

 rip
p
ing

 p
eo

p
le o

ff.  T
his is no

t a g
reat lo

ss.  A
b
staining

fro
m

 the use o
f illeg

al d
rug

s, also
 necessary, w

ill b
e a b

o
o
n to

 yo
ur

health.

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 

H
A

C
K

E
R

 C
R

A
C

K
D

O
W

N
 

N
O

T
 F

O
R

 C
O

M
M

E
R

C
IA

L
 U

S
E

2 2 1



A
 career in co

m
p
uter security is no

t a b
ad

 cho
ice fo

r a yo
ung

 m
an o

r
w

o
m

an to
d
ay.  T

he field
 w

ill alm
o
st certainly exp

and
 d

rastically in
years to com

e.  If you are a teenager today, by the tim
e you becom

e a
p
ro

fessio
nal, the p

io
neers yo

u have read
 ab

o
ut in this b

o
o
k w

ill b
e the

g
rand old m

en and w
om

en of the field, sw
am

ped b
y their m

any disciples
and

 successo
rs.   O

f co
urse, so

m
e o

f them
, like W

illiam
 P. W

o
o
d
 o

f the
1

8
6

5
 S

ecret S
ervice, m

ay w
ell b

e m
an

g
led

 in
 th

e w
h
irrin

g
 m

ach
in

ery
o
f leg

al co
ntro

versy; b
ut b

y the tim
e yo

u enter the co
m

p
uter-crim

e
field

, it m
ay have stab

ilized
 so

m
ew

hat, w
hile rem

aining
 entertaining

ly
challeng

ing
.

B
ut you can't just have a b

adg
e.  Y

ou have to w
in it.  First, there's the

fed
eral law

 enfo
rcem

ent training
.  A

nd
 it's hard

 —
 it's a challeng

e.  A
real challeng

e —
 no

t fo
r w

im
p
s and

 ro
d
ents.

Every S
ecret S

ervice ag
ent m

ust co
m

p
lete g

ruelling
 co

urses at the
Fed

eral Law
 Enfo

rcem
ent T

raining
 C

enter.  (In fact, S
ecret S

ervice
ag

e
n
ts are

 p
e
rio

d
ically re

-train
e
d
 d

u
rin

g
 th

e
ir e

n
tire

 care
e
rs.)

In o
rd

er to
 g

et a g
lim

p
se o

f w
hat this m

ig
ht b

e like, I m
yself travelled

 to
FLET

C
.

_
_

_
_

_

T
he Fed

eral Law
 Enfo

rcem
ent T

raining
 C

enter is a 1
5

0
0

-acre facility
o
n G

eo
rg

ia's A
tlantic co

ast.   It's a m
ilieu o

f m
arshg

rass, seab
ird

s,
d
am

p
, cling

ing
 sea-b

reezes, p
alm

etto
s, m

o
sq

uito
s, and

 b
ats.   U

ntil
1

9
7

4
, it w

as a  N
avy A

ir B
ase, and

 still features a w
o
rking

 runw
ay, and

so
m

e W
W

II vintag
e b

lo
ckho

uses and
 o

fficers' q
uarters.  T

he C
enter has

sin
ce

 b
e
n
e
fitte

d
 b

y
 a fo

rty
-m

illio
n
-d

o
llar re

tro
fit, b

u
t th

e
re

's still
eno

ug
h fo

rest and
 sw

am
p
 o

n the facility fo
r the B

o
rd

er Patro
l to

 p
ut in

tracking
 p

ractice.

A
s a to

w
n, "G

lynco
" scarcely exists.  T

he nearest real to
w

n is
B
runsw

ick, a few
 m

iles d
o
w

n H
ig

hw
ay 1

7
, w

here I stayed
 at the ap

tly
nam

ed
 M

arshview
 H

o
lid

ay Inn.   I had
 S

und
ay d

inner at a seafo
o
d
 restau-

rant called
 "Jinrig

ht's," w
here I feasted

 o
n d

eep
-fried

 allig
ato

r tail.
T
his lo

cal favo
rite w

as a heap
ed

 b
asket o

f b
ite-sized

 chunks o
f w

hite,
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tend
er, alm

o
st fluffy rep

tile m
eat, steam

ing
 in a p

ep
p
ered

 b
atter crust.

A
llig

ato
r m

akes a culinary exp
erience that's hard

 to
 fo

rg
et, esp

ecially
w

hen lib
erally b

asted
 w

ith ho
m

em
ad

e co
cktail sauce fro

m
 a Jinrig

ht
sq

ueeze-b
o
ttle.

T
he cro

w
d
ed

 clientele w
ere to

urists, fisherm
en, lo

cal b
lack fo

lks in
their Sunday b

est, and w
hite G

eorg
ian locals w

ho all seem
ed to b

ear an
uncanny resem

b
lance to

 G
eo

rg
ia hum

o
rist Lew

is G
rizzard

.

T
he 2

,4
0
0
 students from

 7
5
 federal ag

encies w
ho m

ake up the FLET
C

population scarcely seem
 to m

ake a dent in the low
-key local scene.   T

he
students look like tourists, and the teachers seem

 to have taken on m
uch

o
f the relaxed

 air o
f the D

eep
 S

o
uth.   M

y ho
st w

as M
r. C

arlto
n

Fitzp
atrick, the Pro

g
ram

 C
o
o
rd

inato
r o

f the Financial Fraud
 Institute.

C
arlto

n Fitzp
atrick is a m

ustached
, sinew

y, w
ell-tanned

 A
lab

am
a native

so
m

ew
here near his late fo

rties, w
ith a fo

nd
ness fo

r chew
ing

 to
b
acco

,
p
o
w

erful co
m

p
uters, and

 salty, d
o
w

n-ho
m

e ho
m

ilies. W
e'd

 m
et b

efo
re,

at FC
IC

 in A
rizo

na.

T
he Financial Fraud

 Institute is o
ne o

f the nine d
ivisio

ns at FLET
C
.

B
e
sid

e
s Fin

an
cial Frau

d
, th

e
re

's D
rive

r &
 M

arin
e
, Fire

arm
s, an

d
Physical T

raining
. T

hese are sp
ecialized

 p
ursuits.  T

here are also
 five

g
eneral training

 d
ivisio

ns:  B
asic T

raining
, O

p
eratio

ns, Enfo
rcem

ent
T
echniq

ues, Leg
al D

ivisio
n, and

 B
ehavio

ral S
cience.

S
o
m

ew
here in this curriculum

 is everything
 necessary to

 turn g
reen

co
lleg

e g
rad

uates into
 fed

eral ag
ents.  First they're g

iven ID
 card

s. T
hen

they g
et the rather m

iserab
le-lo

o
king

 b
lue co

veralls kno
w

n as "sm
urf

suits."  T
he trainees are assig

ned
 a b

arracks and
 a cafeteria, and

 im
m

e-
d
iately set o

n FLET
C
's b

o
ne-g

rind
ing

 p
hysical training

 ro
utine. B

esid
es

the o
b
lig

ato
ry  d

aily jo
g
g
ing

 —
 (the trainers run up

 d
ang

er flag
s b

esid
e

the track w
hen the hum

id
ity rises hig

h eno
ug

h to
 threaten heat stro

ke)
—

 th
ere's th

e N
au

tilu
s m

ach
in

es, th
e m

artial arts, th
e su

rvival skills....

T
he eig

hteen federal ag
encies w

ho m
aintain on- site academ

ies at FLET
C

em
p
lo

y a w
id

e variety o
f sp

ecialized
 law

 enfo
rcem

ent units, so
m

e o
f

th
em

 rath
er arcan

e.   T
h
ere's B

o
rd

er P
atro

l, IR
S
 C

rim
in

al In
vestig

atio
n

D
ivisio

n
, P

ark S
e
rvice

, Fish
 an

d
 W

ild
life

, C
u
sto

m
s, Im

m
ig

ratio
n
,
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S
ecret S

ervice and
 the T

reasury's unifo
rm

ed
 sub

d
ivisio

ns....  If yo
u're a

fed
eral co

p
 and

 yo
u d

o
n't w

o
rk fo

r the FB
I, yo

u train at FLET
C
.   T

his
includes people as apparently ob

scure as the ag
ents of the Railroad

R
etirem

ent B
o
ard

 Insp
ecto

r G
eneral.  O

r the T
ennessee V

alley A
utho

rity
Po

lice, w
ho

 are in fact fed
eral p

o
lice o

fficers, and
 can and

 d
o
 arrest

crim
inals o

n the fed
eral p

ro
p
erty o

f the T
ennessee V

alley A
utho

rity.

A
nd

 then there are the co
m

p
uter-crim

e p
eo

p
le. A

ll so
rts, all b

ack-
g
ro

und
s.  M

r. Fitzp
atrick  is no

t jealo
us o

f his sp
ecialized

 kno
w

led
g
e.

C
o
p
s all o

ver, in every b
ranch o

f service, m
ay feel a need

 to
 learn w

hat
he can teach.   B

ackg
rounds don't m

atter m
uch.  Fitzpatrick him

self  w
as

o
rig

inally a B
o
rd

er Patro
l veteran, then b

ecam
e a B

o
rd

er Patro
l

instructo
r at FLET

C
.  H

is S
p
anish is still fluent —

 b
ut he fo

und
 him

self
strang

ely fascinated
 w

hen the first co
m

p
uters sho

w
ed

 up
 at the T

raining
C
enter. Fitzp

atrick d
id

 have a b
ackg

ro
und

 in electrical eng
ineering

, and
thoug

h he never considered him
self a com

puter hacker, he som
ehow

fo
u
n
d
 h

im
self w

ritin
g
 u

sefu
l little p

ro
g
ram

s fo
r th

is n
ew

 an
d
 p

ro
m

isin
g

g
izm

o
.

H
e b

eg
an lo

o
king

 into
 the g

eneral sub
ject o

f co
m

p
uters and

 crim
e, read

-
ing

 D
o
nn Parker's b

o
o
ks and

 articles, keep
ing

 an ear co
cked

 fo
r w

ar
sto

ries, useful insig
hts fro

m
 the field

, the up
-and

-co
m

ing
 p

eo
p
le o

f the
lo

cal co
m

p
uter-crim

e and
 hig

h- techno
lo

g
y units....  S

o
o
n he g

o
t a rep

u-
tatio

n aro
und

 FLET
C
 as the resid

ent "co
m

p
uter exp

ert," and
 that rep

uta-
tio

n alo
ne b

ro
ug

ht him
 m

o
re exp

o
sure, m

o
re exp

erience —
 until o

ne d
ay

he lo
o
ked

 aro
und

, and
 sure eno

ug
h he *w

as*  a fed
eral co

m
p
uter-crim

e
exp

ert.

In fact, this unassum
ing

, g
enial m

an m
ay b

e *the*  fed
eral co

m
p
uter-

crim
e exp

ert.   T
here are p

lenty o
f very g

o
o
d
 co

m
p
uter p

eo
p
le, and

plenty of very g
ood federal investig

ators, b
ut the area w

here these
w

o
rld

s o
f exp

ertise o
verlap

 is very slim
.  A

nd
 C

arlto
n Fitzp

atrick has
b
een rig

ht at the center o
f that since 1

9
8

5
, the first year o

f the
C
o
lluq

uy, a g
ro

up
 w

hich o
w

es m
uch to

 his influence.

H
e seem

s q
uite at ho

m
e in his m

o
d
est, aco

ustic-tiled
 o

ffice, w
ith its

A
nsel A

d
am

s-style W
estern p

ho
to

g
rap

hic art, a g
o
ld

-fram
ed

 S
enio

r
Instructo

r C
ertificate, and

 a to
w

ering
 b

o
o
kcase cram

m
ed

 w
ith three-
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ring
 b

ind
ers w

ith o
m

ino
us titles such as *D

atap
ro

 R
ep

o
rts o

n
Info

rm
atio

n S
ecurity* and

 *C
FC

A
 T

eleco
m

 S
ecurity '9

0
.*

T
he phone rings every ten m

inutes; colleagues show
 up at the door to

chat ab
out new

 developm
ents in locksm

ithing
 or to shake their heads

o
ver the latest d

ism
al d

evelo
p
m

ents in the B
C
C
I g

lo
b
al b

anking
 scand

al.

C
arlto

n
 Fitzp

atrick is a fo
u
n
t o

f co
m

p
u
ter-crim

e w
ar-sto

ries, related
in an acerb

ic d
raw

l.  H
e tells m

e the co
lo

rful tale o
f a hacker caug

ht in
C
alifo

rnia so
m

e years b
ack.   H

e'd
 b

een raid
ing

 system
s, typ

ing
 co

d
e

w
itho

ut a d
etectab

le b
reak, fo

r tw
enty, tw

enty-fo
ur, thirty-six ho

urs
straig

ht.  N
o
t just lo

g
g
ed

 o
n —

 *typ
ing

.*   Investig
ato

rs w
ere b

affled
.

N
obody could do that.  D

idn't he have to go to the bathroom
? W

as it som
e

kind
 o

f auto
m

atic keyb
o
ard

-w
hacking

 d
evice that co

uld
 actually typ

e
co

d
e?

A
 raid on the suspect's hom

e revealed a situation of astonishing
 squalor.

T
he hacker turned out to b

e a Pakistani com
puter-science student w

ho
had

 flunked
 o

ut o
f a C

alifo
rnia university.  H

e'd
 g

o
ne co

m
p
letely und

er-
g
ro

und
 as an illeg

al electro
nic im

m
ig

rant,  and
 w

as selling
 sto

len
p
ho

ne- service to
 stay alive.  T

he p
lace w

as no
t m

erely m
essy and

 d
irty,

b
ut in a state o

f p
sycho

tic d
iso

rd
er. Po

w
ered

 b
y so

m
e w

eird
 m

ix o
f cul-

ture shock, com
puter addiction, and am

phetam
ines, the suspect had in

fact b
een sitting

 in fro
nt o

f his co
m

p
uter fo

r a d
ay and

 a half straig
ht,

w
ith snacks and drugs at hand on the edge of his desk and a cham

ber-pot
u
n
d
e
r h

is ch
air.

W
o
rd

 ab
o
ut stuff like this g

ets aro
und

 in the hacker-tracker co
m

m
uni-

ty.

C
arlto

n Fitzp
atrick takes m

e fo
r a g

uid
ed

 to
ur b

y car aro
und

 the FLET
C

g
ro

und
s.   O

ne o
f o

ur first sig
hts is the b

ig
g
est ind

o
o
r firing

 rang
e in the

w
o
rld

. T
here are fed

eral trainees in there, Fitzp
atrick assures m

e
p
o
litely, b

lasting
 aw

ay w
ith a w

id
e variety o

f auto
m

atic w
eap

o
ns: U

zis,
G

lo
cks, A

K
-4

7
s....   H

e's w
illing

 to
 take m

e insid
e.   I tell him

 I'm
 sure

that's really interesting
, b

ut I'd
 rather see his co

m
p
uters. C

arlto
n

Fitzp
atrick seem

s q
uite surp

rised
 and

 p
leased

.  I'm
 ap

p
arently the first

jo
urnalist he's ever seen w

ho
 has turned

 d
o
w

n the sho
o
ting

 g
allery in
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favo
r o

f m
icro

chip
s.

O
ur next sto

p
 is a favo

rite w
ith to

uring
 C

o
ng

ressm
en:  the three-m

ile
lo

ng
 FLET

C
 d

riving
 rang

e.  H
ere trainees o

f the D
river &

 M
arine

D
ivisio

n are taug
ht hig

h-sp
eed

 p
ursuit skills, setting

 and
 b

reaking
ro

ad
-b

lo
cks, d

ip
lo

m
atic secu

rity d
rivin

g
 fo

r V
IP

 lim
o
u
sin

es....  A
favo

rite FLET
C
 pastim

e is to
 strap a passing

 S
enato

r into
 the passeng

er
seat b

esid
e a D

river &
 M

arin
e train

er, h
it a h

u
n
d
red

 m
iles an

 h
o
u
r,

then take it rig
ht into

 "the skid
-p

an," a sectio
n o

f g
reased

 track  w
here

tw
o
 to

ns o
f D

etro
it iro

n can w
hip

 and
 sp

in like a ho
ckey p

uck.

C
ars d

o
n't fare w

ell at FLET
C
.   First they're rifled

 ag
ain and

 ag
ain fo

r
search p

ractice.  T
hen they d

o
  2

5
,0

0
0

 m
iles o

f hig
h-sp

eed
 p

ursuit
training

; they g
et ab

o
ut seventy m

iles p
er set o

f steel-b
elted

 rad
ials.

T
hen it's o

ff to
 the skid

 p
an, w

here so
m

etim
es they ro

ll and
 tum

b
le

head
lo

ng
 in the g

rease.   W
hen they're sufficiently g

rease-stained
, d

ent-
ed

, and
 creaky, they're sent to

 the ro
ad

b
lo

ck unit, w
here they're b

at-
tered

 w
itho

ut p
ity.  A

nd
 finally then they're sacrificed

 to
 the B

ureau o
f

A
lco

ho
l, T

o
b
acco

 and
 Firearm

s, w
ho

se trainees learn the ins and
 o

uts o
f

car-b
o
m

b
 w

o
rk b

y b
lo

w
ing

 them
 into

 sm
o
king

 w
reckag

e.

T
here's a railro

ad
 b

o
x-car o

n the FLET
C
 g

ro
und

s, and
 a larg

e g
ro

und
ed

b
o
at, and

 a p
ro

p
less p

lane; all training
-g

ro
und

s fo
r searches.   T

he
p
lane sits fo

rlo
rnly o

n a p
atch o

f w
eed

y tarm
ac next to

 an eerie b
lo

ck-
ho

use kno
w

n as the "ninja co
m

p
o
und

," w
here anti-terro

rism
 sp

ecialists
practice hostage rescues.  A

s I gaze on this creepy paragon of m
odern

lo
w

-intensity w
arfare, m

y nerves are jang
led

 b
y a sud

d
en staccato

 o
ut-

b
urst of autom

atic w
eapons fire, som

ew
here in the w

oods to m
y rig

ht.
"N

in
e
- m

illim
e
te

r," Fitzp
atrick ju

d
g
e
s calm

ly
.

Even the eld
ritch ninja co

m
p
o
und

 p
ales so

m
ew

hat co
m

p
ared

 to
 the truly

surreal area kno
w

n as "the raid
-ho

uses."   T
his is a street lined

 o
n b

o
th

sid
es w

ith no
nd

escrip
t co

ncrete-b
lo

ck ho
uses w

ith flat p
eb

b
led

 ro
o
fs.

T
hey w

ere o
nce o

fficers' q
uarters. N

o
w

 they are training
 g

ro
und

s.   T
he

first o
ne to

 o
ur left, Fitzp

atrick tells m
e, has b

een sp
ecially ad

ap
ted

 fo
r

co
m

p
uter search-and

-seizure p
ractice.  Insid

e it has b
een w

ired
 fo

r
vid

eo
 fro

m
 to

p
 to

 b
o
tto

m
, w

ith eig
hteen p

an-and
-tilt rem

o
tely co

n-
tro

lled
 vid

eo
cam

s m
o
unted

 o
n w

alls and
 in co

rners.  Every m
o
vem

ent o
f
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the trainee ag
ent is reco

rd
ed

 live b
y teachers, fo

r later tap
ed

 analysis.
W

asted
 m

o
vem

ents, hesitatio
ns, p

o
ssib

ly lethal tactical m
istakes —

 all
are g

o
ne o

ver in d
etail.

Perhap
s the w

eird
est sing

le asp
ect o

f this b
uild

ing
 is its fro

nt d
o
o
r,

scarred and scuffed all along the bottom
, from

 the repeated im
pact, day

after d
ay, o

f fed
eral sho

e-leather.

D
ow

n at the far end of the row
 of raid-houses som

e people are practicing
a m

urd
er.   W

e d
rive b

y slo
w

ly as so
m

e very yo
ung

 and
 rather nervo

us-
lo

o
king

 fed
eral trainees interview

 a heavyset b
ald

 m
an o

n the raid
-

ho
use law

n.  D
ealing

 w
ith m

urd
er takes a lo

t o
f p

ractice; first yo
u have

to
 learn to

 co
ntro

l yo
ur o

w
n instinctive d

isg
ust and

 p
anic,  then yo

u
have to learn to control the reactions of a nerve- shredded crow

d of
civilians, som

e of w
hom

 m
ay have just lost a loved one, som

e of w
hom

m
ay b

e m
urd

erers —
 q

uite p
o
ssib

ly b
o
th at o

nce.

A
 dum

m
y plays the corpse.  T

he roles of the b
ereaved, the m

orb
idly

curio
us, and

 the ho
m

icid
al are p

layed
, fo

r p
ay, b

y lo
cal G

eo
rg

ians:
w

aitresses, m
usicians, m

ost anybody w
ho needs to m

oonlight and can
learn a scrip

t.   T
hese p

eo
p
le, so

m
e o

f w
ho

m
 are FLET

C
 reg

ulars year
after year, m

ust surely have o
ne o

f the strang
est jo

b
s in the w

o
rld

.

S
o
m

ething
 ab

o
ut the scene:  "no

rm
al" p

eo
p
le in a w

eird
 situatio

n, stand
-

ing
 aro

und
 talking

 in b
rig

ht G
eo

rg
ia sunshine, unsuccessfully p

retend
-

ing
 that so

m
ething

 d
read

ful has g
o
ne o

n, w
hile a d

um
m

y lies insid
e o

n
faked

 b
lo

o
d
stains....  W

hile b
ehind

 this w
eird

 m
asq

uerad
e, like a nested

set o
f R

u
ssian

 d
o
lls, are g

rim
 fu

tu
re realities o

f real d
eath

, real vio
-

lence, real m
urd

ers o
f real p

eo
p
le, that these yo

ung
 ag

ents w
ill really

investig
ate, m

any tim
es d

uring
 their careers....  O

ver and
 o

ver....  W
ill

tho
se anticip

ated
 m

urd
ers lo

o
k like this, feel like this —

 no
t as "real" as

these am
ateur actors are trying

 to m
ake it seem

, b
ut b

oth as "real," and
as num

b
ing

ly unreal, as w
atching

 fake p
eo

p
le stand

ing
 aro

und
 o

n a fake
law

n? S
o
m

ething
 ab

o
ut this scene unhing

es m
e.  It seem

s nig
htm

arish to
m

e,  K
afkaesque.   I sim

ply don't know
 how

 to take it; m
y head is turned

aro
und

; I d
o
n't kno

w
 w

hether to
 laug

h, cry, o
r just shud

d
er.

W
hen the to

ur is o
ver, C

arlto
n Fitzp

atrick and
 I talk ab

o
ut co

m
p
uters.
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Fo
r the first tim

e cyb
ersp

ace seem
s like q

uite a co
m

fo
rtab

le p
lace.  It

seem
s very real to

 m
e sud

d
enly, a p

lace w
here I kno

w
 w

hat I'm
 talking

ab
o
ut, a p

lace I'm
 used

 to
.   It's real.  "R

eal." W
hatever.

C
arlto

n Fitzp
atrick is the o

nly p
erso

n I've m
et in cyb

ersp
ace circles

w
ho

 is hap
p
y w

ith his p
resent eq

uip
m

ent.  H
e's g

o
t a 5

 M
eg

 R
A

M
 PC

 w
ith

a 1
1
2
 m

eg hard disk; a 6
6
0
 m

eg's on the w
ay.  H

e's got a C
om

paq 3
8
6

desktop, and a Zenith 3
8
6
 laptop w

ith 1
2
0
 m

eg
.  D

ow
n the hall is a N

EC
M

ulti-S
ync 2

A
 w

ith a C
D

-R
O

M
 d

rive and
 a 9

6
0

0
 b

aud
 m

o
d
em

 w
ith fo

ur
co

m
-lin

es.  T
h
ere's a train

in
g
 m

in
ico

m
p
u
ter, an

d
 a 1

0
-m

eg
 lo

cal m
in

i
just fo

r the C
enter, and

 a lab
-full o

f stud
ent PC

 clo
nes and

 half-a-d
o
zen

M
acs or so. T

here's a D
ata G

eneral M
V

 2
5
0
0
 w

ith 8
 m

eg on board and a
3

7
0

 m
eg

 d
isk.

Fitzp
atrick p

lans to
 run a U

N
IX

 b
o
ard

 o
n the D

ata G
eneral w

hen he's fin-
ished

 b
eta-testing

 the so
ftw

are fo
r it, w

hich he w
ro

te him
self.  It'll

h
ave E- m

ail featu
res, m

assive files o
n
 all m

an
n
er o

f co
m

p
u
ter-crim

e
and

 investig
atio

n p
ro

ced
ures, and

 w
ill fo

llo
w

 the co
m

p
uter-security

sp
ecifics o

f the D
ep

artm
ent o

f D
efense "O

rang
e B

o
o
k."  H

e thinks it w
ill

be the biggest B
B
S in the federal governm

ent.

W
ill it h

av
e
 *P

h
rack* o

n
 it?

  I ask w
ry

ly
.

S
u
re, h

e tells m
e.  *P

h
rack,* *T

A
P
,*  *C

o
m

p
u
ter U

n
d
erg

ro
u
n
d

D
ig

est,* all that stuff.  W
ith  p

ro
p
er d

isclaim
ers, o

f co
urse.

I ask him
 if he p

lans to
 b

e the syso
p
.  R

unning
 a system

 that size is very
tim

e-co
nsum

ing
, and

 Fitzp
atrick teaches tw

o
 three-ho

ur co
urses every

d
ay.

N
o, he says seriously,  FLET

C
 has to get its m

oney w
orth out of the

instructo
rs.  H

e thinks he can g
et a lo

cal vo
lunteer to

 d
o
 it, a hig

h-
scho

o
l stud

ent.

H
e says a b

it m
o
re, so

m
ething

 I think ab
o
ut an Eag

le S
co

ut law
-enfo

rce-
m

ent liaiso
n p

ro
g
ram

, b
ut m

y m
ind

 has ro
cketed

 o
ff in d

isb
elief.

"Y
o
u're g

o
ing

 to
 p

ut a *teenag
er* in charg

e o
f a fed

eral security B
B
S
?"
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I'm
 speechless.  It hasn't escaped m

y notice that the FLET
C
 Financial

Frau
d
 In

stitu
te is th

e *u
ltim

ate* h
acker-trash

in
g
 targ

et; th
ere is stu

ff
in here, stuff of such utter and consum

m
ate cool by every standard of

the d
ig

ital und
erg

ro
und

.... I im
ag

ine the hackers o
f m

y acq
uaintance,

fainting
 d

ead
-aw

ay fro
m

 fo
rb

id
d
en- kno

w
led

g
e g

reed
-fits, at the m

ere
p
ro

sp
ect o

f cracking
 the sup

erultra to
p
-secret co

m
p
uters used

 to
 train

the S
ecret S

ervice in co
m

p
uter-crim

e....

"U
h
m

, C
arlto

n
," I b

ab
b
le, "I'm

 su
re h

e's a really n
ice kid

 an
d
 all, b

u
t

that's a terrib
le tem

ptation to set in front of som
eb

ody w
ho's, you know

,
into

 co
m

p
uters and

 just starting
 o

ut..."

"Y
eah," he says, "that did occur to m

e."  For the first tim
e I b

eg
in to

susp
ect that he's p

ulling
 m

y leg
.

H
e seem

s proudest w
hen he show

s m
e an ongoing project called JIC

C
,

Jo
int Intellig

ence C
o
ntro

l C
o
uncil.  It's b

ased
 o

n the services p
ro

vid
ed

b
y EPIC

, the El Paso
 Intellig

ence C
enter, w

hich sup
p
lies d

ata and
 intel-

lig
ence to

 the D
rug

 Enfo
rcem

ent A
d
m

inistratio
n, the C

usto
m

s S
ervice,

the C
oast G

uard, and the state police of the four southern border states.
C
ertain EPIC

 files can no
w

 b
e accessed

 b
y d

rug
-enfo

rcem
ent p

o
lice o

f
C
entral A

m
erica, S

o
uth A

m
erica and

 the C
arib

b
ean, w

ho
 can also

 trad
e

info
rm

atio
n am

o
ng

 them
selves. U

sing
 a teleco

m
 p

ro
g
ram

 called
 "W

hite
H

at," w
ritten b

y tw
o
 b

ro
thers nam

ed
 Lo

p
ez fro

m
 the D

o
m

inican
R
ep

ub
lic, p

o
lice can no

w
 netw

o
rk internatio

nally o
n inexp

ensive PC
s.

C
arlto

n Fitzp
atrick is teaching

 a class o
f d

rug
-w

ar ag
ents fro

m
 the

T
hird

 W
o
rld

, and
 he's very p

ro
ud

 o
f their p

ro
g
ress.   Perhap

s so
o
n the

so
p
histicated

 sm
ug

g
ling

 netw
o
rks o

f the M
ed

ellin C
artel w

ill b
e m

atched
b
y a so

p
histicated

 co
m

p
uter netw

o
rk o

f the M
ed

ellin C
artel's sw

o
rn

enem
ies.   T

hey'll track b
o
ats, track co

ntrab
and

, track the internatio
nal

d
rug

-lo
rd

s w
ho

 no
w

 leap
 o

ver b
o
rd

ers w
ith g

reat ease, d
efeating

 the
p
o
lice thro

ug
h the clever use o

f frag
m

ented
 natio

nal jurisd
ictio

ns.

JIC
C
 and EPIC

 m
ust rem

ain beyond the scope of this book.   T
hey seem

 to
m

e to
 b

e very larg
e to

p
ics fraug

ht w
ith co

m
p
licatio

ns that I am
 no

t fit to
jud

g
e.   I d

o
 kno

w
, ho

w
ever, that the internatio

nal, co
m

p
uter-assisted

netw
o
rking

 o
f p

o
lice, acro

ss natio
nal b

o
und

aries, is so
m

ething
 that

C
arlto

n
 Fitzp

atrick co
n
sid

ers very im
p
o
rtan

t, a h
arb

in
g
er o

f a d
esir-
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ab
le future.  I also

 kno
w

 that netw
o
rks b

y their nature ig
no

re p
hysical

b
oundaries.  A

nd I also know
 that w

here you put com
m

unications you put
a com

m
unity, and that w

hen those com
m

unities b
ecom

e self-aw
are they

w
ill fig

ht to
 p

reserve them
selves and

 to
 exp

and
 their influence.   I m

ake
no

 jud
g
em

ents w
hether this is g

o
o
d
 o

r b
ad

.  It's just cyb
ersp

ace; it's
just the w

ay thing
s are.

I asked
 C

arlto
n Fitzp

atrick w
hat ad

vice he w
o
uld

 have fo
r a tw

enty-
year-o

ld
 w

ho
 w

anted
 to

 shine so
m

ed
ay in the w

o
rld

 o
f electro

nic law
enfo

rcem
ent.

H
e told m

e that the num
b
er one rule w

as sim
ply not to b

e scared of com
-

puters.   You don't need to be an obsessive "com
puter w

eenie," but you
m

ustn't be buffaloed just because som
e m

achine looks fancy.  T
he advan-

tages com
puters give sm

art crooks are m
atched by the advantages they

g
ive sm

art co
p
s.  C

o
p
s in the future w

ill have to
 enfo

rce the law
 "w

ith
their heads, not their holsters."   T

oday you can m
ake good cases w

ithout
ever leaving

 yo
ur o

ffice.  In the future, co
p
s w

ho
 resist the co

m
p
uter

revo
lutio

n w
ill never g

et far b
eyo

nd
 w

alking
 a b

eat.

I asked
 C

arlto
n Fitzp

atrick if he had
 so

m
e sing

le m
essag

e fo
r the p

ub
lic;

so
m

e sing
le thing

 that he w
o
uld

 m
o
st like the A

m
erican p

ub
lic to

 kno
w

ab
o
ut his w

o
rk.

H
e tho

ug
ht ab

o
ut it w

hile.  "Y
es," he said

 finally. "*T
ell* m

e the rules,
and

 I'll *teach* tho
se rules!"  H

e lo
o
ked

 m
e straig

ht in the eye.  "I d
o
 the

b
est that I can."
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P
A

R
T

 
F

O
U

R

T
H
E
 C

IV
IL

 L
IB

E
R
T
A

R
IA

N
S

T
he sto

ry o
f the H

acker C
rackd

o
w

n, as w
e have fo

llo
w

ed
 it thus far, has

b
een techno

lo
g
ical, sub

cultural, crim
inal and

 leg
al.  T

he sto
ry o

f the
C

ivil Lib
ertarians, tho

ug
h it p

artakes o
f all tho

se o
ther asp

ects, is p
ro

-
fo

u
n
d
ly an

d
 th

o
ro

u
g
h
ly *p

o
litical.*

In 1
9

9
0

, the o
b
scure, lo

ng
-sim

m
ering

 strug
g
le o

ver the o
w

nership
 and

nature o
f cyb

ersp
ace b

ecam
e lo

ud
ly and

 irretrievab
ly p

ub
lic.  Peo

p
le

from
 som

e of the oddest corners of A
m

erican society suddenly found
them

selves pub
lic fig

ures.   Som
e of these people found this situation

m
uch m

ore than they had ever b
arg

ained for.  T
hey b

ackpedalled, and
tried

 to
 retreat b

ack to
 the m

and
arin o

b
scurity o

f their co
zy sub

cultural
niches.   T

his w
as g

enerally to
 p

ro
ve a m

istake.

B
ut the civil lib

ertarians seized
 the d

ay in 1
9

9
0

. T
hey fo

und
 them

selves
o
rg

anizing
, p

ro
p
ag

and
izing

, p
o
d
ium

- p
o
und

ing
, p

ersuad
ing

, to
uring

,
neg

o
tiating

, p
o
sing

 fo
r p

ub
licity p

ho
to

s, sub
m

itting
 to

 interview
s,

sq
uinting

 in the lim
elig

ht as they tried
 a tentative, b

ut g
ro

w
ing

ly
so

p
histicated

, b
uck-and

-w
ing

 up
o
n the p

ub
lic stag

e.

It's no
t hard

 to
 see w

hy the civil lib
ertarians sho

uld
 have this co

m
p
eti-

tive ad
vantag

e.

T
he  hackers  o

f the d
ig

ital und
erg

ro
und

 are an herm
etic elite.  T

hey find
it hard

 to
 m

ake any rem
o
tely co

nvincing
 case fo

r their actio
ns in fro

nt
o
f the g

eneral p
ub

lic.   A
ctually, hackers ro

und
ly d

esp
ise the "ig

no
rant"

pub
lic, and have never trusted the judg

em
ent of "the system

."  H
ackers

do propag
andize, b

ut only am
ong

 them
selves, m

ostly in g
iddy, b

adly
sp

elled
 m

anifesto
s o

f class w
arfare, yo

uth reb
ellio

n o
r naive techie

uto
p
ianism

. H
ackers m

ust strut and
 b

o
ast in o

rd
er to

 estab
lish and

 p
re-

serve their und
erg

ro
und

 rep
utatio

ns.  B
ut if they sp

eak o
ut to

o
 lo

ud
ly
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an
d
 p

u
b
licly, th

ey w
ill b

reak th
e frag

ile su
rface-ten

sio
n
 o

f th
e u

n
d
er-

g
ro

und
, and

 they w
ill b

e harrassed
 o

r arrested
.   O

ver the lo
ng

er term
,

m
ost hackers stum

b
le, g

et b
usted, g

et b
etrayed, or sim

ply g
ive up.   A

s a
p
o
litical fo

rce, the d
ig

ital und
erg

ro
und

 is ham
strung

.

T
he telco

s, fo
r their p

art, are an ivo
ry to

w
er und

er p
ro

tracted
 seig

e.
T
hey have p

lenty o
f m

o
ney w

ith w
hich to

 p
ush their calculated

 p
ub

lic
im

age, but they w
aste m

uch energy and goodw
ill attacking one another

w
ith slanderous and dem

eaning ad cam
paigns.   T

he telcos have suffered
at the hand

s o
f p

o
liticians, and

, like hackers, they d
o
n't trust the p

ub
-

lic's jud
g
em

ent.  A
nd

 this d
istrust m

ay b
e w

ell-fo
und

ed
.  S

ho
uld

 the
g
eneral p

ub
lic o

f the hig
h-tech 1

9
9

0
s co

m
e to

 und
erstand

 its o
w

n b
est

interests in teleco
m

m
unicatio

ns, that m
ig

ht w
ell p

o
se a g

rave threat to
the sp

ecialized
 technical p

o
w

er and
 autho

rity that the telco
s have rel-

ished for over a century.   T
he telcos do have strong advantages: loyal

em
p
lo

yees, sp
ecialized

 exp
ertise,  influence in the halls o

f p
o
w

er, tac-
tical allies in law

 enfo
rcem

ent, and
 unb

elievab
ly vast am

o
unts o

f m
o
ney.

B
ut p

o
litically sp

eaking
, they lack g

enuine g
rassro

o
ts sup

p
o
rt; they

sim
p
ly d

o
n't seem

 to
 have m

any friend
s.

C
o
p
s kno

w
 a lo

t o
f thing

s o
ther p

eo
p
le d

o
n't kno

w
. B

ut co
p
s w

illing
ly

reveal o
nly tho

se asp
ects o

f their kno
w

led
g
e that they feel w

ill m
eet

their institutio
nal p

urp
o
ses and

 further p
ub

lic o
rd

er.   C
o
p
s have

resp
ect, they have resp

o
nsib

ilities, they have p
o
w

er in the streets and
even p

o
w

er in the ho
m

e, b
ut co

p
s d

o
n't d

o
 p

articularly w
ell in lim

elig
ht.

W
hen p

ressed
, they w

ill step
 o

ut in the p
ub

lic g
aze to

 threaten b
ad

-
g
uys, o

r to
 cajo

le p
ro

m
inent citizens, o

r p
erhap

s to
 sternly lecture the

naive and
 m

isg
uid

ed
.   B

ut then they g
o
 b

ack w
ithin their tim

e-ho
no

red
fo

rtress o
f the statio

n-ho
use, the co

urtro
o
m

 and
 the rule-b

o
o
k.

T
he electro

nic civil lib
ertarians, ho

w
ever, have p

ro
ven to

 b
e b

o
rn

p
o
litical anim

als.   T
hey seem

ed
 to

 g
rasp

 very early o
n the p

o
stm

o
d
ern

truism
 that co

m
m

unicatio
n is p

o
w

er.   Pub
licity is p

o
w

er.  S
o
und

b
ites

are pow
er.  T

he ability to shove one's issue onto the public agenda —
 and

*keep
 it there* —

 is p
o
w

er.  Fam
e is p

o
w

er. S
im

p
le p

erso
nal fluency

and eloquence can be pow
er, if you can som

ehow
 catch the public's eye

and
 ear.
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T
he civil lib

ertarians had
 no

 m
o
no

p
o
ly o

n "technical p
o
w

er" —
 tho

ug
h

they all o
w

ned
 co

m
p
uters, m

o
st w

ere no
t p

articularly ad
vanced

 co
m

p
ut-

er experts.  T
hey had a good deal of m

oney, but now
here near the earth-

shaking w
ealth and the galaxy of resources possessed by telcos or federal

ag
encies.   T

hey had no ab
ility to arrest people.   T

hey carried out no
p
h
reak an

d
 h

acker co
vert d

irty-tricks.

B
ut they really knew

 ho
w

 to
 netw

o
rk.

U
n
like th

e o
th

er g
ro

u
p
s in

 th
is b

o
o
k, th

e civil lib
ertarian

s h
ave o

p
erat-

ed
 very m

u
ch

 in
 th

e o
p
en

, m
o
re o

r less rig
h
t in

 th
e p

u
b
lic h

u
rly-b

u
rly.

T
hey have lectured

 aud
iences g

alo
re and

 talked
 to

 co
untless jo

urnalists,
and

 have learned
 to

 refine their sp
iels.   T

hey've kep
t the cam

eras
clicking

, kep
t tho

se faxes hum
m

ing
, sw

ap
p
ed

 that em
ail, run tho

se p
ho

-
to

co
p
iers o

n o
vertim

e, licked
 envelo

p
es and

 sp
ent sm

all fo
rtunes o

n
airfare and

 lo
ng

- d
istance.  In an info

rm
atio

n so
ciety, this o

p
en, o

vert,
obvious activity has proven to be a profound advantage.

In 1
9

9
0

, the civil lib
ertarians o

f cyb
ersp

ace assem
b
led

 o
ut o

f no
w

here
in p

articular, at w
arp

 sp
eed

. T
his "g

ro
up

" (actually, a netw
o
rking

 g
ag

-
g
le o

f interested
 p

arties w
hich scarcely d

eserves even that lo
o
se term

)
has alm

o
st no

thing
 in the w

ay o
f fo

rm
al o

rg
anizatio

n.   T
ho

se fo
rm

al
civil lib

ertarian o
rg

anizatio
ns w

hich d
id

 take an interest in cyb
ersp

ace
issues, m

ainly the C
o
m

p
uter Pro

fessio
nals fo

r S
o
cial R

esp
o
nsib

ility and
the A

m
erican C

ivil Lib
erties U

nio
n, w

ere carried
 alo

ng
 b

y events in
1

9
9

0
, and

 acted
 m

o
stly as ad

juncts, und
erw

riters o
r launching

- p
ad

s.

T
he civil lib

ertarians nevertheless enjo
yed

 the g
reatest success o

f any
o
f the g

ro
up

s in the C
rackd

o
w

n o
f 1

9
9

0
.  A

t this w
riting

, their future
lo

o
ks ro

sy an
d
 th

e p
o
litical in

itiative is firm
ly in

 th
eir h

an
d
s.   T

h
is

sho
uld

 b
e kep

t in m
ind

 as w
e stud

y the hig
hly unlikely lives and

lifestyles o
f the p

eo
p
le w

ho
 actually m

ad
e this hap

p
en.

_
_

_
_

_

In June 1
9

8
9

, A
p
p
le C

o
m

p
uter, Inc., o

f C
up

ertino
, C

alifo
rnia, had

 a
p
ro

b
lem

.   S
o
m

eo
ne had

 illicitly co
p
ied

 a sm
all p

iece o
f A

p
p
le's p

ro
p
ri-

etary so
ftw

are, so
ftw

are w
hich co

ntro
lled

 an internal chip
 d

riving
 the

M
acinto

sh screen d
isp

lay.   T
his C

o
lo

r Q
uickD

raw
 so

urce co
d
e w

as a
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clo
sely g

uard
ed

 p
iece o

f A
p
p
le's intellectual p

ro
p
erty.  O

nly trusted
A

p
p
le insid

ers w
ere sup

p
o
sed

 to
 p

o
ssess it.

B
ut the "N

uProm
etheus Leag

ue" w
anted thing

s otherw
ise.  T

his person
(o

r p
erso

ns) m
ad

e several illicit co
p
ies o

f this so
urce co

d
e, p

erhap
s as

m
any as tw

o
 d

o
zen. H

e (o
r she, o

r they)  then p
ut tho

se illicit flo
p
p
y

disks into
 envelo

pes and m
ailed them

 to
 peo

ple all o
ver A

m
erica: peo

ple
in the co

m
p
uter ind

ustry w
ho

 w
ere asso

ciated
 w

ith, b
ut no

t d
irectly

em
p
lo

yed
 b

y, A
p
p
le C

o
m

p
uter.

T
he N

uPro
m

etheus cap
er w

as a co
m

p
lex, hig

hly id
eo

lo
g
ical, and

 very
h
acker-like crim

e.  P
ro

m
eth

eu
s, it w

ill b
e recalled

, sto
le th

e fire o
f th

e
G
ods and gave this potent gift to the general ranks of dow

ntrodden
m

an
kin

d
. A

 sim
ilar g

o
d
-in

-th
e-m

an
g
er attitu

d
e w

as im
p
lied

 fo
r th

e
co

rp
o
rate elite o

f A
p
p
le C

o
m

p
uter, w

hile the "N
u" Pro

m
etheus had

 him
-

self cast in the ro
le o

f reb
el d

em
ig

o
d
. T

he illicitly co
p
ied

 d
ata w

as g
iven

aw
ay fo

r free.

T
he  new

 Prom
etheus, w

hoever he w
as, escaped the fate of the ancient

G
reek Pro

m
etheus, w

ho
 w

as chained
 to

 a ro
ck fo

r centuries b
y the

veng
eful g

ods w
hile an eag

le tore and ate his liver.   O
n the other hand,

N
uPro

m
etheus chickened

 o
ut so

m
ew

hat b
y co

m
p
ariso

n w
ith his ro

le
m

odel.  T
he sm

all chunk of C
olor Q

uickD
raw

 code he had filched and
rep

licated
 w

as m
o
re o

r less u
seless to

 A
p
p
le's in

d
u
strial rivals (o

r, in
fact, to

 anyo
ne else).   Instead

 o
f g

iving
 fire to

 m
ankind

, it w
as m

o
re as

if N
uProm

etheus had photocopied the schem
atics for part of a B

ic
lig

hter. T
he act w

as no
t a g

enuine w
o
rk o

f ind
ustrial esp

io
nag

e.  It w
as

b
est interp

reted
 as a sym

b
o
lic, d

elib
erate slap

 in the face fo
r the A

p
p
le

co
rp

o
rate h

eirarch
y.

A
p
p
le's internal strug

g
les w

ere w
ell-kno

w
n in the ind

ustry.  A
p
p
le's

fo
und

ers, Jo
b
s and

 W
o
zniak, had

 b
o
th taken their leave lo

ng
 since.

T
heir rauco

us co
re o

f senio
r em

p
lo

yees had
 b

een a b
arnsto

rm
ing

 crew
 o

f
1

9
6

0
s C

alifo
rnians, m

any o
f them

 m
arked

ly less than hap
p
y w

ith the
new

 b
utto

n-d
o
w

n m
ultim

illio
n d

o
llar reg

im
e at A

p
p
le. M

any o
f the p

ro
-

gram
m

ers and developers w
ho had invented the M

acintosh m
odel in the

early 1
9
8
0
s had also taken their leave of the com

pany.  It w
as they, not

the current m
asters of A

pple's corporate fate, w
ho had invented the
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sto
len C

o
lo

r Q
uickD

raw
 co

d
e.  T

he N
uPro

m
etheus stunt w

as w
ell-calcu-

lated to w
ound com

pany m
orale.

A
p
p
le called

 the FB
I.  T

he B
ureau takes an interest in hig

h-p
ro

file
intellectual-p

ro
p
erty theft cases, ind

ustrial esp
io

nag
e and

 theft o
f trad

e
secrets.   T

hese w
ere likely the rig

ht p
eo

p
le to

 call, and
 rum

o
r has it

that the entities resp
o
nsib

le w
ere in fact d

isco
vered

 b
y the FB

I, and
 then

q
uietly sq

uelched
 b

y A
p
p
le m

anag
em

ent.  N
uPro

m
etheus w

as never p
ub

-
licly charg

ed
 w

ith a crim
e, o

r p
ro

secuted
, o

r jailed
.  B

ut there w
ere no

fu
rth

er illicit releases o
f M

acin
to

sh
 in

tern
al so

ftw
are.  Even

tu
ally th

e
p
ainful issue o

f N
uPro

m
etheus w

as allo
w

ed
 to

 fad
e.

In the m
eantim

e, ho
w

ever, a larg
e num

b
er o

f p
uzzled

 b
ystand

ers fo
und

them
selves entertaining

 surp
rise g

uests fro
m

 the FB
I.

O
ne o

f these p
eo

p
le w

as Jo
hn Perry B

arlo
w

.    B
arlo

w
 is a m

o
st unusual

m
an, d

ifficult to
 d

escrib
e in co

nventio
nal term

s.   H
e is p

erhap
s b

est
kno

w
n as a so

ng
w

riter fo
r the G

rateful D
ead

, fo
r he co

m
p
o
sed

 lyrics fo
r

"H
ell in a B

ucket,"  "Picasso
 M

o
o
n,"  "M

exicali B
lues," "I N

eed
 a

M
iracle," and

 m
any m

o
re; he has b

een w
riting

 fo
r the b

and
 since 1

9
7

0
.

B
efo

re w
e tackle the vexing

 q
uestio

n as to
 w

hy a ro
ck lyricist sho

uld
 b

e
interview

ed
 b

y the FB
I in a co

m
p
uter- crim

e case, it m
ig

ht b
e w

ell to
say a w

ord or tw
o ab

out the G
rateful D

ead.   T
he G

rateful D
ead are per-

hap
s the m

o
st successful and

 lo
ng

-lasting
 o

f the num
ero

us cultural
em

anatio
ns fro

m
 the H

aig
ht-A

shb
ury d

istrict o
f S

an Francisco
, in the

g
lo

ry d
ays o

f M
o
vem

ent p
o
litics and

 lyserg
ic transcend

ance.   T
he

G
rateful D

ead
 are a nexus, a veritab

le w
hirlw

ind
, o

f  ap
p
liq

ue d
ecals,

p
sych

ed
elic van

s, tie-d
yed

 T
-sh

irts, earth
-co

lo
r d

en
im

, fren
zied

 d
an

c-
ing and open and unasham

ed drug use.  T
he sym

bols, and the realities, of
C
alifo

rnian freak p
o
w

er surro
und

 the G
rateful D

ead
 like kno

tted
m

acram
e.

T
he G

rateful D
ead and their thousands of D

eadhead devotees are radical
B
o
hem

ians.   T
his m

uch is w
id

ely und
ersto

o
d
.   Exactly w

hat this im
p
lies

in the 1
9

9
0

s is rather m
o
re p

ro
b
lem

atic.

T
he G

rateful D
ead are am

ong
 the w

orld's m
ost popular and w

ealthy
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entertainers: num
b
er 2

0
,  acco

rd
ing

 to
 *Fo

rb
es* m

ag
azine, rig

ht
b
etw

een M
.C

. H
am

m
er and

 S
ean C

o
nnery.  In 1

9
9

0
, this jeans-clad

g
ro

up
 o

f p
urp

o
rted

 raffish o
utcasts earned

 seventeen m
illio

n d
o
llars.

T
hey have b

een earning
 sum

s m
uch alo

ng
 this line fo

r q
uite so

m
e tim

e
no

w
.

A
nd

 w
hile the D

ead
 are no

t investm
ent b

ankers o
r three-p

iece-suit tax
sp

ecialists —
 they are, in p

o
int o

f fact, hip
p
ie m

usicians —
 this m

o
ney

has not been squandered in senseless B
ohem

ian excess.   T
he D

ead have
b
een q

uietly active fo
r m

any years, fund
ing

 vario
us w

o
rthy activities in

their  extensive and
 w

id
esp

read
 cultural co

m
m

unity.

T
he G

rateful D
ead

 are no
t co

nventio
nal p

layers in the A
m

erican p
o
w

er
estab

lishm
ent.  T

hey nevertheless are so
m

ething
 o

f a fo
rce to

 b
e reck-

oned w
ith.  T

hey have a lot of m
oney and a lot of friends in m

any places,
b
o
th

 like
ly an

d
 u

n
like

ly.

T
he D

ead
 m

ay b
e kno

w
n fo

r b
ack-to

-the-earth enviro
nm

entalist
rheto

ric, b
ut this hard

ly m
akes them

 anti-techno
lo

g
ical Lud

d
ites.  O

n
the co

ntrary, like m
o
st ro

ck m
usicians, the G

rateful D
ead

 have sp
ent

their entire ad
ult lives in the co

m
p
any o

f co
m

p
lex electro

nic eq
uip

m
ent.

T
hey have funds to burn on any sophisticated tool and toy that m

ight
happen to catch their fancy.   A

nd their fancy is quite extensive.

T
he D

eadhead com
m

unity b
oasts any num

b
er of recording

 eng
ineers,

lig
hting

 exp
erts, ro

ck vid
eo

 m
avens, electro

nic technicians o
f all

descriptions.  A
nd the drift g

oes b
oth w

ays.  Steve W
ozniak, A

pple's co-
fo

und
er, used

 to
 thro

w
 ro

ck festivals.   S
ilico

n V
alley ro

cks o
ut.

T
hese are the 1

9
9

0
s, no

t the 1
9

6
0

s.  T
o
d
ay, fo

r a surp
rising

 num
b
er o

f
p
eo

p
le all o

ver A
m

erica, the sup
p
o
sed

 d
ivid

ing
 line b

etw
een B

o
hem

ian
and

 technician sim
p
ly no

 lo
ng

er exists.  Peo
p
le o

f this so
rt m

ay have a
set of w

indchim
es and a dog w

ith a knotted kerchief 'round its neck, but
they're also

 q
uite likely to

 o
w

n a m
ultim

eg
ab

yte M
acinto

sh running
M

ID
I synthesizer so

ftw
are and

 trip
p
y fractal sim

ulatio
ns.   T

hese d
ays,

even
 T

im
o
th

y L
eary h

im
self, p

ro
p
h
et o

f L
S
D

, d
o
es virtu

al-reality co
m

-
p
uter- g

rap
hics d

em
o
s in his lecture to

urs.
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Jo
hn Perry B

arlo
w

 is no
t a m

em
b
er o

f the G
rateful D

ead
.  H

e is, ho
w

ev-
er, a ranking

 D
ead

head
.

B
arlo

w
 d

escrib
es him

self as a "techno
-crank."   A

 vag
ue term

 like
"so

cial activist" m
ig

ht no
t b

e far fro
m

 the m
ark, either.  B

ut B
arlo

w
m

ig
ht b

e b
etter describ

ed as a "poet" —
 if one keeps in m

ind  Percy
S
helley's archaic d

efinitio
n o

f p
o
ets as "unackno

w
led

g
ed

 leg
islato

rs o
f

the w
o
rld

."

B
arlow

 once m
ade a stab

 at acknow
ledg

ed leg
islator status.  In 1

9
8
7
, he

narro
w

ly m
issed

 the R
ep

ub
lican no

m
inatio

n fo
r a seat in the W

yo
m

ing
S
tate S

enate. B
arlo

w
 is a W

yo
m

ing
 native, the third

-g
eneratio

n scio
n o

f
a w

e
ll-to

-d
o
 cattle

-ran
ch

in
g
 fam

ily
.   H

e
 is in

 h
is e

arly
 fo

rtie
s, m

ar-
ried

 and
 the father o

f three d
aug

hters.

B
arlo

w
 is no

t m
uch tro

ub
led

 b
y o

ther p
eo

p
le's narro

w
 no

tio
ns o

f co
n-

sisten
cy.  In

 th
e late 1

9
8

0
s, th

is R
ep

u
b
lican

 ro
ck lyricist cattle ran

ch
-

er sold his ranch and becam
e a com

puter telecom
m

unications devotee.

T
he free-sp

irited
 B

arlo
w

 m
ad

e this transitio
n w

ith ease.  H
e g

enuinely
enjo

yed
 co

m
p
uters.   W

ith a b
eep

 o
f his m

o
d
em

, he leap
t fro

m
 sm

all-
to

w
n Pined

ale, W
yo

m
ing

, into
 electro

nic co
ntact w

ith a larg
e and

 lively
cro

w
d
 o

f b
rig

ht, inventive, techno
lo

g
ical so

p
histicates fro

m
 all o

ver the
w

o
rld

.   B
arlo

w
 fo

und
 the so

cial m
ilieu o

f co
m

p
uting

 attractive: its fast-
lane p

ace, its b
lue-sky rheto

ric, its o
p
en- end

ed
ness.   B

arlo
w

 b
eg

an
d
ab

b
ling

 in co
m

p
uter jo

urnalism
, w

ith m
arked

 success, as he w
as a

quick study, and b
oth shrew

d and eloquent.  H
e frequently travelled to

S
an Francisco

 to
 netw

o
rk w

ith D
ead

head
 friend

s.  T
here B

arlo
w

 m
ad

e
extensive co

ntacts thro
ug

ho
ut the C

alifo
rnian co

m
p
uter co

m
m

unity,
includ

ing
 friend

ship
s am

o
ng

 the w
ild

er sp
irits at A

p
p
le.

In M
ay 1

9
9

0
, B

arlo
w

 received
 a visit fro

m
 a lo

cal W
yo

m
ing

 ag
ent o

f the
FB

I.  T
he N

uPro
m

etheus case had
 reached

 W
yo

m
ing

.

B
arlo

w
 w

as tro
ub

led
 to

 find
 him

self und
er investig

atio
n in an area o

f his
interests once quite free of federal attention.   H

e had to struggle to
exp

lain the very nature o
f co

m
p
uter-crim

e to
 a head

scratching
 lo

cal
FB

I m
an

 w
h
o
 sp

ecialized
 in

 cattle-ru
stlin

g
.   B

arlo
w

, ch
attin

g
 h

elp
fu

lly
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and dem
onstrating the w

onders of his m
odem

 to the puzzled fed, w
as

alarm
ed

 to
 find

 all "hackers" g
enerally und

er FB
I susp

icio
n as an evil

influence in the electro
nic co

m
m

unity.   T
he FB

I, in p
ursuit o

f a hacker
called "N

uProm
etheus," w

ere tracing
 attendees of a suspect g

roup called
the H

ackers C
o
nference.

T
he H

ackers C
o
nference, w

hich had
 b

een started
 in 1

9
8

4
,  w

as a yearly
C
alifo

rnian m
eeting

 o
f d

ig
ital p

io
neers and

 enthusiasts.  T
he hackers o

f
the H

ackers C
onference had little if anything

 to do w
ith the hackers of

the d
ig

ital und
erg

ro
und

.   O
n the co

ntrary, the hackers o
f this co

nfer-
ence w

ere m
o
stly w

ell-to
-d

o
 C

alifo
rnian hig

h-tech C
EO

s, co
nsultants,

jo
urnalists and

 entrep
reneurs.   (T

his g
ro

up
 o

f hackers w
ere the exact

so
rt o

f "hackers" m
o
st likely to

 react w
ith m

ilitant fury at any crim
inal

d
eg

rad
atio

n o
f the term

 "hacker.")

B
arlow

, thoug
h he w

as not arrested or accused of a crim
e, and thoug

h his
com

puter had certainly not g
one out the door, w

as very troub
led b

y this
ano

m
aly.  H

e carried
 the w

o
rd

 to
 the W

ell.

Like the H
ackers C

o
nference,  "the W

ell" w
as an em

anatio
n o

f the Po
int

Fo
und

atio
n.   Po

int Fo
und

atio
n, the insp

iratio
n o

f a w
ealthy C

alifo
rnian

6
0

s rad
ical nam

ed
 S

tew
art B

rand
, w

as to
 b

e a m
ajo

r launch-p
ad

 o
f the

civ
il lib

e
rtarian

 e
ffo

rt.

Po
int Fo

und
atio

n's cultural effo
rts, like tho

se o
f their fello

w
 B

ay A
rea

C
alifo

rnians the G
rateful D

ead
, w

ere m
ultifaceted

 and
 m

ultitud
ino

us.
R
ig

id
 id

eo
lo

g
ical co

nsistency had
 never b

een a stro
ng

 suit o
f the *W

ho
le

Earth C
atalo

g
.*   T

his Po
int p

ub
licatio

n had
 enjo

yed
 a stro

ng
 vo

g
ue d

ur-
ing

 the late 6
0

s and
 early 7

0
s, w

hen it o
ffered

 hund
red

s o
f p

ractical
(an

d
 n

o
t so

 p
ractical) tip

s o
n
 co

m
m

u
n
itarian

 livin
g
, en

viro
n
m

en
talism

,
and

 g
etting

 b
ack-to

-the-land
.   T

he *W
ho

le Earth C
atalo

g
,* and

 its
seq

uels, so
ld

 tw
o
 and

 half m
illio

n co
p
ies and

 w
o
n a N

atio
nal B

o
o
k A

w
ard

.

W
ith the slo

w
 co

llap
se o

f A
m

erican rad
ical d

issent, the *W
ho

le Earth
C
atalo

g
* had

 slip
p
ed

 to
 a m

o
re m

o
d
est co

rner o
f the cultural rad

ar; b
ut

in
 its m

ag
azin

e in
carn

atio
n
, *C

o
Evo

lu
tio

n
 Q

u
arterly,*  th

e P
o
in

t
Foundation continued to offer a m

agpie potpourri of "access to tools and
id

eas."
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*C
o
Evo

lu
tio

n
 Q

u
arterly,*  w

h
ich

 started
 in

 1
9

7
4

, w
as n

ever a w
id

ely
p
o
p
ular m

ag
azine.  D

esp
ite p

erio
d
ic o

utb
reaks o

f m
illenarian fervo

r,
*C

o
Evo

lu
tio

n
 Q

u
arterly* failed

 to
 revo

lu
tio

n
ize W

estern
 civilizatio

n
and

 rep
lace lead

en centuries o
f histo

ry w
ith b

rig
ht new

 C
alifo

rnian
paradig

m
s.  Instead, this pro

pag
anda arm

 o
f Po

int Fo
undatio

n cakew
alked

a fine line b
etw

een im
p
ressive b

rilliance and
 N

ew
 A

g
e flakiness.

*C
o
Evo

lutio
n Q

uarterly*  carried
 no

 ad
vertising

, co
st a lo

t, and
 cam

e
o
ut o

n cheap
 new

sp
rint w

ith m
o
d
est b

lack-and
-w

hite g
rap

hics.  It w
as

p
o
o
rly d

istrib
uted

, and
 sp

read
 m

o
stly b

y sub
scrip

tio
n and

 w
o
rd

 o
f

m
o
uth.

It could not seem
 to grow

 beyond 3
0
,0

0
0
 subscribers. A

nd yet —
 it

never seem
ed

 to
 shrink m

uch, either.  Y
ear in, year o

ut, d
ecad

e in,
decade out, som

e strange dem
ographic m

inority accreted to support the
m

agazine. T
he enthusiastic readership did not seem

 to have m
uch in the

w
ay o

f co
herent po

litics o
r  ideals.  It w

as so
m

etim
es hard to

 understand
w

hat held
 them

 to
g
ether (if the o

ften b
itter d

eb
ate in the letter-co

lum
ns

could be described as "togetherness").

B
ut if the m

ag
azine d

id
 no

t flo
urish, it w

as resilient; it g
o
t b

y.  T
hen, in

1
9

8
4

, the b
irth-year o

f the M
acinto

sh co
m

p
uter, *C

o
Evo

lutio
n

Q
uarterly* sud

d
enly hit the rap

id
s.  Po

int Fo
und

atio
n had

 d
isco

vered
 the

co
m

p
uter revo

lutio
n.  O

ut cam
e the *W

ho
le Earth S

o
ftw

are C
atalo

g
* o

f
1

9
8

4
,  aro

using
 head

scratching
 d

o
ub

ts am
o
ng

 the tie- d
yed

 faithful, and
rab

id
 enthusiasm

 am
o
ng

 the nascent "cyb
erp

unk" m
ilieu, p

resent co
m

-
p
any includ

ed
.  Po

int Fo
und

atio
n started

 its yearly H
ackers C

o
nference,

and
 b

eg
an to

 take an extensive interest in the strang
e new

 p
o
ssib

ilities
o
f d

ig
ital co

unterculture.  *C
o
Evo

lutio
n Q

uarterly* fo
ld

ed
 its teep

ee,
rep

laced
 b

y *W
ho

le Earth S
o
ftw

are R
eview

*  and
 eventually b

y *W
ho

le
Earth R

eview
*  (the m

ag
azine's p

resent incarnatio
n, currently und

er
th

e ed
ito

rsh
ip

 o
f virtu

al-reality m
aven

 H
o
w

ard
 R

h
ein

g
o
ld

).

1
9

8
5

 saw
 the b

irth o
f the "W

ELL" —
 the "W

ho
le Earth 'Lectro

nic Link."
T
he W

ell w
as Po

int Fo
und

atio
n's b

ulletin b
o
ard

 system
.

A
s b

o
ard

s w
ent, the W

ell w
as an ano

m
aly fro

m
 the b

eg
inning

, and
rem

ained
 o

ne.   It w
as lo

cal to
 S

an Francisco
.  It w

as hug
e, w

ith m
ultip

le
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p
ho

nelines and
 eno

rm
o
us files o

f co
m

m
entary.  Its co

m
p
lex U

N
IX

-b
ased

so
ftw

are m
ig

ht b
e m

o
st charitab

ly d
escrib

ed
 as "user- o

p
aq

ue."  It w
as

run o
n a m

ainfram
e o

ut o
f the ram

b
ling

 o
ffices o

f a no
n-p

ro
fit cultural

foundation in Sausalito. A
nd it w

as cram
m

ed w
ith fans of the G

rateful
D

ead
.

T
houg

h the W
ell w

as peopled b
y chattering

 hipsters of the B
ay A

rea
co

unterculture, it w
as b

y no
 m

eans a "d
ig

ital und
erg

ro
und

" b
o
ard

.
T
eenag

ers w
ere fairly scarce; m

o
st W

ell users (kno
w

n as
"W

ellb
eing

s") w
ere thirty- and

 fo
rty-so

m
ething

 B
ab

y B
o
o
m

ers.   T
hey

tend
ed

 to
 w

o
rk in the info

rm
atio

n ind
ustry: hard

w
are, so

ftw
are,

teleco
m

m
unicatio

ns, m
ed

ia, entertainm
ent.  Lib

rarians, acad
em

ics, and
jo

urnalists w
ere esp

ecially co
m

m
o
n o

n the W
ell, attracted

 b
y Po

int
Foundation's open-handed distrib

ution of "tools and ideas."

T
here w

ere no
 anarchy files o

n the W
ell, scarcely a d

ro
p
p
ed

 hint ab
o
ut

access codes or credit-card theft.   N
o one used handles.  V

icious "flam
e-

w
ars" w

ere held
 to

 a co
m

p
aratively civilized

 rum
b
le.   D

eb
ates w

ere
so

m
etim

es sharp
, b

ut no
 W

ellb
eing

 ever claim
ed

 that a rival had
 d

is-
co

nnected
 his p

ho
ne, trashed

 his ho
use, o

r p
o
sted

 his cred
it card

 num
-

b
ers.

T
he W

ell grew
 slow

ly as the 1
9
8
0
s advanced.  It charged a m

odest sum
for access and storage, and lost m

oney for years —
 but not enough to

ham
p
er the Po

int Fo
und

atio
n, w

hich w
as no

np
ro

fit anyw
ay.   B

y 1
9

9
0

,
the W

ell had about five thousand users.  T
hese users w

andered about a
gigantic cyberspace sm

orgasbord of "C
onferences", each conference

itself consisting
 of a w

elter of "topics," each topic containing
 dozens,

so
m

etim
es hund

red
s o

f co
m

m
ents, in a tum

b
ling

, m
ultip

erso
n d

eb
ate

that could last for m
onths or years on end.

In 1
9

9
1

, the W
ell's list o

f co
nferences lo

o
ked

 like this:

C
O
N
F
E
R
E
N
C
E
S
 
O
N
 
T
H
E
 
W
E
L
L

W
E
L
L
 
"
S
c
r
e
e
n
z
i
n
e
"
 
D
i
g
e
s
t
 
(
g
 
z
i
n
e
)

B
e
s
t
 
o
f
 
t
h
e
 
W
E
L
L
 
-
 
v
i
n
t
a
g
e
 
m
a
t
e
r
i
a
l
 
-
 
(
g
 
b
e
s
t
)

I
n
d
e
x
 
l
i
s
t
i
n
g
 
o
f
 
n
e
w
 
t
o
p
i
c
s
 
i
n
 
a
l
l
 
c
o
n
f
e
r
e
n
c
e
s
 
-
 
(
g
 
n
e
w
-

t
o
p
s
)
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B
u
s
i
n
e
s
s
 
-
 
E
d
u
c
a
t
i
o
n
 

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

A
p
p
l
e
 
L
i
b
r
a
r
y
 
U
s
e
r
s
 
G
r
o
u
p
(
g
 
a
l
u
g
)

A
g
r
i
c
u
l
t
u
r
e
 
(
g
 
a
g
r
i
)

B
r
a
i
n
s
t
o
r
m
i
n
g
 
(
g
 
b
r
a
i
n
)

C
l
a
s
s
i
fi
e
d
s
 
(
g
 
c
l
a
)

C
o
m
p
u
t
e
r
 
J
o
u
r
n
a
l
i
s
m
 
(
g
 
c
j
)

C
o
n
s
u
l
t
a
n
t
s
 
(
g
 
c
o
n
s
u
l
t
)

C
o
n
s
u
m
e
r
s
 
(
g
 
c
o
n
s
)

D
e
s
i
g
n
 
(
g
 
d
e
s
i
g
n
)

D
e
s
k
t
o
p
 
P
u
b
l
i
s
h
i
n
g
 
(
g
 
d
e
s
k
)

D
i
s
a
b
i
l
i
t
y
 
(
g
 
d
i
s
a
b
i
l
i
t
y
)

E
d
u
c
a
t
i
o
n
 
(
g
 
e
d
)

E
n
e
r
g
y
 
(
g
 
e
n
e
r
g
y
9
1
)

E
n
t
r
e
p
r
e
n
e
u
r
s
 
(
g
 
e
n
t
r
e
)

H
o
m
e
o
w
n
e
r
s
 
(
g
 
h
o
m
e
)

I
n
d
e
x
i
n
g
 
(
g
 
i
n
d
e
x
i
n
g
)

I
n
v
e
s
t
m
e
n
t
s
 
(
g
 
i
n
v
e
s
t
)

K
i
d
s
9
1
 
(
g
 
k
i
d
s
)

L
e
g
a
l
 
(
g
 
l
e
g
a
l
)

O
n
e
 
P
e
r
s
o
n
 
B
u
s
i
n
e
s
s
 
(
g
 
o
n
e
)

P
e
r
i
o
d
i
c
a
l
/
n
e
w
s
l
e
t
t
e
r
(
g
 
p
e
r
)

T
e
l
e
c
o
m
m
 
L
a
w
 
(
g
 
t
c
l
)

T
h
e
 
F
u
t
u
r
e
 
(
g
 
f
u
t
)

T
r
a
n
s
l
a
t
o
r
s
 
(
g
 
t
r
a
n
s
)

T
r
a
v
e
l
 
(
g
 
t
r
a
)

W
o
r
k
 
(
g
 
w
o
r
k
)

E
l
e
c
t
r
o
n
i
c
 
F
r
o
n
t
i
e
r
 
F
o
u
n
d
a
t
i
o
n
 
(
g
 
e
f
f
)

C
o
m
p
u
t
e
r
s
,
 
F
r
e
e
d
o
m
 
&
 
P
r
i
v
a
c
y
 
(
g
 
c
f
p
)

C
o
m
p
u
t
e
r
 
P
r
o
f
e
s
s
i
o
n
a
l
s
 
f
o
r
 
S
o
c
i
a
l
 
R
e
s
p
o
n
s
i
b
i
l
i
t
y
 
(
g
 
c
p
s
r
)

S
o
c
i
a
l
 
-
 
P
o
l
i
t
i
c
a
l
 
-
 
H
u
m
a
n
i
t
i
e
s
 

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

A
g
i
n
g
 
(
g
 
g
r
a
y
)

A
I
D
S
 
(
g
 
a
i
d
s
)

A
m
n
e
s
t
y
 
I
n
t
e
r
n
a
t
i
o
n
a
l
 
(
g
 
a
m
n
e
s
t
y
)

A
r
c
h
i
v
e
s
 
(
g
 
a
r
c
)

B
e
r
k
e
l
e
y
 
(
g
 
b
e
r
k
)

B
u
d
d
h
i
s
t
 
(
g
 
w
o
n
d
e
r
l
a
n
d
)

C
h
r
i
s
t
i
a
n
 
(
g
 
c
r
o
s
s
)

C
o
u
p
l
e
s
 
(
g
 
c
o
u
p
l
e
s
)

C
u
r
r
e
n
t
 
E
v
e
n
t
s
 
(
g
 
c
u
r
r
)

D
r
e
a
m
s
 
(
g
 
d
r
e
a
m
)

D
r
u
g
s
 
(
g
 
d
r
u
)

E
a
s
t
 
C
o
a
s
t
 
(
g
 
e
a
s
t
)

E
m
o
t
i
o
n
a
l
 
H
e
a
l
t
h
*
*
*
*
 
(
g
 
p
r
i
v
a
t
e
)
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E
r
o
t
i
c
a
 
(
g
 
e
r
o
s
)

E
n
v
i
r
o
n
m
e
n
t
 
(
g
 
e
n
v
)

F
i
r
e
a
r
m
s
 
(
g
 
fi
r
e
a
r
m
s
)

F
i
r
s
t
 
A
m
e
n
d
m
e
n
t
 
(
g
 
fi
r
s
t
)

F
r
i
n
g
e
s
 
o
f
 
R
e
a
s
o
n
 
(
g
 
f
r
i
n
g
e
s
)

G
a
y
 
(
g
 
g
a
y
)

G
a
y
 
(
P
r
i
v
a
t
e
)
 
#
 
(
g
 
g
a
y
p
r
i
v
)

G
e
o
g
r
a
p
h
y
 
(
g
 
g
e
o
)

G
e
r
m
a
n
 
(
g
 
g
e
r
m
a
n
)

G
u
l
f
 
W
a
r
 
(
g
 
g
u
l
f
)

H
a
w
a
i
i
 
(
g
 
a
l
o
h
a
)

H
e
a
l
t
h
 
(
g
 
h
e
a
l
)

H
i
s
t
o
r
y
 
(
g
 
h
i
s
t
)

H
o
l
i
s
t
i
c
 
(
g
 
h
o
l
i
)

I
n
t
e
r
v
i
e
w
 
(
g
 
i
n
t
e
r
)

I
t
a
l
i
a
n
 
(
g
 
i
t
a
l
)

J
e
w
i
s
h
 
(
g
 
j
e
w
)

L
i
b
e
r
t
y
 
(
g
 
l
i
b
e
r
t
y
)

M
i
n
d
 
(
g
 
m
i
n
d
)

M
i
s
c
e
l
l
a
n
e
o
u
s
 
(
g
 
m
i
s
c
)

M
e
n
 
o
n
 
t
h
e
 
W
E
L
L
*
*
 
(
g
 
m
o
w
)

N
e
t
w
o
r
k
 
I
n
t
e
g
r
a
t
i
o
n
 
(
g
 
o
r
i
g
i
n
)

N
o
n
p
r
o
fi
t
s
 
(
g
 
n
o
n
)

N
o
r
t
h
 
B
a
y
 
(
g
 
n
o
r
t
h
)

N
o
r
t
h
w
e
s
t
 
(
g
 
n
w
)

P
a
c
i
fi
c
 
R
i
m
 
(
g
 
p
a
c
r
i
m
)

P
a
r
e
n
t
i
n
g
 
(
g
 
p
a
r
)

P
e
a
c
e
 
(
g
 
p
e
a
)

P
e
n
i
n
s
u
l
a
 
(
g
 
p
e
n
)

P
o
e
t
r
y
 
(
g
 
p
o
e
t
r
y
)

P
h
i
l
o
s
o
p
h
y
 
(
g
 
p
h
i
)

P
o
l
i
t
i
c
s
 
(
g
 
p
o
l
)

P
s
y
c
h
o
l
o
g
y
 
(
g
 
p
s
y
)

P
s
y
c
h
o
t
h
e
r
a
p
y
 
(
g
 
t
h
e
r
a
p
y
)

R
e
c
o
v
e
r
y
#
#
 
(
g
 
r
e
c
o
v
e
r
y
)

S
a
n
 
F
r
a
n
c
i
s
c
o
 
(
g
 
s
a
n
f
r
a
n
)

S
c
a
m
s
 
(
g
 
s
c
a
m
)

S
e
x
u
a
l
i
t
y
 
(
g
 
s
e
x
)

S
i
n
g
l
e
s
 
(
g
 
s
i
n
g
l
e
s
)

S
o
u
t
h
e
r
n
 
(
g
 
s
o
u
t
h
)

S
p
a
n
i
s
h
 
(
g
 
s
p
a
n
i
s
h
)

S
p
i
r
i
t
u
a
l
i
t
y
 
(
g
 
s
p
i
r
i
t
)

T
i
b
e
t
 
(
g
 
t
i
b
e
t
)

T
r
a
n
s
p
o
r
t
a
t
i
o
n
 
(
g
 
t
r
a
n
s
p
o
r
t
)

T
r
u
e
 
C
o
n
f
e
s
s
i
o
n
s
 
(
g
 
t
r
u
)

U
n
c
l
e
a
r
 
(
g
 
u
n
c
l
e
a
r
)

W
E
L
L
 
W
r
i
t
e
r
'
s
 
W
o
r
k
s
h
o
p
*
*
*
(
g
 
w
w
w
)

W
h
o
l
e
 
E
a
r
t
h
 
(
g
 
w
e
)

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
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K
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R
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R
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W
o
m
e
n
 
o
n
 
t
h
e
 
W
E
L
L
*
(
g
 
w
o
w
)

W
o
r
d
s
 
(
g
 
w
o
r
d
s
)

W
r
i
t
e
r
s
 
(
g
 
w
r
i
)

*
*
*
*
 
P
r
i
v
a
t
e
 
C
o
n
f
e
r
e
n
c
e
 
-
 
m
a
i
l
 
w
o
o
l
y
 
f
o
r
 
e
n
t
r
y
 

*
*
*
P
r
i
v
a
t
e
 
c
o
n
f
e
r
e
n
c
e
 
-
 
m
a
i
l
 
s
o
n
i
a
 
f
o
r
 
e
n
t
r
y
 

*
*
 
P
r
i
v
a
t
e
 
c
o
n
f
e
r
e
n
c
e
 
-
 
m
a
i
l
 
fl
a
s
h
 
f
o
r
 
e
n
t
r
y
 

*
 
P
r
i
v
a
t
e
 
c
o
n
f
e
r
e
n
c
e
 
-
 
m
a
i
l
 
r
e
v
a
 
f
o
r
 
e
n
t
r
y
 

#
 
P
r
i
v
a
t
e
 
C
o
n
f
e
r
e
n
c
e
 
-
 
m
a
i
l
 
h
u
d
u
 
f
o
r
 
e
n
t
r
y
 

#
#
 
P
r
i
v
a
t
e
 
C
o
n
f
e
r
e
n
c
e
 
-
 
m
a
i
l
 
d
h
a
w
k
 
f
o
r
 
e
n
t
r
y

A
r
t
s
 
-
 
R
e
c
r
e
a
t
i
o
n
 
-
 
E
n
t
e
r
t
a
i
n
m
e
n
t
 

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

A
r
t
C
o
m
 
E
l
e
c
t
r
o
n
i
c
 
N
e
t
 
(
g
 
a
c
e
n
)

A
u
d
i
o
-
V
i
d
e
o
p
h
i
l
i
a
 
(
g
 
a
u
d
)

B
i
c
y
c
l
e
s
 
(
g
 
b
i
k
e
)

B
a
y
 
A
r
e
a
 
T
o
n
i
g
h
t
*
*
(
g
 
b
a
t
)

B
o
a
t
i
n
g
 
(
g
 
w
e
t
)

B
o
o
k
s
 
(
g
 
b
o
o
k
s
)

C
D
'
s
 
(
g
 
c
d
)

C
o
m
i
c
s
 
(
g
 
c
o
m
i
c
s
)

C
o
o
k
i
n
g
 
(
g
 
c
o
o
k
)

F
l
y
i
n
g
 
(
g
 
fl
y
i
n
g
)

F
u
n
 
(
g
 
f
u
n
)

G
a
m
e
s
 
(
g
 
g
a
m
e
s
)

G
a
r
d
e
n
i
n
g
 
(
g
 
g
a
r
d
)

K
i
d
s
 
(
g
 
k
i
d
s
)

N
i
g
h
t
o
w
l
s
*
 
(
g
 
o
w
l
)

J
o
k
e
s
 
(
g
 
j
o
k
e
s
)

M
I
D
I
 
(
g
 
m
i
d
i
)

M
o
v
i
e
s
 
(
g
 
m
o
v
i
e
s
)

M
o
t
o
r
c
y
c
l
i
n
g
 
(
g
 
r
i
d
e
)

M
o
t
o
r
i
n
g
 
(
g
 
c
a
r
)

M
u
s
i
c
 
(
g
 
m
u
s
)

O
n
 
S
t
a
g
e
 
(
g
 
o
n
s
t
a
g
e
)

P
e
t
s
 
(
g
 
p
e
t
s
)

R
a
d
i
o
 
(
g
 
r
a
d
)

R
e
s
t
a
u
r
a
n
t
 
(
g
 
r
e
s
t
)

S
c
i
e
n
c
e
 
F
i
c
t
i
o
n
 
(
g
 
s
f
)

S
p
o
r
t
s
 
(
g
 
s
p
o
)

S
t
a
r
 
T
r
e
k
 
(
g
 
t
r
e
k
)

T
e
l
e
v
i
s
i
o
n
 
(
g
 
t
v
)

T
h
e
a
t
e
r
 
(
g
 
t
h
e
a
t
e
r
)

W
e
i
r
d
 
(
g
 
w
e
i
r
d
)

Z
i
n
e
s
/
F
a
c
t
s
h
e
e
t
 
F
i
v
e
(
g
 
f
5
)

*
 
O
p
e
n
 
f
r
o
m
 
m
i
d
n
i
g
h
t
 
t
o
 
6
a
m
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*
*
 
U
p
d
a
t
e
d
 
d
a
i
l
y

G
r
a
t
e
f
u
l
 
D
e
a
d
 

-
-
-
-
-
-
-
-
-
-
-
-
-

G
r
a
t
e
f
u
l
 
D
e
a
d
 
(
g
 
g
d
)

D
e
a
d
p
l
a
n
*
 
(
g
 
d
p
)

D
e
a
d
l
i
t
 
(
g
 
d
e
a
d
l
i
t
)

F
e
e
d
b
a
c
k
 
(
g
 
f
e
e
d
b
a
c
k
)

G
D
 
H
o
u
r
 
(
g
 
g
d
h
)

T
a
p
e
s
 
(
g
 
t
a
p
e
s
)

T
i
c
k
e
t
s
 
(
g
 
t
i
x
)

T
o
u
r
s
 
(
g
 
t
o
u
r
s
)

*
 
P
r
i
v
a
t
e
 
c
o
n
f
e
r
e
n
c
e
 
-
 
m
a
i
l
 
t
n
f
 
f
o
r
 
e
n
t
r
y

C
o
m
p
u
t
e
r
s
 

-
-
-
-
-
-
-
-
-
-
-
 

A
I
/
F
o
r
t
h
/
R
e
a
l
t
i
m
e
 
(
g
 
r
e
a
l
t
i
m
e
)

A
m
i
g
a
 
(
g
 
a
m
i
g
a
)

A
p
p
l
e
 
(
g
 
a
p
p
)

C
o
m
p
u
t
e
r
 
B
o
o
k
s
 
(
g
 
c
b
o
o
k
)

A
r
t
 
&
 
G
r
a
p
h
i
c
s
 
(
g
 
g
r
a
)

H
a
c
k
i
n
g
 
(
g
 
h
a
c
k
)

H
y
p
e
r
C
a
r
d
 
(
g
 
h
y
p
e
)

I
B
M
 
P
C
 
(
g
 
i
b
m
)

L
A
N
s
 
(
g
 
l
a
n
)

L
a
p
t
o
p
 
(
g
 
l
a
p
)

M
a
c
i
n
t
o
s
h
 
(
g
 
m
a
c
)

M
a
c
t
e
c
h
 
(
g
 
m
a
c
t
e
c
h
)

M
i
c
r
o
t
i
m
e
s
 
(
g
 
m
i
c
r
o
x
)

M
u
c
h
o
m
e
d
i
a
 
(
g
 
m
u
c
h
o
)

N
e
X
t
 
(
g
 
n
e
x
t
)

O
S
/
2
 
(
g
 
o
s
2
)

P
r
i
n
t
e
r
s
 
(
g
 
p
r
i
n
t
)

P
r
o
g
r
a
m
m
e
r
'
s
 
N
e
t
 
(
g
 
n
e
t
)

S
i
g
g
r
a
p
h
 
(
g
 
s
i
g
g
r
a
p
h
)

S
o
f
t
w
a
r
e
 
D
e
s
i
g
n
 
(
g
 
s
d
c
)

S
o
f
t
w
a
r
e
/
P
r
o
g
r
a
m
m
i
n
g
 
(
s
o
f
t
w
a
r
e
)

S
o
f
t
w
a
r
e
 
S
u
p
p
o
r
t
 
(
g
 
s
s
c
)

U
n
i
x
 
(
g
 
u
n
i
x
)

W
i
n
d
o
w
s
 
(
g
 
w
i
n
d
o
w
s
)

W
o
r
d
 
P
r
o
c
e
s
s
i
n
g
 
(
g
 
w
o
r
d
)

T
e
c
h
n
i
c
a
l
 
-
 
C
o
m
m
u
n
i
c
a
t
i
o
n
s
 

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

B
i
o
i
n
f
o
 
(
g
 
b
i
o
i
n
f
o
)

I
n
f
o
 
(
g
 
b
o
i
n
g
)
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M
e
d
i
a
 
(
g
 
m
e
d
i
a
)

N
A
P
L
P
S
 
(
g
 
n
a
p
l
p
s
)

N
e
t
w
e
a
v
e
r
 
(
g
 
n
e
t
w
e
a
v
e
r
)

N
e
t
w
o
r
l
d
 
(
g
 
n
e
t
w
o
r
l
d
)

P
a
c
k
e
t
 
R
a
d
i
o
 
(
g
 
p
a
c
k
e
t
)

P
h
o
t
o
g
r
a
p
h
y
 
(
g
 
p
h
o
)

R
a
d
i
o
 
(
g
 
r
a
d
)

S
c
i
e
n
c
e
 
(
g
 
s
c
i
e
n
c
e
)

T
e
c
h
n
i
c
a
l
 
W
r
i
t
e
r
s
 
(
g
 
t
e
c
)

T
e
l
e
c
o
m
m
u
n
i
c
a
t
i
o
n
s
(
g
 
t
e
l
e
)

U
s
e
n
e
t
 
(
g
 
u
s
e
n
e
t
)

V
i
d
e
o
 
(
g
 
v
i
d
)

V
i
r
t
u
a
l
 
R
e
a
l
i
t
y
 
(
g
 
v
r
)

T
h
e
 
W
E
L
L
 
I
t
s
e
l
f
 

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

D
e
e
p
e
r
 
(
g
 
d
e
e
p
e
r
)

E
n
t
r
y
 
(
g
 
e
n
t
)

G
e
n
e
r
a
l
 
(
g
 
g
e
n
t
e
c
h
)

H
e
l
p
 
(
g
 
h
e
l
p
)

H
o
s
t
s
 
(
g
 
h
o
s
t
s
)

P
o
l
i
c
y
 
(
g
 
p
o
l
i
c
y
)

S
y
s
t
e
m
 
N
e
w
s
 
(
g
 
n
e
w
s
)

T
e
s
t
 
(
g
 
t
e
s
t
)

T
he list itself is d

azzling
, b

ring
ing

 to
 the untuto

red
 eye a d

izzying
im

p
re

ssio
n
 o

f a b
izarre

 m
ilie

u
 o

f m
o
u
n
tain

- clim
b
in

g
 H

aw
aiian

 h
o
listic

p
h
o
to

g
rap

h
ers trad

in
g
 tru

e-life co
n
fessio

n
s w

ith
 b

isexu
al w

o
rd

-p
ro

-
cessing

 T
ib

etans.

B
ut this co

nfusio
n is m

o
re apparent than real.  Each o

f these co
nferences

w
as a little cyb

ersp
ace w

o
rld

 in itself, co
m

p
rising

 d
o
zens and

 p
erhap

s
hundreds of sub-topics. Each conference w

as com
m

only frequented by a
fairly sm

all, fairly like-m
in

d
ed

 co
m

m
u
n
ity o

f p
erh

ap
s a few

 d
o
zen

 p
eo

-
p
le.   It w

as  hum
anly im

p
o
ssib

le to
 enco

m
p
ass the entire W

ell (esp
e-

cially since access to
 the W

ell's m
ainfram

e co
m

p
uter w

as b
illed

 b
y the

ho
ur).  M

o
st lo

ng
- tim

e users co
ntented

 them
selves w

ith a few
 favo

rite
topical neig

hb
orhoods, w

ith the occasional foray elsew
here for a taste of

exo
tica.   B

ut esp
ecially im

p
o
rtant new

s item
s, and

 ho
t to

p
ical d

eb
ates,

could catch the attention of the entire W
ell com

m
unity.

Like any co
m

m
unity, the W

ell had
 its celeb

rities, and
 Jo

hn Perry
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B
arlo

w
, th

e silver-to
n
g
u
ed

 an
d
 silver- m

o
d
em

ed
 lyricist o

f th
e G

ratefu
l

D
ead

, ranked
 p

ro
m

inently am
o
ng

 them
.  It w

as here o
n the W

ell that
B
arlo

w
 p

o
sted

 his true-life tale o
f co

m
p
uter-crim

e enco
unter w

ith the
FB

I.

T
he story, as m

ig
ht b

e expected, created a g
reat stir. T

he W
ell w

as
alread

y p
rim

ed
 fo

r hacker co
ntro

versy.  In D
ecem

b
er 1

9
8

9
,

*H
arper's* m

agazine had hosted a debate on the W
ell about the ethics of

illicit co
m

p
u
te

r in
tru

sio
n
.   W

h
ile

 o
ve

r fo
rty

 vario
u
s co

m
p
u
te

r-
m

avens took part,  B
arlow

 proved a star in the debate.   So did "A
cid

Phreak" and
 "Phib

er O
p
tik," a p

air o
f yo

ung
 N

ew
 Y

o
rk hacker-p

hreaks
w

ho
se skills at telco

 sw
itching

-statio
n intrusio

n w
ere m

atched
 o

nly b
y

their ap
p
arently lim

itless hung
er fo

r fam
e.   T

he ad
vent o

f these tw
o

b
o
ld

ly sw
ag

g
ering

 o
utlaw

s in the p
recincts o

f the W
ell created

 a sensa-
tio

n akin to
 that o

f B
lack Panthers at a co

cktail p
arty fo

r the rad
ically

chic.

Phib
er O

p
tik in p

articular w
as to

 seize the d
ay in 1

9
9

0
. A

 d
evo

tee o
f the

*2
6

0
0

* circle and
 stalw

art o
f the N

ew
 Y

o
rk hackers' g

ro
up

 "M
asters o

f
D

ecep
tio

n,"  Phib
er O

p
tik w

as a sp
lend

id
 exem

p
lar o

f the co
m

p
uter

intrud
er as co

m
m

itted
 d

issid
ent.   T

he eig
hteen-year-o

ld
 O

p
tik, a hig

h-
scho

o
l d

ro
p
o
ut and

 p
art-tim

e co
m

p
uter rep

airm
an, w

as yo
ung

, sm
art,

an
d
 ru

th
lessly o

b
sessive, a sh

arp
- d

ressin
g
, sh

arp
-talkin

g
 d

ig
ital d

u
d
e

w
ho

 w
as utterly and

 airily co
ntem

p
tuo

us o
f anyo

ne's rules b
ut his o

w
n.

B
y
 late

 1
9

9
1

, P
h
ib

e
r O

p
tik h

ad
 ap

p
e
are

d
 in

 *H
arp

e
r's,* *E

sq
u
ire

,*
*T

he N
ew

 Y
o
rk T

im
es,* in co

untless p
ub

lic d
eb

ates and
 co

nventio
ns,

even o
n a televisio

n sho
w

 ho
sted

 b
y G

erald
o
 R

ivera.

T
reated

 w
ith g

ing
erly resp

ect b
y B

arlo
w

 and
 o

ther W
ell m

avens,
Phib

er O
p
tik sw

iftly b
ecam

e a W
ell celeb

rity.   S
trang

ely, d
esp

ite his
tho

rny attitud
e and

 utter sing
le-m

ind
ed

ness, Phib
er O

p
tik seem

ed
 to

arouse strong
 protective instincts in m

ost of the people w
ho m

et him
. H

e
w

as g
reat co

p
y fo

r jo
urnalists, alw

ays fearlessly read
y to

 sw
ag

g
er, and

,
b
etter yet, to

 actually *d
em

o
nstrate* so

m
e o

ff-the-w
all d

ig
ital stunt.

H
e w

as a b
o
rn m

ed
ia d

arling
.

Even cops seem
ed to recognize that there w

as som
ething peculiarly

u
n
w

o
rld

ly an
d
 u

n
crim

in
al ab

o
u
t th

is p
articu

lar tro
u
b
lem

aker.   H
e w

as
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so bold, so flagrant, so young, and so obviously doom
ed, that even those

w
ho

 stro
ng

ly d
isap

p
ro

ved
 o

f his actio
ns g

rew
 anxio

us fo
r his w

elfare,
and began to flutter about him

 as if he w
ere an endangered seal pup.

In
 Jan

u
ary 2

4
, 1

9
9

0
 (n

in
e d

ays after th
e M

artin
 L

u
th

er K
in

g
 D

ay
C
rash), Phib

er O
p
tik, A

cid
 Phreak, and

 a third
 N

Y
C
 sco

fflaw
 nam

ed
S
co

rp
io

n w
ere raid

ed
 b

y the S
ecret S

ervice.   T
heir co

m
p
uters w

ent o
ut

the door, along
 w

ith the usual b
lizzard of papers, noteb

ooks, com
pact

d
isks, answ

ering
 m

achines, S
o
ny W

alkm
ans, etc.  B

o
th A

cid
 Phreak and

Phib
er O

p
tik w

ere accused
 o

f having
 caused

 the C
rash.

T
he m

ills o
f justice g

ro
und

 slo
w

ly.  T
he case eventually fell into

 the
hand

s o
f the N

ew
 Y

o
rk S

tate Po
lice. Phib

er had
 lo

st his m
achinery in the

raid
,  b

ut there w
ere no

 charg
es  filed

 ag
ainst him

 fo
r o

ver a year.   H
is

p
red

icam
ent w

as extensively p
ub

licized
 o

n the W
ell, w

here it caused
m

uch resentm
ent fo

r p
o
lice tactics.  It's o

ne thing
 to

 m
erely hear ab

o
ut

a hacker raided or b
usted; it's another to see the police attacking

 som
e-

one you've com
e to know

 personally, and w
ho has explained his m

otives
at leng

th.   T
hroug

h the *H
arper's* deb

ate on the W
ell, it had b

ecom
e

clear to
 the W

ellb
eing

s that Phib
er O

p
tik w

as no
t in fact g

o
ing

 to
 "hurt

anything
."   In their o

w
n salad

 d
ays, m

any W
ellb

eing
s had

 tasted
 tear-

g
as in p

itched
 street-b

attles w
ith p

o
lice.  T

hey w
ere inclined

 to
 ind

ul-
g
ence fo

r acts o
f civil d

iso
b
ed

ience.

W
ellb

eing
s w

ere also
 startled

 to
 learn o

f the d
raco

nian tho
ro

ug
hness o

f a
typ

ical hacker search-and
- seizure.   It to

o
k no

 g
reat stretch o

f im
ag

i-
natio

n fo
r them

 to
 envisio

n them
selves suffering

 m
uch the sam

e treat-
m

ent.

A
s early as January 1

9
9

0
, sentim

ent o
n the W

ell had
 alread

y b
eg

un to
sour, and people had b

eg
un to g

rum
b
le that "hackers" w

ere g
etting

 a raw
d
eal fro

m
 the ham

- hand
ed

 p
o
w

ers-that-b
e.   T

he resultant issue o
f

*H
arp

er's* m
ag

azine p
o
sed

 the q
uestio

n as to
 w

hether co
m

p
uter-

intrusio
n w

as a "crim
e" at all.   A

s B
arlo

w
 p

ut it later: "I've b
eg

un to
w

o
nd

er if w
e w

o
uld

n't also
 reg

ard
 sp

elunkers as d
esp

erate crim
inals if

A
T
&

T
 ow

ned all the caves."

In Feb
ruary 1

9
9

1
, m

o
re than a year after the raid

 o
n his ho

m
e, Phib

er
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O
p
tik w

as finally arrested
, and

 w
as charg

ed
 w

ith first-d
eg

ree C
o
m

p
uter

T
am

pering and C
om

puter T
respass, N

ew
 York state offenses.   H

e w
as

also
 charg

ed
 w

ith a theft-o
f-service m

isd
em

eano
r, invo

lving
 a co

m
p
lex

free-call scam
 to

 a 9
0

0
 num

b
er.  Phib

er O
p
tik p

led
 g

uilty to
 the m

isd
e-

m
eanor charge, and w

as sentenced to  3
5
 hours of com

m
unity service.

T
his p

assing
 harassm

ent fro
m

 the unfatho
m

ab
le w

o
rld

 o
f straig

ht p
eo

p
le

seem
ed

 to
 b

o
ther O

p
tik him

self little if at all.  D
ep

rived
 o

f his co
m

p
uter

b
y the  January search-and

-seizure, he sim
p
ly b

o
ug

ht him
self a

portable com
puter so the cops could no longer m

onitor the phone w
here

he lived
 w

ith his M
o
m

, and
 he w

ent rig
ht o

n w
ith his d

ep
red

atio
ns,

so
m

etim
es o

n live rad
io

 o
r in fro

nt o
f televisio

n cam
eras.

T
he crackd

o
w

n raid
 m

ay have d
o
ne little to

 d
issuad

e Phib
er O

p
tik, b

ut
its  g

alling
 affect o

n the W
ellb

eing
s w

as p
ro

fo
und

.  A
s 1

9
9

0
 ro

lled
 o

n,
the sling

s and
 arro

w
s m

o
unted

:  the K
nig

ht Lig
htning

 raid
, the S

teve
Jackso

n raid
, the natio

n-sp
anning

 O
p
eratio

n S
und

evil.   T
he rheto

ric o
f

law
 enforcem

ent m
ade it clear that there w

as, in fact, a concerted
crackd

o
w

n o
n hackers in p

ro
g
ress.

T
he hackers o

f the H
ackers C

o
nference, the W

ellb
eing

s, and
 their ilk,

d
id

 no
t really m

ind
 the o

ccasio
nal p

ub
lic m

isap
p
rehensio

n o
f "hacking

";
if anything

, this m
em

b
rane o

f d
ifferentiatio

n fro
m

 straig
ht so

ciety m
ad

e
the "co

m
p
uter co

m
m

unity" feel d
ifferent, sm

arter, b
etter.   T

hey had
never b

efo
re b

een co
nfro

nted
, ho

w
ever, b

y a co
ncerted

 vilificatio
n cam

-
p
aig

n.

B
arlo

w
's central ro

le in the co
unter-strug

g
le w

as o
ne o

f the m
ajo

r
ano

m
alies o

f 1
9

9
0

.   Jo
urnalists investig

ating
 the co

ntro
versy o

ften
stum

b
led

 o
ver the truth ab

o
ut B

arlo
w

, b
ut they co

m
m

o
nly d

usted
 them

-
selves o

ff and
 hurried

 o
n as if no

thing
 had

 hap
p
ened

.   It w
as as if it w

ere
*too m

uch to b
elieve*  that a  1

9
6
0
s freak from

 the G
rateful D

ead had
taken o

n a fed
eral law

 enfo
rcem

ent o
p
eratio

n head
-to

-head
 and

 *actual-
ly seem

ed
 to

 b
e w

inning
!*

B
arlo

w
 had

 no
 easily d

etectab
le p

o
w

er-b
ase fo

r a p
o
litical strug

g
le o

f
this kind

.  H
e had

 no
 fo

rm
al leg

al o
r technical cred

entials.   B
arlo

w
 w

as,
ho

w
ever, a co

m
p
uter netw

o
rker o

f truly stellar b
rilliance.   H

e had
 a
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p
o
et's g

ift o
f co

ncise, co
lo

rful p
hrasing

.  H
e also

 had
 a jo

urnalist's
shrew

d
ness, an o

ff-the-w
all, self-d

ep
recating

 w
it, and

 a p
heno

m
enal

w
ealth o

f sim
p
le p

erso
nal charm

.

T
he kind

 o
f influence B

arlo
w

 p
o
ssessed

 is fairly co
m

m
o
n currency in

literary, artistic, o
r m

u
sical circles. A

 g
ifted

 critic can
 w

ield
 g

reat
artistic influence sim

p
ly thro

ug
h d

efining
 the tem

p
er o

f the tim
es,  b

y
coining the catch-phrases and the term

s of debate that becom
e the com

-
m

o
n currency o

f the p
erio

d
.  (A

nd
 as it hap

p
ened

, B
arlo

w
 *w

as*  a
p
art-tim

e art critic, w
ith a sp

ecial fo
nd

ness fo
r the W

estern art o
f

Fred
eric R

em
in

g
to

n
.)

B
arlo

w
 w

as the first  co
m

m
entato

r to
 ad

o
p
t W

illiam
 G

ib
so

n's striking
science-fictio

nal term
 "cyb

ersp
ace" as a syno

nym
 fo

r the p
resent-d

ay
nexus o

f co
m

p
uter and

 teleco
m

m
unicatio

ns netw
o
rks.   B

arlo
w

 w
as

insistent that cyb
ersp

ace sho
uld

 b
e reg

ard
ed

 as a  q
ualitatively new

w
o
rld

, a "fro
ntier."   A

cco
rd

ing
 to

 B
arlo

w
, the w

o
rld

 o
f electro

nic co
m

-
m

unicatio
ns, no

w
 m

ad
e visib

le thro
ug

h the co
m

p
uter screen, co

uld
 no

lo
ng

er b
e usefully reg

ard
ed

 as just a tang
le o

f hig
h-tech w

iring
.

Instead, it had becom
e a *place,*   cyberspace, w

hich dem
anded a new

set o
f m

etap
ho

rs, a new
 set o

f rules and
 b

ehavio
rs.  T

he term
, as B

arlo
w

em
ployed it, struck a useful chord, and this concept of cyb

erspace w
as

p
icked

 u
p
 b

y *T
im

e,* *S
cien

tific A
m

erican
,*  co

m
p
u
ter p

o
lice, h

ack-
ers, and

 even C
o
nstitutio

nal scho
lars.   "C

yb
ersp

ace" no
w

 seem
s likely

to becom
e a perm

anent fixture of the language.

B
arlo

w
 w

as very striking
 in p

erso
n: a tall, crag

g
y- faced

, b
eard

ed
,

d
eep

-vo
iced

 W
yo

m
ing

an in a d
ashing

 W
estern ensem

b
le o

f jeans, jacket,
co

w
b
o
y b

o
o
ts, a kno

tted
 thro

at-kerchief and
 an ever-p

resent G
rateful

D
ead

 clo
iso

nne lap
el p

in.

A
rm

ed
 w

ith a m
o
d
em

, ho
w

ever, B
arlo

w
 w

as truly in his elem
ent.

Fo
rm

al h
ierarch

ies w
ere n

o
t B

arlo
w

's stro
n
g
 su

it; h
e rarely m

issed
 a

chance to
 b

elittle the "larg
e o

rg
anizatio

ns and
 their d

ro
nes," w

ith their
up

tig
ht, institutio

nal m
ind

set.   B
arlo

w
 w

as very m
uch o

f the free-
sp

irit p
e
rsu

asio
n
, d

e
e
p
ly

 u
n
im

p
re

sse
d
 b

y
 b

rass-h
ats an

d
 jacks-in

-
o
ffice.  B

ut w
hen it cam

e to
 the d

ig
ital g

rap
evine, B

arlo
w

 w
as a cyb

er-
sp

ace ad
-ho

crat p
ar excellence.
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T
here w

as no
t a m

ig
hty arm

y o
f B

arlo
w

s.  T
here w

as o
nly o

ne B
arlo

w
,

and
 he w

as a fairly ano
m

o
lo

us ind
ivid

ual. H
o
w

ever, the situatio
n o

nly
seem

ed
 to

 *req
uire*  a sing

le B
arlo

w
.   In fact, after 1

9
9

0
, m

any p
eo

-
ple m

ust have concluded that a sing
le B

arlow
 w

as far m
ore than they'd

ever b
arg

ained
 fo

r.

B
arlo

w
's  q

uerulo
us m

ini-essay ab
o
ut his enco

unter w
ith the FB

I struck
a stro

ng
 cho

rd
 o

n the W
ell.   A

 num
b
er o

f o
ther free sp

irits o
n the

fring
es o

f A
p
p
le C

o
m

p
uting

 had
 co

m
e und

er susp
icio

n, and
 they liked

 it
not one w

hit better than he did.

O
ne o

f these w
as M

itchell K
ap

o
r, the co

-invento
r o

f the sp
read

sheet
p
ro

g
ram

 "Lo
tus 1

-2
-3

" and
 the fo

und
er o

f Lo
tus D

evelo
p
m

ent
C
o
rp

o
ratio

n.   K
ap

o
r had

 w
ritten-o

ff the p
assing

 ind
ig

nity o
f b

eing
 fin-

g
erp

rinted
 d

o
w

n at his o
w

n lo
cal B

o
sto

n FB
I head

q
uarters, b

ut B
arlo

w
's

post m
ade the full national scope of the FB

I's drag
net clear to K

apor.
T
he issue now

 had K
apor's full attention.   A

s the Secret Service sw
ung

into
 anti-hacker o

p
eratio

n natio
nw

id
e in 1

9
9

0
, K

ap
o
r w

atched
 every

m
o
ve w

ith d
eep

 skep
ticism

 and
 g

ro
w

ing
 alarm

.

A
s it hap

p
ened

, K
ap

o
r had

 alread
y m

et B
arlo

w
, w

ho
 had

 interview
ed

K
ap

o
r fo

r a C
alifo

rnia co
m

p
uter jo

urnal. Like m
o
st p

eo
p
le w

ho
 m

et
B
arlo

w
, K

ap
o
r had

 b
een very taken w

ith him
.   N

o
w

 K
ap

o
r to

o
k it up

o
n

him
self to

 d
ro

p
 in o

n B
arlo

w
 fo

r a heart-to
-heart talk ab

o
ut the situa-

tio
n.

K
apor w

as a regular on the W
ell.  K

apor had been a devotee of the
*W

ho
le Earth C

atalo
g
* since the b

eg
inning

, and
 treasured

 a co
m

p
lete

run of the m
agazine. A

nd K
apor not only had a m

odem
, but a private jet.

In p
ursuit o

f the scattered
 hig

h-tech investm
ents o

f K
ap

o
r Enterp

rises
In

c., h
is p

e
rso

n
al, m

u
lti-m

illio
n
 d

o
llar h

o
ld

in
g
 co

m
p
an

y
, K

ap
o
r co

m
-

m
only crossed state lines w

ith about as m
uch thought as one m

ight give
to

 faxing
 a letter.

T
h
e K

ap
o
r-B

arlo
w

 co
u
n
cil o

f Ju
n
e 1

9
9

0
, in

 P
in

ed
ale, W

yo
m

in
g
, w

as
the start o

f the Electro
nic Fro

ntier Fo
und

atio
n.   B

arlo
w

 sw
iftly w

ro
te a

m
anifesto

, "C
rim

e and
 Puzzlem

ent,"  w
hich anno

unced
 his, and

 K
ap

o
r's,
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intentio
n to

 fo
rm

 a p
o
litical o

rg
anizatio

n to
 "raise and

 d
isb

urse fund
s

fo
r ed

ucatio
n, lo

b
b
ying

, and
 litig

atio
n in the areas relating

 to
 d

ig
ital

speech and the extension of the C
onstitution into C

yberspace."

Furtherm
o
re, p

ro
claim

ed
 the m

anifesto
, the fo

und
atio

n w
o
uld

 "fund
,

conduct, and support legal efforts to dem
onstrate that the Secret Service

h
as exercised

 p
rio

r restrain
t o

n
 p

u
b
licatio

n
s, lim

ited
 free sp

eech
, co

n
-

ducted im
proper seizure of equipm

ent and data, used undue force, and
g
enerally co

nd
ucted

 itself in a fashio
n w

hich is arb
itrary, o

p
p
ressive,

and
 unco

nstitutio
nal."

"C
rim

e and
 Puzzlem

ent" w
as d

istrib
uted

 far and
 w

id
e thro

ug
h co

m
p
uter

netw
o
rking

 channels, and
 also

 p
rinted

 in the *W
ho

le Earth R
eview

.*
T
he sud

d
en d

eclaratio
n o

f a co
herent, p

o
liticized

 co
unter-strike fro

m
the ranks o

f hackerd
o
m

 electrified
 the co

m
m

unity.   S
teve W

o
zniak

(p
erhap

s a b
it stung

 b
y the  N

uPro
m

etheus scand
al) sw

iftly o
ffered

 to
m

atch any funds K
apor offered the Foundation.

Jo
hn G

ilm
o
re, o

ne o
f the p

io
neers o

f S
un M

icro
system

s, im
m

ed
iately

o
ffered

 his o
w

n extensive financial and
 p

erso
nal sup

p
o
rt.   G

ilm
o
re, an

ard
ent lib

ertarian, w
as to

 p
ro

ve an elo
q
uent ad

vo
cate o

f electro
nic p

ri-
vacy issues, esp

ecially freed
o
m

 fro
m

 g
o
vernm

ental and
 co

rp
o
rate co

m
-

p
u
ter-assisted

 su
rveillan

ce o
f p

rivate citizen
s.

A
 seco

nd
 m

eeting
 in S

an Francisco
 ro

und
ed

 up
 further allies:  S

tew
art

B
ran

d
 o

f th
e P

o
in

t Fo
u
n
d
atio

n
, virtu

al-reality p
io

n
eers Jaro

n
 L

an
ier

and
 C

huck B
lanchard

,  netw
o
rk entrep

reneur and
 venture cap

italist N
at

G
o
ld

hab
er.  A

t this d
inner m

eeting
, the activists settled

 o
n a fo

rm
al title:

the Electro
nic Fro

ntier Fo
und

atio
n, Inco

rp
o
rated

.  K
ap

o
r b

ecam
e its

president. A
 new

 EFF C
onference w

as opened on the Point Foundation's
W

ell, and
 the W

ell w
as d

eclared
 "the ho

m
e o

f the Electro
nic Fro

ntier
Fo

und
atio

n."

Press co
verag

e w
as im

m
ed

iate and
 intense.   Like their nineteenth-cen-

tury sp
iritual ancesto

rs, A
lexand

er G
raham

 B
ell and

 T
ho

m
as W

atso
n,

the hig
h-tech co

m
p
uter entrep

reneurs o
f the 1

9
7

0
s and

 1
9

8
0

s —
 p

eo
-

p
le such as W

o
zniak, Jo

b
s, K

ap
o
r, G

ates, and
 H

. R
o
ss Pero

t, w
ho

 had
raised

 them
selves b

y their b
o
o
tstrap

s to
 d

o
m

inate a g
littering

 new

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
2 5 1



industry —
 had alw

ays m
ade very good copy.

B
ut w

hile the W
ellb

eing
s rejo

iced
, the p

ress in g
eneral seem

ed
 no

n-
p
lu

ssed
 b

y th
e self-d

eclared
 "civilizers o

f cyb
ersp

ace."   EFF's in
sis-

tence that the w
ar ag

ainst "hackers" invo
lved

 g
rave C

o
nstitutio

nal civil
lib

erties issues seem
ed

 so
m

ew
hat farfetched

, esp
ecially since no

ne o
f

EFF's o
rg

anizers w
ere law

yers o
r estab

lished
 p

o
liticians.    T

he b
usi-

ness p
ress in p

articular fo
und

 it easier to
 seize o

n the ap
p
arent co

re o
f

the sto
ry —

 that hig
h-tech entrep

reneur M
itchell K

ap
o
r had

 estab
lished

a "d
efense fund

 fo
r hackers."   W

as EFF a g
enuinely im

p
o
rtant  p

o
litical

d
evelo

p
m

ent —
 o

r m
erely a cliq

ue o
f w

ealthy eccentrics, d
ab

b
ling

 in
m

atters b
etter left to

 the p
ro

p
er autho

rities?  T
he jury w

as still o
ut.

B
ut the stage w

as now
 set for open confrontation. A

nd the first and the
m

o
st critical b

attle w
as the hacker sho

w
-trial o

f "K
nig

ht Lig
htning

."
_

_
_

_
_

It has b
een m

y p
ractice thro

ug
ho

ut this b
o
o
k to

 refer to
 hackers o

nly b
y

their "hand
les."   T

here is little to
 g

ain b
y g

iving
 the real nam

es o
f these

p
eo

p
le, m

any o
f w

ho
m

 are juveniles, m
any o

f w
ho

m
 have never b

een
convicted of any crim

e, and m
any of w

hom
 had unsuspecting parents w

ho
have alread

y suffered
 eno

ug
h.

B
u
t th

e  trial o
f K

n
ig

h
t L

ig
h
tn

in
g
 o

n
 Ju

ly 2
4

-2
7

, 1
9

9
0

, m
ad

e th
is p

ar-
ticular "hacker" a natio

nally kno
w

n p
ub

lic fig
ure.  It can d

o
 no

 p
articu-

lar harm
 to

 him
self o

r his fam
ily if I rep

eat the lo
ng

-estab
lished

 fact
that his nam

e is C
raig

 N
eid

o
rf (p

ro
no

unced
 N

Y
E-d

o
rf).

N
eid

o
rf's jury trial to

o
k p

lace in the U
nited

 S
tates D

istrict C
o
urt,

N
o
rth

e
rn

 D
istrict o

f Illin
o
is, E

aste
rn

 D
ivisio

n
, w

ith
 th

e
 H

o
n
o
rab

le
N

icho
las J. B

ua p
resid

ing
. T

he U
nited

 S
tates o

f A
m

erica w
as the p

lain-
tiff, the defendant M

r.  N
eidorf.   T

he defendant's attorney w
as Sheldon T

.
Zenner o

f the C
hicag

o
 firm

 o
f K

atten, M
uchin and

 Zavis.

T
he prosecution w

as led by the stalw
arts of the C

hicago C
om

puter Fraud
and

 A
b
use T

ask Fo
rce: W

illiam
 J. C

o
o
k, C

o
lleen D

. C
o
ug

hlin, and
 D

avid
 A

.
G

lo
ckner, all A

ssistant U
nited

 S
tates A

tto
rneys.   T

he S
ecret S

ervice
C
ase A

gent w
as T

im
othy M

. Foley.
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It w
ill b

e recalled
 that N

eid
o
rf w

as the co
-ed

ito
r o

f an und
erg

ro
und

h
acke

r "m
ag

azin
e
" calle

d
 *P

h
rack*. *P

h
rack*  w

as an
 e

n
tire

ly e
le

c-
tro

nic p
ub

licatio
n, d

istrib
uted

 thro
ug

h b
ulletin b

o
ard

s and
 o

ver elec-
tro

nic netw
o
rks.  It w

as am
ateur p

ub
licatio

n g
iven aw

ay fo
r free.

N
eid

o
rf had

 never m
ad

e any m
o
ney fo

r his w
o
rk in *Phrack.*  N

either
had

 his unind
icted

 co
-ed

ito
r "T

aran K
ing

" o
r any o

f the num
ero

us
*P

h
rack* co

n
trib

u
to

rs.

T
he C

hicago C
om

puter Fraud and A
buse T

ask Force, how
ever, had decided

to
 p

ro
secute N

eid
o
rf as a fraud

ster. T
o
 fo

rm
ally ad

m
it that *Phrack*

w
as a "m

ag
azine" and

 N
eid

o
rf a "p

ub
lisher" w

as to
 o

p
en a p

ro
secuto

rial
Pandora's B

ox of First A
m

endm
ent issues.   T

o do this w
as to play into

the hand
s o

f Zenner and
 his EFF ad

visers, w
hich no

w
 includ

ed
 a p

halanx
o
f p

ro
m

inent N
ew

 Y
o
rk civil rig

hts law
yers as w

ell as the fo
rm

id
ab

le
leg

al staff o
f K

atten, M
uchin and

 Zavis.  Instead
, the p

ro
secutio

n relied
heavily o

n the issue o
f access d

evice fraud
:  S

ectio
n 1

0
2

9
 o

f T
itle 1

8
,

the sectio
n fro

m
 w

hich the S
ecret S

ervice d
rew

 its m
o
st d

irect juris-
d
ictio

n o
ver co

m
p
uter crim

e.

N
eidorf's alleg

ed crim
es centered around the E9

1
1
 D

ocum
ent.   H

e w
as

accused of having
 entered into a fraudulent schem

e w
ith the Prophet,

w
ho

, it w
ill b

e recalled
, w

as the A
tlanta Lo

D
 m

em
b
er w

ho
 had

 illicitly
copied  the E9

1
1
 D

ocum
ent from

 the B
ellSouth A

IM
SX

 system
.

T
he Pro

p
het him

self w
as also

 a co
-d

efend
ant in the N

eid
o
rf case, p

art-
and

-p
arcel o

f the alleg
ed

 "fraud
 schem

e" to
 "steal" B

ellS
o
uth's E9

1
1

D
ocum

ent (and to pass the D
ocum

ent across state lines, w
hich helped

estab
lish the N

eid
o
rf trial as a fed

eral case).  T
he Pro

p
het, in the sp

irit
o
f full co

-o
p
eratio

n, had
 ag

reed
 to

 testify ag
ainst N

eid
o
rf.

In fact, all three of the A
tlanta crew

 stood ready to testify against
N

eid
o
rf.   T

heir o
w

n fed
eral p

ro
secuto

rs in A
tlanta had

 charg
ed

 the
A

tlan
ta T

h
ree w

ith
:  (a) co

n
sp

iracy,  (b
) co

m
p
u
ter frau

d
, (c) w

ire
fraud

, (d
) access d

evice fraud
, and

 (e) interstate transp
o
rtatio

n o
f

sto
len p

ro
p
erty (T

itle 1
8

, S
ectio

ns 3
7

1
, 1

0
3

0
, 1

3
4

3
, 1

0
2

9
, and

2
3

1
4

).
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Faced
 w

ith this b
lizzard

 o
f tro

ub
le, Pro

p
het and

 Leftist had
 d

ucked
 any

p
ub

lic trial and
  had

 p
led

 g
uilty to

 red
uced

 charg
es —

 o
ne co

nsp
iracy

count apiece.   U
rvile had pled g

uilty to that odd b
it of Section 1

0
2
9

w
hich m

akes it illeg
al to

 p
o
ssess "fifteen o

r m
o
re" illeg

al access d
evices

(in his case, co
m

p
uter p

assw
o
rd

s).   A
nd

 their sentences w
ere sched

uled
fo

r S
ep

tem
b
er 1

4
, 1

9
9

0
 —

 w
ell after the N

eid
o
rf trial.   A

s w
itnesses,

they co
uld

 p
resum

ab
ly b

e relied
 up

o
n to

 b
ehave.

N
eidorf, how

ever,  w
as pleading

 innocent.   M
ost everyone else caug

ht up
in the crackdow

n had "cooperated fully" and pled g
uilty in hope of

reduced sentences.   (Steve Jackson w
as a notable exception, of course,

and
 had

 stro
ng

ly p
ro

tested
 his inno

cence fro
m

 the very b
eg

inning
.  B

ut
Steve Jackson could not get a day in court —

 Steve Jackson had never
b
een charg

ed
 w

ith any crim
e in the first p

lace.)

N
eid

o
rf had

 b
een urg

ed
 to

 p
lead

 g
uilty.  B

ut N
eid

o
rf w

as a p
o
litical sci-

ence m
ajo

r and
 w

as d
isinclined

 to
 g

o
 to

 jail fo
r  "fraud

" w
hen he had

 no
t

m
ade any m

oney, had not broken into any com
puter, and had been pub-

lishing
 a m

ag
azine that he co

nsid
ered

 p
ro

tected
 und

er the First
A

m
end

m
ent.

N
eid

o
rf's trial w

as the *o
nly*  leg

al actio
n o

f the entire C
rackd

o
w

n that
actually invo

lved
 b

ring
ing

 the issues at hand
 o

ut fo
r a p

ub
lic test in

fro
nt o

f a jury o
f A

m
erican citizens.

N
eid

o
rf, to

o
, had

 co
o
p
erated

 w
ith investig

ato
rs.  H

e had
 vo

luntarily
handed over m

uch of the evidence that had led to his ow
n indictm

ent.  H
e

had already adm
itted in w

riting
 that he knew

 that the E9
1
1
 D

ocum
ent

had
 b

een sto
len b

efo
re he had

 "p
ub

lished
" it in *Phrack* —

 o
r, fro

m
 the

p
ro

secutio
n's p

o
int o

f view
, illeg

ally transp
o
rted

 sto
len p

ro
p
erty b

y
w

ire  in so
m

ething
 p

urp
o
rting

 to
 b

e a "p
ub

licatio
n."

B
ut even if the "publication" of the E9

1
1
 D

ocum
ent w

as not held to be a
crim

e,  that w
o
uld

n't let N
eid

o
rf o

ff the ho
o
k.  N

eid
o
rf  had

 still received
the E9

1
1

 D
o
cum

ent w
hen Pro

p
het had

 transferred
 it to

 him
 fro

m
 R

ich
A

ndrew
s' Jolnet node.  O

n that  occasion, it certainly hadn't b
een "pub

-
lished

" —
 it w

as hacker b
o
o
ty, p

ure and
 sim

p
le, transp

o
rted

 acro
ss state

lines.
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T
he C

hicag
o T

ask Force led a C
hicag

o g
rand jury to indict  N

eidorf on a
set o

f charg
es that co

uld
 have p

ut him
 in jail fo

r thirty years.  W
hen

so
m

e o
f these charg

es w
ere successfully challeng

ed
 b

efo
re N

eid
o
rf actu-

ally w
ent to

 trial, the C
hicag

o
 T

ask Fo
rce rearrang

ed
 his ind

ictm
ent so

that he faced
 a p

o
ssib

le jail term
 o

f o
ver sixty years!   A

s a first o
ffend

-
er, it w

as very unlikely that N
eid

o
rf w

o
uld

 in fact receive a sentence so
drastic;  b

ut the C
hicag

o T
ask Force clearly intended to see N

eidorf put
in p

riso
n, and

 his co
nsp

irato
rial "m

ag
azine" p

ut p
erm

anently o
ut o

f
com

m
ission.  T

his w
as a federal case, and N

eidorf w
as charg

ed w
ith the

fraud
ulent theft o

f p
ro

p
erty w

o
rth alm

o
st eig

hty tho
usand

 d
o
llars.

W
illiam

 C
o
o
k w

as a stro
n
g
 b

eliever in
 h

ig
h
-p

ro
file p

ro
secu

tio
n
s w

ith
sym

b
o
lic o

verto
nes.  H

e o
ften p

ub
lished

 articles o
n his w

o
rk in the

security trade press, arguing that "a clear m
essage had to be sent to the

p
ub

lic at larg
e and

 the co
m

p
uter co

m
m

unity in p
articular that unautho

-
rized attacks on com

puters and the theft of com
puterized inform

ation
w

ould not be tolerated by the courts."

T
he issues w

ere co
m

p
lex, the p

ro
secutio

n's tactics so
m

ew
hat uno

rtho
-

dox, but the C
hicago T

ask Force had proved sure-footed to date.
"Shadow

haw
k"  had been bagged on the w

ing in 1
9
8
9
 by the T

ask Force,
and

 sentenced
 to

 nine m
o
nths in p

riso
n, and

 a $
1

0
,0

0
0

 fine. T
he

S
had

o
w

haw
k case invo

lved
 charg

es und
er S

ectio
n 1

0
3

0
, the "fed

eral
interest co

m
p
uter" sectio

n.

Shadow
haw

k had not in fact been a devotee of "federal-interest" com
put-

ers per se.  O
n the contrary, Shadow

haw
k, w

ho ow
ned an A

T
&

T
 hom

e
com

puter, seem
ed to cherish a special aggression tow

ard A
T
&

T
.  H

e had
b
rag

g
ed

 o
n the und

erg
ro

und
 b

o
ard

s "Phreak K
lass 2

6
0

0
" and

 "D
r.

R
ip

co
"  o

f his skills at raid
ing

 A
T
&

T
, and

 o
f his intentio

n to
 crash

A
T
&

T
's national phone system

. Shadow
haw

k's brags w
ere noticed by

H
enry K

luep
fel o

f B
ellco

re S
ecurity, sco

urg
e o

f the o
utlaw

 b
o
ard

s,
w

ho
se relatio

ns w
ith the C

hicag
o
 T

ask Fo
rce w

ere lo
ng

 and
 intim

ate.

T
he T

ask Force successfully estab
lished that Section 1

0
3
0
 applied to the

teenage Shadow
haw

k, despite the objections of his defense attorney.
Shadow

haw
k had entered a com

puter "ow
ned" by U

.S. M
issile C

om
m

and
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and m
erely "m

anaged" by A
T
&

T
.   H

e had also entered an A
T
&

T
 com

puter
located at Robbins A

ir Force B
ase in G

eorgia.   A
ttacking A

T
&

T
 w

as of
"fed

eral interest" w
hether S

had
o
w

haw
k had

 intend
ed

 it o
r no

t.

T
he T

ask Force also convinced the court that a piece of A
T
&

T
 softw

are
that S

had
o
w

haw
k had

 illicitly co
p
ied

 fro
m

 B
ell Lab

s, the "A
rtificial

Intellig
ence C

5
 Exp

ert S
ystem

," w
as w

o
rth a co

o
l o

ne m
illio

n d
o
llars.

Shadow
haw

k's attorney had argued that Shadow
haw

k had not sold the
p
ro

g
ram

 and
 had

 m
ad

e no
 p

ro
fit fro

m
 the illicit co

p
ying

.  A
nd

 in p
o
int o

f
fact, the C

5
 Expert System

 w
as experim

ental softw
are, and had no

estab
lished m

arket value b
ecause it had never b

een on the m
arket in the

first p
lace.   A

T
&

T
's o

w
n assessm

ent o
f a "o

ne m
illio

n d
o
llar" fig

ure fo
r

its o
w

n  intang
ib

le p
ro

p
erty w

as accep
ted

 w
itho

ut challeng
e b

y the
co

urt, ho
w

ever.  A
nd

 the co
urt co

ncurred
 w

ith the g
o
vernm

ent p
ro

secu-
tors that Shadow

haw
k show

ed clear "intent to defraud" w
hether he'd got-

ten any m
oney or not.   Shadow

haw
k w

ent to jail.

T
he T

ask Fo
rce's o

ther b
est-kno

w
n trium

p
h had

 b
een the co

nvictio
n and

jailin
g
 o

f "K
yrie

."  K
yrie

, a tru
e
 d

e
n
ize

n
 o

f th
e
 d

ig
ital crim

in
al u

n
d
e
r-

g
ro

und
, w

as a 3
6

-year-o
ld

 C
anad

ian w
o
m

an, co
nvicted

 and
 jailed

 fo
r

teleco
m

m
unicatio

ns fraud
 in C

anad
a.   A

fter her release fro
m

 p
riso

n,
she had fled the w

rath of C
anada B

ell and the Royal C
anadian M

ounted
Po

lice, and
 eventually settled

, very unw
isely, in C

hicag
o
.

"K
yrie," w

ho
 also

 called
 herself "Lo

ng
 D

istance Info
rm

atio
n," sp

ecial-
ized

 in vo
ice-m

ail ab
use.   S

he assem
b
led

 larg
e num

b
ers o

f ho
t lo

ng
-

distance codes, then read them
 aloud into a series of corporate voice-

m
ail system

s.   K
yrie and

 her friend
s w

ere electro
nic sq

uatters in co
r-

p
o
rate vo

ice-m
ail system

s, using
 them

 m
uch as if they w

ere p
irate

b
ulletin b

o
ard

s, then m
o
ving

 o
n w

hen their vo
cal chatter clo

g
g
ed

 the
system

 and
 the o

w
ners necessarily w

ised
 up

.   K
yrie's cam

p
 fo

llo
w

ers
w

ere a lo
o
se trib

e o
f so

m
e hund

red
 and

 fifty p
ho

ne-p
hreaks, w

ho
 fo

l-
lo

w
ed

 her trail o
f p

iracy fro
m

 m
achine to

 m
achine, ard

ently b
eg

g
ing

 fo
r

her services and
 exp

ertise.

K
yrie's d

iscip
les p

assed
 her sto

len cred
it-card

 num
b
ers, in exchang

e
fo

r her sto
len "lo

ng
 d

istance info
rm

atio
n."  S

o
m

e o
f K

yrie's clients p
aid

her o
ff in cash, b

y scam
m

ing
 cred

it-card
 cash ad

vances fro
m

 W
estern
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U
nio

n.

K
yrie travelled

 incessantly, m
o
stly thro

ug
h airline tickets and

 ho
tel

ro
o
m

s that she scam
m

ed
 thro

ug
h sto

len cred
it card

s.  T
iring

 o
f this, she

fo
und

 refug
e w

ith a fello
w

 fem
ale p

ho
ne p

hreak in C
hicag

o
.  K

yrie's
ho

stess, like a surp
rising

 num
b
er o

f p
ho

ne p
hreaks, w

as b
lind

.  S
he w

as
also

 p
hysically d

isab
led

.   K
yrie alleg

ed
ly m

ad
e the b

est o
f her new

 situ-
atio

n b
y ap

p
lying

 fo
r, and

 receiving
, state w

elfare fund
s und

er a false
id

entity as a q
ualified

 caretaker fo
r the hand

icap
p
ed

.

S
ad

ly, K
yrie's tw

o
 child

ren b
y a fo

rm
er m

arriag
e had

 also
 vanished

und
erg

ro
und

 w
ith her; these p

re-teen d
ig

ital refug
ees had

 no
 leg

al
A

m
erican id

entity, and
 had

 never sp
ent a d

ay in scho
o
l.

K
yrie w

as ad
d
icted

 to
 technical m

astery and
 enthralled

 b
y her o

w
n clev-

erness and
 the ard

ent w
o
rship

 o
f her teenag

e fo
llo

w
ers.  T

his  fo
o
lishly

led
 her to

 p
ho

ne up
 G

ail T
hackeray in A

rizo
na, to

 b
o
ast, b

rag
, strut, and

o
ffer to

 p
lay info

rm
ant.   T

hackeray, ho
w

ever, had
 alread

y learned
 far

m
ore than enoug

h ab
out K

yrie, w
hom

 she roundly despised as an adult
crim

inal co
rrup

ting
 m

ino
rs, a "fem

ale Fag
in."   T

hackeray p
assed

 her
tapes of K

yrie's boasts to the Secret Service.

K
yrie w

as raid
ed

 and
 arrested

 in C
hicag

o
 in M

ay 1
9

8
9

.  S
he co

nfessed
 at

g
reat leng

th and
 p

led
 g

uilty.

In A
ug

ust 1
9
9
0
, C

ook and his T
ask Force colleag

ue C
olleen C

oug
hlin sent

K
yrie to

 jail fo
r 2

7
 m

o
nths, fo

r co
m

p
uter and

 teleco
m

m
unicatio

ns
fraud

.  T
his w

as a m
arked

ly severe sentence b
y the usual w

rist-slap
-

ping standards of "hacker" busts.  Seven of K
yrie's forem

ost teenage
d
iscip

les w
ere also

 ind
icted

 and
 co

nvicted
.   T

he K
yrie "hig

h-tech street
gang," as C

ook described it,  had been crushed.   C
ook and his colleagues

had
 b

een the first ever to
 p

ut so
m

eo
ne in p

riso
n fo

r vo
ice-m

ail ab
use.

T
heir pioneering

 efforts had w
on them

 attention and kudos.

In his article on K
yrie, C

ook drove the m
essag

e hom
e to the readers of

*S
ecurity M

anag
em

ent* m
ag

azine, a trad
e jo

urnal fo
r co

rp
o
rate secu-

rity p
ro

fessio
nals.  T

he case, C
o
o
k said

, and
 K

yrie's stiff sentence,
"reflect a new

 reality fo
r hackers and

 co
m

p
uter crim

e victim
s in the
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'9
0

s....  Ind
ivid

uals and
 co

rp
o
ratio

ns w
ho

 rep
o
rt co

m
p
uter and

 teleco
m

-
m

unicatio
ns crim

es can no
w

 exp
ect that their co

o
p
eratio

n w
ith fed

eral
law

 enfo
rcem

ent w
ill result in m

eaning
ful p

unishm
ent.  C

o
m

p
anies and

the p
ub

lic at larg
e m

ust rep
o
rt co

m
p
uter-enhanced

 crim
es if they w

ant
prosecutors and the course to protect their rig

hts to the tang
ib

le and
intang

ib
le property developed and stored on com

puters."

C
o
o
k had

 m
ad

e it his b
usiness to

 co
nstruct this "new

 reality fo
r hack-

ers."  H
e'd

 also
 m

ad
e it his b

usiness to
 p

o
lice co

rp
o
rate p

ro
p
erty rig

hts
to

 the intang
ib

le.

H
ad the Electronic Frontier Foundation b

een a "hacker defense fund" as
that term

 w
as g

enerally understood, they presum
ab

ly w
ould have stood

up for K
yrie.   H

er 1
9
9
0
 sentence did indeed send a "m

essage" that fed-
eral heat w

as com
ing

 dow
n on "hackers."   B

ut K
yrie found no defenders

at EFF, o
r anyw

here else, fo
r that m

atter.  EFF w
as no

t a b
ail-o

ut fund
fo

r electro
nic cro

o
ks.

T
he N

eidorf case paralleled the Shadow
haw

k case in certain w
ays.  T

he
victim

 once again w
as allow

ed to set the value of the "stolen" property.
O

nce ag
ain K

luepfel w
as b

oth investig
ator and technical advisor.  O

nce
again no m

oney had changed hands, but the "intent to defraud" w
as cen-

tral.

T
he prosecution's case show

ed signs of w
eakness early on.  T

he T
ask

Fo
rce had

 o
rig

inally ho
p
ed

 to
 p

ro
ve N

eid
o
rf the center o

f a natio
nw

id
e

Leg
io

n o
f D

o
o
m

 crim
inal co

nsp
iracy.   T

he *Phrack* ed
ito

rs threw
p
hysical g

et-to
g
ethers every sum

m
er, w

hich attracted
 hackers fro

m
across the country; generally tw

o dozen or so of the m
agazine's favorite

co
ntrib

uto
rs and

 read
ers.  (S

uch co
nventio

ns w
ere co

m
m

o
n in the hack-

er co
m

m
unity; 2

6
0

0
 M

ag
azine, fo

r instance, held
 p

ub
lic m

eeting
s o

f
hackers in N

ew
 Y

o
rk, every m

o
nth.)   Lo

D
 heavy-d

ud
es w

ere alw
ays a

stro
ng

 p
resence at these *Phrack*-sp

o
nso

red
 "S

um
m

erco
ns."

In July 1
9

8
8

, an A
rizo

na hacker nam
ed

 "D
ictato

r" attend
ed

 S
um

m
erco

n
in N

eidorf's hom
e tow

n o
f St. Louis. D

ictator w
as one of G

ail T
hackeray's

und
erg

ro
und

 info
rm

ants; D
ictato

r's und
erg

ro
und

 b
o
ard

 in Pho
enix w

as a
sting

 o
p
eratio

n fo
r the S

ecret S
ervice.   D

ictato
r b

ro
ug

ht an und
erco

ver
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crew
 of Secret Service agents to Sum

m
ercon.  T

he agents bored spyholes
throug

h the w
all of D

ictator's hotel room
 in St Louis, and videotaped the

fro
licking

 hackers thro
ug

h a o
ne-w

ay m
irro

r.   A
s it hap

p
ened

, ho
w

ev-
er, no

thing
 illeg

al had
 o

ccurred
 o

n vid
eo

tap
e, o

ther than the g
uzzling

 o
f

b
eer b

y a co
up

le o
f m

ino
rs.   S

um
m

erco
ns w

ere so
cial events, no

t sinis-
ter cab

als.  T
he tap

es sho
w

ed
 fifteen ho

urs o
f rauco

us laug
hter, p

izza-
g
o
b
b
lin

g
, in

-jo
ke

s an
d
 b

ack-slap
p
in

g
.

N
eid

o
rf's law

yer, S
held

o
n Zenner, saw

 the S
ecret S

ervice tap
es b

efo
re

the trial.  Zenner w
as sho

cked
 b

y the co
m

p
lete harm

lessness o
f this

m
eeting

, w
hich C

o
o
k had

 earlier characterized
 as a sinister interstate

conspiracy to com
m

it fraud.   Zenner w
anted to show

 the Sum
m

ercon
tapes to the jury.  It took protracted m

aneuvering
s b

y the T
ask Force to

keep
 the tap

es fro
m

 the jury as "irrelevant."

T
he E9

1
1

 D
o
cum

ent w
as also

 p
ro

ving
 a w

eak reed
.  It had

 o
rig

inally
b
een valued

 at $
7

9
,4

4
9

.   U
nlike S

had
o
w

haw
k's arcane A

rtificial
Intellig

ence b
o
o
ty, the E9

1
1

 D
o
cum

ent  w
as no

t so
ftw

are —
 it w

as w
rit-

ten in Eng
lish.  C

o
m

p
uter-kno

w
led

g
eab

le p
eo

p
le fo

und
 this value —

 fo
r a

tw
elve-p

ag
e b

ureaucratic d
o
cum

ent —
 frankly incred

ib
le.   In his

"C
rim

e and
 Puzzlem

ent" m
anifesto

 fo
r EFF, B

arlo
w

 co
m

m
ented

:  "W
e

w
ill p

ro
b
ab

ly never kno
w

 ho
w

 this fig
ure w

as reached
 o

r b
y w

ho
m

,
tho

ug
h I like to

 im
ag

ine an ap
p
raisal team

 co
nsisting

 o
f Franz K

afka,
Jo

sep
h H

eller, and
 T

ho
m

as Pyncho
n."

A
s it hap

p
ened

, B
arlo

w
 w

as und
uly p

essim
istic.  T

he EFF d
id

, in fact,
eventually d

isco
ver exactly  ho

w
 this fig

ure w
as reached

, and
 b

y w
ho

m
—

 b
ut o

nly in 1
9

9
1

, lo
ng

 after the N
eid

o
rf trial w

as o
ver.

K
im

 M
eg

ahee, a S
o
uthern B

ell security m
anag

er, had
 arrived

 at the d
o
c-

um
ent's value b

y sim
p
ly ad

d
ing

 up
 the "co

sts asso
ciated

 w
ith the p

ro
-

duction" of the E9
1
1
 D

ocum
ent.  T

hose "costs" w
ere as follow

s:

1
.  A

 technical w
riter had

 b
een hired

 to
 research and

 w
rite the E9

1
1

D
o
cum

ent.  2
0

0
 ho

urs o
f w

o
rk, at $

3
5

 an ho
ur, co

st : $
7

,0
0

0
.  A

Pro
ject M

anag
er had

 o
verseen the technical w

riter.  2
0

0
 ho

urs, at $
3

1
an ho

ur, m
ad

e: $
6

,2
0

0
.
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2
.  A

 w
eek of typing had cost $

7
2
1
 dollars.  A

 w
eek of form

atting had
cost $

7
2
1
.  A

 w
eek of graphics form

atting had cost $
7
4
2
.

3
.  T

w
o days of editing cost $

3
6
7
.

4
.  A

 b
o
x o

f o
rd

er lab
els co

st five d
o
llars.

5
.  Prep

aring
 a p

urchase o
rd

er fo
r the D

o
cum

ent, includ
ing

 typ
ing

 and
the o

b
taining

 o
f an autho

rizing
 sig

nature fro
m

 w
ithin the B

ellS
o
uth

b
ureaucracy, co

st $
1

2
9

.

6
.  Printing

 co
st $

3
1

3
.  M

ailing
 the D

o
cum

ent to
 fifty p

eo
p
le to

o
k fifty

ho
urs b

y a clerk, and
 co

st $
8

5
8

.

7
.  Placing

 the D
o
cum

ent in an ind
ex to

o
k tw

o
 clerks an ho

ur each,
to

talling
 $

4
3

.

B
ureaucratic overhead alone, therefore, w

as alleg
ed to have cost a

w
ho

p
p
ing

 $
1

7
,0

9
9

.   A
cco

rd
ing

 to
 M

r. M
eg

ahee, the typ
ing

 o
f a tw

elve-
pag

e docum
ent had taken a full w

eek.   W
riting

 it had taken five w
eeks,

includ
ing

 an o
verseer w

ho
 ap

p
arently d

id
 no

thing
 else b

ut w
atch the

author for five w
eeks.  Editing tw

elve pages had taken tw
o days.

P
rin

tin
g
 an

d
 m

ailin
g
 an

 electro
n
ic d

o
cu

m
en

t (w
h
ich

 w
as alread

y avail-
able on the Southern B

ell D
ata N

etw
ork to any telco em

ployee w
ho needed

it), had
 co

st o
ver a tho

usand
 d

o
llars.

B
ut this w

as just the b
eg

inning
.  T

here w
ere also

 the *hard
w

are
exp

enses.*   Eig
ht hund

red
 fifty d

o
llars fo

r a V
T
2

2
0

 co
m

p
uter m

o
nito

r.
*T

hirty-o
ne tho

usand
 d

o
llars* fo

r a so
p
histicated

 V
A

X
statio

n II co
m

-
p
uter.  S

ix tho
usand

 d
o
llars fo

r a co
m

p
uter p

rinter.  *T
w

enty-tw
o

tho
usand

 d
o
llars*  fo

r a co
p
y o

f "Interleaf" so
ftw

are.  T
w

o
 tho

usand
 five

hund
red

 d
o
llars fo

r V
M

S
 so

ftw
are.  A

ll this to
 create the tw

elve-p
ag

e
D

o
cum

ent.

Plus ten p
ercent o

f the co
st o

f the so
ftw

are and
 the hard

w
are, fo

r m
ain-

tenance.  (A
ctually, the ten percent m

aintenance costs, thoug
h m

en-
tio

ned
, had

 b
een left o

ff the final $
7

9
,4

4
9

 to
tal, ap

p
arently thro

ug
h a

m
e
rcifu

l o
ve

rsig
h
t).
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M
r. M

eg
ahee's letter had

 b
een m

ailed
 d

irectly to
 W

illiam
 C

o
o
k him

self,
at the office of the C

hicago federal attorneys.  T
he U

nited States
G
overnm

ent accepted these telco figures w
ithout question.

A
s incred

ulity m
o
unted

, the value o
f the E9

1
1

 D
o
cum

ent w
as o

fficially
revised

 d
o
w

n
w

ard
.  T

h
is tim

e, R
o
b
ert K

ib
ler o

f B
ellS

o
u
th

 S
ecu

rity esti-
m

ated the value of the tw
elve pages as a m

ere $
2
4
,6

3
9
.0

5
 —

 based,
p
urp

o
rted

ly, o
n "R

&
D

 co
sts."   B

ut this sp
ecific estim

ate, rig
ht d

o
w

n to
the nickel, d

id
 no

t m
o
ve the skep

tics at all; in fact it p
ro

vo
ked

 o
p
en

sco
rn and

 a to
rrent o

f sarcasm
.

T
he financial issues co

ncerning
 theft o

f p
ro

p
rietary info

rm
atio

n have
alw

ays b
een p

eculiar.  It co
uld

 b
e arg

ued
 that B

ellS
o
uth had

 no
t "lo

st" its
E9

1
1

 D
o
cum

ent at all in the first p
lace, and

 therefo
re had

 no
t suffered

any m
onetary dam

age from
 this "theft."  A

nd Sheldon Zenner did in fact
arg

ue this at N
eid

o
rf's trial —

 that Pro
p
het's raid

 had
 no

t b
een "theft,"

b
ut w

as b
etter und

ersto
o
d
 as illicit co

p
ying

.

T
he m

o
ney, ho

w
ever, w

as no
t central to

 anyo
ne's true p

urp
o
ses in this

trial.   It w
as no

t C
o
o
k's strateg

y to
 co

nvince the jury that the E9
1

1
D

ocum
ent w

as a m
ajor act of theft and should be punished for that reason

alone. H
is strateg

y w
as to arg

ue that the E9
1
1
 D

ocum
ent w

as *dang
er-

ous.*   It w
as his intention to estab

lish that the E9
1
1
 D

ocum
ent w

as "a
road-m

ap" to the Enhanced 9
1
1
 System

.   N
eidorf had delib

erately and
recklessly d

istrib
uted

 a d
ang

ero
us w

eap
o
n.   N

eid
o
rf and

 the Pro
p
het d

id
no

t care (o
r p

erhap
s even g

lo
ated

 at the sinister id
ea) that the E9

1
1

D
o
cum

ent co
uld

 b
e used

 b
y hackers to

 d
isrup

t 9
1

1
 service, "a life line

fo
r every p

erso
n certainly in the S

o
uthern B

ell reg
io

n o
f the U

nited
States, and indeed, in m

any com
m

unities throughout the U
nited States,"

in C
o
o
k's o

w
n w

o
rd

s.  N
eid

o
rf had

 p
ut p

eo
p
le's lives in d

ang
er.

In p
re-trial m

aneuvering
s, C

o
o
k had

 estab
lished

 that the E9
1

1
D

ocum
ent w

as too hot to appear in the public proceedings of the N
eidorf

trial.  T
he *jury itself*  w

o
uld

 no
t b

e allo
w

ed
 to

 ever see this
D

o
cum

ent, lest it slip
 into

 the o
fficial co

urt reco
rd

s, and
 thus into

 the
hand

s o
f the g

eneral p
ub

lic, and
, thus, so

m
eho

w
, to

 m
alicio

us hackers
w

ho
 m

ig
ht lethally ab

use it.
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H
id

ing
 the E9

1
1

 D
o
cum

ent fro
m

 the jury m
ay have b

een a clever leg
al

m
aneuver, b

ut it had
 a severe flaw

. T
here w

ere, in p
o
int o

f fact, hun-
dreds, perhaps thousands, of people, already in possession of the E9

1
1

D
o
cum

ent, just as *Phrack* had
 p

ub
lished

 it.   Its true nature w
as

alread
y o

b
vio

us to
 a w

id
e sectio

n o
f the interested

 p
ub

lic (all o
f w

ho
m

,
b
y the w

ay, w
ere, at least theo

retically, p
arty to

 a g
ig

antic w
ire-fraud

co
nsp

iracy).   M
o
st everyo

ne in the electro
nic co

m
m

unity w
ho

 had
 a

m
odem

 and any interest in the N
eidorf case already  had a copy of the

D
o
cum

ent. It had
 alread

y b
een availab

le in *Phrack* fo
r o

ver a year.

Peo
p
le, even q

uite no
rm

al p
eo

p
le w

itho
ut any p

articular p
rurient

interest in fo
rb

id
d
en kno

w
led

g
e, d

id
 no

t shut their eyes in terro
r at the

thought of beholding a "dangerous" docum
ent from

 a telephone com
pany.

O
n the contrary, they tended to trust their ow

n judg
em

ent and sim
ply

read the D
ocum

ent for them
selves.  A

nd they w
ere not im

pressed.

O
ne such p

erso
n w

as Jo
hn N

ag
le.  N

ag
le w

as a  fo
rty- o

ne-year-o
ld

 p
ro

-
fessio

nal p
ro

g
ram

m
er w

ith a m
asters' d

eg
ree in co

m
p
uter science fro

m
Stanford.  H

e had w
orked for Ford A

erospace, w
here he had invented a

co
m

p
uter-netw

o
rking

 techniq
ue kno

w
n as the "N

ag
le A

lg
o
rithm

," and
fo

r the p
ro

m
inent C

alifo
rnian co

m
p
uter- g

rap
hics firm

 "A
uto

d
esk,"

w
here he w

as a m
ajo

r sto
ckho

ld
er.

N
ag

le w
as also

 a p
ro

m
inent fig

ure o
n the W

ell, m
uch resp

ected
 fo

r his
technical kno

w
led

g
eab

ility.

N
ag

le had
 fo

llo
w

ed
 the civil-lib

erties d
eb

ate clo
sely, fo

r he w
as an

ard
ent teleco

m
m

unicato
r.  H

e w
as no

 p
articular friend

 o
f co

m
p
uter

intrud
ers, b

ut he b
elieved

 electro
nic p

ub
lishing

 had
 a g

reat d
eal to

 o
ffer

so
ciety at larg

e, and
 attem

p
ts to

 restrain its g
ro

w
th, o

r to
 censo

r free
electro

n
ic exp

ressio
n
, stro

n
g
ly ro

u
sed

 h
is ire.

T
he N

eidorf case, and the E9
1
1
 D

ocum
ent, w

ere both being discussed  in
d
etail o

n the Internet, in an electro
nic p

ub
licatio

n called
 *T

eleco
m

D
ig

est.*  N
ag

le, a lo
ng

tim
e Internet m

aven, w
as a reg

ular read
er o

f
*T

eleco
m

 D
ig

est.*    N
ag

le had
 never seen a co

p
y o

f *Phrack,*  b
ut the

im
p
licatio

ns o
f the case d

isturb
ed

 him
.
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W
hile in a Stanford b

ookstore hunting
 b

ooks on rob
otics, N

ag
le happened

acro
ss a b

o
o
k called

 *T
he Intellig

ent N
etw

o
rk.*   T

hum
b
ing

 thro
ug

h it at
rand

o
m

, N
ag

le cam
e acro

ss an entire chap
ter m

eticulo
usly d

etailing
 the

w
o
rking

s o
f E9

1
1

 p
o
lice em

erg
ency system

s. T
his extensive text w

as
b
eing

 so
ld

 o
p
enly, and

 yet in Illino
is a yo

ung
 m

an w
as in d

ang
er o

f g
o
ing

to
 p

riso
n fo

r p
ub

lishing
 a thin six-p

ag
e d

o
cum

ent ab
o
ut 9

1
1

 service.

N
ag

le m
ad

e an iro
nic co

m
m

ent to
 this effect in *T

eleco
m

 D
ig

est.*   Fro
m

there, N
ag

le w
as p

ut in to
uch w

ith M
itch K

ap
o
r,  and

 then w
ith N

eid
o
rf's

law
yers.

Sheldon Zenner w
as delig

hted to find a com
puter telecom

m
unications

expert w
illing

 to speak up for N
eidorf,  one w

ho w
as not a w

acky teenag
e

"hacker." N
ag

le w
as fluent, m

ature, and respectab
le; he'd once had a

fed
eral security clearance.

N
ag

le w
as asked to fly to  Illinois to join the defense team

.

H
aving

 joined the defense as an expert w
itness, N

ag
le read the entire

E9
1
1
 D

ocum
ent for him

self.  H
e m

ade his ow
n judg

em
ent ab

out its
p
o
tential fo

r m
enace.

T
he tim

e has now
 com

e for you yourself, the reader, to have a look at the
E9

1
1

 D
o
cum

ent.   T
his six-p

ag
e p

iece o
f w

o
rk w

as the p
retext fo

r a fed
-

eral p
ro

secutio
n that co

uld
 have sent an electro

nic p
ub

lisher to
 p

riso
n

fo
r thirty, o

r even sixty,  years.  It w
as the p

retext fo
r the search and

seizure o
f S

teve Jackso
n G

am
es, a leg

itim
ate p

ub
lisher o

f p
rinted

 b
o
o
ks.

It w
as also

 the fo
rm

al p
retext fo

r the search and
 seizure o

f the M
ento

r's
b
ulletin b

o
ard

, "Pho
enix Pro

ject," and
 fo

r the raid
 o

n the ho
m

e o
f Erik

B
loodaxe.  It also had m

uch to do w
ith the seizure of Richard A

ndrew
s'

Jolnet node and the shutdow
n of C

harles B
oykin's A

T
&

T
 node.  T

he E9
1
1

D
ocum

ent w
as the single m

ost im
portant piece of evidence in the H

acker
C
rackdow

n.   T
here can b

e no real and leg
itim

ate sub
stitute for the

D
o
cum

ent itself.

=
=

Phrack Inc.=
=
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V
o
lu

m
e T

w
o
, Issu

e 2
4

, File 5
 o

f 1
3

C
o
n
tro

l O
ffice A

d
m

in
istratio

n
 O

f En
h
an

ced
 9

1
1

 S
ervices 

Fo
r S

p
ecial S

ervices an
d
 A

cco
u
n
t C

en
ters

b
y the Eavesd

ro
p
p
er

M
arch, 1

9
8

8

D
e
scrip

tio
n
 o

f S
e
rvice

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

T
h
e co

n
tro

l o
ffice fo

r Em
erg

en
cy 9

1
1

 service is assig
n
ed

 in
 acco

rd
an

ce w
ith

the existing
 stand

ard
 g

uid
elines to

 o
ne o

f the fo
llo

w
ing

 centers:

o
  S

p
e
cial S

e
rvice

s C
e
n
te

r (S
S
C

)
o
  M

ajo
r A

cco
u
n
ts C

en
ter (M

A
C

)
o
  S

ervin
g
 T

est C
en

ter (S
T
C

)
o
  T

o
ll C

o
ntro

l C
enter (T

C
C

)

T
he S

S
C
/M

A
C
 d

esig
natio

n is used
 in this d

o
cum

ent interchang
eab

ly fo
r any o

f
th

ese fo
u
r cen

te
rs.  T

h
e S

p
ecial S

ervices C
en

ters (S
S
C

s) o
r M

ajo
r A

cco
u
n
t

C
enters (M

A
C
s) have b

een d
esig

nated
 as the tro

ub
le rep

o
rting

 co
ntact fo

r all
E9

1
1

 cu
sto

m
er (P

S
A

P
) rep

o
rted

 tro
u
b
les. S

u
b
scrib

ers w
h
o
 h

ave tro
u
b
le o

n
 an

E
9

1
1

 call w
ill co

n
tin

u
e
 to

 co
n
tact lo

cal re
p
air se

rvice
 (C

R
S
A

B
) w

h
o
 w

ill re
fe

r
th

e tro
u
b
le to

 th
e S

S
C

/M
A

C
, w

h
en

 ap
p
ro

p
riate.

D
u
e to

 th
e critical n

atu
re o

f E9
1

1
 service, th

e co
n
tro

l an
d
 tim

ely rep
air o

f
tro

u
b
les is d

em
an

d
ed

.  A
s th

e p
rim

ary E9
1

1
 cu

sto
m

er co
n
tact, th

e S
S
C

/M
A

C
is in the uniq

ue p
o
sitio

n to
 m

o
nito

r the status o
f the tro

ub
le and

 insure its
reso

lutio
n.

S
y
ste

m
 O

v
e
rv

ie
w

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
T
he num

b
er 9

1
1

 is intend
ed

 as a natio
nw

id
e universal telep

ho
ne num

b
er w

hich
p
ro

vid
es th

e p
u
b
lic w

ith
 d

irect access to
 a P

u
b
lic S

afety A
n
sw

erin
g
 P

o
in

t
(P

S
A

P
).  A

 P
S
A

P
 is also

 re
fe

rre
d
 to

 as an
 E

m
e
rg

e
n
cy S

e
rvice

 B
u
re

au
 (E

S
B
).

A
 P

S
A

P
 is an

 ag
e
n
cy o

r facility w
h
ich

 is au
th

o
rize

d
 b

y a m
u
n
icip

ality to
receive an

d
 resp

o
n
d
 to

 p
o
lice, fire an

d
/o

r am
b
u
lan

ce services.  O
n
e o

r m
o
re

attend
ants are lo

cated
 at the PS

A
P facilities to

 receive and
 hand

le calls o
f an

em
erg

en
cy n

atu
re in

 acco
rd

an
ce w

ith
 th

e lo
cal m

u
n
icip

al req
u
irem

en
ts.

A
n im

p
o
rtant ad

vantag
e o

f E9
1

1
 em

erg
ency service is im

p
ro

ved
 (red

uced
)

resp
o
nse tim

es fo
r em

erg
ency services.  A

lso
 clo

se co
o
rd

inatio
n am

o
ng

 ag
en-

cie
s p

ro
vid

in
g
 vario

u
s e

m
e
rg

e
n
cy se

rvice
s is a valu

ab
le

 cap
ab

ility p
ro

vid
e
d

b
y E9

1
1

 service.

1
A

 ES
S
 is used

 as the tand
em

 o
ffice fo

r the E9
1

1
 netw

o
rk to

 ro
ute all 9

1
1

calls to
 th

e co
rrect (p

rim
ary) P

S
A

P
 d

esig
n
ated

 to
 serve th

e callin
g
 statio

n
.

T
h
e E9

1
1

 featu
re w

as d
evelo

p
ed

 p
rim

arily to
 p

ro
vid

e ro
u
tin

g
 to

 th
e co

rrect
P
S
A

P
 fo

r all 9
1

1
 calls.  S

e
le

ctive
 ro

u
tin

g
 allo

w
s a 9

1
1

 call o
rig

in
ate

d
 fro

m
 a

p
articu

lar statio
n
 lo

cated
 in

 a p
articu

lar d
istrict, zo

n
e, o

r to
w

n
, to

 b
e ro

u
ted

to
 th

e p
rim

ary P
S
A

P
 d

esig
n
ated

 to
 serve th

at cu
sto

m
er statio

n
 reg

ard
less o

f

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N
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O
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O

R
 C

O
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w
ire cen

ter b
o
u
n
d
aries.  T

h
u
s, selective ro

u
tin

g
 elim

in
ates th

e p
ro

b
lem

 o
f

w
ire cen

ter b
o
u
n
d
aries n

o
t co

in
cid

in
g
 w

ith
 d

istrict o
r o

th
er p

o
litical b

o
u
n
d
-

aries.

T
h
e services availab

le w
ith

 th
e E9

1
1

 featu
re in

clu
d
e:

Fo
rced

 D
isco

nnect         D
efault R

o
uting

A
ltern

ative R
o
u
tin

g
       N

ig
h
t S

ervice
S
elective R

o
uting

         A
uto

m
atic N

um
b
er Id

entificatio
n (A

N
I)

S
elective T

ran
sfer        A

u
to

m
atic L

o
catio

n
 Id

en
tificatio

n
 (A

L
I)

P
re

se
rv

ice
/In

stallatio
n
 G

u
id

e
lin

e
s

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

W
hen a co

ntract fo
r an E9

1
1

 system
 has b

een sig
ned

, it is the resp
o
nsib

ility
o
f N

etw
o
rk M

arketing
 to

 estab
lish an im

p
lem

entatio
n/cuto

ver co
m

m
ittee

w
hich sho

uld
 includ

e a rep
resentative fro

m
 the S

S
C

/M
A

C
.  D

uties o
f the E9

1
1

Im
p
lem

entatio
n T

eam
 includ

e co
o
rd

inatio
n o

f all p
hases o

f the E9
1

1
 system

d
ep

lo
ym

ent and
 the fo

rm
atio

n o
f an o

n-g
o
ing

 E9
1

1
 m

aintenance sub
co

m
m

ittee.

M
arke

tin
g
 is re

sp
o
n
sib

le
 fo

r p
ro

vid
in

g
 th

e
 fo

llo
w

in
g
 cu

sto
m

e
r sp

e
cific in

fo
r-

m
atio

n
 to

 th
e S

S
C

/M
A

C
 p

rio
r to

 th
e start o

f call th
ro

u
g
h
 testin

g
:

o
  A

ll P
S
A

P
's (n

am
e, ad

d
ress, lo

cal co
n
tact)

o
  A

ll P
S
A

P
 circu

it ID
's

o
  1

0
0

4
 9

1
1

 service req
uest includ

ing
 PS

A
P d

etails o
n each PS

A
P (1

0
0

4
S
ectio

n K
, L, M

)
o
  N

etw
o
rk co

nfig
uratio

n
o
  A

ny vend
o
r info

rm
atio

n (nam
e, telep

ho
ne num

b
er, eq

uip
m

ent)

T
he S

S
C
/M

A
C
 need

s to
 kno

w
 if the eq

uip
m

ent and
 sets at the PS

A
P are m

ain-
tained

 b
y the B

O
C
s, an ind

ep
end

ent co
m

p
any, o

r an o
utsid

e vend
o
r, o

r any
co

m
b
inatio

n. T
his info

rm
atio

n is then entered
 o

n the PS
A

P p
ro

file sheets and
review

ed
 q

u
arterly fo

r ch
an

g
es, ad

d
itio

n
s an

d
 d

eletio
n
s.

M
arketin

g
 w

ill secu
re th

e M
ajo

r A
cco

u
n
t N

u
m

b
er (M

A
N

) an
d
 p

ro
vid

e th
is

num
b
er to

 C
o
rp

o
rate C

o
m

m
unicatio

ns so
 that the initial issue o

f the service
o
rd

ers carry th
e M

A
N

 an
d
 can

 b
e tracked

 b
y th

e S
S
C

/M
A

C
 via C

O
R
D

N
ET

.
P
S
A

P
 circu

its are
 o

fficial se
rv

ice
s b

y
 d

e
fin

itio
n
.

A
ll service o

rd
ers req

u
ired

 fo
r th

e in
stallatio

n
 o

f th
e E9

1
1

 system
 sh

o
u
ld

includ
e the M

A
N

 assig
ned

 to
 the city/co

unty w
hich has p

urchased
 the system

.

In
 acco

rd
an

ce
 w

ith
 th

e
 b

asic S
S
C

/M
A

C
 strate

g
y fo

r p
ro

visio
n
in

g
, th

e
S
S
C

/M
A

C
 w

ill b
e
 O

ve
rall C

o
n
tro

l O
ffice

 (O
C

O
) fo

r all N
o
d
e
 to

 P
S
A

P
 circu

its
(o

fficial se
rvice

s) an
d
 an

y o
th

e
r se

rvice
s fo

r th
is cu

sto
m

e
r.  T

rain
in

g
 m

u
st

b
e
 sch

e
d
u
le

d
 fo

r all S
S
C

/M
A

C
 in

vo
lve

d
 p

e
rso

n
n
e
l d

u
rin

g
 th

e
 p

re
-se

rvice
stag

e o
f the p

ro
ject.

T
he E9

1
1

 Im
p
lem

entatio
n T

eam
 w

ill fo
rm

 the o
n-g

o
ing

 m
aintenance sub

co
m

-
m

ittee p
rio

r to
 the initial im

p
lem

entatio
n o

f the E9
1

1
 system

.  T
his sub

-co
m

-
m

ittee w
ill estab

lish p
o
st im

p
lem

entatio
n q

uality assurance p
ro

ced
ures to

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
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C
K

D
O

W
N
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O
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ensure that the E9
1

1
 system

 co
ntinues to

 p
ro

vid
e q

uality service to
 the cus-

to
m

er. C
u
sto

m
er/C

o
m

p
an

y train
in

g
, tro

u
b
le rep

o
rtin

g
 in

terfaces fo
r th

e cu
s-

to
m

er, telep
ho

ne co
m

p
any and

 any invo
lved

 ind
ep

end
ent telep

ho
ne co

m
p
anies

need
s to

 b
e ad

d
ressed

 and
 im

p
lem

ented
 p

rio
r to

 E9
1

1
 cuto

ver.  T
hese func-

tio
ns can b

e b
est ad

d
ressed

 b
y the fo

rm
atio

n o
f a sub

- co
m

m
ittee o

f the E9
1

1
Im

p
lem

entatio
n T

eam
 to

 set up
 g

uid
elines fo

r and
 to

 secure service co
m

m
it-

m
e
n
ts o

f in
te

rfacin
g
 o

rg
an

izatio
n
s.  A

 S
S
C

/M
A

C
 su

p
e
rviso

r sh
o
u
ld

 ch
air th

is
sub

co
m

m
ittee and

 includ
e the fo

llo
w

ing
 o

rg
anizatio

ns: 

1
) S

w
itch

in
g
 C

o
n
tro

l C
en

ter
- E

9
1

1
 tran

slatio
n
s

- T
runking

- En
d
 o

ffice an
d
 T

an
d
em

 o
ffice h

ard
w

are/so
ftw

are
2

) R
ecent C

hang
e M

em
o
ry A

d
m

inistratio
n C

enter
- D

aily
 R

C
 u

p
d
ate

 activity
 fo

r T
N

/E
S
N

 tran
slatio

n
s

- P
ro

ce
sse

s v
alid

ity
 e

rro
rs an

d
 re

je
cts

3
) Line and

 N
um

b
er A

d
m

inistratio
n

- V
e
rificatio

n
 o

f T
N

/E
S
N

 tran
slatio

n
s

4
) S

p
e
cial S

e
rvice

 C
e
n
te

r/M
ajo

r A
cco

u
n
t C

e
n
te

r
- S

ing
le p

o
int o

f co
ntact fo

r all PS
A

P and
 N

o
d
e to

 ho
st tro

ub
les

- L
o
g
s, tracks &

 statu
sin

g
 o

f all tro
u
b
le

 re
p
o
rts

- T
ro

u
b
le

 re
fe

rral, fo
llo

w
 u

p
, an

d
 e

scalatio
n

- C
u
sto

m
er n

o
tificatio

n
 o

f statu
s an

d
 resto

ratio
n

- A
n
alyzatio

n
 o

f "ch
ro

n
ic" tro

u
b
le

s
- T

estin
g
, in

stallatio
n
 an

d
 m

ain
ten

an
ce o

f E9
1

1
 circu

its
5

) In
stallatio

n
 an

d
 M

ain
te

n
an

ce
 (S

S
IM

/I&
M

)
- R

ep
air and

 m
aintenance o

f PS
A

P eq
uip

m
ent and

 T
elco

 o
w

ned
 sets

6
) M

inico
m

p
uter M

aintenance O
p
eratio

ns C
enter

- E9
1

1
 circu

it m
ain

ten
an

ce (w
h
ere ap

p
licab

le)
7

) A
rea M

aintenance Eng
ineer

- T
ech

n
ical assistan

ce o
n
 vo

ice (C
O

-P
S
A

P
) n

etw
o
rk related

 E9
1

1
 tro

u
-

b
les

M
aintenance G

uid
elines

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

~
~

T
he C

C
N

C
 w

ill test the N
o
d
e circuit fro

m
 the 2

0
2

T
 at the H

o
st site to

 the
2

0
2

T
 at the N

o
d
e site.  S

ince H
o
st to

 N
o
d
e (C

C
N

C
 to

 M
M

O
C
) circuits are o

ffi-
cial co

m
p
an

y se
rvice

s, th
e
 C

C
N

C
 w

ill re
fe

r all N
o
d
e
 circu

it tro
u
b
le

s to
 th

e
S
S
C

/M
A

C
. T

h
e S

S
C

/M
A

C
 is resp

o
n
sib

le fo
r th

e testin
g
 an

d
 fo

llo
w

 u
p
 to

resto
ratio

n
 o

f th
ese circu

it tro
u
b
les.

A
lth

o
u
g
h
 N

o
d
e
 to

 P
S
A

P
 circu

it are
 o

fficial se
rvice

s, th
e
 M

M
O

C
 w

ill re
fe

r
P
S
A

P
 circu

it tro
u
b
le

s to
 th

e
 ap

p
ro

p
riate

 S
S
C

/M
A

C
.  T

h
e
 S

S
C

/M
A

C
 is re

sp
o
n
-

sib
le fo

r testin
g
 an

d
 fo

llo
w

 u
p
 to

 resto
ratio

n
 o

f P
S
A

P
 circu

it tro
u
b
les.

T
h
e
 S

S
C

/M
A

C
 w

ill also
 re

ce
iv

e
 re

p
o
rts fro

m
 C

R
S
A

B
/IM

C
(s) o

n
 su

b
scrib

e
r

9
1

1
 tro

u
b
les w

h
en

 th
ey are n

o
t lin

e tro
u
b
les.  T

h
e S

S
C

/M
A

C
 is resp

o
n
sib

le
fo

r testing
 and

 resto
ratio

n o
f these tro

ub
les.

M
ain

te
n
an

ce
 re

sp
o
n
sib

ilitie
s are

 as fo
llo

w
s:

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C
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S
C

C
*            V

o
ice N

etw
o
rk (A

N
I to

 P
S
A

P
)

*S
C

C
 re

sp
o
n
sib

le
 fo

r tan
d
e
m

 sw
itch

S
S
IM

/I&
M

        P
S
A

P
 E

q
u
ip

m
e
n
t (M

o
d
e
m

s, C
IU

's, se
ts)

V
end

o
r          PS

A
P Eq

uip
m

ent (w
hen C

PE)
S
S
C

/M
A

C
         P

S
A

P
 to

 N
o
d
e circu

its, an
d
 tan

d
em

 to
 P

S
A

P
 vo

ice circu
its

(EM
N

T
)

M
M

O
C
            N

o
d
e site (M

o
d
em

s, cab
les, etc)

N
o
te:  A

ll ab
o
ve w

o
rk g

ro
u
p
s are req

u
ired

 to
 reso

lve tro
u
b
les b

y in
terfacin

g
w

ith
 ap

p
ro

p
riate

 w
o
rk g

ro
u
p
s fo

r re
so

lu
tio

n
.

T
h
e
 S

w
itch

in
g
 C

o
n
tro

l C
e
n
te

r (S
C

C
) is re

sp
o
n
sib

le
 fo

r E
9

1
1

/1
A

E
S
S
 tran

sla-
tio

n
s in

 tan
d
em

 cen
tral o

ffices.  T
h
ese tran

slatio
n
s ro

u
te E9

1
1

 calls, selec-
tive

 tran
sfe

r, d
e
fau

lt ro
u
tin

g
, sp

e
e
d
 callin

g
, e

tc., fo
r e

ach
 P

S
A

P
.  T

h
e
 S

C
C

 is
also

 resp
o
nsib

le fo
r tro

ub
lesho

o
ting

 o
n the vo

ice netw
o
rk (call o

rig
inating

 to
end

 o
ffice tand

em
 eq

uip
m

ent).

Fo
r e

xam
p
le

, A
N

I failu
re

s in
 th

e
 o

rig
in

atin
g
 o

ffice
s w

o
u
ld

 b
e
 a re

sp
o
n
sib

ility
o
f the S

C
C
.

R
ecen

t C
h
an

g
e M

em
o
ry A

d
m

in
istratio

n
 C

en
ter (R

C
M

A
C

) p
erfo

rm
s th

e d
aily

tand
em

 translatio
n up

d
ates (recent chang

e) fo
r ro

uting
 o

f ind
ivid

ual telep
ho

ne
num

b
ers.

R
e
ce

n
t ch

an
g
e
s are

 g
e
n
e
rate

d
 fro

m
 se

rvice
 o

rd
e
r activity (n

e
w

 se
rvice

,
ad

d
ress chang

es, etc.) and
 co

m
p
iled

 into
 a d

aily file b
y the E9

1
1

 C
enter

(A
LI/D

M
S
 E9

1
1

 C
o
m

p
uter).

S
S
IM

/I&
M

 is re
sp

o
n
sib

le
 fo

r th
e
 in

stallatio
n
 an

d
 re

p
air o

f P
S
A

P
 e

q
u
ip

m
e
n
t.

P
S
A

P
 e

q
u
ip

m
e
n
t in

clu
d
e
s A

N
I C

o
n
tro

lle
r, A

L
I C

o
n
tro

lle
r, d

ata se
ts, cab

le
s,

sets, an
d
 o

th
er p

erip
h
eral eq

u
ip

m
en

t th
at is n

o
t ven

d
o
r o

w
n
ed

. S
S
IM

/I&
M

 is
resp

o
n
sib

le fo
r estab

lish
in

g
 m

ain
ten

an
ce test kits, co

m
p
lete w

ith
 sp

are p
arts

fo
r P

S
A

P
 m

ain
ten

an
ce. T

h
is in

clu
d
es test g

ear, d
ata sets, an

d
 A

N
I/A

L
I

C
o
n
tro

lle
r p

arts.

S
p
e
cial S

e
rvice

s C
e
n
te

r (S
S
C

) o
r M

ajo
r A

cco
u
n
t C

e
n
te

r (M
A

C
) se

rve
s as th

e
tro

u
b
le rep

o
rtin

g
 co

n
tact fo

r all (P
S
A

P
) tro

u
b
les rep

o
rted

 b
y cu

sto
m

er.  T
h
e

S
S
C

/M
A

C
 refe

rs tro
u
b
les to

 p
ro

p
er o

rg
an

izatio
n
s fo

r h
an

d
lin

g
 an

d
 tracks

statu
s o

f tro
u
b
les, escalatin

g
 w

h
en

 n
ecessary.  T

h
e S

S
C

/M
A

C
 w

ill clo
se o

u
t

tro
u
b
le

s w
ith

 cu
sto

m
e
r.  T

h
e
 S

S
C

/M
A

C
 w

ill an
alyze

 all tro
u
b
le

s an
d
 tracks

"ch
ro

n
ic" P

S
A

P
 tro

u
b
le

s.

C
o
rp

o
rate C

o
m

m
u
n
icatio

n
s N

etw
o
rk C

en
ter (C

C
N

C
) w

ill test an
d
 refer tro

u
-

b
le

s o
n
 all n

o
d
e
 to

 h
o
st circu

its.  A
ll E

9
1

1
 circu

its are
 classifie

d
 as o

fficial
co

m
p
any p

ro
p
erty.

T
he M

inico
m

p
uter M

aintenance O
p
eratio

ns C
enter (M

M
O

C
) m

aintains the E9
1

1
(A

L
I/D

M
S
) co

m
p
u
ter h

ard
w

are at th
e H

o
st site.  T

h
is M

M
O

C
 is also

 resp
o
n
si-

b
le fo

r m
o
n
ito

rin
g
 th

e system
 an

d
 rep

o
rtin

g
 certain

 P
S
A

P
 an

d
 system

 p
ro

b
-

le
m

s to
 th

e
 lo

cal M
M

O
C

's, S
C

C
's o

r S
S
C

/M
A

C
's.  T

h
e
 M

M
O

C
 p

e
rso

n
n
e
l also

o
p
erate so

ftw
are p

ro
g
ram

s that m
aintain the T

N
 d

ata b
ase und

er the d
irectio

n
o
f the E9

1
1

 C
enter. T

he m
aintenance o

f the N
O

D
E co

m
p
uter (the interface

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 

H
A

C
K

E
R

 C
R

A
C

K
D

O
W

N
 

N
O

T
 F

O
R

 C
O

M
M

E
R

C
IA

L
 U

S
E
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b
etw

een the PS
A

P and
 the A

LI/D
M

S
 co

m
p
uter) is a functio

n o
f the M

M
O

C
 at

the N
O

D
E site.  T

he M
M

O
C
's at the N

O
D

E sites m
ay also

 b
e invo

lved
 in the

testing
 o

f N
O

D
E to

 H
o
st circuits. T

he M
M

O
C

 w
ill also

 assist o
n H

o
st to

 PS
A

P
and

 d
ata netw

o
rk related

 tro
ub

les no
t reso

lved
 thro

ug
h stand

ard
 tro

ub
le

cle
arin

g
 p

ro
ce

d
u
re

s.

In
stallatio

n
 A

n
d
 M

ain
te

n
an

ce
 C

e
n
te

r (IM
C

) is re
sp

o
n
sib

le
 fo

r re
fe

rral o
f E

9
1

1
su

b
scrib

er tro
u
b
les th

at are n
o
t su

b
scrib

er lin
e p

ro
b
lem

s.

E9
1

1
 C

en
ter - P

erfo
rm

s th
e ro

le o
f S

ystem
 A

d
m

in
istratio

n
 an

d
 is resp

o
n
sib

le
fo

r o
verall o

p
eratio

n o
f the E9

1
1

 co
m

p
uter so

ftw
are.  T

he E9
1

1
 C

enter d
o
es

A
-Z tro

u
b
le an

alysis an
d
 p

ro
vid

es statistical in
fo

rm
atio

n
 o

n
 th

e p
erfo

rm
an

ce
o
f the system

.

T
h
is an

aly
sis in

clu
d
e
s p

ro
ce

ssin
g
 P

S
A

P
 in

q
u
irie

s (tro
u
b
le

 re
p
o
rts) an

d
 re

fe
r-

ral o
f n

etw
o
rk tro

u
b
les.  T

h
e E9

1
1

 C
en

ter also
 p

erfo
rm

s d
aily p

ro
cessin

g
 o

f
tand

em
 recent chang

e and
 p

ro
vid

es info
rm

atio
n to

 the R
C
M

A
C
 fo

r tand
em

in
p
u
t.  T

h
e E9

1
1

 C
en

ter is resp
o
n
sib

le fo
r d

aily p
ro

cessin
g
 o

f th
e A

L
I/D

M
S

co
m

p
u
ter d

ata b
ase an

d
 p

ro
vid

es erro
r files, etc. to

 th
e C

u
sto

m
er S

ervices
d
ep

artm
ent fo

r investig
atio

n and
 co

rrectio
n.  T

he E9
1

1
 C

enter p
articip

ates in
all system

 im
p
lem

entatio
ns and

 o
n-g

o
ing

 m
aintenance effo

rt and
 assists in the

d
evelo

p
m

ent o
f p

ro
ced

ures, training
 and

 ed
ucatio

n o
f info

rm
atio

n to
 all

g
ro

up
s.

A
ny g

ro
up

 receiving
 a 9

1
1

 tro
ub

le fro
m

 the S
S
C

/M
A

C
 sho

uld
 clo

se o
ut the

tro
u
b
le w

ith
 th

e S
S
C

/M
A

C
 o

r p
ro

vid
e a statu

s if th
e tro

u
b
le h

as b
een

re
fe

rre
d
 to

 an
o
th

e
r g

ro
u
p
. T

h
is w

ill allo
w

 th
e
 S

S
C

/M
A

C
 to

 p
ro

vid
e
 a statu

s
b
ack to

 the custo
m

er o
r escalate as ap

p
ro

p
riate.

A
ny g

ro
up

 receiving
 a tro

ub
le fro

m
 the H

o
st site (M

M
O

C
 o

r C
C

N
C

) sho
uld

clo
se the tro

ub
le b

ack to
 that g

ro
up

.

T
he M

M
O

C
 sho

uld
 no

tify the ap
p
ro

p
riate S

S
C

/M
A

C
 w

hen the H
o
st, N

o
d
e, o

r
all N

o
d
e circu

its are d
o
w

n
 so

 th
at th

e S
S
C

/M
A

C
 can

 rep
ly to

 cu
sto

m
er

rep
o
rts th

at m
ay b

e called
 in

 b
y th

e P
S
A

P
s.  T

h
is w

ill elim
in

ate d
u
p
licate

rep
o
rting

 o
f tro

ub
les. O

n co
m

p
lete o

utag
es the M

M
O

C
 w

ill fo
llo

w
 escalatio

n
p
ro

ced
u
res fo

r a N
o
d
e after tw

o
 (2

) h
o
u
rs an

d
 fo

r a P
S
A

P
 after fo

u
r (4

)
h
o
u
rs.  A

d
d
itio

n
ally th

e M
M

O
C

 w
ill n

o
tify th

e ap
p
ro

p
riate S

S
C

/M
A

C
 w

h
en

 th
e

H
o
st, N

o
d
e, o

r all N
o
d
e circu

its are d
o
w

n
.

T
h
e
 P

S
A

P
 w

ill call th
e
 S

S
C

/M
A

C
 to

 re
p
o
rt E

9
1

1
 tro

u
b
le

s. T
h
e
 p

e
rso

n
 re

p
o
rt-

in
g
 th

e E9
1

1
 tro

u
b
le m

ay n
o
t h

ave a circu
it I.D

. an
d
 w

ill th
erefo

re rep
o
rt th

e
P
S
A

P
 n

am
e an

d
 ad

d
ress.  M

an
y P

S
A

P
 tro

u
b
les are n

o
t circu

it sp
ecific.  In

th
o
se in

stan
ces w

h
ere th

e caller can
n
o
t p

ro
vid

e a circu
it I.D

., th
e S

S
C

/M
A

C
w

ill b
e req

u
ired

 to
 d

eterm
in

e th
e circu

it I.D
. u

sin
g
 th

e P
S
A

P
 p

ro
file.  U

n
d
er n

o
circu

m
stan

ces w
ill th

e S
S
C

/M
A

C
 C

en
ter refu

se to
 take th

e tro
u
b
le.  T

h
e E9

1
1

tro
u
b
le sh

o
u
ld

 b
e h

an
d
led

 as q
u
ickly as p

o
ssib

le, w
ith

 th
e S

S
C

/M
A

C
 p

ro
vid

in
g

as m
uch assistance as p

o
ssib

le w
hile taking

 the tro
ub

le rep
o
rt fro

m
 the

caller.

T
h
e S

S
C

/M
A

C
 w

ill screen
/test th

e tro
u
b
le to

 d
eterm

in
e th

e ap
p
ro

p
riate

hand
o
ff o

rg
anizatio

n b
ased

 o
n the fo

llo
w

ing
 criteria:

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C
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L
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S

E
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P
S
A

P
 e

q
u
ip

m
e
n
t p

ro
b
le

m
:  S

S
IM

/I&
M

C
ircu

it p
ro

b
le

m
:  S

S
C

/M
A

C
V

o
ice netw

o
rk p

ro
b
lem

:  S
C

C
 (rep

o
rt trunk g

ro
up

 num
b
er)

P
ro

b
le

m
 affe

ctin
g
 m

u
ltip

le
 P

S
A

P
s (N

o
 A

L
I re

p
o
rt fro

m
all PS

A
Ps):  C

o
ntact the M

M
O

C
 to

 check fo
r N

O
D

E o
r

H
o
st co

m
p
uter p

ro
b
lem

s b
efo

re further testing
.

T
h
e S

S
C

/M
A

C
 w

ill track th
e statu

s o
f rep

o
rted

 tro
u
b
les an

d
 escalate as

ap
p
ro

p
riate

.  T
h
e
 S

S
C

/M
A

C
 w

ill clo
se

 o
u
t cu

sto
m

e
r/co

m
p
an

y re
p
o
rts w

ith
th

e in
itiatin

g
 co

n
tact. G

ro
u
p
s w

ith
 sp

ecific m
ain

ten
an

ce resp
o
n
sib

ilities,
d
efin

ed
 ab

o
ve, w

ill in
vestig

ate "ch
ro

n
ic" tro

u
b
les u

p
o
n
 req

u
est fro

m
 th

e
S
S
C
/M

A
C
 and

 the o
ng

o
ing

 m
aintenance sub

co
m

m
ittee.

A
ll "o

u
t o

f service" E9
1

1
 tro

u
b
les are p

rio
rity o

n
e typ

e rep
o
rts.  O

n
e lin

k
d
o
w

n to
 a PS

A
P is co

nsid
ered

 a p
rio

rity o
ne tro

ub
le and

 sho
uld

 b
e hand

led
 as

if th
e
 P

S
A

P
 w

as iso
late

d
.

T
h
e
 P

S
A

P
 w

ill re
p
o
rt tro

u
b
le

s w
ith

 th
e
 A

N
I co

n
tro

lle
r, A

L
I co

n
tro

lle
r o

r se
t

eq
uip

m
ent to

 the S
S
C
/M

A
C
.

N
O

 A
N

I:  W
h
ere th

e P
S
A

P
 rep

o
rts N

O
 A

N
I (d

ig
ital d

isp
lay screen

 is b
lan

k) ask
if th

is co
n
d
itio

n
 exists o

n
 all screen

s an
d
 o

n
 all calls.  It is im

p
o
rtan

t to
 d

if-
feren

tiate b
etw

een
 b

lan
k screen

s an
d
 screen

s d
isp

layin
g
 9

1
1

-0
0

X
X
, o

r all
zero

es.

W
h
e
n
 th

e
 P

S
A

P
 re

p
o
rts all scre

e
n
s o

n
 all calls, ask if th

e
re

 is an
y vo

ice
 co

n
-

tact w
ith

 callers.  If th
ere is n

o
 vo

ice co
n
tact th

e tro
u
b
le sh

o
u
ld

 b
e referred

to
 the S

C
C
 im

m
ed

iately since 9
1

1
 calls are no

t g
etting

 thro
ug

h w
hich m

ay
req

u
ire altern

ate ro
u
tin

g
 o

f calls to
 an

o
th

er P
S
A

P
.

W
hen the PS

A
P rep

o
rts this co

nd
itio

n o
n all screens b

ut no
t all calls and

 has
vo

ice
 co

n
tact w

ith
 calle

rs, th
e
 re

p
o
rt sh

o
u
ld

 b
e
 re

fe
rre

d
 to

 S
S
IM

/I&
M

 fo
r

d
isp

atch
.  T

h
e S

S
C

/M
A

C
 sh

o
u
ld

 verify w
ith

 th
e S

C
C

 th
at A

N
I is p

u
lsin

g
 b

efo
re

d
isp

atching
 S

S
IM

.

W
h
en

 th
e P

S
A

P
 rep

o
rts th

is co
n
d
itio

n
 o

n
 o

n
e screen

 fo
r all calls (o

th
ers w

o
rk

fin
e) th

e tro
u
b
le sh

o
u
ld

 b
e referred

 to
 S

S
IM

/I&
M

 fo
r d

isp
atch

, b
ecau

se th
e

tro
ub

le is iso
lated

 to
 o

ne p
iece o

f eq
uip

m
ent at the custo

m
er p

rem
ise.

A
n A

N
I failure (i.e. all zero

es) ind
icates that the A

N
I has no

t b
een received

 b
y

th
e P

S
A

P
 fro

m
 th

e tan
d
em

 o
ffice o

r w
as lo

st b
y th

e P
S
A

P
 A

N
I co

n
tro

ller.
T
h
e P

S
A

P
 m

ay receive "0
2

" alarm
s w

h
ich

 can
 b

e cau
sed

 b
y th

e A
N

I co
n
-

tro
ller lo

g
g
in

g
 m

o
re th

an
 th

ree all zero
 failu

res o
n
 th

e sam
e tru

n
k.  T

h
e P

S
A

P
has b

een instructed
 to

 rep
o
rt this co

nd
itio

n to
 the S

S
C
/M

A
C
 since it co

uld
ind

icate an eq
uip

m
ent tro

ub
le at the PS

A
P w

hich m
ig

ht b
e affecting

 all sub
-

scrib
ers callin

g
 in

to
 th

e
 P

S
A

P
.  W

h
en

 all zero
es are b

ein
g
 received

 o
n
 all calls

o
r "0

2
" alarm

s co
ntinue, a tester sho

uld
 analyze the co

nd
itio

n to
 d

eterm
ine

the ap
p
ro

p
riate actio

n to
 b

e taken.  T
he tester m

ust p
erfo

rm
 co

o
p
erative

testing
 w

ith the S
C
C
 w

hen there ap
p
ears to

 b
e a p

ro
b
lem

 o
n the T

and
em

-PS
A

P
trunks b

efo
re req

uesting
 d

isp
atch.

B
R

U
C

E
 S

T
E

R
L

I
N

G
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 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
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O

R
 C

O
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M
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R
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W
h
en

 an
 o

ccasio
n
al all zero

 co
n
d
itio

n
 is rep

o
rted

, th
e S

S
C

/M
A

C
 sh

o
u
ld

 d
is-

p
atch

 S
S
IM

/I&
M

 to
 ro

u
tin

e eq
u
ip

m
en

t o
n
 a "ch

ro
n
ic" tro

u
b
lesw

eep
.

T
h
e P

S
A

P
s are in

stru
cted

 to
 rep

o
rt in

cid
en

tal A
N

I failu
res to

 th
e B

O
C

 o
n
 a

P
S
A

P
 in

q
u
iry tro

u
b
le ticket (p

ap
er) th

at is sen
t to

 th
e C

u
sto

m
er S

ervices
E9

1
1

 g
ro

up
 and

 fo
rw

ard
ed

 to
 E9

1
1

 center w
hen req

uired
.  T

his usually
invo

lves o
nly a p

articular telep
ho

ne num
b
er and

 is no
t a co

nd
itio

n that w
o
uld

re
q
u
ire

 a re
p
o
rt to

 th
e
 S

S
C

/M
A

C
.  M

u
ltip

le
 A

N
I failu

re
s w

h
ich

 o
u
r fro

m
 th

e
sam

e end
 o

ffice (X
X
 d

eno
tes end

 o
ffice), ind

icate a hard
 tro

ub
le co

nd
itio

n m
ay

exist in
 th

e en
d
 o

ffice o
r en

d
 o

ffice tan
d
em

 tru
n
ks.  T

h
e P

S
A

P
 w

ill rep
o
rt th

is
typ

e o
f co

nd
itio

n to
 the S

S
C

/M
A

C
 and

 the S
S
C

/M
A

C
 sho

uld
 refer the rep

o
rt

to
 the S

C
C
 resp

o
nsib

le fo
r the tand

em
 o

ffice.  N
O

T
E: X

X
 is the ES

C
O

(Em
erg

ency S
ervice N

um
b
er) asso

ciated
 w

ith the inco
m

ing
 9

1
1

 trunks into
the tand

em
.  It is im

p
o
rtant that the C

/M
A

C
 tell the S

C
C
 w

hat is d
isp

layed
 at

th
e P

S
A

P
 (i.e. 9

1
1

-0
0

1
1

) w
h
ich

 in
d
icates to

 th
e S

C
C

 w
h
ich

 en
d
 o

ffice is in
tro

ub
le.

N
o
te

:  It is e
sse

n
tial th

at th
e
 P

S
A

P
 fill o

u
t in

q
u
iry fo

rm
 o

n
 e

ve
ry A

N
I failu

re
.

T
h
e P

S
A

P
 w

ill rep
o
rt a tro

u
b
le an

y tim
e an

 ad
d
ress is n

o
t received

 o
n
 an

ad
d
ress d

isp
lay (screen b

lank) E9
1

1
 call. (If a reco

rd
 is no

t in the 9
1

1
 d

ata
b
ase

 o
r an

 A
N

I failu
re

 is e
n
co

u
n
te

re
d
, th

e
 scre

e
n
 w

ill p
ro

vid
e
 a d

isp
lay n

o
tic-

in
g
 su

ch
 co

n
d
itio

n
).  T

h
e S

S
C

/M
A

C
 sh

o
u
ld

 verify w
ith

 th
e P

S
A

P
 w

h
eth

er th
e

N
O

 A
LI co

nd
itio

n is o
n o

ne screen o
r all screens.

W
hen the co

nd
itio

n is o
n o

ne screen (o
ther screens receive A

LI info
rm

atio
n)

th
e
 S

S
C

/M
A

C
 w

ill re
q
u
e
st S

S
IM

/I&
M

 to
 d

isp
atch

.

If n
o
 scre

e
n
s are

 re
ce

ivin
g
 A

L
I in

fo
rm

atio
n
, th

e
re

 is u
su

ally
 a circu

it tro
u
b
le

b
etw

een the PS
A

P and
 the H

o
st co

m
p
uter.  T

he S
S
C
/M

A
C
 sho

uld
 test the

tro
u
b
le

 an
d
 re

fe
r fo

r re
sto

ral.

N
o
te

:  If th
e
 S

S
C

/M
A

C
 re

ce
ive

s calls fro
m

 m
u
ltip

le
 P

S
A

P
's, all o

f w
h
ich

 are
receiving

 N
O

 A
LI, there is a p

ro
b
lem

 w
ith the N

o
d
e o

r N
o
d
e to

 H
o
st circuits o

r
th

e H
o
st co

m
p
u
ter itself.  B

efo
re referrin

g
 th

e tro
u
b
le th

e S
S
C

/M
A

C
 sh

o
u
ld

call the M
M

O
C

 to
 inq

uire if the N
o
d
e o

r H
o
st is in tro

ub
le.

A
larm

 co
n
d
itio

n
s o

n
 th

e A
N

I co
n
tro

ller d
ig

ital d
isp

lay at th
e P

S
A

P
 are to

 b
e

rep
o
rted

 b
y th

e P
S
A

P
's.  T

h
ese alarm

s can
 in

d
icate vario

u
s tro

u
b
le co

n
d
itio

n
s

so
 the S

S
C

/M
A

C
 sho

uld
 ask the PS

A
P if any p

o
rtio

n o
f the E9

1
1

 system
 is no

t
functio

ning
 p

ro
p
erly.

T
he S

S
C

/M
A

C
 sho

uld
 verify w

ith the PS
A

P attend
ant that the eq

uip
m

ent's
p
rim

ary
 fu

n
ctio

n
 is an

sw
e
rin

g
 E

9
1

1
 calls. If it is, th

e
 S

S
C

/M
A

C
 sh

o
u
ld

re
q
u
e
st a d

isp
atch

 S
S
IM

/I&
M

.  If th
e
 e

q
u
ip

m
e
n
t is n

o
t p

rim
arily u

se
d
 fo

r
E9

1
1

, th
en

 th
e S

S
C

/M
A

C
 sh

o
u
ld

 ad
vise P

S
A

P
 to

 co
n
tact th

eir C
P
E ven

d
o
r.

N
o
te:  T

hese tro
ub

les can b
e q

uite co
nfusing

 w
hen the PS

A
P has vend

o
r eq

uip
-

m
ent m

ixed
 in w

ith eq
uip

m
ent that the B

O
C
 m

aintains.  T
he M

arketing
 rep

re-
sen

tative sh
o
u
ld

 p
ro

vid
e th

e S
S
C

/M
A

C
 in

fo
rm

atio
n
 co

n
cern

in
g
 an

y u
n
u
su

al o
r

excep
tio

n
 item

s w
h
ere th

e P
S
A

P
 sh

o
u
ld

 co
n
tact th

eir ven
d
o
r.  T

h
is in

fo
rm

a-
tio

n sho
uld

 b
e includ

ed
 in the PS

A
P p

ro
file sheets.
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A
N

I o
r A

LI co
ntro

ller d
o
w

n:  W
hen the ho

st co
m

p
uter sees the PS

A
P eq

uip
-

m
ent d

o
w

n and
 it d

o
es no

t co
m

e b
ack up

, the M
M

O
C
 w

ill rep
o
rt the tro

ub
le to

th
e S

S
C

/M
A

C
; th

e eq
u
ip

m
en

t is d
o
w

n
 at th

e P
S
A

P
, a d

isp
atch

 w
ill b

e
req

uired
.

P
S
A

P
 lin

k (circu
it) d

o
w

n
:  T

h
e
 M

M
O

C
 w

ill p
ro

vid
e
 th

e
 S

S
C

/M
A

C
 w

ith
 th

e
 cir-

cuit ID
 that the H

o
st co

m
p
uter ind

icates in tro
ub

le.  A
ltho

ug
h each PS

A
P has

tw
o
 circu

its, w
h
en

 eith
er circu

it is d
o
w

n
 th

e co
n
d
itio

n
 m

u
st b

e treated
 as an

em
erg

en
cy sin

ce failu
re o

f th
e seco

n
d
 circu

it w
ill cau

se th
e P

S
A

P
 to

 b
e iso

-
lated

.

A
ny p

ro
b
lem

s that the M
M

O
C
 id

entifies fro
m

 the N
o
d
e lo

catio
n to

 the H
o
st

co
m

p
u
ter w

ill b
e h

an
d
led

 d
irectly w

ith
 th

e ap
p
ro

p
riate M

M
O

C
(s)/C

C
N

C
.

N
o
te:  T

h
e cu

sto
m

er w
ill call o

n
ly w

h
en

 a p
ro

b
lem

 is ap
p
aren

t to
 th

e P
S
A

P
.

W
hen o

nly o
ne circuit is d

o
w

n to
 the PS

A
P, the custo

m
er m

ay no
t b

e aw
are

there is a tro
ub

le, even tho
ug

h there is o
ne link d

o
w

n, no
tificatio

n sho
uld

ap
p
ear o

n
 th

e P
S
A

P
 screen

.  T
ro

u
b
les called

 in
to

 th
e S

S
C

/M
A

C
 fro

m
 th

e
M

M
O

C
 o

r o
ther co

m
p
any em

p
lo

yee sho
uld

 no
t b

e clo
sed

 o
ut b

y calling
 the

PS
A

P since it m
ay result in the custo

m
er resp

o
nd

ing
 that they d

o
 no

t have a
tro

ub
le.  T

hese rep
o
rts can o

nly b
e clo

sed
 o

ut b
y receiving

  info
rm

atio
n that

the tro
ub

le w
as fixed

 and
 b

y checking
 w

ith the co
m

p
any em

p
lo

yee that
rep

o
rted

 the tro
ub

le.  T
he M

M
O

C
 p

erso
nnel w

ill b
e ab

le to
 verify that the

tro
u
b
le h

as cleared
 b

y review
in

g
 a p

rin
to

u
t fro

m
 th

e h
o
st.

W
hen the C

R
S
A

B
 receives a sub

scrib
er co

m
p
laint (i.e., canno

t d
ial 9

1
1

) the
R
S
A

 sho
uld

 o
b
tain as m

uch info
rm

atio
n as p

o
ssib

le w
hile the custo

m
er is o

n
the line.

Fo
r exam

p
le, w

hat hap
p
ened

 w
hen the sub

scrib
er d

ialed
 9

1
1

?  T
he rep

o
rt is

auto
m

atically d
irected

 to
 the IM

C
 fo

r sub
scrib

er line testing
.  W

hen no
 line

tro
u
b
le is fo

u
n
d
, th

e IM
C

 w
ill refer th

e tro
u
b
le co

n
d
itio

n
 to

 th
e S

S
C

/M
A

C
.

T
h
e S

S
C

/M
A

C
 w

ill co
n
tact C

u
sto

m
er S

ervices E9
1

1
 G

ro
u
p
 an

d
 verify th

at th
e

sub
scrib

er sho
uld

 b
e ab

le to
 call 9

1
1

 and
 o

b
tain the ES

N
.  T

he S
S
C

/M
A

C
 w

ill
ve

rify th
e
 E

S
N

 via 2
S
C

C
S
.  W

h
e
n
 b

o
th

 ve
rificatio

n
s m

atch
, th

e
 S

S
C

/M
A

C
 w

ill
refer th

e rep
o
rt to

 th
e S

C
C

 resp
o
n
sib

le fo
r th

e 9
1

1
 tan

d
em

 o
ffice fo

r in
vesti-

g
atio

n and
 reso

lutio
n.  T

he M
A

C
 is resp

o
nsib

le fo
r tracking

 the tro
ub

le and
in

fo
rm

in
g
 th

e
 IM

C
 w

h
e
n
 it is re

so
lve

d
.

Fo
r m

o
re

 in
fo

rm
atio

n
, p

le
ase

 re
fe

r to
 E

9
1

1
 G

lo
ssary o

f T
e
rm

s.

End
 o

f Phrack File

_
_

_
_

_
_

_
_

_
_

_
_

_
_

_
_

_
_

_
_

_
_

_
_

_
_

_
_

_
_

_
_

_
_

_
_

_

T
he read

er is fo
rg

iven if he o
r she w

as entirely unab
le to

 read
 this d

o
c-

um
ent.   Jo

hn Perry B
arlo

w
 had

 a g
reat d

eal o
f fun at its exp

ense, in
"C

rim
e and

 Puzzlem
ent:" "B

ureaucrat-ese o
f surp

assing
 o

p
acity.... T

o

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 

H
A

C
K

E
R

 C
R

A
C

K
D

O
W

N
 

N
O

T
 F

O
R

 C
O

M
M

E
R

C
IA

L
 U

S
E

2 7 1



read
 the w

ho
le thing

 straig
ht thro

ug
h w

itho
ut entering

 co
m

a req
uires

either a m
achine o

r a hum
an w

ho
 has to

o
 m

uch p
ractice thinking

 like
o
ne.  A

nyo
ne w

ho
 can und

erstand
 it fully and

 fluid
ly had

 altered
 his co

n-
scio

usness b
eyo

ne the ab
ility to

 ever ag
ain read

 B
lake, W

hitm
an, o

r
T
olstoy.... the docum

ent contains little of interest to anyone w
ho is not a

student of advanced org
anizational sclerosis."

W
ith the D

o
cum

ent itself to
 hand

, ho
w

ever, exactly as it w
as p

ub
lished

(in its six-p
ag

e ed
ited

 fo
rm

) in *Phrack,*  the read
er m

ay b
e ab

le to
verify a few

 statem
ents o

f fact ab
o
ut its nature.   First, there is no

 so
ft-

w
are, no

 co
m

p
uter co

d
e, in the D

o
cum

ent.  It is no
t co

m
p
uter-p

ro
g
ram

-
m

ing
 lang

uag
e like FO

R
T
R
A

N
 o

r C
+

+
, it is Eng

lish; all the sentences
have nouns and verbs and punctuation.  It does not explain how

 to break
into the E9

1
1
 system

.  It does not suggest w
ays to destroy or dam

age the
E9

1
1

 system
.

T
here are no access codes in the D

ocum
ent.  T

here are no com
puter

passw
ords.  It does not explain how

 to steal long distance service.  It does
no

t exp
lain ho

w
 to

 b
reak in to

 telco
 sw

itching
 statio

ns.  T
here is no

thing
in it ab

o
ut using

 a p
erso

nal co
m

p
uter o

r a m
o
d
em

 fo
r any p

urp
o
se at all,

good or bad.

C
lo

se stud
y w

ill reveal that this d
o
cum

ent is no
t ab

o
ut m

achinery.  T
he

E9
1

1
 D

o
cum

ent is ab
o
ut *ad

m
inistratio

n.*  It d
escrib

es ho
w

 o
ne creates

and
 ad

m
inisters certain units o

f telco
 b

ureaucracy:  S
p
ecial S

ervice
C
enters and

 M
ajo

r A
cco

unt C
enters (S

S
C
/M

A
C
). It d

escrib
es ho

w
 these

centers sho
uld

 d
istrib

ute resp
o
nsib

ility fo
r the E9

1
1

 service, to
 o

ther
units o

f telco
 b

ureaucracy, in a chain o
f co

m
m

and
, a fo

rm
al hierarchy.

It d
escrib

es w
ho

 answ
ers custo

m
er co

m
p
laints, w

ho
 screens calls, w

ho
rep

o
rts eq

uip
m

ent failures, w
ho

 answ
ers tho

se rep
o
rts, w

ho
 hand

les
m

aintenance, w
ho

 chairs sub
co

m
m

ittees, w
ho

 g
ives o

rd
ers, w

ho
 fo

llo
w

s
o
rd

ers, *w
ho

*  tells *w
ho

m
*  w

hat to
 d

o
.   T

he D
o
cum

ent is no
t a

"roadm
ap" to com

puters.  T
he D

ocum
ent is a roadm

ap to *people.*

A
s an aid

 to
 b

reaking
 into

 co
m

p
uter system

s, the D
o
cum

ent is *useless.*
A

s an aid to harassing and deceiving telco people, how
ever, the D

ocum
ent

m
ig

ht p
ro

ve hand
y (esp

ecially w
ith its G

lo
ssary, w

hich I have no
t

included).   A
n intense and protracted study of this D

ocum
ent and its
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G
lossary, com

bined w
ith m

any other such docum
ents, m

ight teach one to
speak like a telco em

ployee.   A
nd telco people live b

y *speech* —
  they

live b
y p

ho
ne co

m
m

unicatio
n.  If yo

u can m
im

ic their lang
uag

e o
ver the

phone, you can "social-eng
ineer" them

. If you can con telco people, you
can w

reak havoc am
ong them

.  You can force them
 to no longer trust one

ano
ther; yo

u can b
reak the telep

ho
nic ties that b

ind
 their co

m
m

unity;
you can m

ake them
 paranoid.   A

nd people w
ill fight harder to defend

their co
m

m
unity than they w

ill fig
ht to

 d
efend

 their ind
ivid

ual selves.

T
his w

as the g
enuine, g

ut-level threat p
o
sed

 b
y *Phrack* m

ag
azine.

T
he real strug

g
le w

as over the control of telco lang
uag

e, the control of
telco know

ledge.  It w
as a struggle to defend the social "m

em
brane of dif-

ferentiatio
n" that fo

rm
s the w

alls o
f the telco

 co
m

m
unity's ivo

ry to
w

er
—

 the special jarg
on that allow

s telco professionals to recog
nize one

ano
ther, and

 to
 exclud

e charlatans, thieves, and
 up

starts.  A
nd

 the p
ro

s-
ecution brought out this fact.  T

hey repeatedly m
ade reference to the

threat p
o
sed

 to
 telco

 p
ro

fessio
nals b

y hackers using
 "so

cial eng
ineer-

ing
."

H
o
w

ever, C
raig

 N
eid

o
rf w

as no
t o

n trial fo
r learning

 to
 sp

eak like a
p
ro

fessio
nal teleco

m
m

unicatio
ns exp

ert. C
raig

 N
eid

o
rf w

as o
n trial fo

r
access device fraud and transportation of stolen property.  H

e w
as on

trial fo
r stealing

 a d
o
cum

ent that w
as p

urp
o
rted

ly hig
hly sensitive and

p
urp

o
rted

ly w
o
rth tens o

f tho
usand

s o
f d

o
llars.

_
_

_
_

_

John N
agle read the E9

1
1
 D

ocum
ent.   H

e drew
 his ow

n conclusions.  A
nd

he  presented Zenner and his defense team
 w

ith an overflow
ing box of

sim
ilar m

ate
rial, d

raw
n
 m

o
stly fro

m
 S

tan
fo

rd
 U

n
ive

rsity's e
n
g
in

e
e
rin

g
lib

raries.   D
uring

 the trial, the d
efense team

 —
 Zenner, half-a-d

o
zen

o
ther atto

rneys, N
ag

le, N
eid

o
rf, and

 co
m

p
uter-security exp

ert D
o
ro

thy
D

en
n
in

g
, all p

o
red

 o
ver th

e E9
1

1
 D

o
cu

m
en

t lin
e-b

y-lin
e.

O
n the afterno

o
n o

f July 2
5

, 1
9

9
0

, Zenner b
eg

an to
 cro

ss-exam
ine a

w
o
m

an
 n

am
ed

 B
illie W

illiam
s, a service m

an
ag

er fo
r S

o
u
th

ern
 B

ell in
A

tlanta.  M
s. W

illiam
s had

 b
een resp

o
nsib

le fo
r the E9

1
1

 D
o
cum

ent.
(S

he w
as no

t its autho
r —

 its o
rig

inal "autho
r" w

as a S
o
uthern B

ell staff
m

anag
er nam

ed
 R

ichard
 H

elm
s.  H

o
w

ever, M
r. H

elm
s sho

uld
 no

t b
ear the
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entire b
lam

e; m
any telco staff people and m

aintenance personnel had
am

ended the D
ocum

ent.  It had not been so m
uch "w

ritten" by a single
autho

r, as b
uilt b

y co
m

m
ittee o

ut o
f co

ncrete-b
lo

cks o
f jarg

o
n.)

M
s. W

illiam
s had

 b
een called

 as a w
itness fo

r the p
ro

secutio
n, and

 had
g
am

ely tried
 to

 exp
lain the b

asic technical structure o
f the E9

1
1

 sys-
tem

, aid
ed

 b
y charts.

N
o
w

 it w
as Zenner's turn.  H

e first estab
lished

 that the "p
ro

p
rietary

stam
p" that B

ellSouth had used on the E9
1
1
 D

ocum
ent w

as stam
ped on

*every sing
le d

o
cum

ent* that B
ellS

o
uth w

ro
te —

 *tho
usand

s*  o
f d

o
cu-

m
ents.  "W

e do not pub
lish anything

 other than for our ow
n com

pany,"
M

s. W
illiam

s exp
lained

.  "A
ny co

m
p
any d

o
cum

ent o
f this nature is co

n-
sid

ered
 p

ro
p
rietary."  N

o
b
o
d
y w

as in charg
e o

f sing
ling

 o
ut sp

ecial
h
ig

h
-secu

rity p
u
b
licatio

n
s fo

r sp
ecial h

ig
h
-secu

rity p
ro

tectio
n
.  T

h
ey

w
ere *all*  sp

ecial, n
o
 m

atter h
o
w

 trivial, n
o
 m

atter w
h
at th

eir su
b
-

ject m
atter —

 the stam
p w

as put on as soon as any docum
ent w

as w
rit-

ten, and the stam
p w

as never rem
oved.

Zenner now
 asked w

hether the charts she had been using to explain the
m

echanics o
f E9

1
1

 system
 w

ere "p
ro

p
rietary," to

o
.  W

ere they *p
ub

lic
info

rm
atio

n,*  these charts, all ab
o
ut PS

A
Ps, A

LIs, no
d
es, lo

cal end
sw

itches? C
ould he take the charts out in the street and show

 them
 to

anyb
o
d
y, "w

itho
ut vio

lating
 so

m
e p

ro
p
rietary no

tio
n that B

ellS
o
uth

has?"

M
s W

illiam
s sho

w
ed

 so
m

e co
nfusio

n, b
ut finally ag

reed
 that the charts

w
ere, in

 fact, p
u
b
lic.

"B
ut isn't this w

hat yo
u said

 w
as b

asically w
hat ap

p
eared

 in
*P

h
ra

c
k
?
*"

M
s. W

illiam
s d

e
n
ie

d
 th

is.

Zenner no
w

 p
o
inted

 o
ut that the E9

1
1

 D
o
cum

ent as p
ub

lished
 in Phrack

w
as o

nly half the size o
f the o

rig
inal E9

1
1

 D
o
cum

ent (as Pro
p
het had

purloined it).  H
alf of it had b

een deleted —
 edited b

y N
eidorf.
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M
s. W

illiam
s co

untered
 that "M

o
st o

f the info
rm

atio
n that is in the text

file is red
und

ant."

Zenner continued to prob
e.  Exactly w

hat b
its of know

ledg
e in the

D
o
cum

ent w
ere, in fact, unkno

w
n to

 the p
ub

lic?  Lo
catio

ns o
f E9

1
1

co
m

p
uters?  Pho

ne num
b
ers fo

r telco
 p

erso
nnel?  O

ng
o
ing

 m
aintenance

sub
co

m
m

ittees? H
ad

n't N
eid

o
rf rem

o
ved

 m
uch o

f this?

T
hen he p

o
unced

.  "A
re yo

u fam
iliar w

ith B
ellco

re T
echnical R

eference
D

o
cu

m
e
n
t T

R
-T

S
Y
-0

0
0

3
5

0
?"  It w

as, Z
e
n
n
e
r e

xp
lain

e
d
, o

fficially
titled

 "E9
1

1
 Pub

lic S
afety A

nsw
ering

 Po
int Interface B

etw
een 1

-1
A

ES
S

S
w

itch and
 C

usto
m

er Prem
ises Eq

uip
m

ent."  It co
ntained

 hig
hly d

etailed
and

 sp
ecific technical info

rm
atio

n ab
o
ut the E9

1
1

 S
ystem

.  It w
as p

ub
-

lished
 b

y B
ellco

re and
 p

ub
licly availab

le fo
r ab

o
ut $

2
0

.

H
e show

ed the w
itness a B

ellcore catalog w
hich listed thousands of docu-

m
ents fro

m
 B

ellco
re and

 fro
m

 all the B
ab

y B
ells, B

ellS
o
uth includ

ed
.

T
he catalog, Zenner pointed out, w

as free.  A
nyone w

ith a credit card
co

uld
 call the B

ellco
re to

ll-free 8
0

0
 num

b
er and

 sim
p
ly o

rd
er any o

f
these docum

ents, w
hich w

ould be shipped to any custom
er w

ithout ques-
tio

n.  Includ
ing

, fo
r instance, "B

ellS
o
uth E9

1
1

 S
ervice Interfaces to

C
usto

m
er Prem

ises Eq
uip

m
ent at a Pub

lic S
afety A

nsw
ering

 Po
int."

Zenner g
ave the w

itness a co
p
y o

f "B
ellS

o
uth E9

1
1

 S
ervice Interfaces,"

w
hich cost, as he pointed out, $

1
3
, straig

ht from
 the catalog

.  "Look at it
carefully," he urg

ed
 M

s. W
illiam

s, "and
 tell m

e if it d
o
esn't co

ntain
about tw

ice as m
uch detailed inform

ation about the E9
1
1
 system

 of
B
ellS

o
uth than ap

p
eared

 anyw
here in *Phrack.*"

"Y
o
u w

ant m
e to

...."  M
s. W

illiam
s trailed

 o
ff.  "I d

o
n't und

erstand
."

"T
ake a careful look," Zenner persisted.  "T

ake a look at that docum
ent,

and tell m
e w

hen you're done looking
 at it if, indeed, it doesn't contain

m
uch m

ore detailed inform
ation ab

out the E9
1
1
 system

 than appeared in
*P

h
ra

c
k
.*"

"*P
h
rack* w

asn
't take

n
 fro

m
 th

is," M
s. W

illiam
s said

.

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 

H
A

C
K

E
R

 C
R

A
C

K
D

O
W

N
 

N
O

T
 F

O
R

 C
O

M
M

E
R

C
IA

L
 U

S
E

2 7 5



"Excuse m
e?" said

 Zenner.

"*P
h
rack* w

asn
't taken

 fro
m

 th
is."

"I can't hear yo
u," Zenner said

.

"*Phrack* w
as no

t taken fro
m

 this d
o
cum

ent.  I d
o
n't und

erstand
 yo

ur
question to m

e."

"I g
uess yo

u d
o
n't," Zenner said

.

A
t this point, the prosecution's case had b

een g
utshot.  M

s. W
illiam

s w
as

d
istressed

.  H
er co

nfusio
n w

as q
uite g

enuine.  *Phrack* had
 no

t b
een

taken
 fro

m
 an

y p
u
b
licly availab

le B
ellco

re d
o
cu

m
en

t.  *P
h
rack*'s

E9
1
1
 D

ocum
ent had been stolen from

 her ow
n com

pany's com
puters,

fro
m

 her o
w

n co
m

p
any's text files, that her o

w
n co

lleag
ues had

 w
ritten,

and
 revised

, w
ith m

uch lab
o
r.

B
ut the "value" of the D

ocum
ent had b

een b
low

n to sm
ithereens.  It w

as-
n't w

o
rth eig

hty g
rand

.  A
cco

rd
ing

 to
 B

ellco
re it w

as w
o
rth thirteen

bucks.  A
nd the loom

ing m
enace that it supposedly posed had been

red
uced

 in instants to
 a scarecro

w
.  B

ellco
re itself w

as selling
 m

aterial
far m

ore detailed and "dangerous," to anybody w
ith a credit card and a

p
ho

ne.

A
ctually, B

ellco
re w

as no
t g

iving
 this info

rm
atio

n to
 just anyb

o
d
y.  T

hey
gave it to *anybody w

ho asked,* but not m
any did ask.   N

ot m
any people

knew
 that B

ellcore had a free catalog
 and an 8

0
0
 num

b
er.  John N

ag
le

knew
, b

ut certainly the averag
e teenag

e phreak didn't know
. "T

uc," a
friend

 o
f N

eid
o
rf's and

 so
m

etim
e *Phrack* co

ntrib
uto

r, knew
, and

 T
uc

had been very helpful to the defense, behind the scenes.  B
ut the Legion

of D
oom

 didn't know
 —

 otherw
ise, they w

ould never have w
asted so m

uch
tim

e raid
ing

 d
um

p
sters.  C

o
o
k d

id
n't kno

w
.  Fo

ley d
id

n't kno
w

.  K
luep

fel
didn't know

.   T
he right hand of B

ellcore knew
 not w

hat the left hand w
as

d
o
ing

.  T
he rig

ht hand
 w

as b
attering

 hackers w
itho

ut m
ercy, w

hile the
left hand

 w
as d

istrib
uting

 B
ellco

re's intellectual p
ro

p
erty to

 anyb
o
d
y

w
ho

 w
as interested

 in telep
ho

ne technical trivia —
 ap

p
arently, a

p
athetic few

.
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T
he d

ig
ital und

erg
ro

und
 w

as so
 am

ateurish and
 p

o
o
rly o

rg
anized

 that
they had

 never d
isco

vered
 this heap

 o
f ung

uard
ed

 riches.  T
he ivo

ry
tow

er of the telcos w
as so w

rapped-up in the fog
 of its ow

n technical
obscurity that it had left all the w

indow
s open and flung open the doors.

N
o one had even noticed.

Zenner sank ano
ther nail in the co

ffin.  H
e p

ro
d
uced

 a p
rinted

 issue o
f

*T
elep

ho
ne Eng

ineer &
 M

anag
em

ent,* a p
ro

m
inent ind

ustry jo
urnal

that com
es out tw

ice a m
onth and costs $

2
7
 a year.  T

his particular
issue o

f *T
E&

M
,* called

 "U
p
d
ate o

n 9
1

1
," featured

 a g
alaxy o

f technical
d
etails o

n 9
1

1
 service and

 a g
lo

ssary far m
o
re extensive than

*P
h
ra

c
k*'s.

T
he trial rum

b
led

 o
n, so

m
eho

w
, thro

ug
h its o

w
n m

o
m

entum
.  T

im
 Fo

ley
testified

 ab
o
ut his interro

g
atio

ns o
f N

eid
o
rf.  N

eid
o
rf's w

ritten ad
m

is-
sio

n that he had
 kno

w
n the E9

1
1

 D
o
cum

ent w
as p

ilfered
 w

as o
fficially

read
 into

 the co
urt reco

rd
.

A
n interesting

 side issue cam
e up:  "T

erm
inus" had once passed N

eidorf a
p
iece o

f U
N

IX
 A

T
&

T
 so

ftw
are, a lo

g
-in seq

uence, that had
 b

een cunning
ly

altered
 so

 that it co
uld

 trap
 p

assw
o
rd

s.   T
he U

N
IX

 so
ftw

are itself w
as

illeg
ally co

p
ied

 A
T
&

T
 p

ro
p
erty,  and

 the alteratio
ns "T

erm
inus" had

m
ad

e to
 it, had

 transfo
rm

ed
 it into

 a d
evice fo

r facilitating
 co

m
p
uter

b
reak-ins.  T

erm
inus him

self w
o
uld

 eventually p
lead

 g
uilty to

 theft o
f

this piece of softw
are, and the C

hicago group w
ould send T

erm
inus to

p
riso

n fo
r it.  B

ut it w
as o

f d
ub

io
us relevance in the N

eid
o
rf case.

N
eidorf hadn't w

ritten the prog
ram

.  H
e w

asn't accused of ever having
used it.  A

nd N
eidorf w

asn't being charged w
ith  softw

are theft or ow
ning

a p
assw

o
rd

 trap
p
er.

O
n the next d

ay, Zenner to
o
k the o

ffensive.  T
he civil lib

ertarians no
w

had
 their o

w
n arcane, untried

 leg
al w

eap
o
nry to

 launch into
 actio

n  —
the Electro

nic C
o
m

m
unicatio

ns Privacy A
ct o

f 1
9

8
6

, 1
8

 U
S
 C

o
d
e,

S
ectio

n 2
7

0
1

 et seq
.   S

ectio
n 2

7
0

1
 m

akes it a crim
e to

 intentio
nally

access w
itho

ut autho
rizatio

n a facility in w
hich an electro

nic co
m

m
uni-

catio
n service is p

ro
vid

ed
 —

 it is, at heart, an anti-b
ug

g
ing

 and
 anti-

tap
p
ing

 law
, intend

ed
 to

 carry the trad
itio

nal p
ro

tectio
ns o

f telep
ho

nes
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into
 o

ther electro
nic channels o

f co
m

m
unicatio

n.   W
hile p

ro
vid

ing
p
enalties fo

r am
ateur sno

o
p
s, ho

w
ever, S

ectio
n 2

7
0

3
 o

f the EC
PA

 also
lays so

m
e fo

rm
al d

ifficulties o
n the b

ug
g
ing

 and
 tap

p
ing

 activities o
f

p
o
lice.

T
he S

ecret S
ervice, in the p

erso
n o

f T
im

 Fo
ley, had

 served
 R

ichard
A

nd
rew

s w
ith a fed

eral g
rand

 jury sub
p
o
ena, in their p

ursuit o
f

Pro
p
het, the E9

1
1

 D
o
cum

ent, and
 the T

erm
inus so

ftw
are ring

.  B
ut

acco
rd

ing
 to

 the Electro
nic C

o
m

m
unicatio

ns Privacy A
ct, a "p

ro
vid

er o
f

rem
o
te co

m
p
uting

 service" w
as leg

ally entitled
 to

 "p
rio

r no
tice" fro

m
the g

overnm
ent if a sub

poena w
as used. Richard A

ndrew
s and his b

ase-
m

ent U
N

IX
 no

d
e, Jo

lnet, had
 no

t received
 any "p

rio
r no

tice."  T
im

 Fo
ley

had
 p

urp
o
rted

ly vio
lated

 the EC
PA

 and
 co

m
m

itted
 an electro

nic crim
e!

Zenner no
w

 so
ug

ht the jud
g
e's p

erm
issio

n to
 cro

ss-exam
ine Fo

ley o
n the

to
p
ic o

f Fo
ley's o

w
n electro

nic m
isd

eed
s.

C
o
o
k arg

ued
 that R

ichard
 A

nd
rew

s' Jo
lnet w

as a p
rivately o

w
ned

 b
ulletin

b
oard, and not w

ithin the purview
 of EC

PA
.   Judg

e B
ua g

ranted the
m

o
tio

n o
f the g

o
vernm

ent to
 p

revent cro
ss-exam

inatio
n o

n that p
o
int,

and
 Zenner's o

ffensive fizzled
.   T

his, ho
w

ever, w
as the first d

irect
assault on the legality of the actions of the C

om
puter Fraud and A

buse
T
ask Force itself —

 the first sug
g
estion that they them

selves had b
roken

the law
, and m

ig
ht, perhaps, b

e called to account.

Zenner, in any case, d
id

 no
t really need

 the EC
PA

. Instead
, he g

rilled
Fo

ley o
n the g

laring
 co

ntrad
ictio

ns in the sup
p
o
sed

 value o
f the E9

1
1

D
ocum

ent.  H
e also brought up the em

barrassing fact that the supposedly
red

- ho
t E9

1
1

 D
o
cum

ent had
 b

een sitting
 aro

und
 fo

r m
o
nths, in Jo

lnet,
w

ith K
luep

fel's kno
w

led
g
e, w

hile K
luep

fel had
 d

o
ne no

thing
 ab

o
ut it.

In the afterno
o
n, the Pro

p
het w

as b
ro

ug
ht in to

 testify fo
r the p

ro
secu-

tio
n.  (T

he Pro
p
het, it w

ill b
e recalled

, had
 also

 b
een ind

icted
 in the case

as p
artner in a fraud

 schem
e w

ith N
eid

o
rf.)   In A

tlanta, the Pro
p
het had

alread
y p

led
 g

uilty to
 o

ne charg
e o

f co
nsp

iracy, o
ne charg

e o
f w

ire fraud
and one charg

e of interstate transportation of stolen property.   T
he

w
ire fraud

 charg
e, and

 the sto
len p

ro
p
erty charg

e, w
ere b

o
th d

irectly
based on the E9

1
1
 D

ocum
ent.
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T
he tw

enty-year-o
ld

 Pro
p
het p

ro
ved

 a so
rry custo

m
er, answ

ering
q
uestio

ns p
o
litely b

ut in a b
arely aud

ib
le m

um
b
le, his vo

ice trailing
 o

ff
at the ends of sentences.   H

e w
as constantly urged to speak up.

C
ook, exam

ining Prophet, forced him
 to adm

it that he had once had a
"d

rug
 p

ro
b
lem

," ab
using

 am
p
hetam

ines, m
arijuana, co

caine, and
 LS

D
.

T
his m

ay have estab
lished

 to
 the jury that "hackers" are, o

r can b
e,

seed
y lo

w
life characters, b

ut it m
ay have d

am
ag

ed
 Pro

p
het's cred

ib
ility

som
ew

hat.  Zenner later suggested that drugs m
ight have dam

aged
Pro

p
het's m

em
o
ry.   T

he interesting
 fact also

 surfaced
 that Pro

p
het had

never p
hysically m

et C
raig

 N
eid

o
rf.  H

e d
id

n't even kno
w

 N
eid

o
rf's last

nam
e —

 at least, no
t until the trial.

Pro
p
het co

nfirm
ed

 the b
asic facts o

f his hacker career.  H
e w

as a m
em

-
ber of the Legion of D

oom
.  H

e had abused codes, he had broken into
sw

itching
 statio

ns and
 re-ro

uted
 calls, he had

 hung
 o

ut o
n p

irate b
ul-

letin b
o
ard

s. H
e had

 raid
ed

 the B
ellS

o
uth A

IM
S
X
 co

m
p
uter, co

p
ied

 the
E9

1
1

 D
o
cum

ent, sto
red

 it o
n Jo

lnet, m
ailed

 it to
 N

eid
o
rf.  H

e and
 N

eid
o
rf

had edited it, and N
eidorf had know

n w
here it cam

e from
.

Zenner, ho
w

ever, had
 Pro

p
het co

nfirm
 that N

eid
o
rf w

as no
t a m

em
b
er o

f
the Legion of D

oom
, and had not urged Prophet to break into B

ellSouth
com

puters. N
eidorf had never urg

ed Prophet to defraud anyone, or to
steal anything

.  Prophet also adm
itted that he had never know

n N
eidorf

to break in to any com
puter.  Prophet said that no one in the Legion of

D
o
o
m

 co
nsid

ered
 C

raig
 N

eid
o
rf a "hacker" at all.   N

eid
o
rf w

as no
t a U

N
IX

m
aven, and

 sim
p
ly lacked

 the necessary skill and
 ab

ility to
 b

reak into
co

m
p
uters.  N

eid
o
rf just p

ub
lished

 a m
ag

azine.

O
n Frid

ay, July 2
7

, 1
9

9
0

, the case ag
ainst N

eid
o
rf co

llap
sed

.  C
o
o
k

m
o
ved

 to
 d

ism
iss the ind

ictm
ent, citing

 "info
rm

atio
n currently avail-

ab
le to us that w

as not availab
le to us at the inception of the trial."

Jud
g
e B

ua p
raised

 the p
ro

secutio
n fo

r this actio
n, w

hich he d
escrib

ed
 as

"very resp
o
nsib

le," then d
ism

issed
 a juro

r and
 d

eclared
 a m

istrial.

N
eid

o
rf w

as a free m
an.  H

is d
efense, ho

w
ever, had

 co
st him

self and
 his

fam
ily d

early.  M
o
nths o

f his life had
 b

een co
nsum

ed
 in ang

uish; he had
seen his clo

sest friend
s shun him

 as a fed
eral crim

inal.  H
e o

w
ed

 his
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law
yers over a hundred thousand dollars, despite a g

enerous paym
ent to

the d
efense b

y M
itch K

ap
o
r.

N
eid

o
rf w

as no
t fo

und
 inno

cent.  T
he trial w

as sim
p
ly d

ro
p
p
ed

.
N

evertheless, o
n S

ep
tem

b
er 9

, 1
9

9
1

, Jud
g
e B

ua g
ranted

 N
eid

o
rf's

m
otion for the "expung

em
ent and sealing

" of his indictm
ent record.  T

he
U

nited
 S

tates S
ecret S

ervice w
as o

rd
ered

 to
 d

elete and
 d

estro
y all fin-

g
erp

rints, p
ho

to
g
rap

hs, and
 o

ther reco
rd

s o
f arrest o

r p
ro

cessing
relating

 to
 N

eid
o
rf's ind

ictm
ent, includ

ing
 their p

ap
er d

o
cum

ents and
their co

m
p
uter reco

rd
s.

N
eidorf w

ent b
ack to school, b

lazing
ly determ

ined to b
ecom

e a law
yer.

H
aving

 seen the justice system
 at w

o
rk, N

eid
o
rf lo

st m
uch o

f his enthu-
siasm

 fo
r m

erely tech
n
ical p

o
w

er.  A
t th

is w
ritin

g
, C

raig
 N

eid
o
rf is

w
o
rking

 in W
ashing

to
n as a salaried

 researcher fo
r the A

m
erican C

ivil
L
ib

e
rtie

s U
n
io

n
.

_
_

_
_

_

T
he o

utco
m

e o
f the N

eid
o
rf trial chang

ed
 the EFF fro

m
 vo

ices-in-the-
w

ild
erness to

 the m
ed

ia d
arling

s o
f the new

 fro
ntier.

Leg
ally sp

eaking
, the N

eid
o
rf case w

as no
t a sw

eep
ing

 trium
p
h fo

r any-
one concerned.  N

o constitutional principles had b
een estab

lished.  T
he

issues o
f "freed

o
m

 o
f the p

ress" fo
r electro

nic p
ub

lishers rem
ained

 in
leg

al lim
b
o
.  T

here w
ere p

ub
lic m

isco
ncep

tio
ns ab

o
ut the case.  M

any
people thoug

ht N
eidorf had b

een found innocent and relieved of all his
leg

al deb
ts b

y K
apor.  T

he truth w
as that the g

overnm
ent had sim

ply
dropped the case, and N

eidorf's fam
ily had gone deeply into hock to sup-

p
o
rt him

.

B
ut the N

eid
o
rf case d

id
 p

ro
vid

e a sing
le, d

evastating
, p

ub
lic so

und
-b

ite:
*T

he fed
s said

 it w
as w

o
rth eig

hty g
rand

, and
 it w

as o
nly w

o
rth thirteen

b
ucks.*

T
his is the N

eid
o
rf case's sing

le m
o
st m

em
o
rab

le elem
ent.  N

o
 serio

us
rep

o
rt o

f the case m
issed

 this p
articular elem

ent.  Even co
p
s co

uld
 no

t
read this w

ithout a w
ince and a shake of the head.  It left the pub

lic
cred

ib
ility o

f the crackd
o
w

n ag
ents in tatters.
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T
he crackdow

n, in fact, continued, how
ever.   T

hose tw
o charges against

Prophet, w
hich had b

een b
ased on the E9

1
1
 D

ocum
ent, w

ere quietly
forgotten at his sentencing —

 even though Prophet had already pled
g
uilty to

 them
. G

eo
rg

ia fed
eral p

ro
secuto

rs stro
ng

ly arg
ued

 fo
r jail tim

e
for the A

tlanta T
hree, insisting on "the need to send a m

essage to the
com

m
unity,"  "the m

essage that hackers around the country need to
hear."

T
here w

as a g
reat deal in their sentencing

 m
em

orandum
 ab

out the aw
ful

things that various other hackers had done  (though the A
tlanta T

hree
them

selves had
 no

t, in fact, actually co
m

m
itted

 these crim
es).  T

here
w

as also m
uch speculation about the aw

ful things that the A
tlanta T

hree
*m

ight*  have done and *w
ere capable*  of doing  (even though they had

no
t, in fact, actually d

o
ne them

).  T
he p

ro
secutio

n's arg
um

ent carried
the day.  T

he A
tlanta T

hree w
ere sent to prison:  U

rvile and Leftist b
oth

got 1
4
 m

onths each, w
hile Prophet (a second offender) got 2

1
 m

onths.

T
he A

tlanta T
hree w

ere also assessed stag
g
ering

 fines as "restitution":
$
2
3
3
,0

0
0
 each.  B

ellSouth claim
ed that the defendants had "stolen"

"ap
p
ro

xim
ately $

2
3

3
,8

8
0

 w
o
rth"  o

f "p
ro

p
rietary co

m
p
uter access

info
rm

atio
n" —

 sp
ecifically,  $

2
3

3
,8

8
0

 w
o
rth o

f co
m

p
uter p

assw
o
rd

s
and connect addresses.  B

ellSouth's astonishing
 claim

 of the extrem
e

value of its ow
n com

puter passw
ords and addresses w

as accepted at face
value b

y the G
eo

rg
ia co

urt.   Furtherm
o
re (as if to

 em
p
hasize its theo

-
retical nature)  this eno

rm
o
us sum

 w
as no

t d
ivvied

 up
 am

o
ng

 the A
tlanta

T
hree, but each of them

 had to pay all of it.

A
 striking

 aspect of the sentence w
as that the A

tlanta T
hree w

ere specif-
ically fo

rb
id

d
en to

 use co
m

p
uters, excep

t fo
r w

o
rk o

r und
er sup

ervi-
sion.  D

epriving hackers of hom
e com

puters and m
odem

s m
akes som

e
sense if o

ne co
nsid

ers hackers as "co
m

p
uter ad

d
icts," b

ut EFF, filing
 an

am
icus b

rief in the case, p
ro

tested
 that this p

unishm
ent w

as unco
nsti-

tutio
nal —

  it d
ep

rived
 the A

tlanta T
hree o

f their rig
hts o

f free asso
cia-

tio
n and

 free exp
ressio

n thro
ug

h electro
nic m

ed
ia.

T
erm

inus, the "ultim
ate hacker,"  w

as finally sent to
 p

riso
n fo

r a year
through the dogged efforts of the C

hicago T
ask Force.   H

is crim
e, to
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w
hich he p

led
 g

uilty,  w
as the transfer o

f the U
N

IX
 p

assw
o
rd

 trap
p
er,

w
hich w

as o
fficially valued

 b
y A

T
&

T
 at $

7
7

,0
0

0
, a fig

ure w
hich

aro
used

 intense skep
ticism

 am
o
ng

 tho
se fam

iliar w
ith U

N
IX

 "lo
g
in.c"

p
ro

g
ram

s.

T
he jailing

 o
f T

erm
inus and

 the A
tlanta Leg

io
nnaires o

f D
o
o
m

, ho
w

ever,
did not cause the EFF any sense of em

barrassm
ent or defeat.   O

n the
co

n
trary, th

e
 civil lib

e
rtarian

s w
e
re

 rap
id

ly g
ath

e
rin

g
 stre

n
g
th

.

A
n early and

 p
o
tent sup

p
o
rter w

as S
enato

r Patrick Leahy, D
em

o
crat

from
 V

erm
ont, w

ho had been a Senate sponsor of the Electronic
C
o
m

m
unicatio

ns Privacy A
ct. Even b

efo
re the N

eid
o
rf trial, Leahy had

spoken out in defense of hacker-pow
er and freedom

 of the keyboard: "W
e

can
n
o
t u

n
d
u
ly in

h
ib

it th
e
 in

q
u
isitive

 1
3

-ye
ar-o

ld
 w

h
o
, if le

ft to
 e

xp
e
r-

im
ent to

d
ay, m

ay to
m

o
rro

w
 d

evelo
p
 the teleco

m
m

unicatio
ns o

r co
m

p
ut-

er technolog
y to lead the U

nited States into the 2
1
st century.  H

e repre-
sents o

ur future and
 o

ur b
est ho

p
e to

 rem
ain a techno

lo
g
ically co

m
p
eti-

tive natio
n."

It w
as a handsom

e statem
ent, rendered perhaps rather m

ore effective b
y

the fact that the crackd
o
w

n raid
ers *d

id
 no

t have*  any S
enato

rs sp
eak-

ing
 o

ut fo
r *them

.*   O
n the co

ntrary, their hig
hly secretive actio

ns and
tactics, all "sealed

 search w
arrants" here and

 "co
nfid

ential o
ng

o
ing

investig
atio

ns" there, m
ig

ht have w
o
n them

 a b
urst o

f g
lam

o
ro

us p
ub

-
licity at first, b

ut w
ere crip

p
ling

 them
 in the o

n-g
o
ing

 p
ro

p
ag

and
a w

ar.
G
ail T

hackeray w
as reduced to unsupported b

luster:  "Som
e of these peo-

p
le w

ho
 are lo

ud
est o

n the b
and

w
ag

o
n m

ay just slink into
 the b

ack-
g
round," she predicted in *N

ew
sw

eek*  —
 w

hen all the facts cam
e out,

and the cops w
ere vindicated.

B
ut all the facts did not com

e out.  T
hose facts that did, w

ere not very
flattering

.  A
nd the cops w

ere not vindicated.  A
nd G

ail T
hackeray lost

her jo
b
.  B

y the end
 o

f 1
9

9
1

, W
illiam

 C
o
o
k had

 also
 left p

ub
lic em

p
lo

y-
m

ent.

1
9
9
0
 had belonged to the crackdow

n, but by '9
1
 its agents w

ere in
severe d

isarray, and
 the lib

ertarians w
ere o

n a ro
ll.   Peo

p
le w

ere
flo

cking
 to

 the cause.
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A
 p

articularly interesting
 ally had

 b
een M

ike G
o
d
w

in o
f A

ustin, T
exas.

G
o
d
w

in w
as an ind

ivid
ual alm

o
st as d

ifficult to
 d

escrib
e as B

arlo
w

; he
had been editor of the student new

spaper of the U
niversity of T

exas, and
a co

m
p
uter salesm

an, and
 a p

ro
g
ram

m
er, and

 in 1
9

9
0

 w
as b

ack in law
scho

o
l, lo

o
king

 fo
r a law

 d
eg

ree.

G
o
d
w

in w
as also

 a b
ulletin b

o
ard

 m
aven.   H

e w
as very w

ell-kno
w

n in
the A

ustin b
o
ard

 co
m

m
unity und

er his hand
le "Jo

hnny M
nem

o
nic,"

w
hich he ad

o
p
ted

 fro
m

 a cyb
erp

unk science fictio
n sto

ry b
y W

illiam
G

ib
so

n. G
o
dw

in w
as an ardent cyb

erpunk science fictio
n fan.   A

s a fello
w

A
ustinite o

f sim
ilar ag

e and
 sim

ilar interests, I m
yself had

 kno
w

n
G

o
d
w

in so
cially fo

r m
any years.   W

hen W
illiam

 G
ib

so
n and

 m
yself had

b
een w

riting
 o

ur co
llab

o
rative S

F no
vel,  *T

he D
ifference Eng

ine,*
G

o
d
w

in had
 b

een o
ur technical ad

viso
r in o

ur effo
rt to

 link o
ur A

p
p
le

w
o
rd

-p
ro

cesso
rs fro

m
 A

ustin to
 V

anco
uver.  G

ib
so

n and
 I w

ere so
pleased b

y his g
enerous expert help that w

e nam
ed a character in the

no
vel "M

ichael G
o
d
w

in" in his ho
no

r.

T
he hand

le "M
nem

o
nic" suited

 G
o
d
w

in very w
ell. H

is erud
itio

n and
 his

m
astery o

f trivia w
ere im

p
ressive to

 the p
o
int o

f stup
o
r; his ard

ent
curiosity seem

ed insatiable, and his desire to debate and argue seem
ed

the central d
rive o

f his life.  G
o
d
w

in had
 even started

 his o
w

n A
ustin

d
eb

ating
 so

ciety, w
ryly kno

w
n as the "D

ull M
en's C

lub
." In p

erso
n,

G
o
d
w

in co
uld

 b
e o

verw
helm

ing
; a flyp

ap
er- b

rained
 p

o
lym

ath  w
ho

could not seem
 to let any idea go. O

n bulletin boards, how
ever, G

odw
in's

clo
sely reaso

ned
, hig

hly g
ram

m
atical, erud

ite p
o
sts suited

 the m
ed

ium
w

ell, and
 he b

ecam
e a lo

cal b
o
ard

 celeb
rity.

M
ike G

o
d
w

in w
as the m

an m
o
st resp

o
nsib

le fo
r the p

ub
lic natio

nal
exposure of the Steve Jackson case.   T

he Izenberg seizure in A
ustin had

received
 no

 p
ress co

verag
e at all.  T

he M
arch 1

 raid
s o

n M
ento

r,
B
loodaxe, and Steve Jackson G

am
es had received a  b

rief front-pag
e

sp
lash in the fro

nt p
ag

e o
f the *A

ustin A
m

erican-S
tatesm

an,*  b
ut it

w
as co

nfused
 and

 ill-info
rm

ed
:  the w

arrants w
ere sealed

, and
 the

Secret Service w
asn't talking

.  Steve Jackson seem
ed doom

ed to ob
scuri-

ty.   Jackson had not b
een arrested; he w

as not charg
ed w

ith any crim
e;

he w
as no

t o
n trial.   H

e had
 lo

st so
m

e co
m

p
uters in an o

ng
o
ing

 investi-

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
2 8 3



gation —
 so w

hat?  Jackson tried hard to attract attention to the true
extent o

f his p
lig

ht, b
ut he w

as d
raw

ing
 a b

lank; no
 o

ne in a p
o
sitio

n to
help him

 seem
ed able to get a m

ental grip on the issues.

G
o
d
w

in, ho
w

ever, w
as uniq

uely, alm
o
st m

ag
ically, q

ualified
 to

 carry
Jackson's case to the outside w

orld. G
odw

in w
as a board enthusiast, a

science fictio
n fan, a fo

rm
er jo

urnalist, a co
m

p
uter salesm

an, a
law

yer-to
-b

e, and
 an A

ustinite.   T
hro

ug
h a co

incid
ence yet m

o
re am

az-
ing

, in his last year o
f law

 scho
o
l G

o
d
w

in had
 sp

ecialized
 in fed

eral
p
ro

secutio
ns and

 crim
inal p

ro
ced

ure.  A
cting

 entirely o
n his o

w
n,

G
o
d
w

in m
ad

e up
 a p

ress p
acket w

hich sum
m

arized
 the issues and

 p
ro

-
vid

ed
 useful co

ntacts fo
r rep

o
rters.  G

o
d
w

in's b
ehind

-the-scenes effo
rt

(w
hich he carried

 o
ut m

o
stly to

 p
ro

ve a p
o
int in a lo

cal b
o
ard

 d
eb

ate)
b
ro

ke the sto
ry ag

ain in the *A
ustin A

m
erican-S

tatesm
an*  and

 then in
*N

ew
sw

eek.*

Life w
as never the sam

e for M
ike G

odw
in after that. A

s he joined the
g
ro

w
ing

 civil lib
erties d

eb
ate o

n the Internet, it w
as o

b
vio

us to
 all p

ar-
ties involved that here w

as one g
uy w

ho, in the m
idst of com

plete m
urk

and
 co

nfusio
n, *g

enuinely und
ersto

o
d
 everything

 he w
as talking

 ab
o
ut.*

T
he d

isp
arate elem

ents o
f G

o
d
w

in's d
ilettantish existence sud

d
enly fell

together as neatly as the facets of a Rubik's cube.

W
hen the tim

e cam
e to

 hire a full-tim
e EFF staff atto

rney, G
o
d
w

in w
as

the obvious choice.  H
e took the T

exas bar exam
, left A

ustin, m
oved to

C
am

b
rid

g
e
, b

e
cam

e
 a fu

ll-tim
e
, p

ro
fe

ssio
n
al, co

m
p
u
te

r civil lib
e
rtari-

an, and
 w

as so
o
n to

uring
 the natio

n o
n b

ehalf o
f EFF, d

elivering
 w

ell-
received addresses on the issues to crow

ds as disparate as academ
ics,

ind
ustrialists, science fictio

n fans, and
 fed

eral co
p
s.

M
ichael G

o
d
w

in is currently the chief leg
al co

unsel o
f the Electro

nic
Fro

ntier Fo
und

atio
n in C

am
b
rid

g
e, M

assachusetts.
_

_
_

_
_

A
no

ther early and
 influential p

articip
ant in the co

ntro
versy w

as
D

orothy D
enning

.   D
r. D

enning
 w

as unique am
ong

 investig
ators of the

com
puter underground in that she did not enter the debate w

ith any set
o
f p

o
liticized

 m
o
tives.  S

he w
as a p

ro
fessio

nal cryp
to

g
rap

her and
 co

m
-
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p
u
ter secu

rity exp
ert w

h
o
se p

rim
ary in

terest in
 h

ackers w
as *sch

o
l-

arly.*   S
he had

 a B
.A

. and
 M

.A
. in m

athem
atics,  and

  a Ph.D
. in co

m
p
ut-

er science fro
m

 Purd
ue.  S

he had
 w

o
rked

 fo
r S

R
I Internatio

nal, the
C
alifo

rnia think-tank that w
as also

 the ho
m

e o
f co

m
p
uter- security

m
aven D

o
nn Parker, and

 had
 autho

red
 an influential text called

*C
ryp

to
g
rap

hy and
 D

ata S
ecurity.* In 1

9
9

0
, D

r. D
enning

 w
as w

o
rking

fo
r  D

ig
ital Eq

uip
m

ent C
o
rp

o
ratio

n in their S
ystem

s R
eseach C

enter.
H

er husb
and

, Peter D
enning

, w
as also

  a co
m

p
uter security exp

ert,
w

orking
 for N

A
SA

's Research Institute for A
dvanced C

om
puter Science.

H
e had

 ed
ited

 the w
ell- received

 *C
o
m

p
uters U

nd
er A

ttack:  Intrud
ers,

W
o
rm

s and
 V

iruses.*

D
r. D

enning
 to

o
k it up

o
n herself to

 co
ntact the d

ig
ital und

erg
ro

und
,

m
o
re o

r less w
ith an anthro

p
o
lo

g
ical interest.  T

here she d
isco

vered
 that

these co
m

p
uter- intrud

ing
 hackers, w

ho
 had

 b
een characterized

 as
unethical, irresp

o
nsib

le, and
 a serio

us d
ang

er to
 so

ciety, d
id

 in fact
have their o

w
n sub

culture and
 their o

w
n rules. T

hey w
ere no

t p
articu-

larly
 w

e
ll-co

n
sid

e
re

d
 ru

le
s, b

u
t th

e
y
 w

e
re

, in
 fact, ru

le
s.   B

asically
,

they didn't take m
oney and they didn't break anything.

H
er d

isp
assio

nate rep
o
rts o

n her researches d
id

 a g
reat d

eal to
 influence

serio
us-m

ind
ed

 co
m

p
uter p

ro
fessio

nals —
 the so

rt o
f p

eo
p
le w

ho
 m

ere-
ly ro

lled
 their eyes at the cyb

ersp
ace rhap

so
d
ies o

f a Jo
hn Perry

B
arlo

w
.

Fo
r yo

ung
 hackers o

f the d
ig

ital und
erg

ro
und

, m
eeting

 D
o
ro

thy D
enning

w
as a g

enuinely m
ind

-b
o
g
g
ling

 exp
erience.   H

ere w
as this neatly

co
iffed

, co
nservatively d

ressed
, d

ainty little p
erso

nag
e, w

ho
 rem

ind
ed

m
o
st hackers o

f their m
o
m

s o
r their aunts.  A

nd
 yet she w

as an IB
M

system
s p

ro
g
ram

m
er w

ith p
ro

fo
und

 exp
ertise in co

m
p
uter architec-

tures and
 hig

h-security info
rm

atio
n flo

w
, w

ho
 had

 p
erso

nal friend
s in

the FB
I and

 the N
atio

nal S
ecurity A

g
ency.

D
o
ro

thy D
enning

 w
as a shining

 exam
p
le o

f the A
m

erican m
athem

atical
in

tellig
en

tsia, a g
en

u
in

ely b
rillian

t p
erso

n
 fro

m
 th

e cen
tral ran

ks o
f

the co
m

p
uter- science elite.  A

nd
 here she w

as, g
ently q

uestio
ning

tw
en

ty-year-o
ld

 h
airy-eyed

 p
h
o
n
e-p

h
reaks o

ver th
e d

eep
er eth

ical
im

p
licatio

n
s o

f th
eir b

eh
avio

r.
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C
o
nfro

nted
 b

y this g
enuinely nice lad

y, m
o
st hackers sat up

 very
straig

ht and
 d

id
 their b

est to
 keep

 the anarchy- file stuff d
o
w

n to
 a faint

w
hiff o

f b
rim

sto
ne. N

evertheless, the hackers *w
ere*  in fact p

rep
ared

to
 serio

usly d
iscuss serio

us issues w
ith D

o
ro

thy D
enning

.  T
hey w

ere
w

illing
 to

 sp
eak the unsp

eakab
le and

 d
efend

 the ind
efensib

le,  to
 b

lurt
out their convictions that inform

ation cannot b
e ow

ned, that the data-
b
ases of g

overnm
ents and larg

e corporations w
ere a threat to the rig

hts
an

d
 p

rivacy o
f in

d
ivid

u
als.

D
enning

's articles m
ad

e it clear to
 m

any that "hacking
" w

as no
t sim

p
le

vand
alism

 b
y so

m
e evil cliq

ue o
f p

sycho
tics.   "H

acking
" w

as no
t an

ab
errant m

enace that co
uld

 b
e charm

ed
 aw

ay b
y ig

no
ring

 it, o
r sw

ep
t

o
ut o

f existence b
y jailing

 a few
 ring

lead
ers.   Instead

, "hacking
" w

as
sym

p
to

m
atic o

f a g
ro

w
ing

, p
rim

al strug
g
le o

ver kno
w

led
g
e and

 p
o
w

er in
the  ag

e o
f info

rm
atio

n.

D
enning

 pointed out that the attitude of hackers w
ere at least partially

shared
 b

y fo
rw

ard
-lo

o
king

 m
anag

em
ent theo

rists in the b
usiness co

m
-

m
u
n
ity: p

eo
p
le like P

eter D
ru

cker an
d
 T

o
m

 P
eters.  P

eter D
ru

cker, in
his b

o
o
k *T

he N
ew

 R
ealities,*  had

 stated
 that "co

ntro
l o

f info
rm

atio
n

b
y the g

o
vernm

ent is no
 lo

ng
er p

o
ssib

le. Ind
eed

, info
rm

atio
n is no

w
transnatio

nal.  Like m
o
ney, it has no

 'fatherland
.'"

A
nd m

anagem
ent m

aven T
om

 Peters had chided large corporations for
u
p
tig

h
t, p

ro
p
rietary attitu

d
es in

 h
is b

estseller, *T
h
rivin

g
 o

n
 C

h
ao

s:*
"In

fo
rm

atio
n
 h

o
ard

in
g
, esp

ecially b
y p

o
litically m

o
tivated

, p
o
w

er-
seeking

 staffs, had b
een com

m
onplace throug

hout A
m

erican industry,
service an

d
 m

an
u
factu

rin
g
 alike. It w

ill b
e an

 im
p
o
ssib

le m
illsto

n
e

aro
ung

 the neck o
f to

m
o
rro

w
's o

rg
anizatio

ns."

D
orothy D

enning
 had shattered the social m

em
b
rane of the dig

ital
underg

round.   She attended the N
eidorf trial, w

here she w
as prepared to

testify fo
r the d

efense as an exp
ert w

itness.   S
he w

as a b
ehind

-the-
scenes organizer of tw

o of the m
ost im

portant national m
eetings of the

co
m

p
uter civil lib

ertarians.   T
ho

ug
h no

t a zealo
t o

f any d
escrip

tio
n, she

b
ro

ug
ht d

isp
arate elem

ents o
f the electro

nic co
m

m
unity into

 a surp
ris-

in
g
 an

d
 fru

itfu
l co

llu
sio

n
.
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D
o
ro

thy D
enning

 is currently the C
hair o

f the C
o
m

p
uter S

cience
D

ep
artm

ent at G
eo

rg
eto

w
n U

niversity in W
ashing

to
n, D

C
.

_
_

_
_

_

T
h
e
re

 w
e
re

 m
an

y ste
llar fig

u
re

s in
 th

e
 civil lib

e
rtarian

 co
m

m
u
n
ity.

T
here's no

 q
uestio

n, ho
w

ever, that its sing
le m

o
st influential fig

ure w
as

M
itchell D

. K
ap

o
r.  O

ther p
eo

p
le m

ig
ht have fo

rm
al titles, o

r g
o
vern-

m
ental p

o
sitio

ns, have m
o
re exp

erience w
ith crim

e, o
r w

ith the law
, o

r
w

ith the arcanities o
f co

m
p
uter security o

r co
nstitutio

nal theo
ry.  B

ut
b
y 1

9
9

1
 K

ap
o
r had

 transcend
ed

 any such narro
w

 ro
le.  K

ap
o
r had

b
eco

m
e "M

itch."

M
itch had

 b
eco

m
e the central civil-lib

ertarian ad
- ho

crat.   M
itch had

sto
o
d
 up

 first, he had
 sp

o
ken o

ut lo
ud

ly, d
irectly, vig

o
ro

usly and
 ang

ri-
ly, he had

 p
ut his o

w
n rep

utatio
n, and

 his very co
nsid

erab
le p

erso
nal

fo
rtune, o

n the line.   B
y m

id
-'9

1
 K

ap
o
r w

as the b
est-kno

w
n ad

vo
cate o

f
his cause and

 w
as kno

w
n *p

erso
nally* b

y alm
o
st every sing

le hum
an

b
eing

 in A
m

erica w
ith any d

irect influence o
n the q

uestio
n o

f civil lib
-

erties in cyb
ersp

ace.   M
itch had

 b
uilt b

rid
g
es, cro

ssed
 vo

id
s, chang

ed
p
arad

ig
m

s, fo
rg

ed
 m

etap
ho

rs, m
ad

e p
ho

ne-calls and
 sw

ap
p
ed

 b
usiness

cards to such spectacular effect that it had becom
e im

possible for anyone
to take any action in the "hacker question" w

ithout w
ondering

 w
hat

M
itch m

ig
ht think —

 and
 say —

 and
 tell his friend

s.

T
he EFF had

 sim
p
ly *netw

o
rked

*  the situatio
n into

 an entirely new
status quo.  A

nd in fact this had been EFF's deliberate strategy from
 the

b
eg

inning
.  B

o
th B

arlo
w

 and
 K

ap
o
r lo

athed
 b

ureaucracies and
 had

 d
elib

-
erately cho

sen to
 w

o
rk alm

o
st entirely thro

ug
h the electro

nic sp
id

erw
eb

o
f "valuab

le p
erso

nal co
ntacts."

A
fter a year o

f EFF, b
o
th B

arlo
w

 and
 K

ap
o
r had

 every reaso
n to

 lo
o
k

b
ack w

ith satisfactio
n.   EFF had

 estab
lished

 its o
w

n Internet no
d
e,

"eff.o
rg

,"  w
ith a w

ell-sto
cked

 electro
nic archive o

f d
o
cum

ents o
n elec-

tro
nic civil rig

hts, p
rivacy issues, and

 acad
em

ic freed
o
m

.   EFF w
as also

p
u
b
lish

in
g
  *E

FFe
cto

r,*  a q
u
arte

rly
 p

rin
te

d
 jo

u
rn

al, as w
e
ll as

*EFFecto
r O

n
lin

e,*  an
 electro

n
ic  n

ew
sletter w

ith
 o

ver 1
,2

0
0

 su
b
-

scrib
ers.  A

nd
 EFF w

as thriving
 o

n the W
ell.
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EFF had
 a natio

nal head
q
uarters in C

am
b
rid

g
e and

 a full-tim
e staff.  It

had
 b

eco
m

e a m
em

b
ership

 o
rg

anizatio
n and

 w
as attracting

 g
rass-ro

o
ts

sup
p
o
rt.   It had

 also
 attracted

 the sup
p
o
rt o

f so
m

e thirty civil-rig
hts

law
yers, ready and eager to do pro bono w

ork in defense of the
C
o
nstitutio

n in C
yb

ersp
ace.

EFF had
 lo

b
b
ied

 successfully in W
ashing

to
n and

 in M
assachusetts to

chang
e state and

 fed
eral leg

islatio
n o

n co
m

p
uter netw

o
rking

.   K
ap

o
r in

p
articular had

 b
eco

m
e a veteran exp

ert w
itness, and

 had
 jo

ined
 the

C
om

puter Science and T
elecom

m
unications B

oard of the N
ational

A
cadem

y of Science and Engineering.

EFF had sponsored m
eeting

s such as "C
om

puters, Freedom
 and Privacy"

and
 the C

PS
R
 R

o
und

tab
le.   It had

 carried
 o

ut a p
ress o

ffensive that, in
the w

ords of *EFFector,*  "has affected the clim
ate of opinion ab

out
co

m
p
uter netw

o
rking

 and
 b

eg
un to

 reverse the slid
e into

 'hacker hyste-
ria' that w

as b
eg

inning
 to

 g
rip

 the natio
n."

It had
 help

ed
 C

raig
 N

eid
o
rf avo

id
 p

riso
n.

A
nd

, last b
ut certainly no

t least, the Electro
nic Fro

ntier Fo
und

atio
n had

filed
 a fed

eral law
suit in the nam

e o
f S

teve Jackso
n, S

teve Jackso
n

G
am

es Inc., and
 three users o

f the Illum
inati b

ulletin b
o
ard

 system
.  T

he
d
efend

ants w
ere, and

 are, the U
nited

 S
tates S

ecret S
ervice, W

illiam
C
o
o
k, T

im
 Fo

ley, B
arb

ara G
o
ld

en and
 H

enry K
leup

fel.

T
he case, w

hich is in p
re-trial p

ro
ced

ures in an A
ustin fed

eral co
urt as

o
f this w

riting
, is a civil actio

n fo
r d

am
ag

es to
 red

ress alleg
ed

 vio
latio

ns
of the First and Fourth A

m
endm

ents to the U
nited States C

onstitution, as
w

ell as the Privacy Pro
tectio

n A
ct o

f 1
9

8
0

 (4
2

 U
S
C
 2

0
0

0
aa et seq

.),
and

 the Electro
nic C

o
m

m
unicatio

ns Privacy A
ct (1

8
 U

S
C
 2

5
1

0
 et seq

and
 2

7
0

1
 et seq

).

EFF had
 estab

lished
 that it had

 cred
ib

ility.  It had
 also

 estab
lished

 that it
had

 teeth.

In the fall o
f 1

9
9

1
 I travelled

 to
 M

assachusetts to
 sp

eak p
erso

nally w
ith
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M
itch K

ap
o
r.  It w

as m
y final interview

 fo
r this b

o
o
k.

_
_

_
_

_

T
he city of B

oston has alw
ays b

een one of the m
ajor intellectual centers

o
f the A

m
erican rep

ub
lic.  It is a very o

ld
 city b

y A
m

erican stand
ard

s, a
p
lace o

f skyscrap
ers o

vershad
o
w

ing
 seventeenth-century g

raveyard
s,

w
here the hig

h-tech start-up
 co

m
p
anies o

f R
o
ute 1

2
8

 co
-exist w

ith the
hand

-w
ro

ug
ht p

re-ind
ustrial g

race o
f "O

ld
 Iro

nsid
es," the U

S
S

*C
o
nstitutio

n.*

T
he B

attle o
f B

unker H
ill, o

ne o
f the first and

 b
itterest arm

ed
 clashes o

f
the A

m
erican R

evo
lutio

n, w
as fo

ug
ht in B

o
sto

n's enviro
ns.   T

o
d
ay there

is a m
o
num

ental sp
ire o

n B
unker H

ill, visib
le thro

ug
ho

ut m
uch o

f the
city.    T

he w
illing

ness o
f the rep

ub
lican revo

lutio
naries to

 take up
arm

s and
 fire o

n their o
p
p
resso

rs has left a  cultural leg
acy that tw

o
full centuries have no

t effaced
.   B

unker H
ill is still a p

o
tent center o

f
A

m
erican p

o
litical sym

b
o
lism

, and
 the S

p
irit o

f '7
6

  is still a p
o
tent

im
ag

e fo
r tho

se w
ho

 seek to
 m

o
ld

 p
ub

lic o
p
inio

n.

O
f co

urse, no
t everyo

ne w
ho

 w
rap

s him
self in the flag

 is necessarily a
p
atrio

t.  W
hen I visited

 the sp
ire in S

ep
tem

b
er 1

9
9

1
, it b

o
re a hug

e,
b
ad

ly-erased
, sp

ray-can g
rafitto

 aro
und

 its b
o
tto

m
 read

ing
 "B

R
IT

S
 O

U
T

—
 IR

A
 PR

O
V

O
S
."   Insid

e this hallo
w

ed
 ed

ifice w
as a g

lass-cased
 d

io
ram

a
of thousands of tiny toy soldiers, reb

els and redcoats, fig
hting

 and dying
o
ver th

e g
reen

 h
ill, th

e riversid
e m

arsh
es, th

e reb
el tren

ch
w

o
rks.

Plaques indicated the m
ovem

ent of troops, the shiftings of strategy.  T
he

B
unker H

ill M
o
num

ent is o
ccup

ied
 at its very center b

y the to
y so

ld
iers

o
f a m

ilitary w
ar-g

am
e
 sim

u
latio

n
.

T
he B

o
sto

n m
etro

p
lex is a p

lace o
f g

reat universities, p
ro

m
inent am

o
ng

the M
assachusetts Institute of T

echnolog
y, w

here the term
 "com

puter
hacker" w

as first co
ined

.  T
he H

acker C
rackd

o
w

n o
f 1

9
9

0
 m

ig
ht b

e
interp

reted
 as a p

o
litical strug

g
le am

o
ng

 A
m

erican cities: trad
itio

nal
stro

ng
ho

ld
s o

f lo
ng

hair intellectual lib
eralism

, such as B
o
sto

n, S
an

Fran
cisco

, an
d
 A

u
stin

, versu
s th

e b
are-kn

u
ckle in

d
u
strial p

rag
m

atism
o
f C

hicag
o
 and

 Pho
enix  (w

ith A
tlanta and

 N
ew

 Y
o
rk w

rap
p
ed

 in internal
strug

g
le).
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T
he head

q
uarters o

f the Electro
nic Fro

ntier Fo
und

atio
n is o

n 1
5

5
 S

eco
nd

S
treet in C

am
b
rid

g
e, a B

o
sto

nian sub
urb

 no
rth o

f the R
iver C

harles.
Second Street has w

eedy sidew
alks of dented, sagging brick and elderly

cracked
 asp

halt; larg
e street-sig

ns w
arn "N

O
 PA

R
K

IN
G

 D
U

R
IN

G
D

EC
LA

R
ED

 S
N

O
W

 EM
ER

G
EN

C
Y
."   T

his is an o
ld

 area o
f m

o
d
est m

anufac-
turing

 ind
ustries; the EFF is cateco

rner fro
m

 the G
reene R

ub
b
er

C
o
m

p
any.   EFF's b

uild
ing

 is tw
o
 sto

ries o
f red

 b
rick; its larg

e w
o
o
d
en

w
ind

o
w

s feature g
racefully arched

 to
p
s and

 sto
ne sills.

T
he glass w

indow
 beside the Second Street entrance bears three sheets of

neatly laser-p
rinted

 p
ap

er, tap
ed

 ag
ainst the g

lass.  T
hey read

:  O
N

T
echno

lo
g
y.  EFF.  K

EI.

"O
N

 T
echno

lo
g
y" is K

ap
o
r's so

ftw
are co

m
p
any, w

hich currently sp
ecial-

izes in "g
ro

up
w

are" fo
r the A

p
p
le M

acinto
sh co

m
p
uter.  "G

ro
up

w
are" is

intend
ed

 to
 p

ro
m

o
te efficient so

cial interactio
n am

o
ng

 o
ffice-w

o
rkers

linked
 b

y co
m

p
uters.  O

N
 T

echno
lo

g
y's m

o
st successful so

ftw
are p

ro
d
-

ucts to date are "M
eeting M

aker" and "Instant U
pdate."

"K
EI" is K

ap
o
r Enterp

rises Inc., K
ap

o
r's p

erso
nal ho

ld
ing

 co
m

p
any, the

co
m

m
ercial entity that fo

rm
ally co

ntro
ls his extensive investm

ents in
o
ther hard

w
are and

 so
ftw

are co
rp

o
ratio

ns.

"EFF" is a p
o
litical actio

n g
ro

up
 —

 o
f a sp

ecial so
rt.

Inside, som
eone's bike has been chained to the handrails of a m

odest
flig

ht o
f stairs.  A

 w
all o

f m
o
d
ish g

lass b
rick sep

arates this antero
o
m

from
 the offices. B

eyond the b
rick, there's an alarm

 system
 m

ounted on
the w

all, a sleek, co
m

p
lex little num

b
er that resem

b
les a cro

ss b
etw

een
a therm

o
stat and

 a C
D

 p
layer.  Piled

 ag
ainst the w

all are b
o
x after b

o
x o

f
a recent sp

ecial issue o
f *S

cientific A
m

erican,* "H
o
w

 to
 W

o
rk, Play,

and
 T

hrive in C
yb

ersp
ace," w

ith extensive co
verag

e o
f electro

nic net-
w

o
rking

 techniq
ues and

 p
o
litical issues, includ

ing
 an article b

y K
ap

o
r

him
self.   T

hese boxes are addressed to G
erard V

an der Leun, EFF's
D

irecto
r o

f C
o
m

m
unicatio

ns, w
ho

 w
ill sho

rtly m
ail tho

se m
ag

azines to
every m

em
b
er o

f the EFF.

T
he jo

int head
q
uarters o

f EFF, K
EI, and

 O
N

 T
echno

lo
g
y, w

hich K
ap

o
r
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currently rents, is a m
o
d
estly b

ustling
 p

lace.   It's very m
uch the sam

e
p
hysical size as S

teve Jackso
n's g

am
ing

 co
m

p
any.  It's certainly a far

cry fro
m

 the g
ig

antic g
ray steel-sid

ed
 railw

ay ship
p
ing

 b
arn, o

n the
M

o
nsig

no
r O

'B
rien H

ig
hw

ay, that is o
w

ned
 b

y Lo
tus D

evelo
p
m

ent
C
o
rp

o
ratio

n.

Lo
tus is, o

f co
urse, the so

ftw
are g

iant that M
itchell K

ap
o
r fo

und
ed

 in the
late 7

0
s.  T

he so
ftw

are p
ro

g
ram

 K
ap

o
r co

-autho
red

, "Lo
tus 1

-2
-3

," is
still that co

m
p
any's m

o
st p

ro
fitab

le p
ro

d
uct.  "Lo

tus 1
-2

-3
" also

 b
ears

a sing
ular d

istinctio
n in the d

ig
ital und

erg
ro

und
: it's p

ro
b
ab

ly the m
o
st

p
irated

 p
iece o

f ap
p
licatio

n so
ftw

are in w
o
rld

 histo
ry.

K
ap

o
r g

reets m
e co

rd
ially in his o

w
n o

ffice, d
o
w

n a hall.   K
ap

o
r, w

ho
se

nam
e is p

ro
no

unced
 K

A
Y
-p

o
r, is in his early fo

rties, m
arried

 and
 the

father of tw
o.   H

e has a round face, high forehead, straight nose, a
slig

htly to
usled

 m
o
p
 o

f b
lack hair p

ep
p
ered

 w
ith g

ray.  H
is larg

e b
ro

w
n

eyes are w
id

eset,  reflective, o
ne m

ig
ht alm

o
st say so

ulful. H
e d

isd
ains

ties, and
 co

m
m

o
nly w

ears H
aw

aiian shirts and
 tro

p
ical p

rints, no
t so

m
uch g

arish as sim
p
ly  cheerful and

 just that little b
it ano

m
alo

us.

T
here is just the w

hiff o
f hacker b

rim
sto

ne ab
o
ut M

itch K
ap

o
r.  H

e m
ay

n
o
t h

av
e
 th

e
 h

ard
-rid

in
g
, h

e
ll-fo

r- le
ath

e
r, g

u
itar-stru

m
m

in
g
 ch

aris-
m

a o
f his W

yo
m

ing
 co

lleag
ue Jo

hn Perry B
arlo

w
, b

ut there's so
m

ething
about the guy that still stops one short.   H

e has the air of the Eastern
city d

ud
e in the b

o
w

ler hat, the d
ream

y, Lo
ng

fello
w

-q
uo

ting
 p

o
ker

shark w
ho only *happens*  to know

 the exact m
athem

atical odds ag
ainst

d
raw

ing
 to

 an insid
e straig

ht.  Even am
o
ng

 his co
m

p
uter-co

m
m

unity
co

lleag
ues, w

ho
 are hard

ly kno
w

n fo
r m

ental slug
g
ishness, K

ap
o
r

strikes o
ne fo

rcefully as a very intellig
ent m

an.  H
e sp

eaks rap
id

ly,
w

ith vig
o
ro

us g
estures, his B

o
sto

n accent so
m

etim
es slip

p
ing

 to
 the

sharp
 nasal tang

 o
f his yo

uth in Lo
ng

 Island
.

K
ap

o
r, w

ho
se K

ap
o
r Fam

ily Fo
und

atio
n d

o
es m

uch o
f his p

hilanthro
p
ic

w
o
rk, is a stro

ng
 sup

p
o
rter o

f B
o
sto

n's C
o
m

p
uter M

useum
.   K

ap
o
r's

interest in the histo
ry o

f his ind
ustry has b

ro
ug

ht him
 so

m
e rem

ark-
ab

le curio
s, such as the "b

yte" just o
utsid

e his o
ffice d

o
o
r.  T

his "b
yte"

—
 eig

ht dig
ital b

its —
 has b

een salvag
ed from

 the w
reck of an electronic

co
m

p
uter o

f the p
re-transisto

r ag
e.  It's a stand

ing
 g

unm
etal rack ab

o
ut
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the size o
f a sm

all to
aster- o

ven:  w
ith eig

ht slo
ts o

f hand
-so

ld
ered

b
read

b
o
ard

ing
 featuring

 thum
b
-sized

 vacuum
 tub

es.  If it fell o
ff a tab

le
it co

uld
 easily b

reak yo
ur fo

o
t, b

ut it w
as state-o

f-the-art co
m

p
utatio

n
in the 1

9
4

0
s.   (It w

o
uld

 take exactly 1
5

7
,1

8
4

 o
f these p

rim
o
rd

ial
to

asters to
 ho

ld
 the first p

art o
f this b

o
o
k.)

T
here's also

 a co
iling

, m
ultico

lo
red

, scaly d
rag

o
n that so

m
e insp

ired
techno

-p
unk artist has co

b
b
led

 up
 entirely o

ut o
f transisto

rs, cap
aci-

to
rs, an

d
 b

rig
h
tly p

lastic-co
ated

 w
irin

g
.

Insid
e the o

ffice, K
ap

o
r excuses him

self b
riefly to

 d
o
 a little m

o
use-

w
hizzing

 ho
usekeep

ing
 o

n his p
erso

nal M
acinto

sh IIfx.  If its g
iant

screen w
ere an o

p
en w

ind
o
w

, an ag
ile p

erso
n co

uld
 clim

b
 thro

ug
h it

w
itho

ut m
uch tro

ub
le at all.  T

here's a co
ffee-cup

 at K
ap

o
r's elb

o
w

, a
m

em
ento

 o
f his recent trip

 to
 Eastern Euro

p
e, w

hich has a b
lack-and

-
w

hite stencilled photo and the legend C
A

PIT
A

LIST
 FO

O
LS T

O
U
R.   It's

K
ap

o
r, B

arlo
w

, an
d
 tw

o
 C

alifo
rn

ia ve
n
tu

re
-cap

italist lu
m

in
arie

s o
f

their acq
uaintance, fo

ur w
ind

b
lo

w
n, g

rinning
 B

ab
y B

o
o
m

er d
ud

es in
leather jackets, b

o
o
ts, d

enim
, travel b

ag
s, stand

ing
 o

n airp
o
rt tarm

ac
so

m
ew

here b
ehind

 the fo
rm

erly Iro
n C

urtain.  T
hey lo

o
k as if they're

having
 the ab

so
lute tim

e o
f their lives.

K
ap

o
r is in a rem

iniscent m
o
o
d
.  W

e talk a b
it ab

o
ut his yo

uth —
 hig

h
school days as a "m

ath nerd,"  Saturdays attending C
olum

bia
U

niversity's hig
h-scho

o
l science ho

no
rs p

ro
g
ram

, w
here he had

 his
first exp

erien
ce p

ro
g
ram

m
in

g
 co

m
p
u
ters.  IB

M
 1

6
2

0
s, in

 1
9

6
5

 an
d

'6
6

.   "I w
as very interested

," says K
ap

o
r, "and

 then I w
ent o

ff to
 co

lleg
e

and
 g

o
t d

istracted
 b

y d
rug

s sex and
 ro

ck and
 ro

ll, like anyb
o
d
y w

ith half
a b

rain w
o
uld

 have then!"  A
fter co

lleg
e he w

as a p
ro

g
ressive-ro

ck D
J

in H
artfo

rd
, C

o
nnecticut, fo

r a co
up

le o
f years.

I ask him
 if he ever m

isses his ro
ck and

 ro
ll d

ays —
 if he ever w

ished
 he

co
uld

 g
o
 b

ack to
 rad

io
 w

o
rk.

H
e shakes his head flatly.  "I stopped thinking about going back to be a D

J
the day after A

ltam
ont."

K
apor m

oved to B
oston in 1

9
7
4
 and g

ot a job
 prog

ram
m

ing
 m

ainfram
es
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in C
O

B
O

L.  H
e hated it.  H

e quit and becam
e a teacher of transcendental

m
ed

itatio
n. (It w

as K
ap

o
r's lo

ng
 flirtatio

n w
ith Eastern m

ysticism
 that

g
ave the w

o
rld

 "Lo
tus.")

In 1
9

7
6

 K
ap

o
r w

ent to
 S

w
itzerland

, w
here the T

ranscend
ental

M
ed

itatio
n m

o
vem

ent had
 rented

 a g
ig

antic V
icto

rian ho
tel in S

t-M
o
ritz.

It w
as an all-m

ale g
roup —

 a hundred and tw
enty of them

 —
 determ

ined
upon Enlig

htenm
ent or B

ust.   K
apor had g

iven the transcendant his b
est

shot.  H
e w

as becom
ing disenchanted by "the nuttiness in the organiza-

tion."  "T
hey w

ere teaching
 people to levitate," he says, staring

 at the
flo

o
r.  H

is vo
ice dro

ps an o
ctave, b

eco
m

es flat.  "*T
hey do

n't levitate.*"

K
apor chose B

ust.  H
e w

ent back to the States and acquired a degree in
co

unselling
 p

sycho
lo

g
y.  H

e w
o
rked

 a w
hile in a ho

sp
ital, co

uld
n't stand

that either.  "M
y rep

 w
as," he says  "a very b

rig
ht kid

 w
ith a lo

t o
f

p
o
tential w

ho
 hasn't fo

und
 him

self.  A
lm

o
st thirty.  S

o
rt o

f lo
st."

K
ap

o
r w

as unem
p
lo

yed
 w

hen he b
o
ug

ht his first p
erso

nal co
m

p
uter —

 an
A

pple II.  H
e sold his stereo to raise cash and drove to N

ew
 H

am
pshire to

avo
id

 the sales tax.

"T
he d

ay after I p
urchased

 it," K
ap

o
r tells m

e,  "I w
as hang

ing
 o

ut in a
co

m
p
uter sto

re and
 I saw

 ano
ther g

uy, a m
an in his fo

rties, w
ell-

dressed guy, and eavesdropped on his conversation w
ith the salesm

an.
H

e didn't know
 anything

  ab
out com

puters.  I'd had a year prog
ram

m
ing

.
A

nd
 I co

uld
 p

ro
g
ram

 in B
A

S
IC

.  I'd
 taug

ht m
yself.  S

o
 I w

ent up
 to

 him
,

and I actually sold m
yself to him

 as a consultant."  H
e pauses.  "I don't

kno
w

 w
here I g

o
t the nerve to

 d
o
 this.  It w

as uncharacteristic.  I just
said

, 'I think I can help
 yo

u, I've b
een listening

, this is w
hat yo

u need
 to

do and I think I can do it for you.'  A
nd he took m

e on!  H
e w

as m
y first

client!  I b
ecam

e a com
puter consultant the first day after I b

oug
ht the

A
p
p
le II."

K
ap

o
r had

 fo
und

 his true vo
catio

n.  H
e attracted

 m
o
re clients fo

r his
co

nsultant service, and
 started

 an A
p
p
le users' g

ro
up

.

A
 friend

 o
f K

ap
o
r's, Eric R

o
senfeld

, a g
rad

uate stud
ent at M

IT
, had

 a
p
ro

b
lem

.  H
e w

as d
o
ing

 a thesis o
n an arcane fo

rm
 o

f financial statistics,

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
2 9 3



but could not w
edge him

self into the crow
ded queue for tim

e on M
IT

's
m

ainfram
es.  (O

ne m
ig

ht no
te at this p

o
int that if M

r. R
o
senfeld

 had
 d

is-
ho

nestly b
ro

ken into
 the M

IT
 m

ainfram
es, K

ap
o
r him

self m
ig

ht have
never invented

 Lo
tus 1

-2
-3

 and
 the PC

 b
usiness m

ig
ht have b

een set
b
ack fo

r years!)   Eric R
o
senfeld

 d
id

 have an A
p
p
le II, ho

w
ever, and

 he
thoug

ht it m
ig

ht b
e possib

le to scale the prob
lem

 dow
n.  K

apor, as favor,
w

ro
te a p

ro
g
ram

 fo
r him

 in B
A

S
IC

 that d
id

 the jo
b
.

It then occurred to the tw
o of them

, out of the blue, that it m
ight be pos-

sib
le to

 *sell*  this p
ro

g
ram

.  T
hey m

arketed
 it them

selves, in p
lastic

b
ag

g
ies, for ab

out a hundred b
ucks a pop, m

ail order.    "T
his w

as a total
co

ttag
e ind

ustry b
y a m

arg
inal co

nsultant," K
ap

o
r says p

ro
ud

ly.  "T
hat's

how
 I got started, honest to G

od."

R
o
senfeld

, w
ho

 later b
ecam

e a very p
ro

m
inent fig

ure o
n W

all S
treet,

urged K
apor to go to M

IT
's business school for an M

B
A

.   K
apor  did seven

m
onths there, but never got his M

B
A

.  H
e picked up som

e useful tools —
m

ainly a firm
 g

rasp
 o

f the p
rincip

les o
f acco

unting
 —

 and
, in his o

w
n

w
ords, "learned to talk M

B
A

."   T
hen he dropped out and w

ent to Silicon
V

alley.

T
he invento

rs o
f V

isiC
alc, the A

p
p
le co

m
p
uter's p

rem
ier b

usiness p
ro

-
g
ram

, had
 sho

w
n an interest in M

itch K
ap

o
r.   K

ap
o
r w

o
rked

 d
ilig

ently
fo

r them
 fo

r six m
o
nths, g

o
t tired

 o
f C

alifo
rnia, and

 w
ent b

ack to
 B

o
sto

n
w

here they had better bookstores.   T
he V

isiC
alc group had m

ade the
critical erro

r o
f b

ring
ing

 in "p
ro

fessio
nal m

anag
em

ent."  "T
hat d

ro
ve

them
 into

 the g
ro

und
," K

ap
o
r says.

"Yeah, you don't hear a lot about V
isiC

alc these days," I m
use.

K
ap

o
r lo

o
ks surp

rised
.  "W

ell, Lo
tus.... w

e *b
o
ug

ht* it."

"O
h.  Y

o
u *b

o
ug

ht*  it?"

"Y
eah."

"S
o
rt o

f like the B
ell S

ystem
 b

uying
 W

estern U
nio

n?"
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K
ap

o
r g

rins.  "Y
ep

!  Y
ep

!  Y
eah, exactly!"

M
itch K

ap
o
r w

as no
t in full co

m
m

and
 o

f the d
estiny o

f him
self o

r his
ind

ustry.  T
he ho

ttest so
ftw

are co
m

m
o
d
ities o

f the early 1
9

8
0

s w
ere

*com
puter gam

es*  —
 the A

tari seem
ed destined to enter every teenage

ho
m

e in A
m

erica.  K
ap

o
r g

o
t into

 b
usiness so

ftw
are sim

p
ly b

ecause he
d
id

n't have any p
articular feeling

 fo
r co

m
p
uter g

am
es.  B

ut he w
as

sup
rem

ely fast o
n his feet, o

p
en to

 new
 id

eas and
 inclined

 to
 trust his

instincts.   A
nd his instincts w

ere good.  H
e chose good people to deal w

ith
—

 g
ifted

 p
ro

g
ram

m
er Jo

nathan S
achs (the co

-autho
r o

f Lo
tus 1

-2
-3

).
Financial w

izard
 Eric R

o
senfeld

, canny W
all S

treet analyst and
 venture

capitalist B
en Rosen.  K

apor w
as the founder and C

EO
 of Lotus, one of the

m
o
st sp

ectacularly successful b
usiness ventures o

f the later tw
entieth

century.

H
e is no

w
 an extrem

ely w
ealthy m

an.  I ask him
 if he actually kno

w
s

how
 m

uch m
oney he has.

"Y
eah," he says.  "W

ithin a p
ercent o

r tw
o
."

H
o
w

 m
uch d

o
es he actually have, then?

H
e shakes his head.  "A

 lot.  A
 lot.  N

ot som
ething I talk about.  Issues of

m
oney and class are things that cut pretty close to the bone."

I d
o
n't p

ry.  It's b
esid

e the p
o
int.  O

ne m
ig

ht p
resum

e, im
p
o
litely, that

K
apor has at least forty m

illion —
 that's w

hat he g
ot the year he left

Lotus.  People w
ho ought to know

 claim
 K

apor has about a hundred and
fifty m

illio
n, g

ive o
r take a m

arket sw
ing

 in his sto
ck ho

ld
ing

s. If K
ap

o
r

had
 stuck w

ith Lo
tus, as his co

lleag
ue friend

 and
 rival B

ill G
ates has

stuck w
ith his o

w
n so

ftw
are start-up

, M
icro

so
ft, then K

ap
o
r w

o
uld

likely have m
uch the sam

e fo
rtune G

ates has —
 so

m
ew

here in the neig
h-

b
o
rho

o
d
 o

f three b
illio

n, g
ive o

r take a few
 hund

red
 m

illio
n.   M

itch
K
ap

o
r has all the m

o
ney he w

ants.  M
o
ney has lo

st w
hatever charm

 it
ever held

 fo
r him

 —
 p

ro
b
ab

ly no
t m

uch in the first p
lace.    W

hen Lo
tus

becam
e too uptight, too bureaucratic, too far from

 the true sources of
his o

w
n satisfactio

n, K
ap

o
r w

alked
.   H

e sim
p
ly severed

 all co
nnectio

ns
w

ith the com
pany and w

ent out the door.  It stunned everyone —
 except
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tho
se w

ho
 knew

 him
 b

est.

K
ap

o
r has no

t had
 to

 strain his reso
urces to

 w
reak a tho

ro
ug

h transfo
r-

m
atio

n in cyb
ersp

ace p
o
litics.  In its first year, EFF's b

ud
g
et w

as ab
o
ut

a q
uarter o

f a m
illio

n d
o
llars. K

ap
o
r is running

 EFF o
ut o

f his p
o
cket

chang
e.

K
ap

o
r takes p

ains to
 tell m

e that he d
o
es no

t co
nsid

er him
self a civil

lib
ertarian p

er se.  H
e has sp

ent q
uite so

m
e tim

e w
ith true-b

lue civil
lib

ertarians lately, and
 there's a p

o
litical-co

rrectness to
 them

 that
b
ug

s him
.  T

hey seem
 to him

 to spend entirely too m
uch tim

e in leg
al

nitp
icking

 and
 no

t eno
ug

h vig
o
ro

usly exercising
 civil rig

hts in the
everyd

ay real w
o
rld

.

K
ap

o
r is an

 e
n
tre

p
re

n
e
u
r.  L

ike
 all h

acke
rs, h

e
 p

re
fe

rs h
is in

vo
lve

-
m

ents  direct, personal, and hands-on. "T
he fact that EFF has a node on

the Internet is a g
reat thing

.  W
e're a p

ub
lisher.  W

e're a d
istrib

uto
r o

f
info

rm
atio

n."  A
m

o
ng

 the item
s the eff.o

rg
 Internet no

d
e carries is b

ack
issues o

f *Phrack.*  T
hey had

 an internal d
eb

ate ab
o
ut that in EFF, and

finally d
ecid

ed
 to

 take the p
lung

e.  T
hey m

ig
ht carry o

ther d
ig

ital
und

erg
ro

und
 p

ub
licatio

ns —
 b

ut if they d
o
, he says, "w

e'll certainly
carry D

o
nn Parker, and

 anything
 G

ail T
hackeray w

ants to
 p

ut up
.  W

e'll
turn it into

 a p
ub

lic lib
rary, that has the w

ho
le sp

ectrum
 o

f use.  Evo
lve

in the d
irectio

n o
f p

eo
p
le m

aking
 up

 their o
w

n m
ind

s."  H
e g

rins.  "W
e'll

try to
 lab

el all th
e ed

ito
rials."

K
ap

o
r is d

eterm
ined

 to
 tackle the technicalities o

f the Internet in the
service o

f the p
ub

lic interest.   "T
he p

ro
b
lem

 w
ith b

eing
 a no

d
e o

n the
N

et today is that you've got to have a captive technical specialist.  W
e

have C
hris D

avis aro
und

, fo
r the care and

 feed
ing

 o
f the b

alky b
east! W

e
co

uld
n't d

o
 it o

urselves!"

H
e pauses.  "So one direction in w

hich technology has to evolve is m
uch

m
o
re stand

ard
ized

 units, that a no
n- technical p

erso
n can feel co

m
fo

rt-
ab

le w
ith.  It's the sam

e shift as fro
m

 m
inico

m
p
uters to

 PC
s.  I can see a

future in w
hich any person can have a N

ode on the N
et.  A

ny person can
b
e a p

ub
lisher.  It's b

etter than the m
ed

ia w
e no

w
 have.  It's p

o
ssib

le.
W

e're w
o
rkin

g
 actively."
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K
ap

o
r is in his elem

ent no
w

, fluent, tho
ro

ug
hly in co

m
m

and
 in his

m
aterial.   "Y

o
u g

o
 tell a hard

w
are Internet hacker that everyo

ne sho
uld

have a node on the N
et," he says, "and the first thing they're going to say

is, 'IP d
o
esn't scale!'"  ("IP" is the interface p

ro
to

co
l fo

r the Internet.
A

s it currently exists, the IP so
ftw

are is sim
p
ly no

t cap
ab

le o
f ind

efi-
nite exp

ansio
n; it w

ill run o
ut o

f usab
le ad

d
resses, it w

ill saturate.)
"T

he answ
er," K

ap
o
r says,  "is:  evo

lve the p
ro

to
co

l!  G
et the sm

art p
eo

-
ple together and figure out w

hat to do.  D
o w

e add ID
?  D

o w
e add new

p
ro

to
co

l?  D
o
n't just say, *w

e can't d
o
 it.*"

G
etting

 sm
art people tog

ether to fig
ure out w

hat to do is a skill at w
hich

K
ap

o
r clearly excels.   I co

unter that p
eo

p
le o

n the Internet rather enjo
y

their elite technical status, and
 d

o
n't seem

 p
articularly anxio

us to
dem

ocratize the N
et.

K
ap

o
r ag

rees, w
ith a sho

w
 o

f sco
rn.  "I tell them

 that this is the sno
b
-

b
ery o

f the p
eo

p
le o

n the *M
ayflo

w
er* lo

o
king

 d
o
w

n their no
ses at the

people w
ho cam

e over *on the second boat!*   Just because they got here
a year, o

r five years, o
r ten years b

efo
re everyb

o
d
y else, that d

o
esn't

g
ive them

 o
w

nership
 o

f cyb
ersp

ace!  B
y w

hat rig
ht?"

I rem
ark that the telcos are an electronic netw

ork, too, and they seem
 to

g
uard

 their sp
ecialized

 kno
w

led
g
e p

retty clo
sely.

K
ap

o
r rip

o
stes that the telco

s and
 the Internet are entirely d

ifferent
anim

als.  "T
he Internet is an o

p
en system

, everything
 is p

ub
lished

,
everything

 g
ets arg

ued ab
out, b

asically b
y anyb

ody w
ho can g

et in.
M

o
stly, it's exclusive and

 elitist just b
ecause it's so

 d
ifficult.  Let's

m
ake it easier to

 use."

O
n the other hand, he allow

s w
ith a sw

ift chang
e o

f em
phasis, the so-

called
 elitists d

o
 have a p

o
int as w

ell. "B
efo

re p
eo

p
le start co

m
ing

 in,
w

ho are new
, w

ho w
ant to m

ake sug
g
estions, and criticize the N

et as 'all
screw

ed up'....  T
hey should at least take the tim

e to understand the cul-
ture o

n its o
w

n term
s.  It has its o

w
n histo

ry —
 sho

w
 so

m
e resp

ect fo
r

it.  I'm
 a co

nservative, to
 that extent."
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T
he Internet is K

ap
o
r's p

arad
ig

m
 fo

r the future o
f teleco

m
m

unicatio
ns.

T
h
e In

tern
et is d

ecen
tralized

, n
o
n
- h

eirarch
ical, alm

o
st an

arch
ic.

T
here are no bosses, no chain of com

m
and, no secret data.  If each node

o
b
eys the g

eneral interface stand
ard

s, there's sim
p
ly no

 need
 fo

r any
central netw

o
rk autho

rity.

W
ouldn't that spell the doom

 of A
T
&

T
 as an institution?  I ask.

T
hat prospect doesn't faze K

apor for a m
om

ent. "T
heir  big advantage,

that they have no
w

, is that they have all o
f the w

iring
.  B

ut tw
o
 thing

s
are hap

p
ening

.  A
nyo

ne w
ith rig

ht-o
f-w

ay is p
utting

 d
o
w

n fib
er —

S
o
uthern Pacific R

ailro
ad

, p
eo

p
le like that —

 there's eno
rm

o
us 'd

ark
fib

e
r' laid

 in
."  ("D

ark Fib
e
r" is fib

e
r-o

p
tic cab

le
, w

h
o
se

 e
n
o
rm

o
u
s

capacity so exceeds the dem
ands of current usage that m

uch of the fiber
still h

as n
o
 lig

h
t-sig

n
als o

n
 it —

 it's still 'd
ark,' aw

aitin
g
 fu

tu
re u

se.)

"T
he other thing

 that's happening
 is the local-loop stuff is g

oing
 to g

o
w

ireless.  Everyo
ne fro

m
 B

ellco
re to

 the cab
le T

V
 co

m
p
anies to

 A
T
&

T
w

ants to put in these thing
s called 'personal com

m
unication system

s.'
S
o
 yo

u co
uld

 have lo
cal co

m
p
etitio

n —
 yo

u co
uld

 have m
ultip

licity o
f

people, a bunch of neighborhoods, sticking stuff up on poles.  A
nd a

b
unch o

f o
ther p

eo
p
le laying

 in d
ark fib

er. S
o
 w

hat hap
p
ens to

 the tele-
phone com

panies?  T
here's enorm

ous pressure on them
 from

 b
oth sides.

"T
he m

o
re I lo

o
k at this, the m

o
re I b

elieve that in a p
o
st-ind

ustrial,
d
ig

ital w
o
rld

, the id
ea o

f reg
ulated

 m
o
no

p
o
lies is b

ad
.  Peo

p
le w

ill lo
o
k

b
ack on it and say that in the 1

9
th and 2

0
th centuries the idea of pub

lic
utilities w

as an okay com
prom

ise.  Y
ou needed one set of w

ires in the
g
round.  It w

as too econom
ically inefficient, otherw

ise. A
nd that m

eant
o
ne entity running

 it.  B
ut no

w
, w

ith p
ieces b

eing
 w

ireless —
 the co

n-
nectio

ns are g
o
ing

 to
 b

e via hig
h- level interfaces, no

t via w
ires.  I

m
ean, *ultim

ately* there are g
o
ing

 to
 b

e w
ires —

 b
ut the w

ires are just
a co

m
m

o
d
ity. Fib

er, w
ireless.  Y

o
u no

 lo
ng

er *need
*  a utility."

W
ate

r u
tilitie

s?
  G

as u
tilitie

s?

O
f course w

e still need those, he agrees.   "B
ut w

hen w
hat you're m

oving
is info

rm
atio

n, instead
 o

f p
hysical sub

stances, then yo
u can p

lay b
y a
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d
ifferent set o

f rules. W
e're evo

lving
 tho

se rules no
w

!   H
o
p
efully yo

u
can have a m

uch m
ore decentralized system

, and one in w
hich there's

m
o
re co

m
p
etitio

n in the m
arketp

lace.

"T
he role of governm

ent w
ill be to m

ake sure that nobody cheats.  T
he

p
ro

verb
ial 'level p

laying
 field

.'   A
 p

o
licy that p

revents m
o
no

p
o
lizatio

n.
It sho

uld
 result in b

etter service, lo
w

er p
rices, m

o
re cho

ices, and
 lo

cal
em

p
o
w

erm
ent."  H

e sm
iles.  "I'm

 very b
ig

 o
n lo

cal em
p
o
w

erm
ent."

K
ap

o
r is a m

an w
ith a visio

n.  It's a very no
vel visio

n w
hich he and

 his
allies are w

o
rking

 o
ut in co

nsid
erab

le d
etail and

 w
ith g

reat energ
y.

D
ark, cynical, m

o
rb

id
 cyb

erp
unk that I am

, I canno
t avo

id
 co

nsid
ering

so
m

e o
f the d

arker im
p
licatio

ns o
f "d

ecentralized
, no

nhierarchical,
lo

cally em
p
o
w

ered
" netw

o
rking

.

I rem
ark that som

e pundits have sug
g
ested that electronic netw

orking
 —

faxes, p
ho

nes, sm
all-scale p

ho
to

co
p
iers —

 p
layed

 a stro
ng

 ro
le in d

is-
solving

 the pow
er of centralized com

m
unism

 and causing
 the collapse of

the W
arsaw

 Pact.

S
o
cialism

 is to
tally d

iscred
ited

, says K
ap

o
r, fresh b

ack fro
m

 the
Eastern B

lo
c.  T

he id
ea that faxes d

id
 it, all b

y them
selves, is rather

w
ish

fu
l th

in
kin

g
.

H
as it o

ccurred
 to

 him
 that electro

nic netw
o
rking

 m
ig

ht co
rro

d
e

A
m

erica's ind
ustrial and

 p
o
litical infrastructure to

 the p
o
int w

here the
w

ho
le thing

 b
eco

m
es untenab

le, unw
o
rkab

le —
 and

 the o
ld

 o
rd

er just
co

llap
ses head

lo
ng

, like in Eastern Euro
p
e?

"N
o
," K

ap
o
r says flatly.  "I th

in
k th

at's extrao
rd

in
arily u

n
likely.  In

p
art, b

ecause ten o
r fifteen years ag

o
, I had

 sim
ilar ho

p
es ab

o
ut p

erso
n-

al co
m

p
uters —

 w
hich utterly failed

 to
 m

aterialize." H
e g

rins w
ryly,

then his eyes narro
w

. "I'm
 *very* o

p
p
o
sed

 to
 techno

-uto
p
ias.  Every

tim
e I see o

n
e, I eith

er ru
n
 aw

ay, o
r try to

 kill it."

It d
aw

ns o
n m

e then that M
itch K

ap
o
r is no

t trying
 to

 m
ake the w

o
rld

safe fo
r d

em
o
cracy.  H

e certainly is no
t trying

 to
 m

ake it safe fo
r anar-

chists o
r uto

p
ians —

 least o
f all fo

r co
m

p
uter intrud

ers o
r electro

nic
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rip
-o

ff artists. W
hat he really ho

p
es to

 d
o
 is m

ake the w
o
rld

 safe fo
r

future M
itch K

ap
o
rs.  T

his w
o
rld

 o
f d

ecentralized
, sm

all- scale no
d
es,

w
ith instant g

lob
al access for the b

est and b
rig

htest, w
ould b

e a perfect
m

ilieu fo
r the sho

estring
 attic cap

italism
 that m

ad
e M

itch K
ap

o
r w

hat
he is to

d
ay.

K
ap

o
r is a very b

rig
ht m

an.  H
e has a rare co

m
b
inatio

n o
f visio

nary
intensity w

ith a stro
ng

 p
ractical streak.  T

he B
o
ard

 o
f the EFF:  Jo

hn
B
arlo

w
, Jerry B

erm
an o

f the A
C
LU

, S
tew

art B
rand

, Jo
hn G

ilm
o
re, S

teve
W

o
zniak, and

 Esther D
yso

n, the d
o
yenne o

f East-W
est co

m
p
uter entre-

p
ren

eu
rism

 —
 sh

are h
is g

ift, h
is visio

n
, an

d
 h

is fo
rm

id
ab

le n
etw

o
rkin

g
talents.   T

hey are p
eo

p
le o

f the 1
9

6
0

s,  w
inno

w
ed

-o
ut b

y its turb
u-

lence and rew
arded w

ith w
ealth and influence.   T

hey are som
e of the

best and the brightest that the electronic com
m

unity has to offer.  B
ut

can they d
o
 it, in the real w

o
rld

?  O
r are they o

nly d
ream

ing
?   T

hey are
so few

.  A
nd there is so m

uch against them
.

I leave K
ap

o
r and

 his netw
o
rking

 em
p
lo

yees strug
g
ling

 cheerfully w
ith

the p
ro

m
ising

 intricacies o
f their new

ly installed
 M

acinto
sh S

ystem
 7

softw
are.  T

he next day is Saturday.  EFF is closed.  I pay a few
 visits to

p
o
ints o

f interest d
o
w

nto
w

n.

O
ne of them

 is the birthplace of the telephone.

It's m
arked

 b
y a b

ro
nze p

laq
ue in a p

linth o
f b

lack- and
-w

hite sp
eckled

g
ranite.  It sits in the p

laza o
f the Jo

hn F. K
enned

y Fed
eral B

uild
ing

, the
very p

lace w
here K

ap
o
r w

as o
nce fing

erp
rinted

 b
y the FB

I.

T
he p

laq
ue has a b

as-relief p
icture o

f B
ell's o

rig
inal telep

ho
ne.

"B
IR

T
H

PLA
C
E O

F T
H

E T
ELEPH

O
N

E," it read
s.  "H

ere, o
n June 2

, 1
8

7
5

,
A

lexand
er G

raham
 B

ell and
 T

ho
m

as A
. W

atso
n first transm

itted
 so

und
o
ver w

ires.

"T
his successful exp

erim
ent w

as co
m

p
leted

 in a fifth flo
o
r g

arret at
w

hat w
as then 1

0
9

 C
o
urt S

treet and
 m

arked
 the b

eg
inning

 o
f w

o
rld

-
w

id
e telep

ho
ne service."

1
0

9
 C

o
urt S

treet is lo
ng

 g
o
ne.  W

ithin sig
ht o

f B
ell's p

laq
ue, acro

ss a
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street, is o
ne o

f the central o
ffices o

f N
Y
N

EX
, the lo

cal  B
ell R

B
O

C
, o

n 6
B
o
w

d
o
in S

q
uare.

I cro
ss the street and

 circle the telco
 b

uild
ing

, slo
w

ly, hand
s in m

y
jacket p

o
ckets.  It's a b

rig
ht, w

ind
y, N

ew
 Eng

land
 autum

n d
ay.   T

he cen-
tral o

ffice is a hand
so

m
e 1

9
4

0
s-era m

eg
alith in late A

rt D
eco

, eig
ht

sto
ries hig

h.

Parked
 o

utsid
e the b

ack is a p
o
w

er-g
eneratio

n truck. T
he g

enerato
r

strikes m
e as rather ano

m
alo

us.  D
o
n't they alread

y have their o
w

n g
en-

erato
rs in this eig

ht-sto
ry m

o
nster?  T

hen the susp
icio

n strikes m
e

that N
YN

EX m
ust have heard of the Septem

ber 1
7
 A

T
&

T
 pow

er-outage
w

hich crashed
 N

ew
 Y

o
rk C

ity.  B
elt-and

-susp
end

ers, this g
enerato

r.
V

ery telco
.

O
ver the glass doors of the front entrance is a handsom

e bronze bas-
relief o

f A
rt D

eco
 vines, sunflo

w
ers, and

 b
ird

s, entw
ining

 the B
ell lo

g
o

and the legend N
EW

 EN
G
LA

N
D

 T
ELEPH

O
N

E A
N

D
 T

ELEG
RA

PH
 C

O
M

PA
N

Y —
an entity w

hich no
 lo

ng
er o

fficially exists.

T
he doors are locked securely.  I peer throug

h the shadow
ed g

lass.  Inside
is an o

fficial p
o
ster read

ing
:

"N
ew

 England T
elephone a N

YN
EX C

om
pany

A
T
T
EN

T
IO

N

"A
ll p

erso
ns w

hile o
n N

ew
 Eng

land
 T

elep
ho

ne C
o
m

p
any p

rem
ises are

req
uired

 to
 visib

ly w
ear their id

entificatio
n card

s (C
.C

.P. S
ectio

n 2
,

Pag
e 1

).

"V
isito

rs, vend
o
rs, co

ntracto
rs, and

 all o
thers are req

uired
 to

 visib
ly

w
ear a d

aily p
ass. "T

hank yo
u. K

evin C
. S

tanto
n. B

uild
ing

 S
ecurity

C
o
o
rd

inato
r."

O
utsid

e, aro
und

 the co
rner, is a p

ull-d
o
w

n rib
b
ed

 m
etal security d

o
o
r, a

lo
cked

 d
elivery entrance.  S

o
m

e p
assing

 strang
er has g

rafitti-tag
g
ed

th
is d

o
o
r, w

ith
 a sin

g
le w

o
rd

 in
 red

 sp
ray-p

ain
ted

 cu
rsive:
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*
F

u
ry

*
_

_
_

_
_

M
y b

o
o
k o

n the H
acker C

rackd
o
w

n is alm
o
st o

ver no
w

.  I have d
elib

er-
ately saved the best for last.

In Feb
ruary 1

9
9

1
, I attend

ed
 the C

PS
R
 Pub

lic Po
licy R

o
und

tab
le, in

W
ashing

to
n, D

C
.   C

PS
R
, C

o
m

p
uter Pro

fessio
nals fo

r S
o
cial

R
esp

o
nsib

ility, w
as a sister o

rg
anizatio

n o
f EFF, o

r p
erhap

s its aunt,
b
eing

 o
ld

er and
 p

erhap
s so

m
ew

hat w
iser in the w

ays o
f the w

o
rld

 o
f p

o
l-

itics.

C
o
m

p
uter Pro

fessio
nals fo

r  S
o
cial R

esp
o
nsib

ility b
eg

an in 1
9

8
1

 in
Palo

 A
lto

, as an info
rm

al d
iscussio

n g
ro

up
 o

f C
alifo

rnian co
m

p
uter sci-

entists and
 technicians, united

 b
y no

thing
 m

o
re than an electro

nic m
ail-

ing
 list.   T

his typ
ical hig

h-tech ad
-ho

cracy received
 the d

ig
nity o

f its
o
w

n acro
nym

 in 1
9

8
2

, and
 w

as fo
rm

ally inco
rp

o
rated

 in 1
9

8
3

.

C
PS

R
 lo

b
b
ied

 g
o
vernm

ent and
 p

ub
lic alike w

ith an ed
ucatio

nal o
utreach

effo
rt, sternly w

arning
 ag

ainst any fo
o
lish and

 unthinking
 trust in co

m
-

p
lex co

m
p
uter system

s.  C
PS

R
 insisted

 that m
ere co

m
p
uters sho

uld
never b

e co
nsid

ered
 a m

ag
ic p

anacea fo
r hum

anity's so
cial, ethical o

r
p
o
litical p

ro
b
lem

s.  C
PS

R
 m

em
b
ers w

ere esp
ecially tro

ub
led

 ab
o
ut the

stab
ility, safety, and

 d
ep

end
ab

ility o
f m

ilitary co
m

p
uter system

s, and
very esp

ecially tro
ub

led
 b

y tho
se system

s co
ntro

lling
 nuclear arsenals.

C
PS

R
 w

as b
est-kno

w
n fo

r its p
ersistent and

 w
ell- p

ub
licized

 attacks o
n

the scientific cred
ib

ility o
f the S

trateg
ic D

efense Initiative ("S
tar

W
ars").

In
 1

9
9

0
, C

P
S
R
 w

as th
e n

atio
n
's veteran

 cyb
er-p

o
litical activist g

ro
u
p
,

w
ith o

ver tw
o
 tho

usand
 m

em
b
ers in tw

enty- o
ne lo

cal chap
ters acro

ss
the U

S
.  It w

as esp
ecially active in B

o
sto

n, S
ilico

n V
alley, and

W
ashing

to
n D

C
, w

here its W
ashing

to
n o

ffice sp
o
nso

red
 the Pub

lic Po
licy

R
o
und

tab
le.

T
he Roundtable, how

ever, had been funded by EFF, w
hich had passed

C
PS

R
 an extensive g

rant fo
r o

p
eratio

ns. T
his w

as the first larg
e-scale,
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o
fficial m

eeting
 o

f w
hat w

as to
 b

eco
m

e the electro
nic civil lib

ertarian
co

m
m

unity.

Sixty people attended, m
yself included —

 in this instance, not so m
uch as

a jo
urnalist as a cyb

erp
unk autho

r.   M
any o

f the lum
inaries o

f the field
to

o
k p

art: K
ap

o
r and

 G
o
d
w

in as a m
atter o

f co
urse.  R

ichard
 C

iville and
M

arc R
o
tenb

erg
 o

f C
PS

R
.  Jerry B

erm
an o

f the A
C
LU

. Jo
hn Q

uarterm
an,

autho
r o

f *T
he M

atrix.*  S
teven Levy, autho

r o
f *H

ackers.*   G
eo

rg
e

Perry and
 S

and
y W

eiss o
f Pro

d
ig

y S
ervices, there to

 netw
o
rk ab

o
ut the

civil-lib
e
rtie

s tro
u
b
le

s th
e
ir y

o
u
n
g
 co

m
m

e
rcial n

e
tw

o
rk w

as e
xp

e
ri-

encing
.  D

r. D
o
ro

thy D
enning

.  C
liff Fig

allo
, m

anag
er o

f the W
ell.  S

teve
Jackso

n w
as there, having

 finally fo
und

 his id
eal targ

et aud
ience, and

 so
w

as C
raig

 N
eid

o
rf, "K

nig
ht Lig

htning
" him

self, w
ith his atto

rney,
S
held

o
n Zenner.  K

atie H
afner, science jo

urnalist, and
 co

- autho
r o

f
*C

yb
erp

unk:  O
utlaw

s and
 H

ackers o
n the C

o
m

p
uter Fro

ntier.*  D
ave

Farb
er, A

R
PA

net p
io

neer and
 fab

led
 Internet g

uru.  Janlo
ri G

o
ld

m
an o

f
the A

C
LU

's Project on Privacy and T
echnology.  John N

agle of A
utodesk

and the W
ell.  D

on G
oldberg of the H

ouse Judiciary C
om

m
ittee.  T

om
G
uidoboni, the defense attorney in the Internet W

orm
 case.  Lance

H
o
ffm

an, co
m

p
uter-science p

ro
fesso

r at T
he G

eo
rg

e W
ashing

to
n

U
niversity.  Eli N

o
am

 o
f C

o
lum

b
ia.  A

nd
 a ho

st o
f o

thers no
 less d

istin-
g
uished

.

S
enato

r Patrick Leahy d
elivered

 the keyno
te ad

d
ress, exp

ressing
 his

determ
ination to keep ahead of the curve on the issue of electronic free

speech.  T
he address w

as w
ell-received, and the sense of excitem

ent w
as

p
alp

ab
le. Every p

anel d
iscussio

n w
as interesting

 —
 so

m
e w

ere entirely
co

m
p
elling

.  Peo
p
le netw

o
rked

 w
ith an alm

o
st frantic interest.

I m
yself had

 a m
o
st interesting

 and
 co

rd
ial lunch d

iscussio
n w

ith N
o
el

and
 Jeanne G

ayler, A
d
m

iral G
ayler b

eing
 a fo

rm
er d

irecto
r o

f the
N

ational Security A
g
ency. A

s this w
as the first know

n encounter b
etw

een
an actual no

-kid
d
ing

 cyb
erp

unk and
 a chief executive o

f A
m

erica's
larg

est and
 b

est-financed
 electro

nic esp
io

nag
e ap

p
arat, there w

as natu-
rally a b

it o
f eyeb

ro
w

-raising
 o

n b
o
th sid

es.

U
nfo

rtunately, o
ur d

iscussio
n w

as o
ff-the-reco

rd
.  In fact all  the d

is-
cussio

ns at the C
PS

R
 w

ere o
fficially o

ff- the- reco
rd

, the id
ea b

eing
 to
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d
o
 so

m
e serio

us netw
o
rking

 in an atm
o
sp

here o
f co

m
p
lete frankness,

rather than to
 stag

e a m
ed

ia circus.

In any case, C
PS

R
 R

o
und

tab
le, tho

ug
h interesting

 and
 intensely valu-

ab
le, w

as as no
thing

 co
m

p
ared

 to
 the truly m

ind
-b

o
g
g
ling

 event that
transp

ired
 a m

ere m
o
nth later.

_
_

_
_

_

"C
o
m

p
uters, Freed

o
m

 and
 Privacy."  Fo

ur hund
red

 p
eo

p
le fro

m
 every

co
nceivab

le co
rner o

f A
m

erica's electro
nic co

m
m

unity.  A
s a science

fictio
n w

riter, I have b
een to

 so
m

e w
eird

 g
ig

s in m
y d

ay, b
ut this thing

is truly *b
eyo

nd
 the p

ale.*   Even "C
yb

ertho
n," Po

int Fo
und

atio
n's

"W
oodstock of C

yberspace" w
here B

ay A
rea psychedelia collided headlong

w
ith the em

erg
ent w

o
rld

 o
f co

m
p
uterized

 virtual reality, w
as like a

K
iw

anis C
lub

 g
ig

 co
m

p
ared

 to
 this asto

nishing
 d

o
.

T
he "electro

nic co
m

m
unity" had

 reached
 an ap

o
g
ee. A

lm
o
st every p

rin-
cip

al in this b
o
o
k is in attend

ance.  C
ivil Lib

ertarians.  C
o
m

p
uter C

o
p
s.

T
he D

igital U
nderground. Even a few

 discreet telco people.   C
olorcoded

d
o
ts fo

r lap
el tag

s are d
istrib

uted
.  Free Exp

ressio
n issues.  Law

Enfo
rcem

ent.  C
o
m

p
uter S

ecurity.  Privacy.  Jo
urnalists. Law

yers.
Ed

u
cato

rs.  L
ib

rarian
s.  P

ro
g
ram

m
ers.  S

tylish
 p

u
n
k-b

lack d
o
ts fo

r th
e

hackers and phone phreaks. A
lm

ost everyone here seem
s to w

ear eight
o
r nine d

o
ts, to

 have six o
r seven p

ro
fessio

nal hats.

It is a co
m

m
unity.  S

o
m

ething
 like Leb

ano
n p

erhap
s, b

ut a d
ig

ital natio
n.

Peo
p
le w

ho
 had

 feud
ed

 all year in the natio
nal p

ress, p
eo

p
le w

ho
 enter-

tained the deepest suspicions of one another's m
otives and ethics, are

no
w

 in each o
thers' lap

s.   "C
o
m

p
uters, Freed

o
m

 and
 Privacy" had

 every
reaso

n in the w
o
rld

 to
 turn ug

ly, and
 yet excep

t fo
r sm

all irrup
tio

ns o
f

p
uzzling

 no
nsense fro

m
 the co

nventio
n's to

ken lunatic, a surp
rising

b
o
nho

m
ie reig

ned
.  C

FP w
as like a w

ed
d
ing

-p
arty in w

hich tw
o
 lo

vers,
unstab

le b
rid

e and
 charlatan g

ro
o
m

, tie the kno
t in a clearly d

isastro
us

m
atrim

o
ny.

It is clear to both fam
ilies —

 even to neighbors and random
 guests —

 that
this is no

t a w
o
rkab

le relatio
nship

, and
 yet the yo

ung
 co

up
le's d

esp
erate

attractio
n can b

ro
o
k no

 further d
elay.   T

hey sim
p
ly canno

t help
 them

-
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se
lve

s. C
ro

cke
ry w

ill fly, sh
rie

ks fro
m

 th
e
ir n

e
w

lyw
e
d
 h

o
m

e
 w

ill w
ake

the city b
lo

ck, d
ivo

rce w
aits in the w

ing
s like a vulture o

ver the
K
alahari, and

 yet this is a w
ed

d
ing

, and
 there is g

o
ing

 to
 b

e a child
 fro

m
it.  T

rag
ed

ies end
 in d

eath; co
m

ed
ies in m

arriag
e.  T

he H
acker C

rackd
o
w

n
is end

ing
 in m

arriag
e.  A

nd
 there w

ill b
e a child

.

Fro
m

 the b
eg

inning
, ano

m
alies reig

n.  Jo
hn Perry B

arlo
w

, cyb
ersp

ace
rang

er, is here.  H
is co

lo
r p

ho
to

 in *T
he N

ew
 Y

o
rk T

im
es M

ag
azine,*

B
arlo

w
 sco

w
ling

 in a g
rim

 W
yo

m
ing

 sno
w

scap
e, w

ith lo
ng

 b
lack co

at,
dark hat, a M

acintosh SE3
0
 propped on a fencepost and an aw

esom
e

fro
n
tier rifle tu

cked
 u

n
d
er o

n
e arm

,  w
ill b

e th
e sin

g
le m

o
st strikin

g
visual im

age of the H
acker C

rackdow
n.   A

nd he is C
FP's guest of honor —

along
 w

ith G
ail T

hackeray of the FC
IC

!   W
hat on earth do they expect

these dual guests to do w
ith each other?  W

altz?

B
arlo

w
 d

elivers the first ad
d
ress. U

ncharacteristically, he is ho
arse —

the sheer vo
lum

e o
f ro

ad
w

o
rk has w

o
rn him

 d
o
w

n.  H
e sp

eaks b
riefly,

co
ng

enially, in a p
lea fo

r co
nciliatio

n, and
 takes his leave to

 a sto
rm

 o
f

ap
p
lause.

T
hen G

ail T
hackeray takes the stag

e.  She's visib
ly nervous.  She's b

een
o
n the W

ell a lo
t lately.  R

ead
ing

 tho
se B

arlo
w

 p
o
sts.   Fo

llo
w

ing
 B

arlo
w

is a challeng
e to

 anyo
ne.  In ho

no
r o

f the fam
o
us lyricist fo

r the G
rateful

D
ead, she announces reedily, she is going to read —

 *a poem
.*  A

 poem
she has com

posed herself.

It's an aw
ful p

o
em

, d
o
g
g
erel in the ro

llicking
 m

eter o
f R

o
b
ert W

.
S
ervice's *T

he C
rem

atio
n o

f S
am

 M
cG

ee,*  b
ut it is in fact, a p

o
em

.  It's
the *B

allad
 o

f the Electro
nic Fro

ntier!*  A
 p

o
em

 ab
o
ut the H

acker
C
rackd

o
w

n and
 the sheer unlikeliho

o
d
 o

f C
FP.   It's full o

f in-jo
kes.  T

he
score or so cops in the audience, w

ho are sitting
 tog

ether in a nervous
claq

ue, are ab
so

lutely cracking
-up

.  G
ail's p

o
em

 is the funniest g
o
d
d
am

n
thing

 they've ever heard
.  T

he hackers and
 civil-lib

s, w
ho

 had
 this

w
o
m

an fig
ured

 fo
r Ilsa S

he-W
o
lf o

f the S
S
, are staring

 w
ith their jaw

s
hang

ing
 lo

o
sely.  N

ever in the w
ild

est reaches o
f their im

ag
inatio

n had
they fig

ured
 G

ail T
hackeray w

as cap
ab

le o
f such a to

tally o
ff-the-w

all
m

o
ve.  Y

o
u can see them

 p
unching

 their m
ental C

O
N

T
R
O

L-R
ES

ET
 b

ut-
to

ns.   Jesus!  T
his w

o
m

an's a hacker w
eird

o
!  S

he's  *just like us!*
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G
o
d
, this chang

es everything
!

A
l B

ayse, com
puter technician for the FB

I, had b
een the only cop at the

C
PS

R
 R

o
und

tab
le, d

rag
g
ed

 there w
ith his arm

 b
ent b

y D
o
ro

thy D
enning

.
H

e w
as g

uarded and tig
htlipped at C

PSR Roundtab
le; a "lion throw

n to the
C

h
ristian

s."

A
t C

FP, backed by a claque of cops, B
ayse suddenly w

axes eloquent and
even d

ro
ll, d

escrib
ing

 the FB
I's "N

C
IC

 2
0

0
0

", a g
ig

antic d
ig

ital catalo
g

o
f crim

inal reco
rd

s, as if he has sud
d
enly b

eco
m

e so
m

e w
eird

 hyb
rid

 o
f

G
eorg

e O
rw

ell and G
eorg

e G
ob

el.   T
entatively, he m

akes an arcane joke
ab

out statistical analysis.  A
t least a third of the crow

d laug
hs aloud.

"T
hey didn't laugh at that at m

y last speech,"  B
ayse observes.  H

e had
been addressing cops —

 *straight*  cops, not com
puter people.  It had

b
een a w

o
rthy m

eeting
, useful o

ne sup
p
o
ses, b

ut no
thing

 like *this.*
T
here has never b

een *anything
*  like this.  W

itho
ut any p

ro
d
d
ing

,
w

itho
ut any p

rep
aratio

n, p
eo

p
le in the aud

ience sim
p
ly b

eg
in to

 ask
q
uestio

ns.  Lo
ng

hairs, freaky p
eo

p
le, m

athem
aticians.  B

ayse is answ
er-

in
g
, p

o
lite

ly
, fran

kly
, fu

lly
, like

 a m
an

 w
alkin

g
 o

n
 air.  T

h
e
 b

allro
o
m

's
atm

o
sp

here crackles w
ith surreality.   A

 fem
ale law

yer b
ehind

 m
e

b
reaks into

 a sw
eat and

 a ho
t w

aft o
f surp

rising
ly p

o
tent and

 m
usky

p
erfum

e flo
w

s o
ff her p

ulse-p
o
ints.

Peo
p
le are g

id
d
y w

ith laug
hter.  Peo

p
le are interested

, fascinated
, their

eyes so
 w

id
e and

 d
ark that they seem

 ero
ticized

.  U
nlikely d

aisy-chains
fo

rm
 in the halls, aro

und
 the b

ar, o
n the escalato

rs:  co
p
s w

ith hackers,
civil rig

h
ts w

ith
 FB

I, S
ecret S

ervice w
ith

 p
h
o
n
e p

h
reaks.

G
ail T

hackeray is at her crisp
est in a w

hite w
o
o
l sw

eater w
ith a tiny

S
ecret S

ervice lo
g
o
.  "I fo

und
 Phib

er O
p
tik at the p

ayp
ho

nes, and
 w

hen
he saw

 m
y sw

eater, he turned
 into

 a *p
illar o

f salt!*" she cho
rtles.

Phib
er d

iscusses his case at m
uch leng

th w
ith his arresting

 o
fficer, D

o
n

D
elaney of the N

ew
 York State Police.  A

fter an hour's chat, the tw
o of

them
 lo

o
k read

y to
 b

eg
in sing

ing
 "A

uld
 Lang

 S
yne."  Phib

er finally find
s

the courage to get his w
orst com

plaint off his chest.  It isn't so m
uch the

arrest.  It w
as the *charg

e.*  Pirating
 service o

ff 9
0

0
 num

b
ers.  I'm

 a
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*p
ro

g
ram

m
er,* P

h
ib

er in
sists.  T

h
is lam

e ch
arg

e is g
o
in

g
 to

 h
u
rt m

y
reputation.  It w

ould have been cool to be busted for som
ething happen-

ing
, like S

ectio
n 1

0
3

0
 co

m
p
uter intrusio

n.  M
ayb

e so
m

e kind
 o

f crim
e

that's scarcely been invented yet.  N
ot lousy phone fraud.  Phooey.

D
elaney seem

s reg
retful.  H

e had
 a m

o
untain o

f p
o
ssib

le crim
inal

charg
es ag

ainst Phib
er O

p
tik.  T

he kid
's g

o
nna p

lead
 g

uilty anyw
ay.  H

e's
a first tim

er, they alw
ays p

lead
.  C

o
uld

a charg
ed

 the kid
 w

ith m
o
st any-

thing, and gotten the sam
e result in the end.  D

elaney seem
s genuinely

so
rry no

t to
 have g

ratified
 Phib

er in this harm
less fashio

n.  T
o
o
 late

no
w

.  Phib
er's p

led
 alread

y. A
ll w

ater und
er the b

rid
g
e.  W

had
d
ya g

o
nna

d
o
?

D
elaney's got a good grasp on the hacker m

entality. H
e held a press con-

ference after he busted a bunch of M
asters of D

eception kids.  Som
e

jo
urno

 had
 asked

 him
: "W

o
uld

 yo
u d

escrib
e these p

eo
p
le as *g

enius-
es?*" D

elaney's d
ead

p
an answ

er, p
erfect:  "N

o
, I w

o
uld

 d
escrib

e these
people as *defendants.*"   D

elaney b
usts a kid for hacking

 codes w
ith

rep
eated

 rand
o
m

 d
ialling

.  T
ells the p

ress that N
Y
N

EX
 can track this

stuff in no tim
e flat now

adays, and a kid has to b
e *stupid*  to do som

e-
thing so easy to catch.   D

ead on again:  hackers don't m
ind being thought

o
f as G

eng
his K

han b
y the straig

hts,  b
ut if there's anything

 that really
g
ets 'em

 w
here they live, it's b

eing
 called

 *d
um

b
.*

W
on't be as m

uch fun for Phiber next tim
e around. A

s a second offender
he's g

onna see prison.   H
ackers b

reak the law
.  T

hey're not g
eniuses,

either.  T
hey're gonna be defendants.  A

nd yet, D
elaney m

uses over a
d
rink in the ho

tel b
ar, he has fo

und
 it im

p
o
ssib

le to
 treat them

 as co
m

-
m

o
n crim

inals.   D
elaney kno

w
s crim

inals.  T
hese kid

s, b
y co

m
p
ariso

n,
are clueless —

 there is just no
 cro

o
k vib

e o
ff o

f them
, they d

o
n't sm

ell
rig

h
t, th

ey're ju
st n

o
t *b

ad
.*

D
elaney has seen a lot of action.  H

e did V
ietnam

. H
e's been shot at, he has

shot people.  H
e's a hom

icide cop from
 N

ew
 York.  H

e has the appearance
of a m

an w
ho has not only seen the shit hit the fan but has seen it splat-

tered
 acro

ss w
ho

le city b
lo

cks and
 left to

 ferm
ent fo

r years.  T
his g

uy
has b

een aro
und

.

B
R

U
C

E
 S

T
E

R
L

I
N

G
 —

 T
H

E
 H

A
C

K
E

R
 C

R
A

C
K

D
O

W
N

 
N

O
T

 F
O

R
 C

O
M

M
E

R
C

IA
L

 U
S

E
3 0 7



H
e listens to Steve Jackson tell his story.  T

he dream
y g

am
e strateg

ist
has b

een dealt a b
ad hand.  H

e has played it fo
r all he is w

o
rth.  U

nder his
nerd

ish S
F-fan exterio

r is a co
re o

f iro
n.   Friend

s o
f his say S

teve
Jackso

n
 b

elieves in
 th

e ru
les, b

elieves in
 fair p

lay.  H
e w

ill n
ever co

m
-

p
ro

m
ise his p

rincip
les, never g

ive up
.  "S

teve," D
elaney says to

 S
teve

Jackso
n, "they had

 so
m

e b
alls, w

ho
ever b

usted
 yo

u. Y
o
u're all rig

ht!"
Jackso

n, stunned
, falls silent and

 actually b
lushes w

ith p
leasure.

N
eid

o
rf has g

ro
w

n up
 a lo

t in the p
ast year.  T

he kid
 is a q

uick stud
y, yo

u
gotta give him

 that.   D
ressed by his m

om
, the fashion m

anager for a
n
atio

n
al clo

th
in

g
 ch

ain
, M

isso
u
ri co

lleg
e tech

ie-frat C
raig

 N
eid

o
rf o

u
t-

dappers everyone at this g
ig

 b
ut the toniest East C

oast law
yers. T

he iron
jaw

s o
f p

riso
n clang

ed
 shut w

itho
ut him

 and
 no

w
 law

 scho
o
l b

ecko
ns fo

r
N

eid
o
rf.  H

e lo
o
ks like a larval C

o
ng

ressm
an.

N
o
t a "hacker," o

ur M
r. N

eid
o
rf.  H

e's no
t interested

 in co
m

p
uter sci-

ence.  W
hy should he b

e?  H
e's not interested in w

riting
 C

 code the rest
o
f his life, and

 b
esid

es, he's seen w
here the chip

s fall.  T
o
 the w

o
rld

 o
f

co
m

p
uter science he and

 *Phrack*  w
ere just a curio

sity.  B
ut to

 the
w

o
rld

 o
f law

....  T
he kid

 has learned
 w

here the b
o
d
ies are b

uried
.  H

e
carries his no

teb
o
o
k o

f p
ress clip

p
ing

s w
herever he g

o
es.

Phib
er O

p
tik m

akes fun o
f N

eid
o
rf fo

r a M
id

w
estern g

eek, fo
r b

elieving
that "A

cid Phreak" does acid and listens to acid rock.  H
ell no.  A

cid's
never d

o
ne *acid

!* A
cid

's into
 *acid

 ho
use m

usic.*  Jesus.  T
he very

id
ea o

f d
o
ing

 LS
D

.  O
ur *p

arents*  d
id

 LS
D

, ya clo
w

n.

T
hackeray sud

d
enly turns up

o
n C

raig
 N

eid
o
rf the full lig

htho
use g

lare o
f

her attentio
n and

 b
eg

ins a d
eterm

ined
 half-ho

ur attem
p
t to

 *w
in the b

o
y

o
ver.*  T

he Jo
an o

f A
rc o

f C
o
m

p
uter C

rim
e is *g

iving
 career ad

vice to
K

nig
ht Lig

htning
!*   "Y

o
ur exp

erience w
o
uld

 b
e very valuab

le —
 a real

asset," sh
e tells h

im
 w

ith
 u

n
m

istakeab
le sixty-th

o
u
san

d
-w

att sin
ceri-

ty.  N
eid

o
rf is fascinated

.  H
e listens w

ith unfeig
ned

 attentio
n.  H

e's no
d
-

ding and saying yes m
a'am

.  Yes, C
raig, you too can forget all about

m
o
ney and

 enter the g
lam

o
ro

us and
 ho

rrib
ly und

erp
aid

 w
o
rld

 o
f PR

O
S
E-

C
U

T
IN

G
 C

O
M

P
U

T
ER

 C
R
IM

E!  Y
o
u
 can

 p
u
t yo

u
r fo

rm
er frien

d
s in

 p
riso

n
—

 ooops....
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You cannot go on dueling at m
odem

's length indefinitely.   You cannot beat
o
n
e an

o
th

er sen
seless w

ith
 ro

lled
-u

p
 p

ress-clip
p
in

g
s.  S

o
o
n
er o

r later
you have to com

e directly to grips.  A
nd yet the very act of assem

bling
here has chang

ed
 the entire situatio

n d
rastically.   Jo

hn Q
uarterm

an,
autho

r o
f *T

he M
atrix,* exp

lains the Internet at his sym
p
o
sium

.  It is
the larg

est new
s netw

o
rk in the w

o
rld

, it is g
ro

w
ing

 b
y leap

s and
bounds, and yet you cannot m

easure Internet because you cannot stop it
in place.  It cannot stop, b

ecause there is no one anyw
here in the w

orld
w

ith the autho
rity to

 sto
p
 Internet.  It chang

es, yes, it g
ro

w
s, it em

b
ed

s
itself acro

ss the p
o
st-ind

ustrial, p
o
stm

o
d
ern w

o
rld

 and
 it g

enerates
co

m
m

unity w
herever it to

uches, and
 it is d

o
ing

 this all b
y itself.

P
h
ib

er is d
ifferen

t.  A
 very fin

 d
e siecle kid

, P
h
ib

er O
p
tik.  B

arlo
w

 says
he looks like an Edw

ardian dandy.   H
e does rather.  Shaven neck, the

sid
es o

f his skull cro
p
p
ed

 hip
-ho

p
 clo

se, unruly tang
le o

f b
lack hair o

n
to

p
 that lo

o
ks p

o
m

ad
ed

, he stays up
 till fo

ur a.m
.  and

 m
isses all the ses-

sions, then hang
s out in payphone b

ooths w
ith his acoustic coupler

g
utsily C

R
A

C
K
IN

G
 S

Y
S
T
EM

S
 R

IG
H

T
 IN

 T
H

E M
ID

S
T
 O

F T
H

E H
EA

V
IES

T
 LA

W
EN

FO
R
C
EM

EN
T
 D

U
D

ES
 IN

 T
H

E U
.S

., o
r at least *p

retend
ing

* to
....

U
nlike "Frank D

rake."  D
rake, w

ho
 w

ro
te D

o
ro

thy D
enning

 o
ut o

f
no

w
here, and

 asked
 fo

r an interview
 fo

r his cheap
o
 cyb

erp
unk fanzine,

and
 then started

 g
rilling

 her o
n her ethics.   S

he w
as sq

uirm
in', to

o
....

D
rake, scarecro

w
-tall w

ith
 h

is flo
p
p
y b

lo
n
d
 m

o
h
aw

k, ro
ttin

g
 ten

n
is

sho
es and

 b
lack leather jacket lettered

 ILLU
M

IN
A

T
I in red

, g
ives o

ff an
unm

istakeab
le air o

f the b
o
hem

ian literatus.  D
rake is the kind

 o
f g

uy
w

ho
 read

s B
ritish ind

ustrial d
esig

n m
ag

azines and
 ap

p
reciates W

illiam
G
ibson because the quality of the prose is so tasty.  D

rake could never
touch a phone or a keyb

oard ag
ain, and he'd still have the nose- ring

 and
the b

lurry p
ho

to
co

p
ied

 fanzines and
 the sam

p
led

 ind
ustrial m

usic.  H
e's

a rad
ical p

unk w
ith a d

eskto
p
- p

ub
lishing

 rig
 and

 an Internet ad
d
ress.

S
tand

ing
 next to

 D
rake, the d

im
inutive Phib

er lo
o
ks like he's b

een
p
hysically co

ag
ulated

 o
ut o

f p
ho

ne-lines.  B
o
rn to

 p
hreak.

D
o
ro

thy D
enning

 ap
p
ro

aches Phib
er sud

d
enly.  T

he tw
o
 o

f them
 are

ab
out the sam

e heig
ht and b

ody-b
uild. D

enning
's b

lue eyes flash b
ehind

the ro
und

 w
ind

o
w

- fram
es o

f her g
lasses.  "W

hy d
id

 yo
u say I w

as
'q

uaint?'" she asks Phib
er, q

uaintly.
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It's a p
erfect d

escrip
tio

n b
ut Phib

er is no
np

lussed
... "W

ell, I uh, yo
u

kno
w

...."

"I also
 think yo

u're q
uaint, D

o
ro

thy," I say, no
velist to

 the rescue, the
journo gift of gab...  She is neat and dapper and yet there's an arcane
q
uality to

 her, so
m

ething
 like a Pilg

rim
 M

aid
en b

ehind
 lead

ed
 g

lass; if
she w

ere six inches hig
h D

o
ro

thy D
enning

 w
o
uld

 lo
o
k g

reat insid
e a

china cab
inet...  T

he C
ryp

to
g
rap

heress....  T
he C

ryp
to

g
rap

hrix... w
hat-

ever...   W
eird

ly, P
eter D

en
n
in

g
 lo

o
ks ju

st like h
is w

ife, yo
u
 co

u
ld

 p
ick

this gentlem
an out of a thousand guys as the soulm

ate of D
orothy

D
enning

.  W
earing

 tailo
red

 slacks, a sp
o
tless fuzzy varsity sw

eater, and
a neatly kno

tted
 acad

em
ician's tie.... T

his fineb
o
ned

, exq
uisitely p

o
lite,

utterly civilized
 and

 hyp
erintellig

ent co
up

le seem
 to

 have em
erg

ed
 fro

m
so

m
e cleaner and

 finer p
arallel universe, w

here hum
anity exists to

 d
o

the B
rain T

easers co
lum

n in S
cientific A

m
erican.   W

hy d
o
es this N

ice
Lad

y hang
 o

ut w
ith these unsavo

ry characters?

B
ecause the tim

e has com
e for it, that's w

hy. B
ecause she's the best

there is at w
hat she does.

D
o
nn Parker is here, the G

reat B
ald

 Eag
le o

f C
o
m

p
uter C

rim
e....  W

ith
his b

ald
 d

o
m

e, g
reat heig

ht, and
 eno

rm
o
us Linco

ln-like hand
s, the g

reat
visio

nary p
io

neer o
f the field

 p
lo

w
s thro

ug
h the lesser m

o
rtals like an

iceb
reaker....  H

is eyes are fixed
 o

n the future w
ith the rig

id
ity o

f a
b
ro

nze statue....  Eventually, he tells his aud
ience, all b

usiness crim
e

w
ill b

e co
m

p
uter crim

e, b
ecause b

usinesses w
ill d

o
 everything

 thro
ug

h
co

m
p
uters. "C

o
m

p
uter crim

e" as a categ
o
ry w

ill vanish.

In the m
eantim

e,  p
assing

 fad
s w

ill flo
urish and

 fail and
 evap

o
rate....

P
arker's co

m
m

an
d
in

g
, reso

n
an

t vo
ice is sp

h
in

xlike, everyth
in

g
 is

view
ed

 fro
m

 so
m

e eld
ritch valley o

f d
eep

 histo
rical ab

stractio
n...  Y

es,
they've com

e and they've gone, these passing flaps in the w
orld of digital

co
m

p
utatio

n....  T
he rad

io
-freq

uency em
anatio

n scand
al... K

G
B
 and

 M
I5

and C
IA

 do it every day, it's easy, b
ut nob

ody else ever has....  T
he sala-

m
i-slice frau

d
, m

o
stly m

yth
ical...  "C

rim
o
id

s," h
e calls th

em
....

C
o
m

p
uter viruses are the current crim

o
id

 cham
p
, a lo

t less d
ang

ero
us

than m
ost people let on, b

ut the novelty is fading
 and there's a crim

oid
vacuum

 at the m
o
m

ent, the p
ress is visib

ly hung
ering

 fo
r so

m
ething
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m
ore outrag

eous....  T
he G

reat M
an shares w

ith us a few
 speculations on

the co
m

ing
 crim

o
id

s....  D
eskto

p
 Fo

rg
ery!  W

o
w

....  C
o
m

p
uters sto

len
just fo

r the sake o
f the info

rm
atio

n w
ithin them

 —
 d

ata- nap
p
ing

!
H

ap
p
ened

 in B
ritain a w

hile ag
o
, co

uld
 b

e the co
m

ing
 thing

....  Phanto
m

no
d
es in the Internet!

Parker hand
les his o

verhead
 p

ro
jecto

r sheets w
ith an ecclesiastical

air...  H
e w

ears a g
rey d

o
ub

le-b
reasted

 suit, a lig
ht b

lue shirt, and
 a

very q
uiet tie o

f und
erstated

 m
aro

o
n and

 b
lue p

aisley...  A
p
ho

rism
s

em
erg

e fro
m

 him
 w

ith slo
w

, lead
en em

p
hasis...  T

here is no
 such thing

as an adequately secure com
puter w

hen one faces a sufficiently pow
erful

ad
versary.... D

eterrence is the m
o
st so

cially useful asp
ect o

f security...
Peo

p
le are the p

rim
ary w

eakness in all info
rm

atio
n system

s...  T
he

entire b
aseline o

f co
m

p
uter security m

ust b
e shifted

 up
w

ard
....  D

o
n't

ever vio
late yo

u
r secu

rity b
y p

u
b
licly d

escrib
in

g
 yo

u
r secu

rity m
ea-

sures...

Peo
p
le in the aud

ience are b
eg

inning
 to

 sq
uirm

, and
 yet there is so

m
e-

thing
 ab

o
ut the elem

ental p
urity o

f this g
uy's p

hilo
so

p
hy that co

m
p
els

uneasy resp
ect....  Parker so

und
s like the o

nly sane g
uy left in the

lifeb
o
at, so

m
etim

es.  T
he g

uy w
ho

 can p
ro

ve rig
o
ro

usly, fro
m

 d
eep

m
o
ral p

rincip
les, that H

arvey there, the o
ne w

ith the b
ro

ken leg
 and

 the
checkered

 p
ast, is the o

ne w
ho

 has to
 b

e, err.... that is, M
r. H

arvey is
b
est placed to m

ake the necessary sacrifice for the security and indeed
the very survival o

f the rest o
f this lifeb

o
at's crew

....   C
o
m

p
uter secu-

rity, P
arker in

fo
rm

s u
s m

o
u
rn

fu
lly, is a n

asty to
p
ic, an

d
 w

e w
ish

 w
e

didn't have to have  it...  T
he security expert, arm

ed w
ith m

ethod and
lo

g
ic, m

ust think —
 im

ag
ine —

 everything
 that the ad

versary m
ig

ht d
o

b
efo

re the ad
versary m

ig
ht actually d

o
 it.   It is as if the crim

inal's d
ark

b
rain w

ere an extensive sub
p
ro

g
ram

 w
ithin the shining

 cranium
 o

f
D

o
nn Parker.   H

e is a H
o
lm

es w
ho

se M
o
riarty d

o
es no

t q
uite yet exist

and
 so

 m
ust b

e p
erfectly sim

ulated
.

C
FP is a stellar g

athering
, w

ith the g
id

d
iness o

f a w
ed

d
ing

.  It is a hap
p
y

tim
e, a hap

p
y end

ing
, they kno

w
 their w

o
rld

 is chang
ing

 fo
rever

tonight, and they're proud to have been there to see it happen, to talk, to
think, to

 help
.
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A
nd

 yet as nig
ht falls, a certain eleg

iac q
uality m

anifests itself, as the
cro

w
d
 g

athers b
eneath the chand

eliers w
ith their w

ineg
lasses and

dessert plates. Som
ething

 is ending
 here, g

one forever, and it takes a
w

hile to
 p

inp
o
int it.

It is the End
 o

f the A
m

ateurs.
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A
F

T
E

R
W

O
R

D

T
h
e
 H

a
c
k
e
r C

ra
c
k
d
o
w

n
 

T
h
re

e
 Y

e
a
rs

 L
a
te

r

T
hree years in cyb

ersp
ace is like thirty years anyp

lace real.  It feels as
if a g

eneratio
n has p

assed
 since I w

ro
te this b

o
o
k.  In term

s o
f the g

en-
eratio

ns o
f co

m
p
uting

 m
achinery invo

lved
, that's p

retty m
uch the case.

T
he b

asic shape of cyb
erspace has chang

ed drastically since 1
9
9
0
.  A

new
 U

.S
. A

d
m

inistratio
n is in p

o
w

er w
ho

se p
erso

nnel are, if anything
,

only too aw
are of the nature and potential of electronic netw

orks.  It's
now

 clear to all players concerned that the status quo is dead-and-g
one

in A
m

erican m
ed

ia and
 teleco

m
m

unicatio
ns, and

 alm
o
st any territo

ry o
n

th
e electro

n
ic fro

n
tier is u

p
 fo

r g
rab

s.  In
teractive m

u
ltim

ed
ia, cab

le-
p
h
o
n
e
 allian

ce
s, th

e
 In

fo
rm

atio
n
 S

u
p
e
rh

ig
h
w

ay, fib
e
r- to

-th
e
-cu

rb
,

lap
to

p
s and

 p
alm

to
p
s, the exp

lo
sive g

ro
w

th o
f cellular and

 the Internet
—

 the earth trem
b
les visib

ly.

T
he year 1

9
9

0
 w

as no
t a p

leasant o
ne fo

r A
T
&

T
.  B

y 1
9

9
3

, ho
w

ever,
A

T
&

T
 had successfully devoured the com

puter com
pany N

C
R in an

u
n
frien

d
ly takeo

ver, fin
ally g

ivin
g
 th

e p
o
le-clim

b
ers a m

ajo
r p

iece o
f

the d
ig

ital actio
n.  A

T
&

T
 m

anag
ed

 to
 rid

 itself o
f o

w
nership

 o
f the tro

u-
b
leso

m
e U

N
IX

 o
p
erating

 system
, selling

 it to
 N

o
vell, a netw

are co
m

p
any,

w
hich w

as itself p
rep

aring
 fo

r a savag
e m

arket d
ust-up

 w
ith o

p
erating

-
system

 titan M
icro

so
ft.  Furtherm

o
re, A

T
&

T
 acq

uired
 M

cC
aw

 C
ellular in

a g
ig

antic m
erg

er, g
iving

 A
T
&

T
 a p

o
tential w

ireless w
hip

-hand
 o

ver its
form

er prog
eny, the RB

O
C
s.  T

he RB
O

C
s them

selves w
ere now

 A
T
&

T
's

clearest p
o
tential rivals, as the C

hinese firew
alls b

etw
een reg

ulated
m

o
no

p
o
ly and

 frenzied
 d

ig
ital entrep

reneurism
 b

eg
an to

 m
elt and

 co
l-

lap
se head

lo
ng

.

A
T
&

T
, m

o
cked

 b
y ind

ustry analysts in 1
9

9
0

, w
as reap

ing
 aw

estruck
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praise by com
m

entators in 1
9
9
3
.   A

T
&

T
 had m

anaged to avoid any m
ore

m
ajo

r so
ftw

are crashes in its sw
itching

 statio
ns.  A

T
&

T
's new

fo
und

rep
utatio

n as "the nim
b
le g

iant" w
as all the sw

eeter, since A
T
&

T
's tra-

d
itio

n
al rival g

ian
t in

 th
e w

o
rld

 o
f m

u
ltin

atio
n
al co

m
p
u
tin

g
, IB

M
, w

as
alm

o
st p

ro
strate b

y 1
9

9
3

.  IB
M

's visio
n o

f the co
m

m
ercial co

m
p
uter-

netw
o
rk o

f the future, "Pro
d
ig

y," had
 m

anag
ed

 to
 sp

end
 $

9
0

0
 m

illio
n

w
itho

ut a w
ho

le heck o
f a lo

t to
 sho

w
 fo

r it, w
hile A

T
&

T
, b

y co
ntrast,

w
as b

o
ld

ly sp
eculating

 o
n the p

o
ssib

ilities o
f p

erso
nal co

m
m

unicato
rs

and
 hed

g
ing

 its b
ets w

ith investm
ents in hand

w
ritten interfaces.  In

1
9
9
0
 A

T
&

T
 had looked b

ad; b
ut in 1

9
9
3
 A

T
&

T
 looked like the future.

A
t least, A

T
&

T
's *ad

vertisin
g
* lo

o
ked

 like th
e fu

tu
re. S

im
ilar p

u
b
lic

attentio
n w

as riveted
 o

n the m
assive $

2
2

 b
illio

n m
eg

am
erg

er b
etw

een
R
B
O

C
 B

ell A
tlantic and

 cab
le-T

V
 g

iant T
ele-C

o
m

m
unicatio

ns Inc.   N
ynex

w
as b

uying
 into

 cab
le co

m
p
any V

iaco
m

 Internatio
nal.  B

ellS
o
uth w

as
b
uying

 sto
ck in Prim

e M
anag

em
ent, S

o
uthw

estern B
ell acq

uiring
 a cab

le
co

m
p
any in W

ashing
to

n D
C
, and

 so
 fo

rth.   B
y stark co

ntrast, the
Internet, a no

nco
m

m
ercial entity w

hich o
fficially d

id
 no

t even exist, had
no

 advertising
 b

udg
et at all.  A

nd yet, alm
o
st b

elo
w

 the level o
f g

o
vern-

m
ental and

 co
rp

o
rate aw

areness, the Internet w
as stealthily d

evo
uring

everything
 in its p

ath, g
ro

w
ing

 at a rate that d
efied

 co
m

p
rehensio

n.
K
id

s w
ho

 m
ig

ht have b
een eag

er co
m

p
uter-intrud

ers a m
ere five years

earlier w
ere n

o
w

 su
rfin

g
 th

e In
tern

et, w
h
ere th

eir n
atu

ral u
rg

e to
exp

lo
re led

 them
 into

 cyb
ersp

ace land
scap

es o
f such m

ind
b
o
g
g
ling

 vast-
ness that the very idea of hacking passw

ords seem
ed rather a w

aste of
tim

e.

B
y 1

9
9

3
, there had

 no
t b

een a so
lid

, kno
ck 'em

 d
o
w

n, p
anic-striking

,
teenag

e-hacker  co
m

p
uter-intrusio

n scand
al in m

any lo
ng

 m
o
nths.

T
here had

, o
f co

urse, b
een so

m
e striking

 and
 w

ell-p
ub

licized
 acts o

f
illicit co

m
p
uter access, b

ut they had
 b

een co
m

m
itted

 b
y ad

ult w
hite-

co
llar in

d
u
stry in

sid
e
rs in

 cle
ar p

u
rsu

it o
f p

e
rso

n
al o

r co
m

m
e
rcial

advantag
e.  T

he kids, b
y contrast, all seem

ed to b
e on IRC

, Internet Relay
C
hat.

O
r, p

erhap
s, fro

licking
 o

ut in the end
less g

lass-ro
o
ts netw

o
rk o

f p
er-

so
nal b

ulletin b
o
ard

 system
s.  In 1

9
9

3
, there w

ere an estim
ated

6
0

,0
0

0
 b

o
ard

s in A
m

erica; the p
o
p
ulatio

n o
f b

o
ard

s had
 fully d

o
ub

led
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since O
p
eratio

n S
und

evil in 1
9

9
0

. T
he ho

b
b
y w

as transm
uting

 fitfully
into

 a g
enuine ind

ustry.  T
he b

o
ard

 co
m

m
unity w

ere no
 lo

ng
er o

b
scure

ho
b
b
yists; m

any w
ere still ho

b
b
yists and

 p
ro

ud
 o

f it, b
ut b

o
ard

 syso
p
s

and advanced board users had becom
e a far m

ore cohesive and politically
aw

are co
m

m
unity, no

 lo
ng

er allo
w

ing
 them

selves to
 b

e o
b
scure.

T
he specter of cyb

erspace in the late 1
9
8
0
s, of outw

itted authorities
trem

b
ling

 in fear b
efo

re teenag
e hacker w

hiz- kid
s, seem

ed
 d

o
w

nrig
ht

antiquated by 1
9
9
3
.  Law

 enforcem
ent em

phasis had changed, and the
favo

rite electro
nic villain o

f 1
9

9
3

 w
as no

t the vand
al child

, b
ut  the

victim
izer o

f child
ren, the d

ig
ital child

 p
o
rno

g
rap

her.  "O
p
eratio

n
Lo

ng
arm

,"  a child
- p

o
rno

g
rap

hy co
m

p
uter raid

 carried
 o

ut b
y the p

re-
vio

usly little- kno
w

n cyb
ersp

ace rang
ers o

f the U
.S

. C
usto

m
s S

ervice,
w

as alm
o
st the size o

f O
p
eratio

n S
und

evil, b
ut received

 very little
no

tice b
y co

m
p
ariso

n.

T
he hug

e and
 w

ell-o
rg

anized
 "O

p
eratio

n D
isco

nnect," an FB
I strike

ag
ainst telep

ho
ne rip

-o
ff co

n-artists, w
as actually larg

er than
S
und

evil.  "O
p
eratio

n D
isco

nnect" had
 its b

rief m
o
m

ent in the sun o
f

p
ub

licity, and
 then vanished

 utterly. It w
as unfo

rtunate that a law
-

enfo
rcem

ent affair as ap
p
arently w

ell-co
nd

ucted
 as O

p
eratio

n
D

isco
nnect, w

hich p
ursued

 teleco
m

 ad
ult career crim

inals a hund
red

tim
es m

o
re m

o
rally rep

ug
nant than teenag

e hackers, sho
uld

 have
received

 so
 little attentio

n and
 fanfare, esp

ecially co
m

p
ared

 to
 the

ab
o
rtive S

und
evil and

 the b
asically d

isastro
us effo

rts o
f the C

hicag
o

C
om

puter Fraud and A
b
use T

ask Force.  B
ut the life of an electronic

p
o
licem

an is seld
o
m

 easy.

If any law
 enfo

rcem
ent event truly d

eserved
 full-scale p

ress co
verag

e
(w

hile som
ehow

 m
anaging to escape it), it w

as the am
azing saga of N

ew
Y
o
rk S

tate Po
lice S

enio
r Investig

ato
r D

o
n D

elaney V
ersus the O

rchard
S
treet Fing

er- H
ackers.  T

his sto
ry  p

ro
b
ab

ly rep
resents the real

future o
f p

ro
fessio

nal teleco
m

m
unicatio

ns crim
e in A

m
erica.  T

he fin-
g
er- hackers so

ld
, and

 still sell, sto
len lo

ng
-d

istance p
ho

ne service to
 a

cap
tive clien

tele o
f illeg

al alien
s in

 N
ew

 Y
o
rk C

ity. T
h
is clien

tele is d
es-

p
erate to

 call ho
m

e, yet as a g
ro

up
, illeg

al aliens have few
 leg

al m
eans o

f
o
b
taining

 stand
ard

 p
ho

ne service, since their very p
resence in the

U
nited

 S
tates is ag

ainst the law
.  T

he fing
er-hackers o

f O
rchard

 S
treet
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w
ere very unusual "hackers," w

ith an asto
nishing

 lack o
f any kind

 o
f

g
enuine techno

lo
g
ical kno

w
led

g
e.  A

nd
 yet these N

ew
 Y

o
rk call-sell

thieves sho
w

ed
 a street-level ing

enuity ap
p
alling

 in its sing
le- m

ind
ed

sense o
f larceny.

T
here w

as no
 d

issid
ent-hacker rheto

ric ab
o
ut  freed

o
m

- o
f-info

rm
atio

n
am

ong
 the fing

er-hackers.  M
ost of them

 cam
e out of the cocaine-dealing

fraternity, and
 they retailed

 sto
len calls w

ith the sam
e street-crim

e
techniques of lookouts and bagholders that a crack gang w

ould em
ploy.

T
h
is w

as d
o
w

n
- an

d
-d

irty, u
rb

an
, eth

n
ic, o

rg
an

ized
 crim

e, carried
 o

u
t

b
y crim

e fam
ilies every d

ay, fo
r cash o

n the b
arrelhead

, in the harsh
w

o
rld

 o
f the streets.  T

he fing
er-hackers d

o
m

inated
 certain p

ayp
ho

nes
in certain striking

ly unsavo
ry neig

hb
o
rho

o
d
s. T

hey p
ro

vid
ed

 a service
no

 o
ne else w

o
uld

 g
ive to

 a clientele w
ith little to

 lo
se.

W
ith such a vast sup

p
ly o

f electro
nic crim

e  at hand
, D

o
n D

elaney ro
ck-

eted from
 a background in hom

icide to teaching telecom
 crim

e at FLET
C

in less than three years.  Few
 can rival D

elaney's hand
s-o

n, street-
level exp

erience in p
ho

ne fraud
. A

nyo
ne in 1

9
9

3
 w

ho
 still b

elieves
telecom

m
unications crim

e to b
e som

ething
 rare and arcane should have a

few
 w

o
rd

s w
ith M

r D
elaney.  D

o
n D

elaney has also
 w

ritten tw
o
 fine

essays, o
n teleco

m
 fraud

 and
 co

m
p
uter crim

e, in Jo
sep

h G
rau's

*C
rim

in
al an

d
 C

ivil In
ve

stig
atio

n
s H

an
d
b
o
o
k* (M

cG
raw

 H
ill 1

9
9

3
).

*P
h
rack* w

as still p
u
b
lish

in
g
 in

 1
9

9
3

, n
o
w

 u
n
d
e
r th

e
 ab

le
 e

d
ito

rsh
ip

of Erik B
loodaxe.  B

loodaxe m
ade a determ

ined attem
pt to get law

enfo
rcem

ent and
 co

rp
o
rate security to

 p
ay real m

o
ney fo

r their elec-
tro

nic co
p
ies o

f *Phrack,* b
ut, as usual, these stalw

art d
efend

ers o
f

intellectual p
ro

p
erty p

referred
 to

 p
irate the m

ag
azine.  B

lo
o
d
axe has

still no
t g

o
tten b

ack any o
f his p

ro
p
erty fro

m
 the seizure raid

s o
f M

arch
1

, 1
9

9
0

.  N
either has the M

ento
r, w

ho
 is still the m

anag
ing

 ed
ito

r o
f

Steve Jackson G
am

es.

N
or has Rob

ert Izenb
erg

, w
ho has suspended his court strug

g
le to g

et his
m

achinery b
ack.  M

r Izenb
erg

 has calculated
 that his $

2
0

,0
0

0
 o

f
eq

uip
m

ent seized
 in 1

9
9

0
 is, in 1

9
9

3
, w

o
rth $

4
,0

0
0

 at m
o
st.  T

he
m

issing softw
are, also gone out his door, w

as long ago replaced.   H
e

m
ig

ht, he says, sue fo
r the sake o

f p
rincip

le, b
ut he feels that the p

eo
p
le
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w
ho seized his m

achinery have already b
een discredited, and w

on't b
e

d
o
ing

 any m
o
re seizures.  A

nd
 even if his m

achinery w
ere returned

 —
and

 in g
o
o
d
 rep

air, w
hich is d

o
ub

tful —
 it w

ill  b
e essentially w

o
rthless

b
y 1

9
9

5
.  R

o
b
ert Izenb

erg
 no

 lo
ng

er w
o
rks fo

r IB
M

, b
ut has a jo

b
 p

ro
-

g
ram

m
ing

 fo
r a m

ajo
r teleco

m
m

unicatio
ns co

m
p
any in A

ustin.

S
teve Jackso

n w
o
n his case ag

ainst the S
ecret S

ervice o
n M

arch 1
2

,
1

9
9

3
, just o

ver three years after the fed
eral raid

 o
n his enterp

rise.
T
hanks to the delaying

 tactics availab
le throug

h the leg
al doctrine of

"q
ualified

 im
m

unity," Jackso
n w

as tactically fo
rced

 to
 d

ro
p
 his suit

ag
ainst the ind

ivid
uals W

illiam
 C

o
o
k, T

im
 Fo

ley, B
arb

ara G
o
ld

en and
H

enry K
luep

fel.   (C
o
o
k, Fo

ley, G
o
ld

en and
 K

luep
fel d

id
, ho

w
ever, testify

d
u
rin

g
 th

e
 trial.)

T
he S

ecret S
ervice fo

ug
ht vig

o
ro

usly in the case, b
attling

 Jackso
n's

law
yers rig

ht d
o
w

n the line, o
n the (m

o
stly p

revio
usly untried

) leg
al

turf o
f the Electro

nic C
o
m

m
unicatio

ns Privacy A
ct and

 the Privacy
Pro

tectio
n A

ct o
f 1

9
8

0
.  T

he S
ecret S

ervice d
enied

 they w
ere leg

ally o
r

m
o
rally resp

o
nsib

le fo
r seizing

 the w
o
rk o

f a p
ub

lisher.   T
hey claim

ed
that (1

) Jackso
n's g

am
ing

 "b
o
o
ks" w

eren't real b
o
o
ks anyho

w
, and

 (2
)

the S
ecret S

ervice d
id

n't realize S
JG

 Inc w
as a "p

ub
lisher" w

hen they
raided his offices, and (3

) the b
ooks only vanished b

y accident b
ecause

they m
erely happened to b

e inside the com
puters the ag

ents w
ere appro-

p
riating

.

T
he S

ecret S
ervice also

 d
enied

 any w
ro

ng
d
o
ing

 in read
ing

 and
 erasing

 all
the sup

p
o
sed

ly "p
rivate" e-m

ail insid
e Jackso

n's seized
 b

o
ard

,
Illum

inati.  T
he U

S
S
S
 atto

rneys claim
ed

 the seizure d
id

 no
t vio

late the
Electro

nic C
o
m

m
unicatio

ns Privacy A
ct, b

ecause they w
eren't actually

"intercep
ting

" electro
nic m

ail that w
as m

o
ving

 o
n a w

ire, b
ut o

nly elec-
tro

nic m
ail that w

as q
uietly sitting

 o
n a d

isk insid
e Jackso

n's co
m

p
uter.

T
hey also claim

ed that U
SSS agents hadn't read any of the private m

ail on
Illum

inati; and
 anyw

ay, even sup
p
o
sing

 that they had
, they w

ere allo
w

ed
to do that by the subpoena.

T
he Jackson case b

ecam
e even m

ore peculiar w
hen the Secret Service

attorneys w
ent so far as to allege that the federal raid against the gam

ing
co

m
p
any had

 actually *im
p
ro

ved
 Jackso

n's b
usiness*  thanks to

 the
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ensuing
 natio

nw
id

e p
ub

licity.

It w
as a lo

ng
 and

 rather invo
lved

 trial.  T
he jud

g
e seem

ed
 m

o
st p

er-
turb

ed, not b
y the arcane m

atters of electronic law
, b

ut b
y the fact that

the Secret Service could have avoided alm
ost all the consequent trouble

sim
p
ly b

y g
iving

 Jackso
n his co

m
p
uters b

ack in sho
rt o

rd
er.   T

he
S
ecret S

ervice easily co
uld

 have lo
o
ked

 at everything
 in Jackso

n's co
m

-
p
uters, reco

rd
ed

 everything
, and

 g
iven the m

achinery b
ack, and

 there
w

o
uld

 have b
een no

 m
ajo

r scand
al o

r fed
eral co

urt suit.  O
n the co

n-
trary, everyb

o
d
y sim

p
ly w

o
uld

 have had
 a g

o
o
d
 laug

h. U
nfo

rtunately, it
appeared that this idea had never entered the heads of the C

hicago-based
investig

ato
rs.  T

hey seem
ed

 to
 have co

nclud
ed

 unilaterally, and
 w

itho
ut

due course of law
, that the w

orld w
ould be better off if Steve Jackson

didn't have com
puters.  G

olden and Foley claim
ed that they had both

never even heard of the Privacy Protection A
ct.  C

ook had heard of the
A

ct, but he'd decided on his ow
n that the Privacy Protection A

ct had
nothing to do w

ith Steve Jackson.

T
he Jackso

n case w
as also

 a very p
o
liticized

 trial, b
o
th sid

es d
elib

erate-
ly ang

ling
 fo

r a lo
ng

-term
 leg

al p
reced

ent that w
o
uld

 stake-o
ut b

ig
claim

s fo
r their interests in cyb

ersp
ace. Jackso

n and
 his EFF ad

viso
rs

tried
 hard

 to
 estab

lish that the least e-m
ail rem

ark o
f the lo

nely elec-
tro

nic p
am

p
hleteer d

eserves the sam
e so

m
b
er civil-rig

hts p
ro

tectio
n as

that affo
rd

ed
 *T

he N
ew

 Y
o
rk T

im
es.*  B

y stark co
ntrast, the S

ecret
S
ervice's atto

rneys arg
ued

 b
o
ld

ly that the co
ntents o

f an electro
nic b

ul-
letin board have no m

ore expectation of privacy than a heap of postcards.
In

 th
e
 fin

al an
alysis, ve

ry little
 w

as firm
ly n

aile
d
 d

o
w

n
.  Fo

rm
ally, th

e
leg

al ruling
s in the Jackso

n case ap
p
ly o

nly in the fed
eral W

estern
D

istrict o
f T

exas. It w
as, ho

w
ever, estab

lished
 that these w

ere real
civil- lib

erties issues that p
o
w

erful p
eo

p
le w

ere p
rep

ared
 to

 g
o
 to

 the
co

urtho
use o

ver; the seizure o
f b

ulletin b
o
ard

 system
s, tho

ug
h it still

g
oes on, can b

e a perilous act for the seizer. T
he Secret Service ow

es
Steve Jackson $

5
0
,0

0
0
 in dam

ages, and a thousand dollars each to three
of Jackson's angry and offended board users.  A

nd Steve Jackson, rather
th

an
 o

w
n
in

g
 th

e sin
g
le-lin

e b
u
lletin

 b
o
ard

 system
 "Illu

m
in

ati" seized
 in

1
9

9
0

, no
w

 rejo
ices in p

o
ssessio

n o
f a hug

e p
rivately-o

w
ned

 Internet
no

d
e, "io

.co
m

," w
ith d

o
zens o

f p
ho

ne-lines o
n its  o

w
n T

-1
 trunk.
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Jackso
n has m

ad
e the entire b

lo
w

-b
y-b

lo
w

 narrative o
f his case avail-

ab
le electro

nically, fo
r interested

 p
arties. A

nd
 yet, the Jackso

n case
m

ay still no
t b

e o
ver; a S

ecret S
ervice ap

p
eal seem

s likely and
 the EFF

is also
 g

ravely d
issatisfied

 w
ith the ruling

 o
n electro

nic intercep
tio

n.

T
he W

ELL, ho
m

e o
f the A

m
erican electro

nic civil lib
ertarian m

o
vem

ent,
added tw

o thousand m
ore users and dropped its aging Sequent com

puter
in favo

r o
f a snap

p
y new

 S
un S

p
arcstatio

n.  S
earch-and

-seizure d
iscus-

sions on the W
ELL are now

 taking a decided back-seat to the current hot
to

p
ic in

 d
ig

ital civil lib
e
rtie

s, u
n
b
re

akab
le

 p
u
b
lic-ke

y
 e

n
cry

p
tio

n
 fo

r
p
rivate citizens.

T
he Electro

nic Fro
ntier Fo

und
atio

n left its m
o
d
est ho

m
e in B

o
sto

n to
m

o
ve insid

e the W
ashing

to
n B

eltw
ay o

f the C
linto

n A
d
m

inistratio
n.  Its

new
 executive d

irecto
r, EC

PA
 p

io
neer and

 lo
ng

tim
e A

C
LU

 activist Jerry
B
erm

an, g
ained a reputation of a m

an adept as dining
 w

ith tig
ers, as the

EFF devoted its attention to netw
orking at the highest levels of the com

-
p
uter and

 teleco
m

m
unicatio

ns ind
ustry.  EFF's p

ro
- encryp

tio
n lo

b
b
y

an
d
 an

ti-w
ire

tap
p
in

g
 in

itiative
 w

e
re

 e
sp

e
cially im

p
re

ssive
, su

cce
ss-

fully assem
b
ling

 a herd
 o

f hig
hly varieg

ated
 ind

ustry cam
els und

er the
sam

e EFF tent, in o
p
en and

 p
o
w

erful o
p
p
o
sitio

n to
 the electro

nic am
b
i-

tions of the FB
I and the N

SA
.

EFF had
 transm

uted
 at lig

ht-sp
eed

 fro
m

 an insurrectio
n to

 an institu-
tio

n.  EFF C
o
-Fo

und
er M

itch K
ap

o
r o

nce ag
ain sid

estep
p
ed

 the b
ureau-

cratic consequences of his ow
n success, b

y rem
aining

 in B
oston and

ad
ap

ting
 the ro

le o
f EFF g

uru and
 g

ray em
inence.   Jo

hn Perry B
arlo

w
,

fo
r his p

art, left W
yo

m
ing

, q
uit the R

ep
ub

lican Party, and
 m

o
ved

 to
 N

ew
Y
o
rk C

ity, acco
m

p
anied

 b
y his sw

arm
 o

f cellular p
ho

nes.   M
ike G

o
d
w

in
left B

o
sto

n fo
r W

ashing
to

n as EFF's o
fficial leg

al ad
viser to

 the elec-
tro

n
ically afflicted

.

A
fter th

e N
eid

o
rf trial, D

o
ro

th
y D

en
n
in

g
 fu

rth
er p

ro
ved

 h
er firm

scho
lastic ind

ep
end

ence-o
f-m

ind
 b

y sp
eaking

 up
 b

o
ld

ly o
n the useful-

n
ess an

d
 so

cial valu
e o

f fed
eral w

iretap
p
in

g
.  M

an
y civil lib

ertarian
s,

w
ho

 reg
ard

ed
 the p

ractice o
f w

iretap
p
ing

 w
ith d

eep
 o

ccult ho
rro

r,  w
ere

crestfallen to
 the p

o
int o

f co
m

ed
y w

hen natio
nally kno

w
n "hacker sym

-
p
athizer" D

o
ro

thy D
enning

 sternly d
efend

ed
 p

o
lice and

 p
ub

lic interests
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in o
fficial eavesd

ro
p
p
ing

. H
o
w

ever, no
 am

o
unt o

f p
ub

lic up
ro

ar seem
ed

to sw
erve the "quaint" D

r. D
enning

 in the slig
htest.  She not only m

ade
up

 her o
w

n m
ind

, she m
ad

e it up
 in p

ub
lic and

 then stuck to
 her g

uns.

In 1
9

9
3

, the stalw
arts o

f the M
asters o

f D
ecep

tio
n, Phib

er O
p
tik, A

cid
P
h
reak an

d
 S

co
rp

io
n
, fin

ally fell afo
u
l o

f th
e m

ach
in

eries o
f leg

al p
ro

s-
ecutio

n.  A
cid

 Phreak and
 S

co
rp

io
n w

ere sent to
 p

riso
n fo

r six m
o
nths,

six m
o
nths o

f ho
m

e d
etentio

n, 7
5

0
 ho

urs o
f co

m
m

unity service, and
,

o
d
d
ly, a $

5
0

 fine fo
r co

nsp
iracy to

 co
m

m
it co

m
p
uter crim

e.  Phib
er

O
p
tik, the co

m
p
uter intrud

er w
ith p

erhap
s the hig

hest p
ub

lic p
ro

file in
the entire w

o
rld

, to
o
k the lo

ng
est to

 p
lead

 g
uilty, b

ut, facing
 the p

o
ssi-

b
ility o

f ten years in jail, he finally d
id

 so
.  H

e w
as sentenced

 to
 a year

and
 a d

ay in p
riso

n.

A
s for the A

tlanta w
ing of the Legion of D

oom
, Prophet, Leftist and

U
rvile...   U

rvile no
w

 w
o
rks fo

r a so
ftw

are co
m

p
any in A

tlanta.  H
e is

still o
n p

ro
b
atio

n and
 still rep

aying
 his eno

rm
o
us fine.  In fifteen

m
onths, he w

ill once ag
ain b

e allow
ed to ow

n a personal com
puter.  H

e is
still a co

nvicted
 fed

eral felo
n, b

ut has no
t had

 any leg
al d

ifficulties since
leaving

 p
riso

n.  H
e has lo

st co
ntact w

ith Pro
p
het and

 Leftist.
U
nfortunately, so have I, thoug

h not throug
h lack of honest effort.

K
nig

ht Lig
htning

, no
w

 2
4

,  is a technical w
riter fo

r the fed
eral g

o
vern-

m
ent in W

ashing
ton D

C
.  H

e has still not b
een accepted into law

 school,
b
ut having

 sp
ent m

o
re than his share o

f tim
e in the co

m
p
any o

f atto
r-

neys, he's com
e to think that m

aybe an M
B
A

 w
ould be m

ore to the point.
H

e still o
w

es his atto
rneys $

3
0

,0
0

0
, b

ut the sum
 is d

w
ind

ling
 stead

ily
since he is m

anfully w
o
rking

 tw
o
 jo

b
s.  K

nig
ht Lig

htning
 custo

m
arily

w
ears a suit and

 tie and
 carries a valise.  H

e has a fed
eral security

clearance.

U
n
in

d
icted

 *P
h
rack* co

-ed
ito

r T
aran

 K
in

g
 is also

 a tech
n
ical w

riter in
W

ashing
to

n D
C
,  and

 recently g
o
t m

arried
.

T
erm

in
u
s d

id
 h

is tim
e, g

o
t o

u
t o

f p
riso

n
, an

d
 cu

rren
tly lives in

 S
ilico

n
V

alley w
here he is running

 a full-scale Internet no
d
e, "netsys.co

m
."   H

e
p
ro

g
ram

s p
ro

fessio
n
ally fo

r a co
m

p
an

y sp
ecializin

g
 in

 satellite lin
ks

fo
r the Internet.
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C
arlto

n Fitzp
atrick still teaches at the Fed

eral Law
 Enfo

rcem
ent

T
raining

 C
enter, b

ut FLET
C
 fo

und
 that the issues invo

lved
 in sp

o
nso

ring
and

 running
 a b

ulletin b
o
ard

 system
 are rather m

o
re co

m
p
lex than they

at first ap
p
ear to

 b
e.

G
ail T

hackeray  b
riefly co

nsid
ered

 g
o
ing

 into
 p

rivate security, b
ut then

chang
ed tack, and joined the M

aricopa C
ounty D

istrict A
ttorney's O

ffice
(w

ith
 a salary).  S

h
e
 is still vig

o
ro

u
sly p

ro
se

cu
tin

g
 e

le
ctro

n
ic racke

-
teerin

g
 in

 P
h
o
en

ix, A
rizo

n
a.

T
he fo

urth co
nsecutive C

o
m

p
uters, Freed

o
m

 and
 Privacy C

o
nference

w
ill take p

lace in
 M

arch
 1

9
9

4
 in

 C
h
icag

o
.

A
s fo

r B
ru

ce S
terlin

g
... w

ell *8
-).  I th

an
kfu

lly ab
an

d
o
n
ed

 m
y b

rief
career as  a true-crim

e jo
urnalist and

 w
ro

te a new
 science fictio

n
no

vel, *H
eavy W

eather,* and
 assem

b
led

 a new
 co

llectio
n o

f sho
rt sto

-
rie

s, *G
lo

b
alh

e
ad

.*  I also
 w

rite
 n

o
n
fictio

n
 re

g
u
larly,  fo

r th
e
 p

o
p
u
lar-

science co
lum

n in *T
he M

ag
azine o

f  Fantasy and
 S

cience Fictio
n.*

I like life b
etter on the far side of the b

oundary b
etw

een fantasy and
reality;  b

ut I've co
m

e to
 reco

g
nize that reality has an unfo

rtunate  w
ay

o
f annexing

 fantasy fo
r its o

w
n p

urp
o
ses. T

hat's w
hy I'm

 o
n the Po

lice
L
iaiso

n
 C

o
m

m
ittee fo

r  EFF- A
u
stin

, a lo
cal electro

n
ic civil lib

erties
g
ro

up
 (eff- austin@

tic.co
m

).  I d
o
n't think I w

ill ever g
et o

ver m
y

exp
erience o

f the H
acker C

rackd
o
w

n, and
 I exp

ect to
 b

e invo
lved

 in elec-
tro

n
ic civil lib

e
rtie

s activism
 fo

r th
e
 re

st o
f m

y life
.

It w
o
uld

n't b
e hard

 to
 find

 m
aterial fo

r ano
ther b

o
o
k o

n co
m

p
uter crim

e
an

d
 civil lib

erties issu
es.   I tru

ly b
elieve th

at I co
u
ld

 w
rite an

o
th

er
b
o
o
k m

uch like this o
ne, every year. C

yb
ersp

ace is very b
ig

.  T
here's a

lot going on out there, far m
ore than can be adequately covered by the

tiny, tho
ug

h g
ro

w
ing

, cad
re o

f netw
o
rk-literate rep

o
rters.  I d

o
 w

ish I
co

uld
 d

o
 m

o
re w

o
rk o

n this to
p
ic, b

ecause the vario
us p

eo
p
le o

f cyb
er-

sp
ace are an elem

ent o
f o

ur so
ciety that d

efinitely req
uires sustained

study and attention.

B
ut there's only one of m

e, and I have a lot on m
y m

ind, and, like m
ost
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science fictio
n w

riters, I have a lo
t m

o
re im

ag
inatio

n than d
iscip

line.
H

aving
 d

o
ne m

y stint as an electro
nic-fro

ntier rep
o
rter, m

y hat is o
ff

to those stalw
art few

 w
ho do it every day.  I m

ay return to this topic
som

e day, but I have no real plans to do so.  H
ow

ever, I didn't have any
real p

lans to
 w

rite "H
acker C

rackd
o
w

n," either.  T
hing

s hap
p
en, no

w
a-

d
ays.  T

here are land
slid

es in cyb
ersp

ace.  I'll just have to
 try and

 stay
alert and

 o
n m

y feet.

T
he electronic landscape chang

es w
ith astounding

 speed. W
e are living

thro
ug

h the fastest techno
lo

g
ical transfo

rm
atio

n in hum
an histo

ry.  I
w

as glad to have a chance to docum
ent cyberspace during one m

om
ent in

its lo
ng

 m
utatio

n; a kind
 o

f stro
b
e-flash o

f the m
aelstro

m
.  T

his b
o
o
k is

alread
y o

ut-o
f- d

ate, tho
ug

h, and
 it w

ill b
e q

uite o
b
so

lete in ano
ther

five years. It seem
s a p

ity.

H
o
w

ever, in ab
o
ut fifty years, I think this b

o
o
k m

ig
ht seem

 q
uite inter-

esting
.  A

nd
 in a hund

red
 years, this b

o
o
k sho

uld
 seem

 m
ind

-b
o
g
g
ling

ly
archaic and

 b
izarre, and

 w
ill p

ro
b
ab

ly seem
 far w

eird
er to

 an aud
ience

in 2
0

9
2

 than it ever seem
ed

 to
 the co

ntem
p
o
rary read

ership
.

K
eeping

 up in cyb
erspace requires a g

reat deal of sustained attention.
P
erso

n
ally, I keep

 tab
s w

ith
 th

e m
ilieu

 b
y read

in
g
 th

e in
valu

ab
le elec-

tro
nic m

ag
azine  C

o
m

p
uter und

erg
ro

und
 D

ig
est

(tk0
jut2

@
m

vs.cso
.niu.ed

u w
ith the sub

ject head
er: S

U
B
 C

uD
 and

 a m
es-

sag
e that says:  S

U
B
 C

uD
 yo

ur nam
e     yo

ur.full.internet@
ad

d
ress).  I

also
 read

 Jack R
ickard

's b
racing

ly ico
no

clastic *B
o
ard

w
atch  M

ag
azine*

fo
r p

rint new
s o

f the B
B
S
 and

 o
nline co

m
m

unity.  A
nd

, need
less to

 say, I
read

 *W
ired

,* the first m
ag

azine o
f the 1

9
9

0
s that actually lo

o
ks and

acts like it really b
elo

ng
s in this d

ecad
e.  T

here are o
ther w

ays to
 learn,

o
f co

urse, b
ut these three o

utlets w
ill g

uid
e yo

ur effo
rts very w

ell.

W
hen I m

yself w
ant to

 p
ub

lish so
m

ething
 electro

nically, w
hich I'm

d
o
ing

 w
ith increasing

 freq
uency, I g

enerally p
ut it o

n the g
o
p
her at

T
exas Internet C

o
nsulting

, w
ho

 are m
y, w

ell, T
exan Internet co

nsultants
(tic.co

m
).  T

his b
o
o
k can b

e fo
und

 there.  I think it is a w
o
rthw

hile act
to

 let this w
o
rk g

o
 free.

From
 thence, one's bread floats out onto the dark w

aters of cyberspace,
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only to return som
eday, tenfold.  A

nd of course, thoroughly soggy, and
rid

d
led

 w
ith an entire am

azing
 eco

system
 o

f b
izarre and

 g
naw

ing
ly hun-

g
ry cyb

erm
arine life- fo

rm
s.  Fo

r this autho
r at least, that's all that

really co
unts.

T
h
an

ks fo
r yo

u
r atten

tio
n
  *8

-)

B
ru

c
e
 S

te
rlin

g
  

<
b
ruces@

w
ell.sf.ca.us>

N
ew

 Y
ears' D

ay 1
9

9
4

, A
ustin T

exas
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